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Abstract

Cloud Computing is when the work is processed via the internet on other machines. User you don’t need to know how
cloud actually works and what it consists of. They only need to specify what they need and the serviced resources will
be allocated. Cloud Computing and large data center have become a target of an attack, especially distributed denial
of service or DDoS. DDoS aim to use up the resources a cloud so that it cannot service users any more. This paper

studies the DDoS attack as well as how to solve it.
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Table 1 Types of DDoS Attack on Cloud Computing
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A1nu

1.

3.

4.

Fan1slana

SYS Flood [5]

Smurf Attack [18]

HTTP GET Flood
[21]

IP spoofing [18]

anumenIslaNG

Sending Packet CMP or TCP or UDP
packet according to number port such as
Port of No.53 (DNS) in the large number

of package via target.

Attacker will send ICMP Echo Request
via Broadcast Address in network as
medium by doing spoofing of Source
IP Address to be IP Address for target
attack. The network as medium could
send ICMP Echo Replay via IP Address
for target at once and could use as

bandwidth completely.

Sending for large requirement via Web
Service in order to use a great number
of Resources which the Web Service

could not be run.

Spoofing which is the spoofing Packet by
sending the great number of IP Address
to the target in order to use Resources

and the users could not do.
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msunilgwinsland
Need to filter data before if sending
Packet (CMP or TCP or UDP or more

than one time.

Doing filter Packet by configuring of Host
and close Ping for ICMP.

Install and Configure Firewall of user
in Web Application for prevent DDoS
Attack.

Doing filter Packet for spoofing or a great

deal of Ping.
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Figure 2 Architecture of DDoS Attack on Cloud Computing [23]
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