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4.1 A comparison of TCP and SCTP performance using the HTTP protocol
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4.2 SCTP versus TCP Comparing the Performance of Transport Protocols for Web
Traffic
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Machine) 1a8% Server 1@3oUTIUIUKHY (Guest 0S) Lmzqﬂﬂﬁmmiammﬁmu (Virtual

Y
o ' [ v o o ] .
Switch) MUYV UTEUUAINEAT? HazUenNIINI qﬁmimqﬂﬂimm%mw (Switch Layer 3)

nlFsumaaaudie

Server (Dell R710) Specification
CPU Xeon® 4core 2.4GHz * 2
RAM 128 G
OS VMWARE ESXI 4.1

- Free BSD Linux (Guest OS)

CentOS Linux (Guest OS)

Windows 2003 (Guest OS)

WindowsXP (Guest OS)

VM Switch (Virtual Switch)

Switch L3 Manage (3COM 5500G) Specification

48 port 1000BASE-T

232.0 Gb/s switching capacity

8 hardware queues per port

IEEE 802.1p (CoS/QoS)

Remarking of packets based on priority:
- Type of Service (ToS)
- IEEE 802.1p CoS

- IP precedence



- Physical port
- Source/destination MAC address

- VLAN information

Ethertype

- Source/destination IP address

- Source/destination TCP port

- Source/destination UDP port
Traffic redirection
Time-based Access Control Lists (ACLs)
Auto-prioritization
Weighted Round Robin (WRR), including WRR+SP
Strict Priority Queuing (SP)
DiffServ Code Point Expedited Forwarding (DSCP EF)
Application rate limiting and blocking on ingress
Port-based traffic shaping on egress

IEEE 802.3af Power over Ethernet standards-compliant
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[

:’QJ vlagufiumsnaass TagviaunTdsunsy Open source Instant Messenger A
IWUIANAI8 LKSCTP (Open Source SCTP) 1o liiasuulasismsasdoyanin TCP Tns In
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uaz InsInaoa SCTPluanMzmadounIuan g lumsimsnageudruiassdosnism
myiaranmsdagadoyasz e Ing Inasa TCP tag Ins Inavea SCTP a1 11/51n51 Instane

Messanger Gﬁqﬁwmuiugﬂuuu Client Server, Peer to Peer {181 Hybrid

TunsU5u1l591% 1150051 Instant Messanger @111507191ua0 TS InAva SCTP
FoNMTINUAY Library Y84 SCTP 14101 Source Code 11514053 Instant Messanger A
YSulaeudsmayeunesernelysunsuliaunsadenldszvineIns Inaea TCP uaz Ins

U A o w Y
Tnaoa SCTP Tagdau code NUANNAAYUTZNDUAY

9 A v v . . v Aq Yo v 9 A A
NTTINNTIFOUADIEHIN application ﬂﬂwﬂmﬂaaw%ﬁuawaga nIoan

{5n11 Create SCTP TCP-Style Socket A284AR1A

listenSock = socket( AF_INET, SOCK _STREAM, IPPROTO SCTP );

MINOVTUMIIHOUADTLHIN application A28 TWT InADA SCTP NAMHUARNTY

A

A v Y Aa ' . v o &
N4 socket ‘VIET';'NVI,’J NI9NLTUNIN Accept connections AIYYAATNI

bzero( (void *)&servaddr, sizeof(servaddr) );
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servaddr.sin_family = AF_INET;
servaddr.sin_addr.s_addr = htonl( INADDR_ANY );

servaddr.sin_port = htons(MY PORT NUM);

] ' A ] o
MITTNFOINNMIADATUDYAYDI SCTP TN Inava Tagad Ing Inasa

1 1 13 1 [
SCTP LﬂQﬁWNWiﬂﬁ%}N%@Q‘HN (Stream) 119%} 131,070 ¥9INN LL‘]J\?L‘]J“LW’ENVINTU%@H@L!Q%
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v =

1 T 9 1 9 ) o ) o 9 1 Y
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' Y
=

ANYANTIAIY

/* Specify that a maximum of 5 streams will be available per socket */
memset( &initmsg, 0, sizeof(initmsg) );

initmsg.sinit_ num_ostreams = 5;

initmsg.sinit max_instreams = 5;

initmsg.sinit_max_attempts = 4;

ret = setsockopt( connSock, IPPROTO_SCTP,

SCTP_INITMSG,&initmsg,

sizeof(initmsg) );

k4
msasdeyarosdulumshauiuresnasn (Stream 0) Taglugoania

Y J
Hvzhimsdatoyana1ves Server (local time stream) AIEYAR TS

snprintf( buffer, MAX BUFFER, "%s\n", ctime(&currentTime) );
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ret = sctp_sendmsg( connSock,(void *)buffer,(size t)strlen(buffer),

NULL, 0, 0, 0, LOCALTIME_STREAM, 0, 0 );

v 9 zil 9 o 1 ' ~
mﬁﬁwmgamawu“lumimqmmu%mmmam (Stream 1) Iﬂﬂﬁlu

4 v
FoIn1Hzinsaidoya GMT Yogadoya (GMT stream) AIEYARIES

snprintf( buffer, MAX BUFFER, "%s\n",asctime( gmtime(
&currentTime ) ) );
ret = sctp_sendmsg( connSock,(void *)buffer, (size_t)strlen

(buffer),NULL, 0, 0, 0, GMT _STREAM, 0, 0 );

(Z 4 1 1 9 1 . y, [ 1 9
fﬂiﬁ@]ﬂ15l%@ﬂ¢]@ﬂ1ﬁﬁ\‘lﬂ]@y’ﬁ5$W’J'N application NMYHAINNNITAIVLDY A

g £ 9 o &
Lﬁiﬂﬁu@ﬂ]ﬂ‘gﬂﬂ'lﬁ\‘l

close( connSock );
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1.  SCTP_Socket

2. SCTP_sender multi_stream
3. SCTP_receive multi_stream
4. SCTP_sender multi_home

5. SCTP_receive_multi home

1. SCTP_Socket
int listenSock, connSock, ret;
struct sockaddr_in servaddr;
char bufferf MAX BUFFER+1];

time t currentTime;

/* Create SCTP TCP-Style Socket */

listenSock = socket( AF_INET, SOCK_STREAM, IPPROTO_SCTP );

/* Accept connections from any interface */

bzero( (void *)&servaddr, sizeof(servaddr) );
servaddr.sin_family = AF_INET;
servaddr.sin_addr.s addr = htonl( INADDR_ANY );

servaddr.sin_port = htons(MY_PORT_NUM);

/* Bind to the wildcard address (all) and MY _PORT_NUM */
ret = bind( listenSock,

(struct sockaddr *)&servaddr, sizeof(servaddr) );

/* Place the server socket into the listening state */

listen( listenSock, 5 );



/* Server loop... */

while( 1) {

/* Await a new client connection */
connSock = accept( listenSock,

(struct sockaddr *)NULL, (int *)NULL );

/* New client socket has connected */

/* Grab the current time */

currentTime = time(NULL);

/* Send local time on stream 0 (local time stream) */

snprintf( buffer, MAX_ BUFFER, "%s\n", ctime(&currentTime) );

ret = sctp_sendmsg( connSock,
(void *)buffer, (size_t)strlen(buffer),

NULL, 0, 0, 0, LOCALTIME_STREAM, 0, 0 );

/* Send GMT on stream 1 (GMT stream) */
snprintf( buffer, MAX BUFFER, "%s\n",

asctime( gmtime( &currentTime ) ) );

ret = sctp_sendmsg( connSock,
(void *)buffer, (size t)strlen(buffer),

NULL, 0, 0, 0, GMT _STREAM, 0, 0 );

/* Close the client connection */

close( connSock );



2. SCTP_sender multi_Stream

{
int listenSock, connSock, ret;
struct sockaddr_in servaddr;
struct sctp_initmsg initmsg;
char bufferfMAX BUFFER+1];

time t currentTime;

/* Create SCTP TCP-Style Socket */

listenSock = socket( AF_INET, SOCK_STREAM, IPPROTO_SCTP );

/* Accept connections from any interface */

bzero( (void *)&servaddr, sizeof(servaddr) );
servaddr.sin_family = AF_INET;
servaddr.sin_addr.s_addr = htonl( INADDR_ANY );

servaddr.sin_port = htons(MY_PORT NUM);

ret = bind( listenSock, (struct sockaddr *)&servaddr, sizeof(servaddr) )

/* Specify that a maximum of 5 streams will be available per socket */
memset( &initmsg, 0, sizeof(initmsg) );

initmsg.sinit num_ostreams = 5;

initmsg.sinit_max_instreams = 5;

initmsg.sinit_max_attempts = 4;

ret = setsockopt( listenSock, IPPROTO_SCTP, SCTP_INITMSG,

&initmsg, sizeof(initmsg) );

/* Place the server socket into the listening state */

listen( listenSock, 5 );

b
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/* Server loop... */

while( 1) {

/* Await a new client connection */
printf(" Awaiting a new connection\n");

connSock = accept( listenSock, (struct sockaddr *)NULL, (int *)NULL );

/* New client socket has connected */

/* Grab the current time */

currentTime = time(NULL);

/* Send local time on stream 0 (local time stream) */
snprintf( buffer, MAX BUFFER, "%s\n", ctime(&currentTime) );
ret = sctp_sendmsg( connSock, (void *)buffer, (size t)strlen(buffer),

NULL, 0, 0, 0, LOCALTIME_STREAM, 0, 0 );

/* Send GMT on stream 1 (GMT stream) */
snprintf( buffer, MAX BUFFER, "%s\n", asctime( gmtime( &currentTime ) ) );
ret = sctp_sendmsg( connSock, (void *)buffer, (size t)strlen(buffer),

NULL, 0, 0, 0, GMT _STREAM, 0, 0 );

/* Close the client connection */

close( connSock );

return 0;



3. SCTP_receive _multi_stream

{

int connSock, in, i, ret, flags;
struct sockaddr_in servaddr;

struct sctp_status status;

struct sctp_sndrcvinfo sndrcvinfo;
struct sctp_event_subscribe events;
struct sctp_initmsg initmsg;

char bufferfMAX BUFFER+1];

/* Create an SCTP TCP-Style Socket */

connSock = socket( AF_INET, SOCK_STREAM, IPPROTO_SCTP );

/* Specify that a maximum of 5 streams will be available per socket */
memset( &initmsg, 0, sizeof(initmsg) );

initmsg.sinit_num_ostreams = 5;

initmsg.sinit_max_instreams = 5;

initmsg.sinit_max_attempts = 4;

ret = setsockopt( connSock, IPPROTO_SCTP, SCTP_INITMSG,

&initmsg, sizeof(initmsg) );

/* Specify the peer endpoint to which we'll connect */
bzero( (void *)&servaddr, sizeof(servaddr) );
servaddr.sin_family = AF_INET;

servaddr.sin_port = htons(MY_PORT NUM);

servaddr.sin_addr.s_addr = inet_addr("127.0.0.1");

/* Connect to the server */

ret = connect( connSock, (struct sockaddr *)&servaddr, sizeof(servaddr) );
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/* Enable receipt of SCTP Snd/Rcv Data via sctp_recvmsg */
memset( (void *)&events, 0, sizeof(events) );
events.sctp_data io_event = 1;

ret = setsockopt( connSock, SOL_SCTP, SCTP_EVENTS,

(const void *)&events, sizeof(events) );

/* Read and emit the status of the Socket (optional step) */
in = sizeof(status);
ret = getsockopt( connSock, SOL_SCTP, SCTP_STATUS,

(void *)&status, (socklen t *)&in );

printf("assoc id = %d\n", status.sstat_assoc_id );
printf("state = %d\n", status.sstat_state );
printf("instrms = %d\n", status.sstat_instrms );

printf("outstrms = %d\n", status.sstat_outstrms );

/* Expect two messages from the peer */

for(i=0;i<2;it++) {

in = sctp_recvmsg( connSock, (void *)buffer, sizeof(buffer),

(struct sockaddr *)NULL, 0, &sndrcvinfo, &flags );

if in>0) {
buffer[in] = 0;
if (sndrcvinfo.sinfo_stream == LOCALTIME_STREAM) {
printf("(Local) %s\n", buffer);
} else if (sndrcvinfo.sinfo_stream == GMT_STREAM) {

printf("(GMT ) %s\n", buffer);



/* Close our socket and exit */

close(connSock);

return O;

}

4. SCTP sender multi home

if((sock = socket(AF INET, SOCK SEQPACKET, IPPROTO_SCTP)) < 0)

perror("socket");

memset(&addr, 0, sizeof(struct sockaddr in));
memset(&event, 1, sizeof(struct sctp_event subscribe));
memset(&heartbeat, 0, sizeof(struct sctp_paddrparams));

memset(&rtoinfo, 0, sizeof(struct sctp_rtoinfo));

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = htonl(INADDR_ANY);

addr.sin_port = htons(PORT);

from_len = (socklen_t)sizeof(struct sockaddr in);

sig_handler.sa_handler = handle_signal;

sig_handler.sa_flags = 0;
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heartbeat.spp_flags = SPP. HB_ENABLE;
heartbeat.spp_hbinterval = 5000;

heartbeat.spp_pathmaxrxt = 1;

rtoinfo.srto_max = 2000;

/*Set Heartbeats*/
if(setsockopt(sock, SOL_SCTP, SCTP_ PEER_ ADDR PARAMS , &heartbeat,
sizeof(heartbeat)) !=0)

perror("setsockopt");

/*Set rto_max*/
if(setsockopt(sock, SOL_SCTP, SCTP_RTOINFO , &rtoinfo, sizeof(rtoinfo)) != 0)

perror("setsockopt");

/*Set Signal Handler*/
if(sigaction(SIGINT, &sig_handler, NULL) == -1)

perror("sigaction");

/*Set Events */
if(setsockopt(sock, IPPROTO_SCTP, SCTP_EVENTS, &event, sizeof(struct
sctp_event subscribe)) < 0)

perror("setsockopt");

/*Set the Reuse of Address*/
if(setsockopt(sock, SOL_SOCKET, SO REUSEADDR, &reuse, sizeof(int))< 0)

perror("setsockopt");

/*Bind the Addresses*/
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if(bind(sock, (struct sockaddr*)&addr, sizeof(struct sockaddr)) < 0)

perror("bind");

if(listen(sock, 2) < 0)

perror("listen");

/*Get Heartbeat Value*/

i = (sizeof heartbeat);

getsockopt(sock, SOL_SCTP, SCTP_PEER_ADDR PARAMS, &heartbeat,
(socklen t*)&i);

printf("Heartbeat interval %d\n", heartbeat.spp_hbinterval);

/*Print Locally Binded Addresses*/
addr_count = sctp_getladdrs(sock, 0, (struct sockaddr**)laddr);
printf("Addresses binded: %d\n", addr_count);
for(i = 0; i< addr count; i++)
printf("Address %d: %s:%d\n", i +1, inet_ntoa((*laddr)[i].sin_addr),
(*laddr)[i].sin_port);

sctp_freeladdrs((struct sockaddr*)*laddr);

while(1)

{
flags = 0;

ret = sctp_recvmsg(sock, buffer, BUFFER_SIZE, NULL, 0, NULL, &flags);

if(flags & MSG_NOTIFICATION)

printf("Notification received from %s:%u\n", inet ntoa(addr.sin_addr),

ntohs(addr.sin_port));



printf("%d bytes received from %s:%u\n", ret, inet_ntoa(addr.sin_addr),
ntohs(addr.sin_port));
H

if(close(sock) < 0)

perror("close");

void handle_signal(int signum)
{
switch(signum)
{
case SIGINT:
if(close(sock) !=0)
perror("close");
exit(0);
break;
default: exit(0);
break;

5. SCTP_receive multi home

int i;

int counter = 0;
int asconf = 1;
int ret;

int addr_count;

&3



char address[16];

char bufferMSG_SIZE];
sctp_assoc _t id;

struct sockaddr_in addr;

struct sctp_status status;

struct sctp_initmsg initmsg;

struct sctp_event_subscribe events;
struct sigaction sig_handler;

struct sctp_paddrparams heartbeat;

struct sctp_rtoinfo rtoinfo;

memset(&buffer, 'j', MSG_SIZE);

memset(&initmsg, 0, sizeof(struct sctp_initmsg));
memset(&addr, 0, sizeof(struct sockaddr _in));
memset(&events, 1, sizeof(struct sctp event subscribe));
memset(&status, 0, sizeof(struct sctp_status));
memset(&heartbeat, 0, sizeof(struct sctp paddrparams));

memset(&rtoinfo, 0, sizeof(struct sctp rtoinfo))

if(arge =2 || (inet_addr(argv[1]) == -1))
{

puts("Usage: client [IP ADDRESS in form xxx.XxX.Xxx.xxx] ");

return 0;

strncpy(address, argv[1], 15);

address[15] = 0;

addr.sin_family = AF_INET;

inet_aton(address, &(addr.sin_addr));
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addr.sin_port = htons(PORT);

initmsg.sinit_ num_ostreams = 2;
initmsg.sinit_max_instreams = 2;

initmsg.sinit_max_attempts = 1;

heartbeat.spp_flags = SPP. HB_ ENABLE;
heartbeat.spp_hbinterval = 5000;

heartbeat.spp_pathmaxrxt = 1;

rtoinfo.srto_max = 2000;

sig_handler.sa_handler = handle_signal;

sig_handler.sa_flags = 0;

/*Handle SIGINT in handle signal Function*/
if(sigaction(SIGINT, &sig_handler, NULL) == -1)

perror("sigaction");

/*Create the Socket*/
if((ret = (sock = socket(AF INET, SOCK_STREAM, IPPROTO SCTP))) <0)

perror("socket");

/*Configure Heartbeats*/
if((ret = setsockopt(sock, SOL_SCTP, SCTP_ PEER_ADDR_PARAMS , &heartbeat,
sizeof(heartbeat))) !=0)

perror("setsockopt");

/*Set rto_max*/
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if((ret = setsockopt(sock, SOL_SCTP, SCTP_RTOINFO , &rtoinfo, sizeof(rtoinfo))) !=
0)

perror("setsockopt");

/*Set SCTP Init Message*/
if((ret = setsockopt(sock, SOL_SCTP, SCTP_INITMSG, &initmsg, sizeof(initmsg))) !=
0)

perror("setsockopt");

/*Enable SCTP Events*/
if((ret = setsockopt(sock, SOL_SCTP, SCTP_EVENTS, (void *)&events,
sizeof(events))) = 0)

perror("setsockopt'");

/*Get And Print Heartbeat Interval*/
i = (sizeof heartbeat);

getsockopt(sock, SOL_SCTP, SCTP_PEER_ADDR PARAMS, &heartbeat,
(socklen t*)&i);

printf("Heartbeat interval %d\n", heartbeat.spp_hbinterval);

/*Connect to Host*/
if(((ret = connect(sock, (struct sockaddr*)&addr, sizeof(struct sockaddr)))) < 0)
{

perror("connect");

close(sock);

exit(0);

/*Get Peer Addresses*/



addr_count = sctp_getpaddrs(sock, 0, (struct sockaddr**)paddrs);

printf("\nPeer addresses: %d\n", addr_count);

/*Print Out Addresses*/
for(i=0;i<addr_count; it++)
printf("Address %d: %s:%d\n", i +1, inet_ntoa((*paddrs)[i].sin_addr),

(*paddrs)[i].sin_port);

sctp_freepaddrs((struct sockaddr*)*paddrs);

/*Start to Send Data*/

for(i=0;1< NUMBER OF MESSAGES; i++)
{
counter++;

printf("Sending data chunk #%d...", counter);

if((ret = send(sock, buffer, MSG_SIZE, 0)) == -1)

perror("write");

printf("Sent %d bytes to peer\n",ret);

sleep(1);

if(close(sock) !=0)

perror("close");

void handle_signal(int signum)
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switch(signum)
{
case SIGINT:
if(close(sock) !=0)
perror("close");
exit(0);
break;
default: exit(0);

break;
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