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This thesis is concerned with the framework for finding the optimal stochas-
tic routing to defend intelligent eavesdropping and jamming attacks in the Wireless
Mesh Network (WMN) with a cone-based, directional antenna. A game-theoretical
model is used to find the best strategy to maximize the expected number of se-
cure sessions (£SS) under the most severe circumstance. In particular, the WMN
has been modeled by the two-person zero-sum game with two players, namely, a
network defender and a network attacker. The defender tries to maximize ESS by
assigning the best selection probabilities to the tree patterns for forwarding data
to and from gateways. The attacker tries to minimize ESS by assigning the best
selection probabilities to the positioning of attacker. In this regard, the obtained
value of game represents the minimum guarantee on the number of secure sessions
at the defender optimality in WMNSs under any attacks. Numerical results show
that using directional antenna can lead to higher ESS values when compared to
the corresponding cases with only the omni-directional antenna capability. The en-
hancement of antenna directionality by decreasing the beamwidth can help improve
ESS in the sufficiently large network case of downlink. On the contrary, in the
case of uplink, the increasing number of gateways will add to the improvement of
ESS. In addition, based on reported numerical results on both deterministic and
random topologies, the uplink loading case can be attacked more severely than in
the downlink case. The analyzed ESS here would benefit the design of WMN in
terms of robustness.
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