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and Intention to Resist Social Engineering Threats

Pichsinee Kosalanun*

Thammasat Business School, Thammasat University

*Correspondence: pichsinee-kos64@tbs.tu.ac.th

Abstract

Cyber threats are currently escalating significantly, causing widespread harm to those conducting financial
transactions. This study aims to investigate the relationship between information security awareness and the
intention to combat cyber threats. Social engineering is a quantitative study. And apply the concepts of network
threats, social engineering types, concepts of Self Efficacy, concepts of Attitude, concepts of Information
Security Awareness. Concepts of subjective Norm, concepts of Perceived Behavior Control and related
research are guidelines for establishing a research framework. By studying a sample of individuals who have
encountered social engineering network threats, such as answering and receiving calls. SMS fraud or internet
fraud, whether through channels, websites, emails, or chats, at least once within 12 months, at least 1 year of
social media work experience 227 respondents conducted validation before analyzing the statistical results,
and the remaining number of respondents was 202. And use ready-made statistical programs to process data
to analyze the relationship with various factors. Based on the above research theory and framework.

The results indicate that information security awareness is related to its own performance and attitude
towards maintaining information security. Statistical analysis results between psychological norms and
behavioral control awareness, including information security attitudes. Spiritual norms the awareness of
behavior control is closely related to the intention to resist social engineering network threats. Human resource
management personnel can apply the research findings to develop training plans, educate employees, or
formulate policies and clear operational procedures to prevent social engineering threats. This includes raising

awareness among the public who have the opportunity to encounter cyber threats in society.

Keywords: Information Security Awareness; Self Efficacy; Attitude; Subjective Norm; Perceived Behavior Control;

Intention to resist social engineering
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2.6 MIIUINIIAILANNYANIIX (Perceived behavior control)
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27 amucslafiozaad g panaaelBiuasUsznnI@Inssadanal (Intention to resist social engineering)
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3. NIDUUWIAANITIVLUALANNAZIWNTIVY

;ﬁﬁ‘i‘ﬂ"l,ﬁﬁ'm'ﬁﬂummiimﬂiiuﬁlﬁmﬁaa Mg ESuszumfafiistamuiasumaaszaindu
anusueINMIEIEMNadanu IR U danrsaSianusunuimeasnuasaanuas lelunisdediusie
Qnmumﬂmuai‘ﬂszmw’?mnﬁué’aﬂmfaﬂmﬂLLa:ﬁ]’mmswummﬁmnimﬁLﬁmﬁaawud']ﬁ%fﬁ'ﬁms
m:‘mﬁfﬂﬁmmmu”ﬂmmammumﬁﬂﬁﬁﬁa?ﬁ'ﬂﬁﬁwdﬂﬂ{]'\‘1ﬁm%ﬁ'ﬂm’]mﬁlﬂums@iaﬁmﬁﬂqﬂmwmdvlfmua‘i(
U3 nN3aInITNEINN D991NN1INUNINITIBNIINALABITaswudSTasuii Anates Taun Tasudu
UszanEnnuesanias Taibsuriauadnissnmanuiuaamemssuine Tasbusmiaguiaiss uazdads
FWNITUINMIAILAUNOANITY Tuns3spassiisednmndaseiingadasumsaszninauanusuasnia

TRULNA b sTaﬂaafﬁ'ﬂmwuéTﬂacLumi@iaﬁmﬁ'mQﬂmumd"l.smuaﬁfﬂi:mw?mmmﬁmu



NI TTTVUENTFUNAGUTIND (JISB) DN 11 aiun 1 10@an unaw - Aguian 2568 Wi 48

Soll-Etficacy

HL i M HE [4)

He [+ Ambude HEEE

Information
Saounty

Hudal -3 L T 1
BB e HI () HT (+] -

Ha(+] e £OHE [+
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(Information Security Awareness) ﬁ'umwm‘igﬂaﬁ%@iaﬁmﬁ'ﬂqﬂmumﬂsﬁmai"’ﬂ‘i:mw?mmiuéﬁﬂu
(Intention to resist social engineering)
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