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1

Computer (or server), Network device, Printer, CCTV camera and
Office facilitate requires confidentially, integrity, availability and
accountability under the auspices of laws or regulation and

business process.

GM61

Personal data requires confidentially, integrity and availability

under the auspices of business process.

GM61

SE laboratory member requires confidentially, integrity and
availability under the auspices of mission and goals and business

process.

GM61
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4

The asset valuation of Computer (or server) is Extreme in security
requirements rating, High in financial value rating and Extreme in

business impact rating. So, the overall impact value is high

GM62

The asset valuation of Thesis File is High in security requirements
rating, Low in financial value rating and Low in business impact

rating. So, the overall impact value is low

The asset valuation of Office facilitate is Medium in security
requirements rating, Medium in financial value rating and Medium

in business impact rating. So, the overall impact value is low

The asset valuation of critical laboratory data is Extreme in security
requirements rating, High in financial value rating and Very high in

business impact rating. So, the overall impact value is high

The asset valuation of Personal data is Very high in security
requirements rating, Low in financial value rating and Low in

business impact rating. So, the overall impact value is low

The asset valuation of SE laboratory member is Very high in
security requirements rating, Low in financial value rating and Low

in business impact rating. So, the overall impact value is low

10

The asset valuation of CCTV camera is Extreme in security
requirements rating, High in financial value rating and High in

business impact rating. So, the overall impact value is high

11

The asset valuation of Network device is Extreme in security
requirements rating, Medium in financial value rating and Extreme

in business impact rating. So, the overall impact value is high

12

The asset valuation of Printer is Negligible in security requirements
rating, Medium in financial value rating and High in business

impact rating. So, the overall impact value is low

GM62

13

The likelihood of lost or damaged for critical laboratory data is

Low. The consequence of this threat is attacker monitoring failure.

14

The likelihood of unauthorized modification for SE laboratory

member is Medium. The consequence of this threat is attacker can

GM63
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enter the SE laboratory room, and real SE member cannot enter the
SE laboratory room.
GM63
16 The likelihood of lost or damaged for CCTV camera is Low. The
consequence of this threat is attacker monitoring failure.
16 The likelihood of communication problem for Network device is
Medium. The consequence of this threat is communication
problem.
1 The likelihood of error for Network device is Medium. The
consequence of this threat is communication problem.
18 The likelihood of hacked (in case of server) for Computer (or
server) is Medium. The consequence of this threat is denial of
] GM63
service.
19 The likelihood of lost for Computer (or server) is Low. The
consequence of this threat is chaos in the laboratory, such as,
contacting to a police, an owner of that computer cannot work at
all..
20 The likelihood of lost for Network device is Low. The consequence
of this threat is communication failure. |
21 The cause of lost or damaged is attacker want to attack, or want to
steal a device which has Extreme severity level.
22 The cause of unauthorized access is a not well protection policy
which has Extreme severity level.
23 The cause of lost or damaged for CCTV camera is attacker want to
reduce the security level of the SE laboratory which has Extreme
severity level. GM64
24 The cause of unauthorized modification is be pretending of
someone external or internal which has Very high severity level.
25 The cause of lost is unexpectedlyevent which has Extreme severity
level.
26 The cause of lost is an attacker want to attack, or want to steal a

device which has Extreme severity level.
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27 The qualitative risk for SE laboratory member is Medium.
28 The qualitative risk for Network device is High.
29 The qualitative risk for critical laboratory data is Very high. GM65
30 The qualitative risk for Computer (or server) is High.
a1 The qualitative risk for CCTV camera is Extreme.
32 Protect Availability of Computer (or server) require high level of
detection, high level of prevention and high level of response with GMe66, GM67
following services: Accounting and Access Control.
33 Protect Availability of Network device require high level of
detection, high level of prevention and high level of response with
following services: Security Management.
34 Protect Confidentiality of critical laboratory data require high level
of detection and high level of prevention with following services: GM66, GM67
Accounting, Access Control and Security Management.
35 Protect Confidentiality of SE laboratory member require high level
of detection and high level of prevention with following services:
Accounting and Access Control.
36 SE laboratory admin with admin role can access critical laboratory
data by using through HTTP/ HTTPS protocal .This require I&A GM68
service named, I&APassword Laboratory .
37 The service named, I|&APassword Laboratory, service for
Laboratory data. by use username and password, should minimize
GM71, GM72,
risks to user safety by using identifier and password. The
GM73
specification of password should be length range is 4-15, lifetime
is Forever,
38 The service named, biometric authentication should accurately
GM71, GM72,
recognize legitimate actors by using biometric. The biometric
GM74
should be finger.
39 SE member who acquired admin role can modify SE laboratory
GM81,GM82,
member.
GM84
40 SE member who acquired admin role can modify critical laboratory
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data.
41 SE member who acquired member role can access Thesis File.
42 SE member who acquired member role can modify Personal data. GM83
43 SE laboratory member has a medium classification level.
44 Member role can perform following tasks: download thesis file and
read thesis file.
GM85
45 Admin role can perform following tasks: access thesis file, delete
thesis file, download thesis file and modify thesis file.
46 The request from the external host is denined to access critical
laboratory data through HTTP/ HTTPS, FTP/ FTPS Port. .
GM121,
47 The request from P2P package is permited to access Office
GM122, GM123
facilitate through P2P Port. the bandwidth can not more than limit
50 KB/s.
48 The request from 161.200.xxx.xxx is permited to access internet GM121,

laboratory services.

GM122, GM123
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1 Hospital  information  requires integrity, availability —and
accountability under the auspices of mission and goals, financial
health, business process and enterprise location.
2 out patient department card (OPD Card) requires confidentially,
integrity, availability and accountability under the auspices of
mission and goals.
GM61
3 Computer of hospital requires integrity and accountability under
the auspices of mission and goals, financial health and business
process.
4 Server system requires integrity and accountability under the

auspices of mission and goals, financial health and business

process.
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patient profile requires confidentially, integrity, availability and

accountability under the auspices of mission and goals.

Laboratory requires confidentially, integrity, availability and
accountability under the auspices of mission and goals and

enterprise location.

Dispensary requires confidentially, integrity, availability and
accountability under the auspices of mission and goals and

enterprise location.

Hospital management system requires confidentially, integrity,
availability and accountability under the auspices of partner
relations, mission and goals, business process and sensitive

business event.

Laboratory result of patient requires confidentially, integrity and

accountability under the auspices of mission and goals.

10

Doctor personal data requires confidentially, integrity, availability
and accountability under the auspices of laws or regulation,
partner relations, mission and goals, financial health, business

process and enterprise location.

1

Patient personal data requires confidentially, integrity, availability
and accountability under the auspices of laws or regulation,

partner relations, financial health and enterprise location.

12

staff personal data requires confidentially, integrity, availability and
accountability under the auspices of laws or regulation, partner
relations, mission and goals, financial health, business process

and enterprise location.

13

Nurse personal data requires confidentially, integrity, availability
and accountability under the auspices of laws or regulation,
partner relations, mission and goals, financial health, business

process and enterprise location.

14

Pharmacist personal data requires confidentially, integrity,

availability and accountability under the auspices of laws or

GM61
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regulation, partner relations, mission and goals, financial health,

business process and enterprise location.

16

Medicine Information requires integrity, availability and
accountability under the auspices of laws or regulation, partner

relations, mission and goals and financial health.

16

Medicine requires integrity, availability and accountability under
the auspices of laws or regulation, partner relations, mission and

goals and financial health.

17

Adverse drug list requires confidentially, integrity, availability and

accountability under the auspices of mission and goals.

GM61

18

The asset valuation of doctor personal data is Low in security
requirements rating, Low in financial value rating and Low in

business impact rating. So, the overall impact value is low

19

The asset valuation of network device is Low in security
requirements rating, High in financial value rating and High in

business impact rating. So, the overall impact value is medium

20

The asset valuation of patient personal data is Medium in security
requirements rating, Low in financial value rating and Low in

business impact rating. So, the overall impact value is low

GM62

21

The asset valuation of laboratory result of patient is Low in security
requirements rating, High in financial value rating and High in

business impact rating. So, the overall impact value is medium

22

The asset valuation of laboratory result of patient is Low in security
requirements rating, High in financial value rating and Medium in

business impact rating. So, the overall impact value is low

23

The asset valuation of out patient department card (OPD Card) is
Medium in security requirements rating, Medium in financial value
rating and Medium in business impact rating. So, the overall

impact value is low

24

The asset valuation of Hospital information is Low in security

requirements rating, Negligible in financial value rating and Low in

GME2
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business impact rating. So, the overall impact value is low

25

The asset valuation of staff personal data is Low in security
requirements rating, Low in financial value rating and Low in

business impact rating. So, the overall impact value is low

26

The asset valuation of medicine is Extreme in security
requirements rating, Extreme in financial value rating and High in

business impact rating. So, the overall impact value is high

2%

The asset valuation of laboratory is High in security requirements
rating, High in financial value rating and High in business impact

rating. So, the overall impact value is medium

28

The asset valuation of nurse personal data is Low in security
requirements rating, Low in financial value rating and Low in

business impact rating. So, the overall impact value is low

29

The asset valuation of pharmacist personal data is Low in security
requirements rating, Low in financial value rating and Low in

business impact rating. So, the overall impact value is low

30

The asset valuation of adverse drug list is Medium in security
requirements rating, High in financial value rating and High in

business impact rating. So, the overall impact value is medium

31

The asset valuation of Hospital management system is High in
security requirements rating, High in financial value rating and
High in business impact rating. So, the overall impact value is

medium

32

The asset valuation of Dispensary is High in security requirements
rating, High in financial value rating and High in business impact

rating. So, the overall impact value is medium

33

The asset valuation of medicine Information is High in security
requirements rating, Low in financial value rating and Low in

business impact rating. So, the overall impact value is low

34

The asset valuation of patient profile is Low in security

requirements rating, Medium in financial value rating and Medium

GM62




ATI9N N.3 ANNFABINITANINTIUANTIBITZULAANNTIITNNEILNG (ﬁife])

94

{Asanns

LULRAANTIRITINELNS

¥

N
BN

ANABINITAINIUAY

laennsoin L4

in business impact rating. So, the overall impact value is low

35

The asset valuation of Server system is Extreme in security
requirements rating, Very high in financial value rating and High in

business impact rating. So, the overall impact value is high

36

The asset valuation of Computer of hospital is Medium in security
requirements rating, Medium in financial value rating and High in

business impact rating. So, the overall impact value is medium

GM62

37

The likelihood of lost medicine for medicine is Extreme. The
consequence of this threat is pharmacist cannot administer

medicine to patient and hospital loss money.

38

The likelihood of not enough medicine for medicine is High. The
consequence of this threat is pharmacist cannot administer

medicine to patient.

39

The likelihood of unauthorized access and modification for
laboratory result of patient is High. The consequence of this threat
is Misappropriation, incapacitation, misuse, exposure, corruption of

information.

40

The likelihood of lost for network device is Low. The consequence

of this threat is communication failure. All staff cannot use system.

41

The likelihood of theft of information for patient profile is High. The
consequence of this threat is Misappropriation, incapacitation,

misuse, exposure, corruption of patient information.

GM63

42

The likelihood of lost or unavailable for laboratory is Very high. The
consequence of this threat is laboratory Staff cannot access

laboratory. Doctor cannot diagnose patient.

43

The likelihood of Unauthorized access of informational for staff
personal data is High. The consequence of this threat is Exposure,

falsification, incapacitation, misappropriation of information.

44

The likelihood of lost or unavailable data for patient personal data
is Medium. The consequence of this threat is lost personal data

.doctor maybe mistake drug to patient.

GM63
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45

The likelihood of Unauthorized access to informational for patient
personal data is High. The consequence of this threat is Exposure,
falsification, incapacitation, misappropriation of informational

assets.

46

The likelihood of lost laboratory or unavailable for Dispensary is
Very high. The consequence of this threat is phamacist cannot
access dispensary. Pharmacist cannot administer medicine to

patient..

47

The likelihood of lost server or error for Server system is Extreme.
The consequence of this threat is All Staff cannot access system.

All staff do not working..

48

The likelihood of lost or unavailable system for Hospital
management system is Extreme. The consequence of this threat is

all staff cannot access the system. .

49

The likelihood of access lost profile for patient profile is Very high.
The consequence of this threat is All Staff cannot access patient

profile. Maybe doctor mistake drug to patient.

50

The likelihood of lost for patient profile is Very high. The
consequence of this threat is All Staff cannot access patient profile.

Maybe doctor mistake drug to patient..

51

The likelihood of lost or unavailable for adverse drug list is
Extreme. The consequence of this threat is Maybe doctor mistake

drug to patient.

52

The likelihood of lost or unavailable for out patient department card
(OPD Card) is Extreme. The consequence of this threat is Maybe

doctor mistake drug to patient.

GM63

53

The likelihood of lost or unavailable data for pharmacist personal
data is Medium. The consequence of this threat is lost personal

data.

54

The likelihood of lost or unavailable data for Hospital information is

Medium. The consequence of this threat is lost personal data.

GM63




AT19N N.3 ANFABINITAMNIUAILBITTUUAANTTUBAITINENLNA (k)

96

{A3anns

FTUUAANTIBILTINELNS

Y
BN

ANNNABINITAINIUAY

laennsainlid

65

The likelihood of lost or unavailable data for nurse personal data is

Medium. The consequence of this threat is lost personal data.

56

The likelihood of lost or unavailable data for staff personal data is

Medium. The consequence of this threat is lost personal data.

57

The likelihood of lost or unavailable data for doctor personal data

is Medium. The consequence of this threat is lost personal data.

GM63

58

The cause of lost or unavailable system for Hospital management
system is server down. By administrator turn off server or lack of
surge protection, uninterruptible power system (UPS) which has

Very high severity level.

59

The cause of unauthorized access and modification for laboratory
result of patient is not well protection policy which has High

severity level.

60

The cause of lost server or error for Server system is power down

ort theft is steal server. which has Extreme severity level.

61

The cause of lost laboratory or unavailable for Dispensary is
Identification and Authentication system is failed. which has Very

high severity level.

62

The cause of not enough medicine for medicine is Hospital
Management System do not alert with number of medicine lower
limited or pharmacist do not order medicine. which has Very high

severity level.

63

The cause of Unauthorized access of informational for staff
personal data is Weak information security controls enabling

unauthorized access which has High severity level.

64

The cause of access lost profile for patient profile is developer

programming fail. which has High severity level.

65

The cause of lost or unavailable for adverse drug list is server
down. By administrator or lack of surge protection, uninterruptible

power system (UPS) which has Very high severity level.

GM64

66

The cause of lost for patient profile is server down. By

GMo4
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administrator turn off server or lack of surge protection,
uninterruptible power system (UPS) which has High severity level. _
The cause of lost for network device is power down. which has N 4
" Medium severity level.
68 The qualitative risk for laboratory result of patient is Low.
69 The qualitative risk for Dispensary is Medium.
70 The qualitative risk for Hospital management system is Extreme.
71 The qualitative risk for medicine is Medium.
72 The qualitative risk for network device is Negligible. GM65
73 The qualitative risk for patient profile is Medium.
74 The qualitative risk for Server system is Very high.
75 The qualitative risk for staff personal data is Negligible.
76 The qualitative risk for adverse drug list is Medium.
Protect Availability of Server system require high level of detection,
high level of prevention and high level of response with following
& services: I&A Service, Accounting, Access Control and Security
Management.
Protect Confidentiality of patient personal data require low level of
78 detection and moderate level of prevention with following services:
Accounting and Security Management. |
Protect Accountability of medicine require high level of detection
79 and high level of response with following services: I&A Service,
GM66, GM67
Accounting, Access Control and Security Management.
Protect Availability of adverse drug list require low level of
80 detection, moderate level of prevention and high level of response
with following services: Accounting and Security Management.
Protect Accountability of laboratory result of patient require high
level of detection and high level of response with following
. services: Accounting, Access Control and Security Management.
Protect Availability of Hospital management system require low
82 level of detection, moderate level of prevention and moderate level
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of response with following services: I&A Service, Access Control

and Security Management.

83

Patient with patient role can read patient profile by using through
HTTP /HTTPs protocal .This require I&A service named,

hospitalPassword.

GM68

84

The service named, hospitalPassword, hospitalPassword is service
to identification user., should accurately detect imposters, minimize
mismatch with user characteristics, minimize time and effort to use,
minimize risks to user safety and minimize changes needed to
existing infrastructure by using identifier and password. The
specification of password should be composit is character (a-z) or
number (0-9), length range is 4-15, lifetime is 90 day, source is
user, ownership individual, storage is legitimately read only by the
log-on process and encrypt passwords, entry is keyborad,

authenticate period is 60 second of time.

GM71, GM72,
GM73

85

The service named, I&A accessRoom, I&A accessRoom is service
for identification and authentication to entry room, should
accurately detect imposters, minimize mismatch with user
characteristics, minimize time and effort to use, minimize risks to
user safety, minimize changes needed to existing infrastructure
and minimize costs of maintenance, management, and overhead

by using biometric. The biometric should be finger.

GM71, GM72,
GM74

86

Limited user who acquired laboratory staff can modify laboratory

result of patient.

87

Limited user who acquired doctor can access laboratory result of

patient.

88

Limited user who acquired doctor can modify adverse drug list.

89

Limited user who acquired pharmacist role can modify adverse

drug list.

90

Limited user who acquired nurse can access adverse drug list.

91

Limited user who acquired nurse can access patient profile.

GM81, GM82,
GM84
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92 Administrator who acquired Administrator can modify Hospital
management system.

93 Administrator who acquired Administrator can modify staff
personal data.

94 Staff member who acquired laboratory staff can access laboratory.

The requirements /condition /constraints are Identification and
GM81, GM82,
Authentication by finger print.
GMm84

95 staff member who acquired pharmacist role can access Drug
Room. The requirements /condition /constraints are ldentification
and Authentication by finger print.

96 Limited user who acquired doctor can rT'lodify patient profile. The
requirements /condition /constraints are after doctor diagnose
patient.

97 patient profile has a medium classification level.

98 Server system has a extreme classification level.

GM83

99 patient personal data has a medium classification level.

100 Adverse drug list has a medium classification level.

101 Nurse role can perform following tasks: access laboratory result of
patient, access adverse drug list and access patient profile.

102 Laboratory staff role can perform following tasks: access
laboratory result of patient and modify laboratory result of patient.

103 Pharmacist role can perform following tasks: access adverse drug -
list, access patient profile, administer medicine and modify %
adverse drug list.

104 Doctor role can perform following tasks: access laboratory result of
patient, access adverse drug list, access patient profile, modify
adverse drug list, modify patient profile and prescribe medicine.

105 The request from External host is permited to access Hospital
information through HTTP Port. External can access by website by GM121,
internet. GM122, GM123

106 The request from 192.168.xxx.xxx is permited to access Hospital
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management system through 10550 Port. All staff can access

system by intranet.
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1 book, CD-ROM, Thesis book and magazine requires integrity,
availability and accountability under the auspices of mission and

goals, financial health and enterprise location.

2 book information, CD-ROM information and Thesis book
information requires confidentially, integrity, availability and
accountability under the auspices of mission and goals, financial

health and enterprise location.

3 university library system and university library server requires
integrity, availability and accountability under the auspices of laws

or regulation, mission and goals, business process and enterprise

location.

GM61

4 The asset valuation of Thesis book information is Medium in
security requirements rating, Medium in financial value rating and
Medium in business impact rating. So, the overall impact value is

low

5 The asset valuation of network device is Medium in security
requirements rating, Medium in financial value rating and Medium

in business impact rating. So, the overall impact value is low

6 The asset valuation of university library server is Extreme in
security requirements rating, Extreme in financial value rating and
Extreme in business impact rating. So, the overall impact value is

very high

7 The asset valuation of university library system is Extreme in
security requirements rating, Extreme in financial value rating and

Extreme in business impact rating. So, the overall impact value is

GM62
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high

The asset valuation of CD-ROM is Medium in security
requirements rating, High in financial value rating and High in

business impact rating. So, the overall impact value is medium

The asset valuation of Thesis book is Medium in security
requirements rating, Very high in financial value rating and Very
high in business impact rating. So, the overall impact value is

medium

10

The asset valuation of book is Medium in security requirements
rating, Very high in financial value rating and Very high in business

impact rating. So, the overall impact value is medium

11

The asset valuation of book information is Medium in security
requirements rating, Medium in financial value rating and Medium

in business impact rating. So, the overall impact value is low

12

The asset valuation of CD-ROM information is Medium in security
requirements rating, Medium in financial value rating and Medium

in business impact rating. So, the overall impact value is low

13

The asset valuation of magazine is Low in security requirements
rating, Medium in financial value rating and Medium in business

impact rating. So, the overall impact value is low

GM62

14

The likelihood of Theft for book is Extreme. The consequence of
this threat is Misappropriation, incapacitation, misuse, exposure,

corruption of of book. other user cannot borrow book..

15

The likelihood of Theft for magazine is High. The consequence of
this threat is Misappropriation, incapacitation, misuse, exposure,

corruption of of magazine. other user cannot borrow magazine.:

16

The likelihood of Theft for CD-ROM is Extreme. The consequence
of this threat is Misappropriation, incapacitation, misuse, exposure

of CD-ROM. other user cannot borrow CD-ROM..

i/

The likelihood of Theft for Thesis book .information is High. The

consequence of this threat is Misappropriation, incapacitation,

GM63
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misuse, exposure, corruption of thesis book.

18

The likelihood of Theft for Thesis book is Extreme. The
consequence of this threat is Misappropriation, incapacitation,

misuse, exposure, corruption of thesis.

19

The likelihood of Theft of information for magazine is Low. The
consequence of this threat is Misappropriation, incapacitation of

magazine.

20

The likelihood of Theft of information for book information is
Medium. The consequence of this threat is Misappropriation,

incapacitation, misuse, exposure, corruption of thesis information.

21

The likelihood of Theft of information for Thesis book information is
Medium. The consequence of this threat is Misappropriation,

incapacitation, misuse, exposure, corruption of thesis information.

22

The likelihood of server down or error for university library system
is High. The consequence of this threat is user cannot access
system. user do not working,do not borrow, do not give back, do

not search information.

23

The likelihood of blackout for university library server is High. The
consequence of this threat is user cannot access system. user do
not working,do not borrow, do not give back, do not search

information..

24

The likelihood of lost server or error for university library server is
Extreme. The consequence of this threat is user cannot access
system. user do not working,do not borrow, do not give back, do

not search information..

25

The likelihood of Theft of information for CD-ROM information is
Medium. The consequence of this threat is Misappropriation,

incapacitation, misuse, exposure of CD-ROM information.

GM63

26

The cause of lost server or error for university library server is Lack
of proper physical controls for university library server

localtion.And not well protection policy to manage security. which

GM64
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has Very high severity level.
27 The cause of server down or error for university library system is
Lack of surge protection, uninterruptible power system (UPS)
which has Extreme severity level.
28 The cause of Theft for book is Lack of proper physical controls for
book storage which has Extreme severity level.
29 The cause of blackout for university library server is Lack of surge
protection, uninterruptible power system (UPS) which has Very
high severity level.
30 The cause of Theft for Thesis book is Lack of proper physical
controls for thesis book storage which has Extreme severity level.
31 The cause of Theft for magazine is Lack of proper physical
controls for CD-ROM storage which has Medium severity level.
82 The cause of Theft for CD-ROM is Lack of proper physical controls
for CD-ROM storage which has Very high severity level.
33 The qualitative risk for book is Medium.
34 The qualitative risk for CD-ROM is Low.
GM65
35 The qualitative risk for magazine is Negligible.
36 The qualitative risk for Thesis book is Medium.
37 The qualitative risk for university library server is Extreme.
38 The qualitative risk for university library system is Medium. eMEo
39 Protect Availability of CD-ROM require high level of detection,
moderate level of prevention and moderate level of response with
following services: Accounting and Access Control.
40 Protect Integrity of Thesis book require high level of detection,
high level of prevention and high level of response with following
GM66, GM67
services: Accounting and Security Management.
41 Protect Availability of magazine require high level of detection,
moderate level of prevention and moderate level of response with
following services: Access Control.
42 Protect Integrity of university library server require high level of
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detection, high level of prevention and high level of response with
following services: I&A Service, Accounting, Access Control and

Security Management.

43

Protect Accountability of university library server require high level
of detection and high level of response with following services: I&A

Service, Accounting, Access Control and Security Management.

44

Protect Accountability of book require high level of detection and
high level of response with following services: I&A Service,

Accounting and Security Management.

45

Protect Accountability of university library system require high
level of detection and low level of response with following services:

Accounting, Access Control and Security Management.

46

Protect Availability of book require high level of detection,
moderate level of prevention and moderate level of response with

following services: Accounting and Access Control.

GMe66, GM67

47

staff with staff library role can read report university library system
by using SSL through HTTP protocal for this requirement for
manager can read report to check everything from external

host.This require I&A service named, I&APassword.

48

Limited user with student role can retrieve information university
library system by using SSL through HTTP protocal for this
requirement for student can retrieve information from external

host.This require I&A service named, I&APassword.

GM68

49

The service named, I&ABorrowAsset, service for borrow asset
library, book, CD-ROM, thesis book., should accurately detect
imposters, minimize time and effort to use, minimize risks to user
safety, minimize costs of maintenance, management, and

overhead and protect I&A assets by using hardware token.

GM71, GM72

50

The service named, I&APassword, service for user can login for
access system, should accurately detect imposters, minimize

mismatch with user characteristics, minimize time and effort to

GM71, GM72,
GM73
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use, minimize risks to user safety and minimize costs of
maintenance, management, and overhead by using identifier and
password. The specification of password should be composit is
character (a-z) or number (0-9), length range is 4-15, lifetime is 1
years, source is user, storage is legitimately read only by the log-
on process and encrypt passwords, entry is keybroad,

authenticate period is on session.

51

Administrator who acquired Administrator can modify university
library system. The requirements /condition /constraints are

Identification and Authentication by |1&APassword.

52

staff who acquired staff library role can modify CD-ROM

information.

53

staff who acquired staff library role can modify book information.

54

staff who acquired staff library role can order book.

55

Limited user who acquired teacher can borrow book. The
requirements /condition /constraints are Identification and
Authentication by 1&ABorrowAsset. Teacher can borrow on 14

days..

56

Limited user who acquired student can borrow CD-ROM. The
requirements /condition /constraints are Identification and
Authentication by I&ABorrowAsset. Student can borrow on 7

days..

57

Limited user who acquired student can borrow book. The
requirements /condition /constraints are Identification and

Authentication by I&ABorrowAsset. Student can borrow on 7 days.

58

Limited user who acquired student can borrow Thesis book. The
requirements /condition /constraints are ldentification and

Authentication by I&ABorrowAsset. Student can borrow on 7 days.

GM81,GM82,
GM84

59

Limited user who acquired student can retrieve Thesis book

information. The requirements /condition /constraints are

GM81,GM82,
GM84
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Identification and Authentication by I&APassword.

60 Limited user who acquired student can retrieve book information.
The requirements /condition /constraints are ldentification and
Authentication by I&APassword.

61 staff who acquired staff library role can modify Thesis book
information.

62 Administrator who acquired Administrator can modify university
library server. The requirements /condition /constraints are
Identification and Authentication by 1&APassword.

63 staff who acquired staff library role can report book. The
requirements /condition /constraints are staff can make report of
book..

64 Limited user who acquired student can retrieve CD-ROM
information. The requirements /condition /constraints are
Identification and Authentication by 1&APassword.

65 university library system has a extreme classification level.

66 university library server has a medium classification level.

67 CD-ROM has a medium classification level. GM83

68 Thesis book has a very high classification level.

69 book has a high classification level.

70 staff library role can perform following tasks: borrow book, borrow
CD-ROM, borrow thesis book, create book information, create
CD-ROM information, create thesis information, lend Book, lend
CD-ROM , lend thesis book, Modify book information, Modify CD-
ROM information, reserve book, reserve CD-ROM book, reserve
thesis book, retrieve book information, retrieve CD-ROM GM85
information and retrieve thesis information.

71 student role can perform following tasks: borrow book, borrow CD-

ROM, borrow thesis book, reserve book, reserve CD-ROM book,
reserve thesis book, retrieve book information, retrieve CD-ROM

information and retrieve thesis information.
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72

teacher role can perform following tasks: borrow book, borrow CD-
ROM, borrow thesis book, reserve book, reserve CD-ROM book,
reserve thesis book, retrieve book information, retrieve CD-ROM

information and retrieve thesis information.

73

Administrator role can perform following tasks: authorize other
role, borrow book, borrow CD-ROM, borrow thesis book, create
book information, create CD-ROM information, create thesis
information, lend Book, lend CD-ROM , lend thesis book, Modify
book information, Modify CD-ROM information, reserve book,
reserve CD-ROM book, reserve thesis book, retrieve book
information, retrieve CD-ROM information and retrieve thesis

information.

74

The request from External is permited to access university library
system through HTTP /HTTPs Port. this session can only retrieve

information and reserve book..

75

The request from 192.168.128.xxx is permited to access university
library system through HTTP /HTTPs Port. this section can working
everything belong to role. By Identification and Authentication

service is I&APassword..

GM121,
GM122, GM123
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1 Mobile phone specification requires integrity and availability under
the auspices of partner relations.

2 Mobile phone store online system and Mobile phone store online
server requires confidentially, integrity, availabilty —and
accountability under the auspices of laws or regulation, partner i
relations and business process.

3 promotion requires integrity and accountability under the auspices

of partner relations, mission and goals and business process.
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4

Mobile phone categories requires integrity and availability under
the auspices of partner relations, mission and goals and business

process.

Order list requires integrity and accountability under the auspices

of partner relations, mission and goals and business process.

GM61

The asset valuation of member profile is Extreme in security
requirements rating, Extreme in financial value rating and Extreme

in business impact rating. So, the overall impact value is very high

The asset valuation of Mobile phone categories is Low in security
requirements rating, Low in financial value rating and Medium in

business impact rating. So, the overall impact value is low

The asset valuation of Mobile phone store online server is Extreme
in security requirements rating, Extreme in financial value rating
and Extreme in business impact rating. So, the overall impact value

is high

The asset valuation of Mobile phone store online system is Extreme
in security requirements rating, Extreme in financial value rating
and Extreme in business impact rating. So, the overall impact value

is high

10

The asset valuation of order list is Medium in security requirements
rating, High in financial value rating and Very high in business

impact rating. So, the overall impact value is medium

11

The asset valuation of Mobile phone specification is Medium in
security requirements rating, Medium in financial value rating and
Medium in business impact rating. So, the overall impact value is

low

12

The asset valuation of promotion is Medium in security
requirements rating, Very high in financial value rating and Extreme

in business impact rating. So, the overall impact value is high

GM62

13

The likelihood of Unauthorized modify order for order list is

Extreme. The consequence of this threat is incapacitation, misuse,

GM63
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corruption of mobile phone specification. unauthorize maybe

destroy opportunity in business process.

14

The likelihood of Unauthorized modify specification for Mobile
phone specification is Extreme. The consequence of this threat is
Misappropriation, incapacitation, misuse, exposure, corruption of
mobile phone specification. unauthorize maybe modify

specification to false..

13

The likelihood of Unauthorized modify information for promotion is
Extreme. The consequence of this threat is incapacitation, misuse,
corruption of promotion . unauthorize maybe destroy opportunity in
business process. Maybe member misunderstand in promotion, it

to recede reliance of member..

16

The likelihood of blackout for Mobile phone store online server is
Very high. The consequence of this threat is Not service for

everybody. not sell, not service .

17

The likelihood of Unauthorized access server for Mobile phone
store online server is Extreme. The consequence of this threat is
Misappropriation, incapacitation, misuse, exposure, corruption of

server. lose server, lose business, lose money..

18

The likelihood of error or lost for Mobile phone store online system
is Very high. The consequence of this threat is lose server, lose

business, lose money..

19

The likelihood of Theft of information for member profile is Extreme.
The consequence of this threat is Misappropriation, incapacitation,
misuse, exposure, corruption of member profile. or theft to

scramble member in business process.

20

The likelihood of Theft of information for Mobile phone specification
is Extreme. The consequence of this threat is Misappropriation,
incapacitation, misuse, exposure, corruption of mobile phone

specification.

GM63




AN399 N.5 ANNGIBINITANNTINATIT LU ANNT e e teaeulal (ie)

110

Tasanis | sruudannsansiienessulal
afi AEBINNTATNITIAS laannsofild
21 The cause of blackout for Mobile phone store online server is
server down. By administrator or lack of surge protection,
uninterruptible power system (UPS) which has Extreme severity
level.
22 The cause of Unauthorized modify specification for Mobile phone
specification is not well security policy of manage user. which has
Extreme severity level.
23 The cause of Theft of information for Mobile phone specification is
Lack of proper physical controls for storage which has Extreme
severity level.
. GM64
24 The cause of Unauthorized access server for Mobile phone store
online server is not well security policy of manage user. which has
Extreme severity level.
25 The cause of Theft of information for member profile is Lack of
proper physical controls for storage which has Extreme severity
level.
26 The cause of Unauthorized modify order for order list is not well
security policy of manage user. which has Extreme severity level.
27 The cause of Unauthorized modify information for promotion is not
well security policy of manage user. which has Extreme severity
level.
28 The qualitative risk for order list is Medium.
29 The qualitative risk for member profile is Very high.
30 The qualitative risk for Mobile phone specification is High. GM65
31 The qualitative risk for Mobile phone store online server is Extreme.
32 The qualitative risk for promotion is Medium.
Protect Availability of Mobile phone store online system require low
33 level of detection, moderate level of prevention and moderate level
of response with following services: I&A Service, Accounting, GM66, GM67
Access Control and Security Management.
34 Protect Availability of Mobile phone store online server require high
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level of detection, high level of prevention and high level of
response with following services: Accounting and Security

Management.

35 Protect Availability of member profile require high level of
detection, moderate level of prevention and moderate level of
response with following services: Accounting, Access Control and

Security Management.

36 Limited user with member role can access Mobile phone store
online system by using SSL through HTTP /HTTPs protocal .This GM68

require I&A service named, I&APassword.

37 The service named, I&APassword, service for identification and
authentication user, should accurately recognize legitimate actors,
minimize time and effort to use, minimize costs of per-user setup
and minimize costs of maintenance, management, and overhead | GM71, GM72,
by using identifier and password. The specification of password GM73

should be composit is number (0-9), length range is 4-10, lifetime
is forever, source is user, storage is encrypt password, entry is

keyborad,

38 Limited user who acquired member can order Mobile phone. The
requirements /condition /constraints are order mobile phone to

cart.

39 Administrator who acquired Administrator role can create , modify

and delete promotion.

40 Administrator who acquired Administrator role can modify Mobile
GM81, GM82,
phone specification.

GM84
41 Limited user who acquired member can check out order list. The

requirements /condition /constraints are check out order in cart.

42 Limited user who acquired member can view, retrieve Mobile

phone specification.

43
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44 Everybody who acquired anonymous can register member.
45 member group who acquired member role can payment Mobile
phone. The requirements /condition /constraints are payment pass
bank , Internet Banking, ATM..
46 Administrator who acquired Administrator role can modify Mobile
phone categories.
47 Mobile phone specification has a medium classification level.
48 Promotion has a high classification level. b
49 Anonymous role can perform following tasks: register, retrieve
mobile phone specification, view mobile phone specification and
view promotion.
50 member role can perform following tasks: check out cart, order
mobile phone, retrieve mobile phone specification, view mobile
phone specification and view promotion.
5i Administrator role can perform following tasks: check out cart, GM85
create promotion, modify mobile phone specification, modify
promotion, order mobile phone, retrieve mobile phone
specification, view mobile phone specification and view promotion.
52 staff role can perform following tasks: check out cart, create
promotion, modify mobile phone specification, modify promotion,
order mobile phone, retrieve mobile phone specification, view
mobile phone specification and view promotion.
53 The request from Every host is permited to access Mobile phone
store online system through HTTP /HTTPs Port. member can GM121,

access system pass internet and identification and authentication

user by I&APassword.

GM122, GM123
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1 CCTV camera risk identify risk

2 services of se laboratory security services

3 biometric authentication biometric authentication
4 role modify thesis file Role Task

0 critical data port packet filter

6 bandwidth limit of se packet limit
= if valuation asset valuation asset

8 threat assessment SE threat assessment

9 developer programming vulnerability

10 personal data consequence threat asset

1M1 authentication by finger biometric authentication
12 role access adverse drug role right

13 misappropriation information by theft threat

14 pharmacist role Task

15 dispensary pharmacist threat asset

16 hospital Password design password

17 authentication user service authentication

18 port access hospital system port filter

19 retrieve book information role Task
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20 borrow book in library right define
2] library order book. right
22 administrator right in library role right
23 protection blackout vulnerability
24 retrieve mobile specification task
25 check out cart role right
26 create promotion, role right
27 proxy access library proxy firewall
28 lost medicine threat
29 firewall of SE filewall Filter
30 thesis book information role access asset

P ¥ o o o a Y A o
ANTINN 9.2 ‘ll'ﬂﬂ']ﬂ'\N@'\W?Uﬂ']?VImﬂ’ﬂQLiﬁﬂULﬂﬂUﬂq?ﬂUﬂuLLUUgﬂﬂ'JqNNUF’N

Tandi _%@ﬁflmsﬁi JaANIN Wiadia At
Enterprise asset name 3
iy asset security context 5
asset problem 3
1.2 enterprise asset context o
1 Enterprise asset solution 3
asset problem 3
1.3 enterprise security solution 4
security management context 3
Enterprise asset name 4
“! identify asset problem '4
asset context 3
2 2.2 factor identify problem 4
identify asset solution 3
identify asset name 3
23
identify enterprise asset context 5
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enterprise partner solution 3
X transport between enterprise problem 3
Communication name 5
3.2 Enterprise Partner
3 problem 3
Communication
| Identify and protect
solution 4
3.3 communication channels.
partner access asset context 3
likelihood of asset context 3
e likelihood problem 3
4 47 identify threat name 8
identify threat asset example 3]
w threat asset problem 3
vulnerability of threat name 4
™ threat context 3
5 Vulnerability assess example 1
= Vulnerability assess example Resolved 4
5.3 Identify vulnerability solution 3
6.1 risk name 3
risk threat example 4
6.2
6 threat impact structure S
i determine risk asset example 4
o risk asset implementation 3
enterprise security example 4
" security approache imp 3
7 security name 3
a2 approache implemention 3
protect asset context 3
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Tandi Hasnnud daA1nnn Wiada Arvinmin
security approache context 4
Wi Prevention asset implemention S
access Control Model context 3
8.1 role problem 3
control model implementation 3
8 Access Control example Resolved 2
= access control problem 5
Access Control Models structure 4
o role context 3
authent identify context S
8 authent identify solution 4
9 authent identify example resolved 5
% authent identify example 5
9.3 authent identify example 3
10.1 password design name 3
identify password example 3
10 10.2
password design structure 3
10.3 password example 3
Authentication example 2
i finger example resolved 5
11 biometrics context 3
1.2 :
Authentication problem S
113 Biometrics design variants 3
1 monitor asset dynamics 3
check access asset example resolved 3
12 . monitor problem 3
reference monitor structure 3
1A
monitor dynamics o
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firewall problem 4
3ol
filter network context 3
13
18.2 filter network dynamics 3
3.3 traffic filter problem %
packet context 3
14.1
filter firewall solution 4
packet filter implementation &
14.2
14 traffic firewall context 5
packet filter solution 5
14.3 firewall problem 3
network context o3
proxy firewall solution 4
ok
firewall structure 3
proxy filter dynamics 3
15 16,2
firewall implementatin 3
proxy name 4
15.3
firewall filter network context 5
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dumsuvbifiansunlaseadranfauisuiuuuuiansanlaseaiieaesuuugy Ainnsan
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AT NN A.1 LL’&@QNﬂ‘ﬂﬂ\ﬁﬂ’\?ﬂ“ﬂﬂﬂqquﬁﬂ\?ﬂ'\ﬁ‘ﬂ'}quﬂuﬂQLlﬁiﬂULWﬂUﬂq?ﬂUﬂULLUUQﬁW 1

fu 2
ABNNTAUAY 1 2
Yoo R P H R P H
1 1.0000 0.0175 0.0345 1.0000 0.0345 0.0667
2 1.0000 0.0313 0.0606 1.0000 0.0588 | .0.1111
3 1.0000 0.0952 0.1739 0.5000 0.0714 0.1250
4 1.0000 0.0128 0.0253 1.0000 0.0169 0.0333
5 1.0000 0.0111 0.0220 1.0000 0.0222 0.0435
6 1.0000 0.0294 0.0571 1.0000 0.0435 0.0833
7 1.0000 0.2261 0.3689 1.0000 0.2273 0.3704
8 1.0000 0.0452 0.0865 1.0000 0.0755 0.1404
9 1.0000 0.1667 0.2857 1.0000 0.1667 0.2857
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AITNN A1 LLZQﬂ\iNﬂﬂl@Qﬂqi‘ﬂuﬂuﬂ'}’]N[ﬂ’rNﬂ’]i‘ﬂ’l"llllluﬂ\‘lLLE‘EIULVIEIUﬂ’li‘ﬁuﬂuLLUU’Jﬁ‘VI 1

Ay 2 (5in)
ABN1TAUAY 1 2
Yomnnai R P H R P H
10 1.0000 0.0645 0.1212 1.0000 0.1111 0.2000
11 1.0000 0.0952 0M 739 0.5000 0.0714 051250
12 1.0000 0.0203 0.0397 1.0000 0.0405 0.0779
13 1.0000 0.0784 0.1455 1.0000 0.2105 0.3478
14 1.0000 0.1250 0:2222 1.0000 0.3338 0.5000
16 1.0000 0.0071 0.0141 1.0000 0.0130 0.0256
16 1.0000 0.0435 0.0833 1.0000 0.2500 0.4000
L7 1.0000 0.0714 0.1333 1.0000 0.2593 0.4118
18 1.0000 0.0075 0.0149 1.0000 0.0250 0.0488
19 1.0000 0.0556 0.1053 1.0000 0.0968 0. 4765
20 1.0000 0.0339 0.0656 0.5000 0.0476 0.0870
21 1.0000 0.0159 0.0313 1.0000 0.0400 0.0769
22 1.0000 0.0556 0.1053 1.0000 0.1000 0.1818
23 1.0000 0.0625 01476 1.0000 0.1250 0.2222
24 1.0000 0.0610 0.1149 1.0000 0.1087 0.1961
25 1.0000 0.0952 0.1739 1.0000 0.0952 0.1739
26 1.0000 0.2308 03750 1.0000 0.3750 0.5455
27 1.0000 0.0606 0.1143 1.0000 0.1439 0.2500
28 1.0000 0.0227 0.0444 1.0000 0.0244 0.0476
29 1.0000 0.2000 0.8383 1.0000 0.3333 0.5000
30 1.0000 0.0561 0.1062 1.0000 0.0612 0.1154
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AT A.2 WaINATEINsANABLLILU A NI UA R EUTauN s AURAUILLATT 3 AL 4

ABnTAUAY 3 4
seud | fedonud R P H R P H
1 1.1 1.0000 | 0.4000 | 05714 | 1.0000 | 0.7273 | 0.8421
2 12 1.0000 0.8000 0.8889 1.0000 0.8889 0.9412
8 1.3 1.0000 0.4000 0.5714 1.0000 0.5000 0.6667
4 2. 1.0000 0.0667 0.1250 1.0000 0.1000 0.1818
5 2l 1.0000 0.0625 0.1176 1.0000 0f 250 0.2222
6 2.8 1.0000 0.0667 0.1250 1.0000 0. 1§ 41 0.2000
7 St 1.0000 0.0909 0.1667 1.0000 0.1000 0.1818
8 3.2 1.0000 | 0.0625 | 0.1176 | 1.0000 | 0.0833 | 0.1538
9 33 1.0000 0.0500 0.0952 1.0000 0.0769 0.1429
10 4.1 1.0000 | 0.1111 | 0.2000 | 1.0000 | 0.1667 | 0.2857
11 4.2 1.0000 | 0.0667 | 0.1250 | 1.0000 | 1.0000 | 1.0000
12 4.3 1.0000 | 0.0667 | 0.1250 | 1.0000 | 0.0833 | 0.1538
13 5.1 1.0000 | 0.1111 | 0.2000 | 1.0000 | 0.5000 | 0.6667
14 5.2 1.0000 | 0.1111 | 0.2000 | 1.0000 | 0.1667 | 0.2857
15 5.3 1.0000 | 0.0667 | 0.1250 | 1.0000 | 0.1250 | 0.2222
16 6.1 1.0000 | 0.0909 | 0.1667 | 1.0000 | 1.0000 | 1.0000
17 6.2 1.0000 | 0.1000 | 0.1818 | 1.0000 | 0.2000 | 0.3333
18 6.3 1.0000 | 0.0625 | 0.1176 | 1.0000 | 0.1250 | 0.2222
19 : K 1.0000 | 0.0500 | 0.0952 | 1.0000 | 0.0667 | 0.1250
20 7.2 10000 | 0.0500 | 0.0952 | 1.0000 | 0.0714 | 0.1333
21 3 1.0000 0.0500 0.0952 1.0000 0.0833 0.1538
22 8.1 1.0000 | 0.2500 | 0.4000 | 0.8000 | 0.2667 | 0.4000
23 8.2 1.0000 | 0.2941 | 0.4545 | 1.0000 | 0.2941 | 0.4545
24 8.3 1.0000 | 0.2500 | 0.4000 | 0.8000 | 0.4444 | 0.5714
25 9.1 1.0000 | 0.1250 | 0.2222 | 1.0000 | 0.1667 | 0.2857
26 9.2 1.0000 | 0.1333 | 0.2353 | 1.0000 | 0.1567 | 0.2857
27 9.3 1.0000 081,333 012353 1.0000 0.2222 0.3636
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(rB)
En17AuAY 3 4
Sduft | fednonud R P H R P H
28 10.1 1.0000 0.0909 0.1667 1.0000 08333 0.5000
29 1012 1.0000 0.0625 0.1176 1.0000 | 0.0909 0.1667
30 10.3 1.0000 0.2500 0.4000 1.0000 0.3333 0.5000
31 11.] 1.0000 0.1000 | 0.1818 1.0000 018383 0.5000
32 1122 1.0000 0.1000 0.1818 1.0000 0.3333 0.5000
33 Hit=8 1.0000 0.0909 0.1667 0.0000 0.0000 0.0000
34 1251 1.0000 0.0769 0.1429 1.0000 0.1667 0.2857
35 1242 1.0000 0.0500 0.0952 1.0000 0.0769 0.1429
36 42.3 1.0000 0.0769 0.1429 1.0000 0.5000 0.6667
37 i13.1 1.0000 0.2308 03750 1.0000 1.0000 1.0000
38 . 2 1.0000 0.2500 0.4000 1.0000 1.0000 1.0000
39 i18.3 1.0000 0.6000 0.7500 0.6667 1.0000 0.8000
40 14.1 1.0000 0.2857 0.4444 1.0000 0.6667 0.8000
41 142 1.0000 0.2857 0.4444 1.0000 0.6667 0.8000
42 14.3 1.0000 0.1538 C.2667 1.0000 0.6667 0.8000
43 15.1 1.0000 0.1429 0.2500 1.0000 0.33383 0.5000
44 15:2 1.0000 0.1429 0.2500 1.0000 0.2500 0.4000
45 {56 1.0000 0.0769 0.1429 1.0000 0.3383 0.5000
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M990 2.1 Tasea31edieyaae3msna securityPatternsCategories

ATUAN DAL ANBBLNE 10 | A
spCategoriesID UNNELATTTYNANIL LTI ANTUAY Int PK
spCategoriesName TanguuuugLANUAY Text

A D .
ANTNN 3.2 Tﬂ?dﬂﬁ‘ﬂd‘l}ﬂgﬂ%'ﬂdﬂﬂ?’ld securityPatterns

ATUAN LY A1BBLNE e | A
spiD L REIL A TR T LR EGITN Int PK
spCategoriesID LI AT G R R PUITR Int
spName Fauuuglauiuag Text
spDescription ANBTLNEAW] 2RuLLFANTUAS Memo

dll IS'SJ o dl =
spAlsoKnownAs TaNFAN 1 LNANIUN ¥IRLIIANTBIULY | Memo
PRI DRIGUITR
o ' tﬂld o
spExample siaativreatloyminiinisuuuugdainu Memo
duasuuugUiuldan
U =< rdl °
spContext nzmnmmumsmwmsu'umugﬂmm Memo
Aupsanana 14
J S
spProblem ﬁﬂ&lmmmugﬂm’muum PNNANININAL Memo
ufila
spSolution Nm’ﬂﬂt}ﬂ’mlﬁuuugﬂﬂ')’mﬁum Memo
a = v
spStructure @ﬁmm"ma:mﬂmim‘dm’\wmLLuugﬂmm ~Memo
quAd
spDynamics BBUNUMANTOIIBING AN TTNUUENS 1 Memo

NUBMLUFUAINTIUAY
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ADUANUY ANBELNY e | Al
splmplementation ”ﬁyﬁ'\mﬂ’*ﬁmul.l,uugﬂmmﬁ"um Taelaild | Memo
TRl auviann
spExampleResolved mretiemsufilatywissuuugilaaia Memo
A
spVariants ﬁﬂ@%uwz{uq Sadaufiunnsing vive Memo
PEAzIBLANLAIBILUUGY
spKnowUses fratamainlWseswuuglanasiuadly | Memo
STl
spConsequence Uselamiidanniunas sesua@aiiihill Memo
Ifaeauungy
spSeeAlso 'v°1'1msﬁw?ﬁu.uugﬂmquum%luﬁuﬁh Memo
tynuaeaiu
W\T’N‘ﬁ 4.3 Imm”ﬁﬁ@gmmmm relationshipOfSecurityPatterns
ADAAN UL ABBLNY 1We | Ad
ID wELaTsEYAMNANTUs IeeuLLgY Int PK
spID1 umﬂLmszmmugﬂmmﬁumﬁ 1 Int
splD2 uu’mL@mizmmugﬂmﬂmfumﬁ 2 Int
mﬁ‘ﬂ\‘i'ﬁ 4.4 Tﬂi\m’i"]ﬁﬂu‘]ﬂ‘ﬂmmﬁ‘w securityGrammers
ATIAN UL ABBUNY e | Ad
grammerlD umﬁLmszq‘hmnsrﬁmmsfum Int PK
spID ummam?:qtmugﬂmmﬁum Int PK
AN 9.5 Tasaas19iaya189m1919 project
ADUAN BT - ~ A1eBne e | A
projID unnenawszylasanig Int PK
projName dalasanns Memo
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ATUANEOUY ANBBUNY 1n | Al
projDescription ANBBUNLYRITATINT Memo
projPurpose inguszasfraslasanis Memo
projScope PRULAIRITATINT Memo
projReferences $18N1981989289lATINNT Memo
projOwner nNELaTTYIAN189lATaNIg Int
Fl’]?’N‘?i 4.6 Imm’s’v\ﬁ@:ﬂm@mmq SecurityRequirements

ADUANTLE ANBBLNE wa | A
sriD ummamszqmmﬁmm?mﬂmfum Int PK
projiD nnearseytAsanis Int
srDescription FreFLNtANERINTANITUAY Memo
grammerlD ‘umﬂL@‘nszqvlnﬂ'mmimmﬁum Int
reflD wNeaTENBIeNaNsIeusas lansniANN Int

Tung
createBy umﬁLmnsn;éﬁquumﬂQﬁuﬁﬂqnﬁsﬂQWNﬁuﬂa Int
createDate Juanlun1snIuue Text
P91 9.7 TAsad519%93)a 19971919 memberOfProject

ANUANHOLY ABBLE e | A
ID NHNLLATIEY Int PK
projID nnenavseylasanig Int
stafflD ummms:u@iwﬁﬁﬁ Int
projPosition ﬁﬂLLuﬂqmummL’fé’mi’iﬂﬁlu‘imqn'mfuj Text
597 4.8 Tasaainadieyareamss memberUser

ATUANIHTUY ANBBLNY e | A
staffiD ummm?‘:qﬁmﬁﬁﬁ Int PK
username %Lﬁﬂﬁ’]mﬁ:uﬁfmu

Text -
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ATUAN Y ABBLNY wa | A
password TWANTY Text
fullName Tarpaiuting Text
. . d - b4 £ Q:

userDescription ARELNEIBAA TN Memo
. . o/ LA

userPermission FEAUNTBYYIA WD Int

A vy v
M13199 9.9 TATaa519993A199A1919 term

ADIANTOLY A1BBLNE e | A
TermID wineaszyinal Int PK
Term Al Text
A19199 9.10 TAseasredinyaae9m1sne spNFinvertedFile

ADIAN WY ANBBLNY 1in | A
TermID nunearsTyinal Int PK
spID L EA TN I CRRHEPGITR Int PK
frequency ANDNLsINgIRetinAl Int
weight AN BIUNAT Double
A9 9.1 Tasea’1adiayareemss spinvertedFile

AANELY A1BTLNE e | A
TermID NNELATTTY ALY Int PK
spiD nEAsTYIULANTUAY Int PK
spFieldID winearsrydaureslasaseresuuLglAN Int PK

qUA
I3 "
frequency ANTUIINg IBeINAY Int
weight ANNUUNTDIUNAL Double
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ADUANI Y ANBBLNY 1Wa | A
TermID UNELATTTYENAL Int PK
projiD UL ERTICENRE Int PK
frequency mmﬁ'ﬁﬂmnmmﬁwaﬁ Int
weight Anviminaeaiinard Double
3197 .13 Tsasinedinaresmsna srinvertedFile

AMANEOIY ANBBLNE e | A
TermID NNNELAVITY WAL Int PK
projiD nineaaseylasanisg Int PK
sriD MANEIAT9 AN EBINNTAITUAY Int PK
frequency mmﬁ'ﬁﬂmnmmﬁw&ﬂ Int
weight AntinmingaaTinasl Double
1997 .14 Tasaabadianaresmnsns tagsP

ADUANIUY ANBTLNY e | A
ID NELAUTZY Int PK
spID MNEaTTLILILATNITLAY Int
spDecsTag FT’JmemmLLuugﬂﬂfmmjum Text
P37 .15 Tasaaiediana1e9mse maxFreqSPNF

AMANEUE Areine 1a | Af
spiD ummms:qunugﬂm'\wfum Int PK
maxFreq AadgeaavasuLLg A NsTuAsLL sy Int

[GESTERN
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ATUANHOLY ANBTLNY 1Wa | A
spID ummmszutmugﬂmmﬁum Int PK
spFieldID e vsTydaureslasaiareLuuglAN Int PK
fung

maxFreq mm?;@,ng ArBaULILLI AR Int
Tasaa3e

A19197 9.17 Tnsesradienaesmnsns maxFregProj

AUANBILY AneBLNe W | A
projiD wNneaesrylAsanig Int PK
maxFreq ﬂ’)’m‘f‘;@,\iqm‘nﬂ\ﬁm‘dﬂ’]i Int
A9 .18 1A9965199834189M1919 maxFreqSR

ATUAN LY ANRBLNY 10n | A
projID wnneaaszylAsanig Int PK
sriD MANEIAT5TY AN HBINNTAIINIILA Int PK
maxFreq ATigIgATBeAIABINTTATINITLAY Int
A1319 9.19 Tasesiredianaresnsna stoplist

ADIANUY A1BBLNE wia | A
stopwordID ummmnqﬁﬁﬁmm:v’iu Int PK
stopword ﬁ']ﬁmmw’iu Text
A13197 9.20 TAsaaEedingyaT8Im1319 symbol

ADUANTLY . Aefune i | A
symbollD wnenatszydoyansaiiaciu Int PK
symbol ﬁmﬁnmﬁ;ﬂuﬁiu Text
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ADIAN UL AIBBLNE e | Af
assetlD UNENATTZYRUNTNE Int PK
assetName Feduning Text
assetTypelD NNNELATTTYUTTNNTDIRUNTNE Int
classificationLevellD | MNIEIATTTYTTALANNAVATYTRIRUNTNE Int
projiD nNeLaasvylAsaNIg Int
A13197 .22 TAseainadionar8amnens toGM61

ADIANEIL ATBELNE 1in | A
reqiD WANENATTZLANHBINTATUAY Int PK
projlD nneaeszylANNIg Int
confidential ANLTNAYINAY Int
integrity YTUNN Int
availability an1nnsan 14 Int
accountability ANSURATAL Int
context fapnuAmFensAITLAY int
A13197 .23 Taseanedioaaeamsns thGM61Asset

ATUANUE ANBBLNY e | A
ID NNELAUTTY Int PK
tbGM611D ummmszqmmﬁmmmmuﬁumﬁﬁ Int

lagnsnd GM61
assetlD UNENATTELRUNTNE Int
assetName Feduning Text
A131971 9.24 TAsaai9diayaI89mN19 thGM61BusinessDriver

ADANEIUT ABBLNE 1Wa | A
ID NNENATTZY Int PK
tbGM611D NNELATIELANN HeannsAanaTuneil Int
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ATIANEIUY ANBBLNY e | A
lagnsnl Gme1

businessDriverlD umﬂLami:qﬁﬁULﬂﬁﬂuwwqq?ﬁ@ Int
businessDriverName %ﬂﬁ’)‘ffmﬂg’auqsﬁ@ Text
A13197 4.25 TAseainadinaaeemsna thGM62 (Asset Value)

AIUANTOLL v | ANRBLNE 10n | Ad
reqiD WNEATTA N HRINTANITAY Int
assetlD UNELALTTYRUNTNE Int
FWalue UAARUNTNETRIUNITRY Int
SRValue A AUNINTFuANITUAY Int
BlValue LAANAUNINERUFINA Int
OveralValue HATINYAANRUNINE Double
context FapnuAruiiaantsauiiung Text
[51’1‘3’1\‘1‘7; 1.26 Tﬂa‘m’éqﬁmﬂmmmma classificationLevel

ATUANIHOLE ANBBLNY 1 | A
classificationLvID WNELALTTYANANATYIBIRUNTNE Int PK
classificationLvName %ﬂﬂqquéﬁﬁcym@qauw?"wﬂ Text
A319 9.27 Thseanadienatesmsns tbGMes

AOUANEIUE A1BELNE e | A
reqlD MnEIa1sz AN HIN1eALTIAY Int PK

| assetiD NIENATTZURUNTNE Int

propertylD VANETTEUUIAR AR NATUAY Int
detection FTALNITATIANY Int
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ADUAN AL ANBBLNY 1Wa | A
Prevention srAUNTleaniu Int
response FEAUNITAAUAUDY Int
context HannuauEaInIzasiAg Text
A3197 .28 Tasesinedianaaeemsns tbGME6Service

ADIAN T Y ANBELNY e | A
ID UNELAVITY Int PK
tbGM66ID WANEIAT521ANNERINTATNITUANT L Int

Taennsnl GM66
servicelD ummmszuu’%msmmﬁum Int
AN3N9T 9.29 Tareasnadinyar09mse assetType

ADUANTIUE ABBLNE e | A
assetTypelD UNELAYTEYLTENNTDIRUNTNE Int PK
assetTypeName Torszinmaeaduning Text
assetTypeDescription | A185UNYUsZNNIBIRUNTNE Text
AN319T .30 TAeai19%03a109m1319 securityApproach

ADUANTILY A1BBLE e | A
approached umﬂmmzqum?\mmmﬁum Int PK
approachName TauuaAAAITLAY Text
AN39T 4.31 ‘[mm?w?ﬂmgmmmmq securityProperty

ATUAN UL ANBBUNE] 1wn | A
propertylD umm:uﬂmauﬁﬁmwﬁum Int PK
propertyName %faﬂmﬂuuﬁmmﬁ"um Text
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ATIAN BT ANBBLNE e | Al
servicelD WAL RN TAMTUAY Int PK
serviceName de13n1sAnnaTuAg Text
A3197 .33 Thsainediayynae9msns businessDriver

ADANHUE ABBLNE e | A
driverlD umﬂLam:qﬁqﬁumgﬂumqgsﬁq Int PK
driverName %@ﬁqﬁmﬂ'fﬁﬂumqqsﬁ@ Text
A9 9.34 Tn2aa519%83y899971579 businessProiority

 AuAnE A1BBUNY 1Wa | A
businessPrioritylD UNEILATTTYTTALAMNAIATYUIAAATIN Int PK

upd

businessPriorityName %ﬂ?:ﬂ”’ummﬁﬁﬁm&mmﬁmmmﬁum Text
businessPriorityValue ﬁiwmszﬁummféqﬁmumﬁmmmﬁum Int
businessPriorityDescri ﬁﬁﬂ%mﬂszﬁuﬂfnuﬁﬂﬁmumﬁmmwmfum Text
ption
AN3197 4.35 TAsaasafiena189m1919 thGMBS5 (Risk)

ADIANHOLY ANEBLNE 1in | A
reqiD MANEIaT51 AN BINTATNITUAS Int PK
context FanruauiieinsaaTuag Text
A9 9.36 TAnaa519383a189M1314 riskScale

ADIAN LY A1BBLNE e | Ad
riskScalelD ummmnqmmmgm Int PK
riskScaleName FanArEn Text
riskScaleRange JOUIAAAINIA L Text
riskScaleDescription | A18ELNHANAILIALA Text
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o/

ATUANH WY ANBBLE 1a | A
reqlD MANEILAT9TYAINABINNTAINTLAY Int PK
valnerabilityName %mma’ﬂummﬁﬂqnmmmauﬁwﬁ Text
threatID NUBLABTEYABANATN Int
assetiD UNNELA T RUNTNE Int
projiD wnenaeszyiasanag Int
vulScale FTALANIULNIBIAERY Int
context famruAriiaansauaTuAg Text
A13197 4.38 Tnseai19%0ya189m1979 severityScale

ATUAN UL ANBBUNY e | A
severityScalelD MUNEILAYTZYTEALAIINTIUTNTBIAE DY Int PK
severityScaleName %T:ﬁumm?mmmmﬂmﬁau Text
severityScaleNumber T:ﬁhﬂ’n’mg‘uuﬁ‘wmqmﬁﬂu Int
severityScaleDescripti ﬁﬂ'ﬂ%ﬂ’mi‘zﬁuﬂ')’m‘;‘mLﬁ‘wm'«gmdﬂu Text
on
P19797 9.39 1A994519%9319199m1913 tbGM63 (Threat)

AIANTUY ANBBLNE 1ia | A
threatID UL AN AN Int PK
threatAction %ﬁﬂﬂnmu Text
threatConsequence HANTTNUANALANATN Text
assetlD WY AUNINE Int
likehoodID ummamszqmmﬁﬁﬂqnmu Int
projiD wnneaaseylasanig Int
context FoAnnuAnudieanisaNsung Text
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ATAAN UL ANBBLNE W | A
threatLikelihoodID ummammmmﬁﬁmnmu Int PK
threatLikelihoodName %‘ﬂﬂ')’m?{ﬁ'ﬂﬂnﬂ’m Text
threatLikelihoodValue ﬂ"l‘llmﬂ'mu?;ﬁ'ﬂﬂﬂﬂ’m Int
threatLikelihoodDescri ﬁﬁﬂ%mﬂm'\uﬁﬁmﬂmu Text
ption
A3197 .41 Thsaa$19ia3yaT89A1919 thGM6S

ALIANEE ANBBLNE 10n | Ad
reqiD MBI ANNHRINNTANITIAS Int PK
context FanruauiiasnsANTIAS Text
projID REIRLEATESRE Int
subjectID UNBLATTTYENTENN Int
rolelD UNENATTEYLNLN Int
Predicate ALIFTNRIEINTEN Text
Right avis Text
servicel&AID UNNBLATTTYLTNNINNITTYUA RGAIFIAUY Int
serviceRCC Aestnapnniinens/ deuly fediares Text

n1sld3nIg
messageFormate sUiuveeddiannu Text
assetlD NN RUNTNE Int
exchangeMethodID mema‘:‘l_ﬁ%ﬂ’mmnLﬂ?;ﬂuluﬂﬁiamﬁiﬂ Int
exchangeMethodText seasnsuanuasulunisinse Text
purposeOfReq AUTEAIATBIANGIBINNS Text
P99 9.42 Trea19983a289A1979 ExchangeMethod

AANHOLY A1BBLNE Wa | A
exchangelD vlmzjmmmﬁ%mmmLﬂ?ﬂlﬂu'lumﬁ‘ﬁmﬁi@ Int PK
exchangeName demnnsuanulanulunisinse Text
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ADAANOLL AYBBLNE 1a | A
I&AID UNIENATTEYUTNNITTYUATNGAUFIAY Int PK
I&AName %u‘%‘mﬁ‘:qua:ﬁqqﬁﬁqmu Text
I&ADescription ANBBLNEILIFNITTULAT RGNS AY Text
A9 9.44 Tarea519303a289M1519 tbGM71ServiceReqIA
AN UL medune wa | A
ID NELAUTTY Int PK
tbGM711D umma‘nszqmmﬁmma‘mmﬁumﬁﬁ Int
lagnsal GM71

I&AService ANNABINITIBIUTNNTIUNITEUATRgAT] Text
el
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