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Abstract

The software can have autonomous configuration and secure network operations thanks to Software-
Defined Networks (SDN) architecture. The present paper aims to present a software- defined networks
architecture that enhances network security. Four themes are presented: The foundation of SDN is creating
a network system so that programs can be written to manage network resources effectively in terms of time
and security. The second issue outlines the three layers and two links that make up the architecture of a
software-defined networks. The third issue explains the importance of SDN to the network. This topic outlines
and addresses the availability, reliability, security, and performance issues network explicitly described in a
secure network's system design. The final section guides creating an SDN that maximizes the network's security
capabilities. The research findings that help network systems in terms of security and high efficiency from the
infrastructure level to reducing maintenance costs on networking are extended in the final portion provided.
Thus, research into software-defined networks designs is necessary to provide a safe network appropriate for

dynamic networking technologies.
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A 1 aodnenssusruuaIetiefisuslnesonsuag (Software Defined Networks Architecture)
(Fernandez and Munoz, 2019)
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uilhifunafisdssdvinmveeiots waslunsiiumutuasasadelifueiedis n1seenuuuadodieli
\uunusssy esdnsiiunsiesinsvensuuinvesesinsegramanidedlls smemanasumiusiuasasadoves
osfnstsdmaliiszuuieieteasdnsdosmensruatuiy mafiugunsaiinietieynvdatulisiiuazfedafniy
HW&R %QamﬂmaﬂﬁiuLvﬁaéﬂ’laLLU‘ULamqﬂﬂ%ﬂﬁﬁﬂ’lﬂﬁuqﬂﬂiiﬂmgaﬂ’lEﬂ,iﬂ 7 visegUnsaiiaTetnefiveraniden
snuarvessruuaatnelmiynadiehliosnsdesdeswlsrann donailunmstmunmauiantiua i
ThAnauegaenndudounnaaiviosmesruavasssuuinietisiifonindufuynosnslasudndedalls fedums
ponszuLATeTBAIseeniuUAT el duumsITl annsadnnsmineinsvesszuuiaietnelinnulinynduan 3
andnenssuszuuinietnedinualasvenduas (Feng, Mao and Jiang, 2016; Gong et al., 2015) aunsavitle Ll
Tasfndagunsaiinietneuiinle fuansisle danluszuuieietegunssieierietu fansoldeulussuy
wseglaviui

sanuuulassadsiugrureusetislaglisafnduduan

madenninensiidlussuueietediifigaunzauiulasedsiugureneietefioonuuuuniigauay
niwenstumadudaszanguin ausaldouusuldnainaisiian fanseonuuuiduiifumsandenvie
uastudesitaFomingins dmaliiniseanuuulassadrsiiuguvenndotiesuiiunisldoswisydndnmuas
funsaonsivistu

Mnudnnsi 3 Ussiuduaenadosiutsslevivesaninenssuszuuiaiodiodifmunlassensuag
(Feng, Mao and Jiang, 2016; Gong et al., 2015) G?iﬂamwmagﬂiul,ﬁaw’fulﬁdw annenssusyuuLAIeYefifvun
Tnggansuas wnzautumstnanldlumssenuuulassadnsiiugruvessruueietouasUfudsiszuuiaiere

wwamslunisvaunszuuaiatiefinualneenduaifiviefinanusiuasasnselifiuseuy
LA3DUE

TutaUfiun ssuueIotrefidmualassonduisldfunisengrusiduannenssuiidouunlunig
tanldluszuuiadetsuazivndseaulawauaninenssussuuinietiedmmunlnsgonduisuiniu ey
wnmdlumsitauuasiunseunia q Tiuindde s Yan et al. (2016) Idaguunmdumsitaunszuuiaietied
fmuslavenduad funaulald 3 wuamneded

Copyright by Faculty of Science, Ubon Ratchathani University



NIFITINGITITAThAL INGITIFATFANY) T 6 1audl 2 (03nIAU ~ 4IAN 2566) | 351

1. Wanssuuesetneiidmualngveniduns ieuimsianisteyavualug) (SDN developed to
manage the Big Data)

Iginanienistanfiann pDos s Tutigiufinsusuussguuuulsfimslasduuuiiinvneegasimsidady
nslanfuuuiuusarsanss ngerdeaninenssudumesidannuiigs dn1sliusslevianuendn (Botnets)
Snuaznisifiunslanfiifnsfiuwunnesnasnigs muﬁmaqéﬁasﬂamdwﬁ?u%ﬁmm%’u%auuaxﬁﬁnmmﬁlmy' (Big Data)
Fsmsngandumsland Wedinmsannszuuieietelisesiumsiudsioyaniouiinfnvualvgifiarmdudoulsiay
Wumsuidgymnislaufsyuuipietng

nsiauesetelfsessuiuteyavunlngfidanududeu aandnonssuszuuiededieiidmualag
gendwd$ fnnumuzananndigalunmsunfauiiovimsinnisdeyavualngidanududou 1iesan SON
asaneAInsUSITanisefetisliinuuuusaludaly SsdwmatinsuenenietislilaedalutAlaglides
U¥uaeudnle 4

2. WawszuueIatnefitvunlaegeniuad eusmssamsilsiduadevieaiouass (SDN
developed to manage the Network Function Virtualization : NFV)

Handuipsevistaiiouasainisunnlaluinsadnoiaiouass (Network Virtualization : NV) Lagia30U1y
ieilouasmaneLa3atne (Multiple Virtual Network : VNs) dawaildansnsaldninennsindetiosinfulddoudsysu
Tnssadeiiugiu venaniiedetneiaiionsihelimusunsinaveusinidn wasdumsnuauuuuriugud

SON uaaimenssufianzdmsunsihuniauiiouimsinnsileidueSotneiaiouasansiz SON 4
MsAndanfuainduieisunes TR39NEAIVANNITIINUNTNEINTLATOUNBUALELITAMNUAAIUTNITINNITTEUY
LAT8U1Y

3. awnszuueieveiitmunlagveniduasiveidugudnansdeyainietng (SDN developed to
Information-Centric Networking)

Audnansteyatietne (information-Centric Network : ICN) iuanitnenssulusidildsunsiaueiduis
witymdmsunsifinussansnmaeinsindaiininuasaundouveinide iWuaadnenssuedetefiisasy
Tuesanuil finsusndrusgninsdumuauuiinifinuazduveansdwionfinifindsaenndosiundnnisves SON
Tnelnslnaoalowuliat (OpenFlow Protocol) lushnansdmsumstheufiniie fedulunguenideiaunssuy
\nevnefiimunlaeveriduasitedugudnansieyaiaietne mstsnwn OpenFlow-based

A3UNaANTTIVELATTDLAUBLUENITITY

andnenssuszuuiaievieiifvualaesendua’ 1uandnenssuguuuulmivilisenduasimuned
Udmsdanisszuuiaiedisldtudseaulassadnaiiugiu Snvadianunsoveneszuuniodislilaesnludd luides
svunanlnsifledinmsfndsgunsaiindetnewiiuiy Usznoufuauauifauresszuuaiotiedtmualnsvendunag
ausznslaun Usensil 1 anrdnenssussuuieieteiitmualagweniuag annsaviiliiaietnedl APl Ganeds
sruuAdeteaninInsessuNsdsulusunsuiteonldauninenns (Resources) vasszuuiaiotneld uisn1svhau
ooniduaesdnldn diumuauuazduvetoya Usznsil 2 seuuieieteiidvualageenduas aunsafmuned
UImsdanissruuiaiotnednlul@ deanunsnuimsinnsssuueiedts anusiuasaendedesuludanisuuuss
dndszneusuauiunsasafouarmsuimnineinsszuuiaietns Idegnsazaingania Wiu APl inauauan
gudnana uazUsznsanvine dwvesgudeyaiiiudnvaznislaui umenislaufivesgunsalszuuiaiedneiign
Taud Vilewullad (OpenFlow)

MnauaniRlduamUsznsvesandngnssussuuiaiotneiiimunlaoseniung dwaliszuuiaietis
funsaenfouardszavsamgeiaussydulasiadieiiugiu Ussndadnldanglunistigsinuieierns uandudnmils
annonssufimninnideimunifieliszuueietneianuiunsasaduaonsuivandnenssuuuulauin
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