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ABSTRACT

Title of Dissertation A Provably Group Authentication Protocol
for Various LTE Networks

Author Mr. Boriphat Kijjabuncha

Degree Doctor of Philosophy

(Computer Science and Information Systems)

Year 2018

Group authentication is beneficial for group work in the Long Term Evolution
(LTE) networks because it reduces the traffic of networks. For practical use, members
of a group should be able to come from different network providers. In addition, while
some group members use a network service, others may use other network services.
Although the group members are on different networks, they should be able to work
together. To fulfill these needs, we propose a secure group authentication protocol (SE-
GA) in which each group member uses his/her long-term private key and public key to
create shared secret (keys) with network devices, such as Home and mobile
management entity (MME). These shared keys are computed by using the Diffie-
Hellman key exchange and are utilized in the authentication process. By using this
technique instead of pre-shared keys between mobile devices and network devices, SE-
GA is flexible and scalable. In SE-GA, only the first member in an MME’s area has to
authenticate himself/herself with the Home, while the remaining members in the area
can authenticate directly with the MME. Thus the protocol reduces the amount of
network usage.

In this research, authentication proof is also given using the well-known BAN
logic. Security analysis of the proposed protocol is also given and a comparison of our
protocol with SE-AKA and GLARM was demonstrated. According to the comparison,

we can see that the proposed protocol outperforms the former ones.
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CHAPTER 1

INTRODUCTION

1.1 Background

Internet network communication is useful in many areas such as online trading,
information exchange, group working due to its speed in data transmission with lower
cost. Although data transmission across the Internet is quick and easy, it cannot be
guaranteed that data is secured during communication. Therefore, the importance of
data security on the Internet is paramount.

In this research, we introduce a group model that helps users to work with their
group even though they live in different LTE networks. However, group
communication needs security management to control the risks occurred in the system
and protect against unauthorized users causing a system failure. Thus, network
applications need privacy, confidentiality, integrity, authentication methods to protect
their information from unauthorized access.

For the mobile environment, in order to use services of a network, mobile
equipment such as smart phones, smart watches, laptops have to authenticate
themselves with their home networks (HNs). However, if several mobile equipment in
the same group authenticate with their HNs at the same time the traffic of the network
will be crowded. This can reduce the stability of the system, and the performance of the
network decreases. Therefore, an efficient group authentication protocol is needed in
the group model.

Till now many works have been studied in the group communication and
authentication (Cao, Ma and Li, 2012; Chen, Wang, Chi and Tseng, 2012; Lai, Li, Lu
and Shen, 2013; Wang, Chang and Chou, 2015; Lai, Lu, Zheng, Li and Shen, 2016).

In 2010, a cocktail protocol with authentication and key agreement (Cocktail-

AKA) on the Universal Mobile Telecommunications System (UMTS) is proposed by



Ou, Hwang and Jan (2010). The protocol allows a service network (SN) to calculate the
medicated authentication vectors (MAV) in advance. MAYV is calculated only once and
can be reused. The MAYV is used with prescription authentication vector (PAV) to
produce many effective authentication vectors (AVs) for mutual authentication with the
mobile stations (MSs). PAV is calculated from Home Environment (HE). Even though
the protocol can reduce computational overhead on the HE and communication
overhead for delivering the AVs, the protocol has some weaknesses which cannot resist
denial-of-service attack (DoS attack) as described by Wu, Zhu and Pu (2010). After
two years, Cao, Ma and Li (2012) proposed a group-based authentication scheme and
key agreement for Machine Type Communication (MTC) in LTE network. In the
protocol, the traffic of authentication is crowded and the cost of cryptographic
computing is high because MTC devices may be simultaneously authenticated by the
network. As a result, this protocol may not be suitable for mobile devices as discussed
by Lai, Li, Lu and Shen (2013). In the same year, Chen, Wang, Chi and Tseng (2012)
proposed a group-based authentication and key agreement (G-AKA) protocol for
mobile stations (MSs) roaming from the same home network to a serving network.
However, the protocol has some vulnerabilities such as man-in-the-middle attack as
discussed by Lai, Lu, Zheng, Li and Shen (2016). In 2013, a secure and efficient group
authentication and key agreement protocol (SE-AKA) is proposed by Lai et al. (2013).
This protocol was supposed to be more secure than the evolved packet system
authentication and key agreement (EPS-AKA) protocol proposed in the LTE project.
In the protocol, the first mobile equipment (ME) uses its secret key to authenticate itself
with its Home. Each remaining ME uses a group key and a synchronization value (SV)
to authenticate itself with the service MME. However, this protocol has some
weaknesses because a group member can be disguised by other members in the group.
In 2016, the group-based lightweight authentication scheme for resource-constrained
machine to machine communication (GLARM) is proposed by Lai et al. (2016). The
protocol can reduce the MME overhead because the group leader collects all
authentication messages from the group's members and communicates with the MME.
However, as the protocol needs a group leader to send and response messages with the
MME, if the group leader has some problems then the authentication process fails.

Furthermore, the scope of this work is limited that all members of the group need to be



in the same service network. In real work, there may be some situation that some
members of the group are in different service networks.

As mentioned above, we propose a secure group authentication protocol (SE-
GA) which makes use of users' long-term public and private keys to create secret keys
with network nodes such as Home and MME. The shared keys are computed by using
the Diffie-Hellman key exchange protocol based on Elliptic Curve Cryptography
(ECC). By this way, the authentication process is flexible and scalable, and it makes
group authentication easy even though group members are on different networks. The
SE-GA protocol is just one of many ways to protect the information system. The
protocol is used to maintain integrity, availability and confidentiality of information
system resources. In this research, we used authentication to access information, which
is only part of the protection of information systems. The data integrity is obtained
during the authentication process. After the authentication processes, the information
exchange is confidential. In addition, the unauthorized users cannot access the
information or disguise as other group members.

In the process of protocol, only the first member in an MME's area has to
authenticate himself/herself with the Home, while the remaining members in the area
can authenticate directly with the MME. Thus, SE-GA protocol can reduce network
traffic. In addition, we introduce a proof for group authentication by using the well-
known BAN authentication logic reported by Burrows, Abadi and Needham (1990).
We have also analyzed the security of SE-GA and compared the features of the protocol
with other works. From the analysis, we found the SE-GA outperforms the previous

oncs.

1.2 The Research Objectives

The research objectives are:
1) To develop the protocol names SE-GA.
2) The members of the group can authenticate with the serving
network independently.
3) The protocol allows the group in which members can come from

different home networks and they can work on different networks at the same time.



4) Each member cannot impersonate another member within the
group.

5) The protocol must be able to protect the data sent between the
parties.

6) The identity verification should be secured to ensure accuracy and

to minimize interaction time.



CHAPTER 2

LITERATURE REVIEW

In this chapter, we begin with a brief review of some important concepts used
in this study. They are Long Term Evolution (LTE) network, BAN Authentication
Logic, Elliptic Curve Cryptography. Then some related group authentication protocol
such as SE-AKA protocol and GLARM protocol are reported and their security analysis

1s discussed.

2.1 The Long Term Evolution (LTE) Network

The LTE network architecture can be classified into three domains, including
radio access network (RAN) domain, core network (CN) domain, and home network
(HN) domain, respectively. As demonstrated in Figure 2.1, the network includes
entities as shown in Table 2.1. The network is described according to 3GPP (Third
Generation Partnership Project) standard (Nohrborg, 2018) as follows.

1) Radio Access Network (RAN) domain includes mobile equipment
(MEs), base stations (BSs) (i.e. eNodeB for outdoor, HeNodeB for indoor) where MEs
are mobile equipment of 3GPP standard mobile devices and BSs forward messages
from MEs to the serving network domain.

2) Core Network (CN) domain includes mobile management entities
(MMEs) or serving gateways (S-GWs). An MME prepares services for the MEs’s
requests and S-GW forwards messages to another machines.

3) Home Network (HN) domain includes the Home facilitator server

(HFS) which provides services for authentication process with MEs.



Table 2.1 The Notations of Entities in the Network Architecture

Notations Definition
eNB Type of base station (BS) called evolved Node B (eNodeB)
HeNB Type of base station (BS) called Home evolved Node B (HeNodeB)
HFS Home Facilitator Server
ME Mobile Equipment (machine)
MME Mobile Management Entity
S-GW Serving Gateway

Radio Access Network Domain
(RAN)

/\ Core Network Domain Home Network Domain
é (CN) (HN)
N

A
(}:f/ ;

eNB é

B

Mobile Equipment
(MEs) eNB <
MME/S-GW Home Facilitator Server
< O s
3 HeNB HeNB
\___/

Figure 2.1 LTE Network Architecture

2.2 BAN Authentication Logic

Burrows, Abadi and Needham (1990) introduce the logic of authentication to
prove the authentication protocol. In this research, we use this method to prove the
authenticity of the authentication protocol. The syntax and semantics of logic, rules and
the transformation are explained in 2.2.1 and 2.2.2. The examples of protocol analysis

1s shown in 2.2.3



2.2.1 Basic Notations

The explanation of the basic notations, borrowed from Burrows et al. (1990)
page 20-21.

we distinguish several sorts of objects: principals, encryption keys, and
formulas. They identify messages with statements in the logic. Typically, the symbols
A, B and S denote specific principals; Kab, Kas and Kbs denote specific shared keys; Ka,
Kb and Ks denote specific public keys, and Ka, Kv? and Ks? denote the corresponding
secret keys; and Na, Nb and Nc denote specific statements. The symbols P, Q and R
range over principals; X and Y range over statement; and K ranges over encryption keys.

The only propositional connective is conjunction, denoted by a comma. They
treat conjunctions as set and take for granted properties such as associativity and
commutativity. In this research, the conjunctions use the following constructs:

1) P believes X: P believes X, or P would be entitled to believe X. In
particular, the principal P may act as though X is true. This construct is central to the
logic.

2) P sees X: P sees X. Someone has sent a message containing X to P,
who can read and repeat X (possibly after doing some decryption).

3) Psaid X: P once said X. The principal P at some time sent a message
including the statement X. It is not known whether the message was sent long ago or
during the current run of the protocol, but it is known that P believed X then.

4) P controls X: P has jurisdiction over X. The principal P is an
authority on X and should be trusted on this matter.

5) fresh (X): The formula X is fresh; that is, X has not been sent in a
message at any time before the current run of the protocol. This is usually true for
nonces. That is, expressions invented for the purpose of being fresh. Nonces commonly

include a timestamp or a number that is used only once.

K
6) P < Q: P and Q may use a shared key K to communicate. The key
K is good, in that it will never be discovered by any principal except P or Q, or a

principal trusted by either P or Q.



7) {X}k : This represents the formula X encrypted under the key K.
Formally, {X}k is a convenient abbreviation for an expression of the form {X}« from
P. The realistic assumption is made that each principle can recognize and ignore the
message itself; the originator of each message is discussed for this purpose.

8) <X>v: This represents X combined with the formula Y; it is intended
that Y be a secret and that its presence prove the identity of whoever utters <X>v. In
implementations, X is simply concatenated with the password Y. This notation
highlights that Y plays a special role, as proof of origin for X, in much the same way as

an encryption key.

2.2.2 Logical Postulates
The explanation of the logical postulates, borrowed from Burrows et al.
(1990) page 21-22.
1) The message-meaning rules involve interpreting messages. Two-
thirds involve the interpretation of the encrypted message, and the third involves the
interpretation of the secret message. They all describe how to acquire the beliefs about

the origin of the message.

K
P believes Q © P. P sees {Xlk
P believes Q said X

It means that, if P believes that the key K is shared with Q and sees X

encrypted under K, then P believes that Q once said X.

2) The nonce-verification rule indicates that the message is the latest

message, and hence the sender still believes it.

P believes fresh (X), P believes Q said X
P believes Q believes X

It means that, if P believes that X is spoken recently, and Q says X (both in the
past or in the present), then P believes that Q believes X.



3) The jurisdiction rule states that if P believes that Q has jurisdiction
over X then P trusts Q about the truth of X.

P believes O controls X, P believes Q believes X
P believes X

2.2.3 The Kerberos Protocol Analyzed

The explanation of kerberos protocol analyzed, borrowed from Burrows et al.
(1990) page 25-28.

The Kerberos protocol establishes a shared key between two principals with
help from an authentication server (Miller, Neuman, Schiller and Saltzer, 1988). It is
based on the shared-key Needham-Schroeder protocol (Needham and Schroeder,
1978), but makes use of timestamps as nonces, both to remove security problems
(Bauer, Berson and Feiertag, 1983), (Denning and Sacco, 1981) and to reduce the total
number of messages required. Kerberos was developed as part of Project Athena at MIT
and is also used elsewhere.

We give the protocol below, with A and B as the two principals, Kas and Kbs as
their private keys, and S as the authentication server. S and A generate the time stamps
Ts and Ta respectively, and S generates the lifetime L. The fourth message is used only

if mutual authentication is required.

Message 1. A — S: A, B.
Message 2. S — A:{Ts, L, Kab, B, {Ts, L, Kan, A} g, } k-
Message 3. A - B:{Ts, L, Kab, A} g, , { A, Ta} g, -

Message 4. B - Ai{ Ta+ 1} g, .

The Figure 2.2 shows the message sequence. In the beginning, A sends a
cleartext message to S to tell S that he wants to communicate with B. S responds with
an encrypted message containing a timestamp, a lifetime, a session key for A and B,
and a ticket that only B can read. This ticket also contains the timestamp, the lifetime,

and the key. A forwards the ticket to B together with an authenticator (a timestamp



10

encrypted with the session key). On receiving, B decrypts the ticket and checks the
timestamp and lifetime. If the ticket has been created recently enough, B uses the
enclosed key to decrypt the authenticator. Then, if the authenticator’s timestamp is
recent, he uses the session key to return the timestamp, which A checks. Once the

principals are satisfied, they can proceed to use the session key.

1:A,B
2: {Ts, L, Kab, B, {Ts, L, Kab, A} Kbs} Kas

3: {TS, L9 Kab: A} Kps> {A’ Ta} Kab ;Q

4: {Ta+ 1} Kab

Figure 2.2 The Kerberos Protocol
Source: Burrows et al. (1990): 26

The idealize the protocol as follows:

Ka Ka
Message 2.5 = A: {Ts, A <3 B, {Ts, Ac5B } &, } k...
Kab Kab
Message 3. A - B: {Ts,A «— B} g, , {Ta, Ae— B} g, from A.

Kq
Message 4. B — A: {Ta, A < B} 4 from B,

The idealized messages correspond quite closely to the messages described in
the published protocol. For simplicity, the lifetime L has been combined with the time
stamp Ts, which is treated just like a nonce. The first message is omitted, since it does
not contribute to the logical properties of the protocol.

A further difference can be seen in the idealized form of Message 2. The

concrete protocol mentions the key Kab, which in this sequence has been replaced by



11

the statement that A and B can use Kab to communicate. This interpretation of the
messages 1s possible only because we know how the information in the messages should
be understood. Moreover, the idealized forms of the authenticator and of Message 4
contain the explicit statement that Kab is a good session key, whereas this statement is

only implicit in the use of Kab in the concrete protocol. In fact, we could soundly add B

believes A believes A & B to Message 4; we do not do so simply because the
consequences of this addition seem of little importance for the subsequent use of the
session key.

There is some potential for confusion between the second half of the third
message and the last message. In the idealized protocol, we avoid this confusion by
mentioning the originators explicitly. In the concrete protocol, either the mention of A
in the third message or the addition in the fourth suffices to distinguish the two-
Kerberos is slightly redundant in this respect.

At this point, the idealized protocol corresponds to the concrete one and that the
guidelines for constructing idealized protocols are respected.

To analyze the Kerberos protocol, we give the following assumptions:

Kgs Kps
A believes A «— S, B believes B «— S,
Kas Kps
S believes A «— S, S believes B «— S,
Kq K
S believes A B, B believes (S controls A < B),
K
A believes (S controls A < B), B believes fresh (Ts),
A believes fresh (Ts), B believes fresh (Ta).

The first group of four is about shared keys between the clients and the server.
The fifth indicates that the server initially knows a key for communication between A
and B. The next group of two indicates the trust that A and B have in the server to
generate a good encryption key. The final three assumptions show that A and B believe
that timestamps generated elsewhere are fresh; this indicates that the protocol relies

heavily on the use of synchronized clocks.
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We analyze the idealized version of Kerberos by applying our rules to the
assumptions; the analysis is straightforward. In the interests of brevity, we give many
of the formal details necessary for our machine-assisted proof only for Message 2, and

they omit similar details later on. The main steps of the proof are as follows:

A receives Message 2. The annotation rules yield that

Kap Kab
Asees {Ts, (A« B), {Ts, A«—> B } g, } k..
holds afterward. Since we have the hypothesis
Kas
A believes A «— S
the message-meaning rule for shared keys applies and yields the following:
Kap Kab
A believes S said (Ts, (A «— B), {Ts, A«—> B } g, )
One of our rules to break conjunctions (omitted here) then produces
Kap
A believes S said (Ts, (A «<— B))
Moreover, we have the following hypothesis:

A believes fresh (Ts)

The nonce-verification rule applies and yields

Ka
A believes S believes (Ts, A PN B)

Again, we break a conjunction, to obtain the following:
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Kap
A believes S believes A «— B

Then, we instantiate K to Kab in the hypothesis

K
A believes S controls A «— B

deriving the more concrete

Kq
A believes S controls A D B

Finally, the jurisdiction rule applies, and yields the following:

Kap
A believes A «— B

This concludes the analysis of Message 2.
A passes the ticket on to B, together with another message containing a

timestamp. Initially, B can decrypt only the ticket:

Kap
B believes A «— B

Logically, this result is obtained in the same way as that for Message 2, via the
message-meaning, nonce-verification, and jurisdiction postulates. Knowledge of the
new key allows B to decrypt the rest of Message 3. Through the message-meaning and

the nonce-verification postulates, we deduce the following:

Kq
B believes A believes A P B

The fourth message simply assures A that B believes in the key and has received
A’s last message. After new applications of the message-meaning and nonce-

verification postulates to the fourth message, the final result is as follows:
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Kap Kap
A believes A «— B B believes A «— B
Ka Kq
A believes B believes A < B B believes A believes A < B

If only the first three messages are used, we do not obtain

Kq
A believes B believes A P B

That is, the three-message protocol does not convince A of B’s existence-A
observes the same messages whether B is running or not. Although the result resembles
that for the Needham-Schroeder protocol (Burrows et al., 1990), a major assumption in
the Kerberos protocol is that the principal’s clocks are synchronized with the server’s
clock. The effect of totally synchronized clocks can be obtained by synchronizing
clocks to within a few minutes with a secure time server and then detecting replays
within this interval. However, actual implementations do not always include this check
and so provide only weaker guarantees.

A slight (but potentially expensive) peculiarity is that S double-encrypts the
ticket in the second message. Looking back through the formal analysis, we see that
this does not affect the properties of the protocol, since A forwards the ticket to B
immediately afterward without further encryption. It has recently been proposed that

future versions of Kerberos remove this unnecessary double encryption.
2.3 Elliptic Curve Cryptography

For the Elliptic Curve Cryptography (ECC), we describe the situation of Alice
and Bob which they have a pair of key (public key and private key). The public key can
send to other people for secret communication. When Alice and Bob want to agree upon
a key which they will use to secure communication. In a finite field (F,), an elliptic
curve E is defined over F; and P is a point on E (P € E). For the beginning
communication, Alice and Bob will generate a key by Alice chooses a random secret a
in F; (a € F;) and computes her public key aP on E (aP € E) and sends to Bob. Bob

does the same steps, Bob chooses a random secret b and calculates bP on E (bP € E)
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and sends to Alice. The secret common key between Alice and Bob is abP on E
(abP € E).

In addition operation in ECC, we need to find hard problems of ECC such as
Elliptic Curve Discrete Logarithm Problem (ECDLP) and Elliptic Curve based Diffie-
Hellman Problem (ECDHP). We described ECDLP and ECDHP as follows:

2.3.1 Elliptic Curve Discrete Logarithm Problem (ECDLP)

Consider an elliptic curve E defined over a finite field F;. Let P, Q €E be a
point having order n. The elliptic curve discrete logarithm problem is to find integer n,
if it exists, such that Q = nP. In this problem, it is relatively easy to compute Q from n
and P. Even though the attacker knows Q and P, but it takes exponential time to
compute n which it is hard. Usually, the private and public keys are n and P

respectively.

2.3.2 Elliptic Curve based Diffie-Hellman Problem (ECDHP)

Consider an elliptic curve E defined over a finite field F;. Given P, aP, bP €E.
Let a and b are private keys and aP, bP are public keys of Alice and Bob, respectively.
Find Q € E such that Q = abP = baP. In this problem, it is hard to compute Q, even
when, aP and bP are known. Q is usually computed and used as a shared key between

two parties.

2.4 The SE-AKA Protocol (A Secure and Efficient Group Authentication
and Key Agreement Protocol)

The SE-AKA is proposed by Lai et al. (2013). The SE-AKA is used to facilitate

the mobile entities (MEs) that have been subscribed in the home network (HN) to roam
in a serving network (SN) which is far from home network (HN). The SE-AKA protocol
can be divided into two protocols: 1) protocol execution for the first equipment, and 2)
protocol execution for the remaining equipment of the same group. Due to the supplier
provides a group key (GKi) to every group for authentication then all MEs of each group
can know the group key. The protocol designed for only SN and HN where all MEs
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will stay in the same area to access into a SN. The notations are used in the SE-AKA

protocol as shown in Table 2.2.

Table 2.2 Notations Used in the SE-AKA Protocol

Notations Definition
Rg1-j The random number generated by ME; in group G1
RMME The random number generated by MME
IDgq The identity of group G1
IDymE The identity of MME
TIDmgg, ; The temporary identity of ME; in group G1
MACMME The message authentication code computes by MME
MACumEgg, The message authentication code computes ME; in group G1
AMF Authentication management field
LAI Location Area Identification
KGKyEg, 1 The key generation key between MEg;_; and MME
feTRe, A key generation function of group G1
aP, bP A device’ s public key
abP A shared key between two parties
ME Mobile Equipment
MME Mobile Management Entity
HSS Home Subscriber Server

In the first device authentication process as shown in Figure 2.3, the ME; uses

a secret key which is known only between it and the Home to generate a message

authentication code (MAC) to authenticate itself with the Home via MME. Home
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verifies ME; by using the same secret key. If the verification is successful, the Home
sends the group information management list (GIML), including group name, group

ID, MEs' IDs and synchronization values (SVs) to MME /SN.

U O

MEq!-1 MME HSS

keyci-1, GKa1, Pubnn keya1.1, GKat, Prinn
—— (al) Access Request ————|

[€— (a2) Identity Request

Generate AUTHc1 =
(IDG1| TIDMEG|RG1-1||[MACai| | Tar)

(a3) Identity Response (AUTHa1) pL (a4) Authentication Data Request |
(AUTHa1, LAD

(1) Verify AUTHG! and LAI
(2) Compute GTKa1

(3) Generate AUTHuss=
(Russ||Ra1-1] AMF||GTKa1)

¢ (25) Authentication Data Response
(AUTHmnss

(1) Store AUTHuss

(2) Compute aP

(3) Generate AUTHwmmE = (IDmme||IDG 1| TIDMEG-
1| MAChumE||Russ| Rvume||Ra 11| AME||aP)

Figure 2.3 The SE-AKA Protocol for First ME
Source: Lai et al. (2013): 3497

In self-confirmation of each remaining ME of the group, the GK and SV are
mainly utilized in the authentication process. For GK, every ME knows this value and
SV is not a key, so the security of this verification is reduced, and the authentication
process can be easily attacked. Then, a group member can impersonate other
individuals who have not yet confirmed themselves.

As shown in Figure 2.4, an ME wants to disguise other person by sending the

identity information (AUTHyg, = D¢, [[TIDymE, 1_].||RG1_]- ) of target member to the

service MME. The MME uses a group temporary key (GTK) which is received from
Home (HSS) to perform mutual authentication with the ME without HSS’s assistance.
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The GTK is generated from Home by using group key (GK). This key makes the MME

to believe an ME.

00 =

Remaining j MEs MME HSS

—— - (bl) Access Request ————
- 4—— (b2) Identity Request
Generate AUTHMEG =
(IDGi1| TIDMEG | |RG1-)

—  (b3) Identity Response (AUTHyg,, () —

Use pre-stored AUTHHuss to generate
AUTHwmmE = (IDMmmEe|[IDGH [ TIDMEG
[IMACwME|| Russ| Ryvmve||Rai-i| | AMF||aP)

< (b4) Authentication Request (AUTHwmvE) —

(1) Verify AUTHpmE
(2) Compute KGKMEm_J

(3) Generate MACyg,, |

— (b5) Authentication Response (MACyg,, , || bp) —»|

(1) Compute KG’KMEGI_]
(2) Verify MACnme,, ,

4 (b6) Authentication Acknowlege (Success/Fail) —|

Figure 2.4 The Authentication Procedure of Remaining MEs
Source: Lai et al. (2013): 3498

In the protocol, the MME sends authentication request AUTHymg =
(IDmme[[1Dg1 [ TIDMEG, ; IMACvMmE || Russ || Rume [IRgi-j | AMF || aP) where

MACume = fotkg, (IDMME[NDG1 [| TIDmEeg, ; | Russ [| Rmme (| Rgi-j | AMF || aP |
SVg1-jt i) to the ME. The value i is the sequence of the mutual authentication with
MEg;_;. If the fake ME could ever attack the synchronization value (SVg, ), it selects
a random number b and can computes bP, and computes KGKyg, = feTRe,
(IDmmE ||TIDMEG1_]- |IRmme || Rg1- | abP) and MACME(;l_]- = fKGKMEGl_]. (IDpmme |l
IDGl || TIDME(;l_]“ RMME || LAI || bp || abP || SVG]__]'+ |) It then sends (MACME(;l_j || bp)
to the MME.
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Upon receiving the response, MME verifies MACyg, i by using the received
information to compute MACyg, i by itself. It then compares the computed
MACwgg, _; with the received MACyg, o I they are the same then MME believes that

ME.

2.5 The GLARM Protocol (Group-based Lightweight Authentication
Scheme for Resource-Constrained Machine to Machine

Communications Protocol)

The GLARM is proposed by Lai et al. (2016). The concept of this research is
that it can use MAC of the group instead of the MAC of each device to authenticate
itself of each device (Katz and Lindell, 2008). The protocol designed for resource-
constrained M2M under 3GPP network architecture. In addition, the protocol enhances
group identity authentication in the case of 3GPP and non-3GPP, as well as reduces the
cost of identity overhead. In this protocol, each MTC device uses its own key to encrypt
its own message which is used to authenticate. As a result, other MTC devices will not
be able to read the message. This is different from SE-AKA protocol which uses group
key for authentication in order to use the services because the group key is known in
the group. If a person in the group can sniff message then he/she can impersonate
another one.

The GLARM is composed of two protocols, (GLARM-1 and GLARM-2). Each
protocol has two phases: initialization phase, group authentication and key agreement
phase. In the initialization phase, the Machine-Type Communication (MTC) device has
a private identity which is installed by supplier in order to register in the 3GPP network.
The pre-shared key between home subscriber server (HSS) and MTC is different for
each MTC. MTC gets a pre-shared key when MTC registers to HSS at the first time.
After that, each MTC calculates the Temporary Identity (TID) by using pre-shared key
and MTC’s private identity. MTC sends TID to store at the HSS.

In the beginning, MTC devices which are in the same area are required to use
the same application to create a group. The network supplier then provides a group key

(GKi) and group identity (IDgi) to the group using for authentication. Therefore, all
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MTC devices in the group can know the GKi and IDgi. In GLARM protocol, every

MTC in the group must have the same Home and must work on the same network as

shown in the Figure 2.5.

For this scheme, the protocol notations used in the GLARM are shown in Table

2.3.

Table 2.3 Notations Used in the GLARM Protocol

Notations Definition
I'x The random number generated by machine X
1D« The identity of machine X
TIDx The temporary identity of machine x
Ko The shared secret key between the j® MTCD and HSS
i in the i™ group
GK; The group key of the i group
GTKai The group temporary key of the i group
IK Integrity key
CK Cipher key
Kasme Key for Access Security Management Entity
MSK Master session key
AK Authentication key
MACx Message authentication code computed by machine X
Message authentication code compute by MTCDieader in the
MACg, h
1" group
XRESx Expected response computed by machine X
XRESg, Expected response for Gi computed by HSS
RESx Authentication response computed by machine x
RES, Authentication response computed by MTCDieader in the it
i group
AUTHx The authentication token generated by machine x
LAI Location area identification
AMF Authentication management field

fl,f2, f3,f4, f°

Authentication and key generation function
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Figure 2.5 The Network Architecture
Source: Lai et al. (2016): 68

2.5.1 GLARM-1 Protocol

The GLARM-1 protocol is 3GPP access case. This protocol, the group leader
(MTCD)eager) represents a center of the group member to receive and send a message
of group to the MME. The steps of protocol are shown in Figure 2.6. In the
authentication phase, each MTCD calculates its MAC (MACyrcp,, i flk, — (IDg4
|| IDGg1—j || rg1-;) and generates its authentication message (MMTCDal_,; IDg1 || IDg1—;

|| rg1—;). Then all MTCDs send MACMTCDcl_J, and MMTCDal_]. to MTCDjeader-

On receiving the messages from all MTCDs, MTCD)g,qer calculates MACai
(MACq1 = MACyrcp,,_, © MACurepg, , @ .- @ MACym1cpg,_, @ flgk, (LAD).
After that, MTCDjeager generates AUTHG1 (AUTHG1 = Myirepg, , |l -+ | Mmrepg,_,, |l
MACa1) and sends AUTHG1 to MME.

Upon receiving the message, MME forwards AUTHaG: together with LAI to
HSS. When HSS receives AUTHG, it computes f1¢g, (LAI) by using GKi1 and verifies
the MACa1 in a message by using K¢, _;. If verification passes, HSS generates GTKa1
(GTKa1 = f3¢k, ((rnss)) and calculates IKj (IKj = f4k, 1_j(rHss)), CKj (CKj=f 5K61—j
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MTCDg—j
ASME

|| IKj || IDmme || IDg,—;)) by using a Key Derivation Function (KDF) (Nohrborg et al.,

MTCDg1—j

(russ)) for each MTC device. Then, HSS calculates K ASME

(K = KDF(CK;
2018). After that, HSS creates key list (KL) of group including Group, Group ID,
MTCD ID and Kasme. HSS generates AUTHuss (AUTHuss = (russ || AMF || MAChss,

where MACuss = f1gk, (IDuss || russ ||AMF)) and calculates XRESc1 (XRESc1 =
XRESMTCD(;l_l@""@ XRESMTCDcl_n, where XRESMTCD(;l_j :fzKGl—j (IDG1 || IDGl—j

|| russ) and @ represents XOR). Finally, HSS generates a group authentication vector
(GAV =rmss || XRESa1 || GTKa1 || AUTHB=ss) and sends KL, GAV to MME.

After the MME receives the message (AUTHuss) from HSS, MME generates
AUTHwmMeE (AUTHMME = (IDmME || MACMME || MACHSss || tass || rmve || AMF),
MACMME = f1gTk,, IDMME | MAChsSs || rmME || thss)) to perform mutual authentication
with MTCDs and sends AUTHmwMmE to the MTCDga4er-

After MTCDjgaqer receives a message (AUTHwmME), MTCD)ea4er then forwards
AUTHwmME to all MTCDs in the group. Each MTCD verifies MACwyMme in AUTHwMmME
by computing GTKai, MAC'yss , MAC'ymg (GTKG1 = f3gk,, (tiss), MAC'yss =
f1gk,(IDsss || rass [[AMF), MAC'ymg = f1gTkg, IDMME || MACss || rvume || tass)) and

MTCDg;—j

then verifies MACwmme. If verification passes, each MTCD computes K, e

MTCDg;-;

(KASME

= KDF(CK; || IKj || IDmumeE || IDg1—)) and calculates RESmrepg,_(RES =
f2K61—j (IDG, || IDgq—j || rmss)). Finally, each MTCD sends RESumrcpg,_; to

MTCDjeager - MTCDjeager calculates RESci (RESci = RESyrcp,, , © ... ©
RESumtcpg,_,,) @nd sends it to MME.

On receiving the message from MTCD)ea4er» MME compares XRESG1 (XRESa1
is received from HSS which MME believes HSS) with RESq1 . If verification passes,
the MME believes group G1 and each MTCD. The concept of the protocol is RESai
= RESwrcpg,_; @ ... ® RESmrepg,_, and XRESci = XRESyrcpg, ; ©...@

XRESymtcpg,_,, Which means RESyrcp., , and XRESyrcp, , should be also equal

(Katz and Lindell, 2008). As a result, MME believes each MTCD. On the other hand,
MTCD believes MME in case of MTCD finds that MACwmmMe equals MAC'muME. After
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the MME believes group G1, MME enables the KL to secure communication and sends
acknowledge to all MTCDs.

After the successful authentication, both MTCDg,_; and the MME share a

MTCDg;—;

KoM as essential material for subsequent key derivations (Lai et al., 2016).

ﬂéﬁ
M-r[:lljk.'mll:l cr:‘”! MME H.S-S
(1 Coellect all MurrChoyand MACMTC Dar;
{2y Caleulate MACGT,
(3) Generate ALUTHGL.
: T

— 1. AUTHGI={MMTCDG-:||... || MMTCDG 1| | MACG T 2. AUTHG

(1) Compare LAS ° and LAS, and verify MACGH,

(2) Calculate GTKar, TK), CKj and KAsME;

(3) Generate AUTHusS, and caleulate MACHEs and XRESWTC D,
(4) Build KL and generate GA P

|-7 JGAVand KL ——

(1) Receive GA Fand KL, and store the
related authentication parameter;

(2) Calculate MACMME,

(3) Generate A LUTHwwe,

e —— 4, AUTHMME
1

(1) Verify MACHSS and Md CwuE;
(2) Collect all RESMTCDG 1
(3) Calculate RESG

5. RESG

Verify RESGS

After the suecessful authentication, both MTCDG!—f and the MME share
o KASUE as essential material for subsequent key derivations.

I | I

Figure 2.6 The GLARM-1 Protocol
Source: Lai et al. (2016):70

2.5.2 GLARMS-2 protocol
The GLARM-2 protocol is non-3GPP access case which supports non-3GPP

MTC devices to access the use of services. The steps of protocol are shown in Figure
2.7.
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The authentication process begins with the following steps: each MTCD
calculates two Temporary Identity (TID) because it is non-3GPP devices (TID'G1-j =
Ekg,_; (IDG14), TID?G1 = Ekg,; (D61 || r614)), compute own MACumrcpg,_;
(MACwmrcp, = flKGl—j (IDG1|| IDa14 || rG14)), generate authentication message
Mmrcpg,—; (Mmrepg,_;= IDai || TIDG14) and sends Myrcpg,_;» MACuMrepg,_; to
MTCD)eader-

Upon receiving all Myrcp 61 and MACyrcp g1; from the group members, the
MTCD)eager calculates MACct (MACci = MACyrepg,_, © MACwrcpg,_, ©---@
MACwmrcpg,_,,)- After that, MTCDjeqqer generates AUTHG1 (AUTHG1 = Myrepg,_, |
... | Mmtcpg,_, || MACa1) and sends AUTHG:1 to the AP (This point forward is

different from the GLARM-1 Protocol).

The AP forwards AUTHG! to the HSS through the Local Authentication Server
(LAS) and PAAA/HAAA. When HSS is received AUTHG1, HSS finds IDg1 in its
database and extracts the correct encryption key. If K = TID!G1j and IDguj is a prefix

of Dg,_,(TID%G14), the HSS retrieves the suffix of Dk, (TID%15) as rG1. Next step,
HSS computes MAC'vrepg,_, (MAC' mrcpg, ;= f1kg,_;(IDG1|| Dk, (TID%G14)) and
generates MAC' ;. After that, HSS verifies MACa1 with MAC' ¢, . If verification passes,
HSS accepts the validity of G1.

As this point, HSS generates a group temporary key GTKagi (GTKg1 =
f 36K, (thss)), calculates IKj (IKj = f4k 1_].(I'HSS)) and CKj (CKj = f5k, 1_].(I'HSS)) of
each MTCD. In addition, HSS calculates a Master Session key (MSKyrcp,, =

hash(CK; || IKj || IDLas || IDG1-j) for each MTCD and local authentication server (LAS)
by using a hash function. Then, the HSS creates key list (KL) for all MTCDs. The KL
is compounded Group, Group ID, MTCD ID and MSK. After that, HSS generates
AUTHsuss (AUTHsuss = rass || IDnss || MAChss, MACuss = f1gk, (IDnss || russ)) and
calculates XRESc1 (XRESa1 = XRESyrcpg,_, @ .- @ XRESumrcepg, _,» XRESyTepg,_ =

f2x, ,—;(IDa1 || IDG1 || russ || r14)). Finally, HSS generates a group authentication

vector (GAV = russ || XRESac1 || GTKa1 || AUTHuss) and sends AUTHuss, KL, GAV
to the LAS.
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On receiving the message from HSS, LAS performs mutual authentication with
MTCDg; -; by generating AUTHLAs (AUTHLAs = (IDLas || MACLas || MACuss || rass ||
rLas, MACras = flgrgg,(IDLas || MACHSs || rLas || russ)) and sends to MTCDjeqger-
MTCD)eagder forwards AUTHLas to all MTCDs.

After each MTCD is received AUTHLas, it verifies MACLas in AUTHLas by
computing GTKa1 = f3¢k,, (tuss), MAC'yss = flgk, (IDuss || russ ), MAC | ps =
flgTkg, (IDLAS || MACHss || rLas || russ). Each MTCD verifies MAC'yss with MAChss
and MAC'[as with MAC;,g . If verification passes, each MTCD computes

MSKMTCDG1_j and calculates RESMTCDGl_]. =f2KG1_j(IDG1 || IDG1 || rass || r14) and
sends RESyrcpg . to MTCDjeager- Then, MTCDjeaqer calculates RESG1 (RESg1 =
RESMTCD(;l_j ®D...® RESMTCD(‘,l_n) and Sends it to LAS.

On receiving the message from MTCDjgaqer, LAS compares XRESa1 (XRESa1
is received from HSS which LAS believes HSS) with RESaci. If verification passes,
LAS believes group G1 and each MTCD. On the other hand, MTCD believes LAS in
case of MTCD finds that MACy 55 equals MAC' og. After the LAS believes group G1,
LAS enables the KL for secure communication and sends acknowledge to all MTCDs.
Now, the full authentication and key agreement are completed.

After the successful authentication, both MTCDg,_; and the LAS share an
MSKwmrtcp, 1_j s essential material for subsequent key derivations. In addition, the LAS
and MTC device derive an Authorization Key (AK) from MSK, and AK is used to

derive lower level keys to secure the communications between MTC device and AP

(Lai et al., 2016).
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Figure 2.7 The GLARM-2 Protocol
Source: Lai et al. (2016): 72



CHAPTER 3

THE PROPOSED GROUP AUTHENTICATION PROTOCOL

In this chapter, SE-GA protocol for ME/MEs in a group is used to access into
various serving network domains. The objectives of SE-GA protocol are: 1) Members
of the group can authenticate with the serving network independently. 2) The protocol
allows the group in which members can come from different home networks and they
can work on different networks at the same time as show in Figure 3.1. 3) Each member
cannot impersonate another member within the group, and 4) The protocol must be able
to protect the data between the parties. In addition, identity verification should be

secured to ensure accuracy and to minimize interaction time.

Core Network Domain Home Network Domain

\
\
(CN) } (HN)
\
\
\

|
Radio Access Network Domain |
|
|

| 0 ]
MME; /S-GW; | Home Fi?;;i;l?r Server 1
1

\
\
N-GW,

|
\
23
. y \
Mobile Equipment ! H
(MEs) |

MME; /S-GW> | Home Facilitator Server 2

| (HFSz)
\
\
\
\

Access Network 2

Figure 3.1 Network Architecture based on 3GPP standard in SE-GA Protocol
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3.1 Initialization

In the initial stage, each ME creates a pair of long-term private key and public
key, and ME sends the public key to its Home. Then the HN and ME can create a shared
secret key by using a Diffie-Hellman key exchange. It is noted that a long-term public
key of the Home is well-known. When several MEs form a group G,,, they create a
session group key.

Each group member then sends the group’s information, i.e. Group ID, number
of members, Temporary Identity Numbers (TID) and all long-term public keys of the
group members to his/her Home. This data is sent with integrity control by utilizing the
shared key between the group member and the Home. The data does not need to be
secret. However, if we need secrecy, the information can be covered by using the shared
key. On receiving the messages, each Home keeps the group’s information in GDL as

shown in Table 3.1.

Table 3.1 Group Detail List (GDL)

Grou .
G1 IDG1 TIDME1 IDHF51 PUbME1
G1 IDG1 TIDME2 IDHFSZ PubME2
Gl I])G1 TIDMEi IDHFSk PubMEi
G2 IDG2 TIDME1 IDHF51 PubME1
GZ IDG2 TIDME3 IDHF52 PUbME3

GZ IDGZ TIDMEm IDHFS] PUbMEm
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3.2 The SE-GA Protocol for Each ME; in a Group G,

When an ME; connects to a wireless point, it authenticates itself with that
network in order to use network services.

In the authentication process, an ME; device in a group G,, connects to the
wireless point in any area mobile management entity (MME;). The ME; then sends an
access request AUTH; to the MME;. When the MME; receives a request, it checks
whether the ME; is a member in the previously requested group by using HFSy and
D¢, in the AUTH; to determine if a Group Detail List (GDL) exists in the MME;’s
database. If not, ME; is the first machine in the group that requests the connection with
MME;. MME; then performs the authentication process for the first ME device (i.e.
using case 1) and gets a GDL from ME;’s Home. Otherwise, if there is the GDL of
that ME;, then MME,; performs an authentication process as if the ME; is a
remaining ME device (i.e. using case 2). Table 3.2 shows the notations used in the SE-
GA protocol. The machine X or y can be an MME, HFS or ME. When X or Y is represent

by G, — i, it means an ME; of a group n.
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Table 3.2 Notations Used in the SE-GA Protocol

Notations Definition
Ry The random number generated by machine X
TSy The Time stamp generated by machine X
ID, The identity of machine X
PID, The permanent identity of machine X
TIDy The temporary identity of machine X
SKy—y The shared secret key between machine X and y
SSKy—y The shared session key between machine X and y
MAC, The message authentication code computed by machine X
LAI, Location Area Identification of machine X

flSKMME]-—MEi
fZSKMME]-—MEi
f3SKMME]-—HFSk
f4SKMME]-—HFSk

fSSKMEi— HFSy
aP, bP

abP

ME;

MME;

N-GW
HFS,

MAC generating function using SKI\,H\,[E]._I\,[Ei
SSK generating function using SKI\,H\,[E]._I\,[Ei
MAC generating function using SKMME]-—HFSk
MAC generating function using SKMMEj—HFSk

MAC generating function using SKyg, - s,

A device’ s public key

A shared key between two parties

The i Mobile Equipment (machine)

The j Mobile Management Entity of network

Networking Gateway
Home Facilitator Server of the k" network

The steps of the SE-GA protocol are as the following.

3.2.1 Case 1: Authentication for the First ME

If ME; is the first member of a group G, that want to authenticate with MME;,

then MME; does not have a GDL of the ME;’s group in MME;’s database. Therefore,
MME; looks for the ME;’s home network (HFSy) in the authentication request and then
forwards the authentication data request, local area identification of MME;, identity of
MME; and MACumE; (i.e. AUTH;, LAlvwmg; , IDMmE; » MACumE; ) to HFSy of ME;

through N-GW. If the authentication data request passes the network gateway (N-GW),
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the N-GW only forwards the authentication request to the destination (HFSy). This case
is composed of step (1) — step (5) as shown in Figure 3.2.

(1) Access Request (AUTH,) (2) Authentication Data Request
L > (AUTHy, TSypg, o LAIypg,, 1Dyage, , MAC ”MMEI]
[

(4) Authentication Response

B (AUTHygpyz . Success/Faif) < e 1

e < - | (3) Authentication Data Response

WE (AUTHygg, )
o > MME, HESy

(5) Authentication Acknowledge
(connection complete/fail)

Figure 3.2 The SE-GA Protocol for the First ME

Step (1): ME; - MME; : Access Request (AUTH;).

The ME; generates AUTH; = (IDg_ || TIDwmg; || Rg,—i [| TSq,-i || HFSy
|| LAlyg, |l bP || MAC || MAC; ) and sends it to MME;. MACq = f1 SKMMEj—MEi(IDGn I
TIDwmg;, || Rg,-i Il TSq,-i || HFSk || LAlyg, || bP) and it is used by MME; to verify
whether it is the correct ME;. While MAC; = fSSKME-—HFSk(IDGn || TIDMmeg; || R, i |l

TSg, i || HFSy || LAlyg, || bP) and it is used by HFSy, to verify whether it is the correct

ME;. The function f1 SKMME; -ME; and fSSKMEi— rs, A€ used for generating message

authentication codes MAC, and MAC; respectively. SKMME]-—MEi is a shared secret key
between MME; and ME;, and is computed from ME;’s private key and MME;’s public
key by using the Diffie-Hellman key exchange. It is noted that MME;’s public key is
well-known on the internet. In part of SKyg,_ yrs, , it is a shared secret key between

ME; and its home network (HN) which is computed by performing the Diffie-Hellman
key exchange in the initialization state. The value bP is a session public key of ME;. It
is created by selecting a random number b and computing bP on Elliptic Curve.

TIDyg, is a temporary identity of ME; in HFSy and is used for registration in

3GPP/LTE networks. The value is installed in ME; by the supplier of ME;.
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Step (2): MME; - HFSy : Authentication Data Request
(AUTH; , TSmmg; » LAlvmE;. IDmmE; » MAC ”MME]. ).

When the MME; receives the authentication data request from ME;, it
uses HFSy and ID¢_ in the AUTH; to find out whether this request is the first request
of the group, by searching for D¢  in the Group Detail List (GDL) of MME;’s database.
If it cannot find the information in MME;’s database, then MME; forwards AUTH;,
TSmme;> IDmmE;» LAlumE;, MAC ”MME]. to the HFSy . The LAlyug; reports the location

of the wireless point which ME; connects to, and MAC"MME].Z JER HES, (AUTH;
]

I TSMME]. | IDMME]. I LAIMME].). The long-term secret key (SKMME]-—HFSk) between

MME; and HFSy, is computed by using the HFSy’s public key and MME;’s private key

in the Diffie-Hellman key exchange. It is noted that HFS, ’s public key is well-known
on the internet.

MME; also keeps bP and MAC, in order to use them afterward.

Step (3): HFSy > MME; : Authentication Data Response
(AUTHyrs,).

Upon receiving authentication data request ( AUTH; , TSMME]. ,
LAlymg;» IDmmg;» MAC "vug;) from MME;, the HFSy verifies MME; by computing
MAC "'MME]. :f3SKMMEj—HFSk (AUTH; || TSMME].|| IDMME].|| LAIMMEJ.) and compares it
with MAC "MME].. Here, SKmmE;—urs,, is computed by using HFS,’s private key and
MME;’s public key. If it is the same MAC value then HFSy believes that the message is
sent from MME;.

Before HFSy verifies MAC; which is in AUTH;, the HFS, compares
LAIMME,— with LAIyg, to check whether they are the same. If they have the same value,
HFS; verifies MAC; by computing MAC'; = fSSKMEi—HFSk (IDg, || TIDyg, || Rg,—ill
TS, —ill HFSk || LAlyg, || bP) from data in AUTH;. Then HFS, compares MAC'; with

the MAC;. If these values are the same, the HFSy can believe that the message is sent

from ME;.
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The HFSy then generates AUTHygg, = (Rg_ —i || IDygs, || HFSy || GDL
I TSrs, | MACkgs, ), where MACugs, = f4siymg; _nrs, (Ran—i | IDrrs, || HESic |
GDL || TSygs, ) and it sends AUTHygg, to the MME;. GDL is composed of group

number, group identity, temporary identity of every ME;, identity of HFSy and public
keys of all MEs in this group.

Step (4) : MME; > ME; : Authentication Response
(AUTHMME]., Success/Fail).

After MME; receives AUTHygs, from HFS,, MME; computes
MAC’HFSk = f4SKMMEj_HFSk(RGn_i\\IDHFSk]]HFSkHGDLHTSHFSk) to verify the message
from HFS,. If the verification passes, MME; computes MAC’q = f1 SKMME, -ME;
(IDg, [ITIDmg, IR, -ill TSg,—illHFSk|[LAIyg,||bP) and compares it with MAC, from step
(1). The SKMMEj—MEi is computed by MME;’s private key and ME;’s long-term public
key got from GDL. If MAC'q = MAC, , MME; installs GDL of G, into MME;’s
database. The GDL facilitates the MME; to check the remaining ME;’s authentication
information. Then, MME; can trust the message AUTH; which is sent by ME;, because
MME; got correct response from ME;’s Home.

MME; then randomizes a number a to compute a session public key aP
and a secret value abP on Elliptic Curve. Note that bP is obtained from step (1).
MME; also generates AUTHMME]. = (IDMME]. HIDGnHTIDMEiHRMME].||RGn_i|| TS'MME]. || aP
[ MACMME]- ), where MACMME]- =f1 SKMME; -ME; (IDMME]' Il IDGn” TIDMEiHRMME]- [
Re, -ill TS’MME]. || aP). It then sends AUTHMME]. and a response ‘success’ to ME;. MME;

can now compute session key between itself and ME; by SSKI\,H\,[E]._I\,[Ei =

fZSKMMEj_MEi(IDMME]-H TIDwgll RmumE; | Rg,,—i || abP).
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Step (5) : ME; > MME; : Authentication Acknowledge

(connection complete/fail).

When the ME; gets the authentication data response from MME;, it
verifies MME; by computing MAC’MME].= flSKMME]-—MEi (IDMME]. | IDg,, || TIDmg; ||
Rume; [| Rey-i |l TS'MMEJ. | aP) and compares MACywmg, with MAC'MME]..The
SKI\,H\,[EJ._I\,[Ei is computed from ME;’s private key and MME;’s public key by using the

Diffie-Hellman key exchange. MME;’s long-term public key is well-known on the

internet.

If MACypmg; and MAC’MME]. are the same then it is the correct MME;.
ME; then computes abP by using aP from AUTHMME]. and creates a session key
between MEI and MME] by SSKMME]—MEI = fZSKMMEj—MEi( IDMME] || TIDMEI || RMME]
| Rg,—i || @bP). Finally, the ME; has a shared session key SSKI\,H\,[EJ._I\,[Ei with MME;

and sends connection complete to MME;. Otherwise, ME; sends a response,

‘connection failure’ to MME]-.

3.2.2 Case 2: Authentication for the Remaining MEs
If ME; is a remaining member of the group G,, that has a member authenticated

with MME;, then MME; has the Group Detail List (GDL) of group G, in the MME;’s
database. The MME; can use the ME;’s public key in GDL to create a shared secret key
(SKMME]._MEi) between MME; and ME;. This case is composed of step (1) — step (3) as

shown in Figure 3.3.
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MME; uses group detail list (GDL) which installed
at the first ME to create the AUTHyqpg;-

(1) Access Request (AUTH;)

| D

(2) Authentication Response
o [AUTHH.'-IEJ: Success/Fail)
Qe < ]
ME;

[
(3) Authentication Acknowledge > MME;

(connection complete/fail)

Figure 3.3 The SE-GA Protocol for Remaining ME Devices

Step (1) : ME; > MME; : Access Request (AUTH; )

The ME; generates AUTH; = (IDg_ || TIDug; || Rg, i || TSg, i || HFSk
I LAIwg; [| P || MACq [[MAC;), MACq = f1 skymg _we, (1D, | TIDmE; || Re,-i |l
TSGn—i || HFSy || LAIMEi | bP) and MAC; = fSKMEi_HFSk(IDGn [ TIDMEi I RGn—i I

TSg, i || HFSy || LAlyg, || bP) and sends AUTH; to MME;.

Step (2) : MME; > ME; : Authentication Response (AUTHMME].,
Success/Fail).

When the MME; receives an authentication data request from ME;, it
checks the request of ME; by using HFSy and IDg_ in the AUTH; to find out whether
this request is the first request of group by searching for IDg  in the Group Detail List
(GDL) of MME;’s database. If it can find IDg_, then MME; computes a long-term secret
key (SKMMEj_MEi) between MME; and ME; by using ME;’s public key in GDL and
MME;’s private key.

Before MME; verifies MACy which is in AUTH;, the MME; compares
LAlyg, with LAIyumE; to check whether they are the same. If they have the same value,

the MME] Computes MAC’q = fl SKMME]-—MEi (IDGn H TIDMEi || RGn—i || TSGn—i || HFSk ||

LAlyg, || bP). It then compares MAC', with MAC, from step (1). If MAC'q = MAC,q

then MME; trusts ME; and messages are sent by ME;.
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MME; then randomizes a number a to compute a session public key aP

and a secret value abP on Elliptic Curve. Further, MME; generates AUTHvmE, =
IDmwm; 1D, I TIDME; | Rmme; IR, -ill TS MumE; || @P [[MACymE; ), where MACymE, =
f1 SKMME]._MEi(IDMME]- 11D, [ TIDmE; || Rmme; | Ra,—i [ TS mmg; || @P). It then sends
AUTHMME]. and a response, ‘success’ to ME;.

At this point, MME; can compute a session key between itself and

ME; by SSKMMEj—MEi = fZSKMME]._MEi (IDMME]-H TIDMEiH RMME]- | RGn—i | abP).

Step (3) : ME; > MME; : Authentication Acknowledge (connection

complete/fail)
When the ME; gets the authentication response from MME;, it verifies

the message by computing MAC’MME].Z flSKMME]——MEi(IDMMEj | IDg,, || TIDmg, |
Rmme; || Rep-i |l TS'MME]. | aP) and compares MACymg, with MAC'MME].. The
SKI\,H\,[E]._I\,[Ei is computed from ME;’s private key and MME;’s public key.

If MACMME]. and MAC'MMEJ. have the same value then ME; believes that
the message is sent from MME;. ME; then computes abP by using aP from AUTHMME].
and creates session key between ME; and MME; by SSKI\,“\,[E]._I\,[Ei = fZSKMME]-—MEi
(IDMME]. || TIDug; || RMME].|| Rg,-ill abP). Finally, the ME; has a shared session key
SSKI\,H\,[E]._I\,[Ei with MME; and sends connection complete to MME;. Otherwise, if

MACMME]. and MAC'MME]. are not the same then ME; sends a response, ‘connection

failure’ to MME]-.



CHAPTER 4

AUTHENTICATION PROOF BY USING BAN LOGIC

In this section, we give an authentication proof of the SE-GA protocol by using
the well-known BAN Logic. The notations used in SE-GA protocol are shown in Table
4.1.

Table 4.1 Notations Used in the Proof

Notations Description
bP A session public key of ME;
aP A session public key of MME;
SKME;-HFs, A long-term secret shared between ME; and HFS;,
SKME;-MME; A long-term secret shared between ME; and MME;

SKMME;-HFs), A long-term secret shared between MME;and HFSy

SSKMME;-ME; A shared session key between MME; and ME;

We will prove the authentication of the mobile equipment in both cases: the case
of the first ME device and the case of the remaining ME devices which connect to an

MME.

4.1 Authentication Proof for the First ME

The communicating messages used in the case of the first ME device are as

follows:
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(2) ME; » MME;: AUTH; = (IDg_, TIDyg, , Rg. i , TS, _i , HFSy , LAy, bP,

MACq ((IDg,, TIDyg,, Re, i, TSg, i, HFSy, LAlyg, ,bP),

SKmE;-MME; )»

MAC; ((IDg,, TIDyg,, Re, i, TSg, _i, HFSy, LAlyg,, bP),

SKMEi—HFSk ))

(b) MME; — HFSy: (AUTH; , TSy, , LAy - IDywe; -

MAC"vmE; (AUTH; , TSymg; , LAlmmg; » IDmug; ),

SKMMEj—HFSk ))

(C) HFSk = MME] (RGn_i, IDHFSk’ HFSk, GDL, TSHFSk ),

MACyrs, ((Rg,-i> IDurs,, HFSx, GDL, TSygs, ), SKmmE;-HFs, )-

(d) MME; - ME;: (IDymg; IDg,,, TIDumE;, RumE;> Re,-is TS mumE;> @P),
MACumg; (IDmmE;> IDG,,» TIDmE;; RmmE;

Rg,-i» TS'mmE;> @P), SKmg;-mme; )-
The messages can be transformed into the idealized forms as

(a) ME; » MME;: AUTH; = (IDg_, TIDyg,, R¢_ i, TS¢, —i» HFSk, LAlyg;,
bP') SKME;-MME; >

(1Dg,, TIDyg,» Rg, —i> TS, —i» HFSk, LAlvg,,

bP') SKME;-HFsy *

(b) MME; — HFSy: (AUTH;, LAl TSmm;, IDmwme,

) SKMME; -HFSy *

(c) HFS, > MME;: (R¢__j, [Dys,, HFS), GDL , TSyps,

) SKMME;-HFSsy *
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(d) MME; - ME;: ( IDmwmg;, IDg,, TIDuE;, Rume;> Re,-is TS mme;» aP ) SKME;~MME; -

In this form TS¢__j, TSMME]., TS'MME]., TShrs, are nonces.

We need to prove that MME; believes ME;’s long term public key in GDL which

it has received from HFSy and uses the key to compute a long-term secret key

( SKMEi_MME]. ) between MME; and ME;. MME; uses SKMEi_MME]. to verify ME;’s

message. It then can believe ME;’s session public key, bP. Further, it needs to prove
that ME; can believe MME;’s session public key, aP. Both MME; and ME; can use aP

and bP to compute a shared session secret, abP. To analyze this protocol, the following

assumptions are made.

1)
2)
3)

4)
5)
6)
7)
8)
9)

SKMME;-HFsy

HFSy believes MME; «—————— HFS,,.

SKME;-HFS)

HFSy believes ME; «———— HFS;..

SKMME;-HFsy

MME; believes HFS, «———— MME;.

SKME;-MME;

ME; believes MME; «——— ME;.
MME; believes fresh (TSg__;).

MME; believes fresh (TSygs, ).

HFSy believes fresh (TSg__;).

HFSy believes fresh (TSMME].).

ME; believes fresh (TS'MMEJ.).

10) HFSk believes MME] control (AUTHI , TSMME]' , LAIMME]" IDMME]')'

11) HFSy believes ME; control (IDg_, TIDyg, , Rg_ —i, HFSk, LAlyg, , bP).

12) MME; believes HFSy controls (Rg, _;, [Dygs, , HFS,, GDL).

13) MME; believes ME; controls (IDg_, TIDyg;, Rg i, HFSy, LAlyg,, bP).

14) MEI believes MME] controls (IDMME]'7 IDGn, TIDMEia RMME]'7 RGn—ia aP)
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The steps of the proof are as follows:

SKMME; - HFS)

(a) HFSy believes MME; «—————— HFSy and HFSy sees
(AUTH;, LAlymg; » TSmmE; » IDMmE;

) SKMME;-HFs) °
then HFSy believes MME; said
(AUTH; , LAl TSwwsy, [Dunnas, )

(b) HFSy believes fresh (TSMME].) and HFSy believes MME; said
( AUTH; , LAl TSwms, » IDwiuis, ),
then HFSy believes MME; believes
(AUTH; , LAlymg; , TSmmE; » IDMmE;)-

The conjunction can be broken and the result is HFSy believes MME; believes

(AUTH; , LAlyyg, , IDywe,).

(C) HFSk believes MME] control (AUTHl , LAIMMEJ ) IDMMEJ)
and HFSk believes MME] believes (AUTHI , LAIMME] ) IDMME]),

then HFSk believes (AUTHI , LAIMME] ) IDMME])

In steps a) - €), HFSy uses a long-term secret key between MME; and HFSy (i.e.
SKMMEj—HFSk) to verify the message (AUTH;, LAIMME]. ,TSMME]. ,IDMME].) received
from MME;. If the verification passes, HFSy believes that the message is sent
from MME;.

After HFSy believes the message is sent from MME; , it verifies the
authentication message (( IDg_, TIDyg,, Rg i, TSg, —i, HFS, LAlyg,, bP ) SKMEi—HFSk)

which is in AUTH;. If the verification passes, HFSy believes that the message is

from ME;. The proof is as follows.
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) SKME;-HFs
(d) HFSy believes ME; «——— HFSy and HFS; sees
(IDg,, TIDmg;, Rg,—i» TSg, i HFSy, LAlyg,, bP) SKuE; —HFS) °

then HFSy believes ME; said
(IDg,,, TIDmE;, Rg,—i» TSg, i, HFSy, LAl g, bP).

(¢) HFSy believes fresh (TSg _;) and HFSy believes ME; said
(IDg, , TIDmg; , Rg,-i» TSg, i » HFSk , LAlyg,, bP),
then HFSy believes ME; believes
(IDg, » TIDyg, , Rg, i, TSg,-i » HFSk , LAlyg,, bP).

The conjunction can be broken and the result is HFSy believes ME; believes

(IDg, ,TIDyg,, Rg, _i» HFSy, LAlyg,, bP).

(f) HFSy believes ME; control (IDg_, TIDyg;, Rg, —i, HFSy, LAlyg,, bP)
and HFSy believes ME; believes
(IDg, , TIDygE,, R, i, HFSk, LAl yg,, bP),
then HEFS; believes
(IDg, » TIDyg;, Rg, i, HFSy , LAlyg,, bP).

In steps d) - f), HFSy verifies message MAC; (ID¢_, TIDyg,;, Rg,—i» TS, —i,
HFSy, LAlyg,, bP) by computing MAC'; . The HFSy then compares MAC’; with
the MAC;. If the verification passes, it is the correct ME; . Then HFSy believes
authentication message from ME;.

After that, HFSy sends the authentication message (Rg, —i, [Dygs,, HFS,
GDL, TSygs, ) to MME;.
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SKMME; - HFS

(g) MME; believes HFSy, «———— MME, and MME; see
(Rg,-i» IDurs,, HFSy, GDL, TSygs, ) skyme

j—HFSy °

then MME; believes HFSy said
(Rg,—i> IDurs,» HFSy, GDL, TSygs, ).

(h) MME; believes fresh (TSygs, ) and MME; believes HFSy, said
(Rg,i» IDues, HFS, GDL , TSygs, ),
then MME; believes HFSy believes
(Rg,—i> IDyps,, HFSk, GDL , TSy, ).

The conjunction can be broken and the result is MME; believes HFSy believes

(Rg,-i> IDuFs,, HFSk, GDL).

(i) MME; believes HFSy controls (Rg__;, [Dygs, , HFSy, GDL)
and MME,; believes HFSy believes (Rg _j, IDyps,, HFS,, GDL),
then MME,; believes (Rg _j, [Dygs, , HFSy, GDL).

In steps g) — i), MME; gets message (Rg__i, IDyps,, HFSx, GDL, ( Rg__i,

[Dyps, » HFSy, GDL >SKMME]-—HFSk ) from HFSy, and uses a long-term secret key

(SKMME]-—HFSk ) between MME; and HFSy to verify message from HFS, . If the
verification passes, MME; believes that the message is from HFSy.

After that, MME; verifies the authentication message MAC, from ME; as

follows.

SKME;-MME;

() MME; believes ME; «——— MME; and MME; see
(IDg,, TIDyE,, Rg, -i, TSg, —i, HFS, LAlyg,, bP) SKME;-MME; °

then MME; believes ME; said
(IDg, » TIDuE;, R, —i» TSq,, —iy HFSy, LAlyg, , bP).
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(k) MME; believes fresh (TSg__;) and MME; believes ME; said
(IDg, , TIDygE;, Rg, i, TSq, —i, HFSy, LAlyg,, bP),
then MME; believes ME; believes
(IDg, , TIDuE,, Rg, —i» TSq, —iy HFSy, LAlyg, , bP).

The conjunction can be broken and the result is MME; believes ME; believes

(IDg,,TIDyg, Rg, i HFSy, LAlyg,, bP).

(I) MME; believes ME; controls (IDg ,TIDyg;, Rg, —i, HFSk, LAlyg,, bP)
and MME; believe ME; believes (IDg_,TIDyg,, Rg_ —i, HFS, LAlyg,, bP),
then MME; believes (IDg ,TIDyg;, Rg, i, HFSy, LAlyg,, bP).

In steps j) - 1), MME; verifies message MACq (IDg_, TIDug;, Rg, —i, TSq,, -i)
HFSy, LAlyg, , bP) from ME; by using SKMEi_MMEj to compute MAC', . If the
verification passes, it is the correct ME;. Then MME; believes authentication message

from ME;.

After that, MME; selects random number a and computes aP and uses bP in
ME; ’s message to compute abP. MME; now can compute a shared session key

SSKI\,H\,[E]._I\,[Ei between MME; and ME;. MME; then sends the authentication message

MACumg; (IDmmE;, IDg,,, TIDuME;, Rmme;, R, —i TS M, aP) to ME;.

SKME;-MME;

(m) ME; believes MME; «———— ME;, and ME; see
<IDMMEJ~1 IDg,,, TIDmE;, RmmEj; Re,—is TS’MMEj: aP) SKME;~MME; *
then ME; believes MME; said

(IDmmE;» IDg,,» TIDmE;» RmmE;> Ra,,-i5 TS’MME]-: aP).
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(n) ME,; believes fresh (TS'MME].) and ME; believes MME; said
(IDmwme;» IDG,,» TIDmE;» Rmme;> Ra,-i> TS Mme;» aP),
then ME; believes MME; believes

(IDMME]-a D¢, TIDuE;, RMME]-a Rg,-is TS’MME]-a aP).

The conjunction can be broken and the result is ME; believes MME; believes

(IDmme;»IDg,, > TIDmE;;RmmE;:Ra,, -i> @P).

(0) ME; believes MME; controls
(IDmmE;» IDg,, > TIDmE;, Rmme;> Re,-i> @P)
and MEI believes MME] believes (IDMME]., IDGn, TIDMEiﬂ RMME,'? RGn_i, aP),

then MEI believes (IDMME]'7 IDGn, TIDMEia RMME]'7 RGn—ia aP)

In steps m) - 0), ME; verifies message from MME; by using SKME;-mmE; and

believes that the message is from MME;. ME; uses aP in a message to compute abP.

ME; now can compute a shared session key SSKI\,“\,[E]._I\,[Ei between ME; and MME;.

4.2 Authentication Proof for the Remaining MEs

We need to prove that the MME; which has believed ME;’s long term public key

in GDL uses the key to compute a long-term secret key ( SKMEi_MME]. ) between ME;
and MME;. MME; uses SKMEi—MMEj to verify ME;’s message. It then can believe ME;’s

session public key, bP. Further, the proofis that ME; can believe MME;’s session public

key, aP. Both MME; and ME; can use aP and bP to compute a shared session key, abP.

To analyze this protocol, the following assumptions are made.

SKME;-MME;

1) ME; believes MME; «————— ME; .
2) MME; believes fresh (TSg__;).
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3) ME; believes fresh (TS'MMEJ.).
4) MME; believes ME; controls (IDg_,TIDyg,, Rg  —i, HFSy, LAlyg,, bP).
5) MEI believes MME] Contr()ls (IDMMEJB IDGn, TIDMEi, RMMEJB

R¢, i, aP).

The steps of the proof are as follows:

SKME; -MME;

(a) MME; believes ME; «———— MME; and MME; see
(IDg,, TIDmg;, Rg,—i» TSg, i HFSy, LAlyg,, bP) SKME; ~MME; °

then MME; believes ME; said
(IDg, . TIDME;, R, —i» TSg, —iy HF Sy, LAlyg, , bP).

(b) MME; believes fresh (TSg _;) and MME; believes ME; said
(IDg, ,TIDmE;, R, —i» TSg,, —iy HFSy, LAlyg,, bP),
then MME; believes ME; believes
(IDg, ,TIDMg;, R, —i» TSq, —iy HF Sy, LAlyg, , bP).

The conjunction can be broken and the result is MME; believes ME; believes

(IDg,, TIDmg;, Rg,—i, HFSy, LAl g, bP).

(c) MME; believes ME; controls (IDg , TIDyg;, Rg, —i, HFSk, LAlyg,, bP)
and MME; believe ME; believes (IDg_,TIDyg,, R¢_ i, HFSy, LAlyg,, bP),
then MME; believes (IDg ,TIDyg;, R¢, i, HFSy, LAlyg,, bP).

In steps a) — ¢), MME; verifies message from ME; by using SKME;-MME; -

After that, MME; selects random number a and computes aP. It then uses bP in
ME;’s message to compute abP. MME; now can compute a shared session key

SSKI\,H\,[EJ._I\,[Ei between MME; and ME;. MME; then sends the authentication message

MACywmg; (IDmmg;, ID6,, TIDmg,, R, Ray—i TS Mmg;» @P) to ME;.
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SKME;-MME;

(d) ME; believes MME; «———— ME;, and ME; see
<IDMMEJ~1 IDg,,, TIDmE;, RmmEj; Re,—is TS’MMEj: aP) SKME;~MME; *
then ME; believes MME; said

(IDmmE;» IDg,,» TIDmE;, RmmE;> Ra,,-i5 TS’MME]-: aP).

(e) ME,; believes fresh (TS'MME].) and ME; believes MME; said
(IDmwme;» IDG,,» TIDmE;» Rmme;» Re,-i> TS Mme;» aP),
then ME; believes MME; believes

(IDmmg;» DG, TIDmE;» Rmme> Re,—i> TS MmE;» aP)-

The conjunction can be broken and the result is ME; believes MME; believes

(IDmme;, IDg,,, TIDMmE;-RmmE; R, -i> @P).

(f) ME; believes MME; controls (IDMME]., D¢, , TIDyg;, RMME]., R¢, -, aP)
and MEI believes MME] believes (IDMME]'J IDGn, TIDMEi, RMME]'J RGn—i, aP),

then MEI believes (IDMME]'J IDGn, TIDMEi, RMME]'J RGn—i, aP)

In steps d) - f), ME; verifies message from MME; by using SKME;-MME; and

believes that the message is from MME;. ME; uses aP in the message to compute abP.

ME; now can compute a shared session key (SSKI\,H\,[E]._I\,[Ei ) between ME; and MME;.



CHAPTER S

SECURITY ANALYSIS OF PROTOCOL

In this chapter, the SE-GA security is analyzed and compared with the SE-
AKA and GLARM protocols.

5.1 Entity Mutual Authentication

The main goal is to have an authentication between MME and ME in order to
create a secure channel for sending data. For the first ME, it will authenticate itself with
the home facilitator server (HFS) because the information of ME and the group is at the
Home of ME. After ME has confirmed its success, the Home will send ME’s Group
Detail List (GDL) to MME. An MME trusts ME and the authentication message from
ME because MME gets a correct response from ME’s Home.

The rest of the group members can authenticate directly with MME because the
information of MEs and the group has been sent to MME after the first ME has finished
its authentication process.

For example, ME and HFS have a shared key (SKyg _pgps) generated from
Diffie-Hellman key exchange in the initialization stage. For authentication of the first
ME, ME generates AUTH ; and sends it to the MME. The MME verifies Home of ME
from AUTH; and then forwards AUTH; to the Home. Home verifies the first ME by
function MAC; which MAC; is computed by using a shared secret key (SKyg —prs )
between ME and Home. For authentication between ME and MME, MME uses the

information obtained from ME’s Home to generate a key (SKymg —mg ) between ME

and MME to validate MAC. If it is valid, MME trusts ME and sends AUTHMME]. to
ME. An ME checks the MME by verifying MACMME]. in AUTHMME]. using the key

(SKmmEe —mg ) between ME and MME. If the verification passes, ME believes MME.
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For the rest of the group, the mutual authentication between ME and MME is

made by using function MAC, and MACMME]. which are computed by using a long-term

secret key (SKymEe —ME )-

5.2 Confidentiality

After the authentication process, the key data used for generating the session
key (SSK/KGK) between MME and ME is abP. This abP is computed by using the
Diffie-Hellman key exchange. The session key (SSK/KGK) is utilized to encrypt data
between ME and MME. Thus, SSK/KGK can provide the data confidentiality.

5.3 Data Integrity

The integrity of messages between ME and MME, and between ME and Home
are controlled by MAC function calculated from key SKyme-me, SKurs-ME »
respectively. These keys are computed by using the Diffie-Hellman key exchange and
known only between the two parties. Then every message sent in the protocol has a

MAC function to achieve integrity control.
5.4 Enhanced Privacy-Preservation

For the first time when ME registers with the HFS, the ME gets a pair of

permanent/temporary identity (PIDyg/ TIDyg ) to register in 3GPP networks. In the
real case, ME does not send PIDyg into the communication network without protection
because PIDyg is ME’s privacy which may cause harm if it is sniffed. In SE-GA
protocol, ME can send TIDy into the communication network to the other party with
MAC and the party can verify TIDyg by MAC function. In addition, in the case that
the network needs ME to send PIDyg to the home network, the PIDyg may be

encrypted with a long-term secret key between ME and HFS.
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5.5 Secure Key Derivation

In the SE-GA, the SSKymg Mg 18 created from a function which uses a shared
secret between MME and ME. As described in section 5, MME and ME send a session
public key of their own (aP/bP) to compute a shared secret abP between them. This
abP is computed by making use of Diffie-Hellman key exchange which is secure. After
that, both MME and ME use abP to generate SSKymg —MmE -

5.6 Key Forward / Backward Secrecy (KFS/KBS)

In the SE-GA, the session public keys (aP/bP), which are used to compute
session key, are sent between MME and ME, while a long-term secret SKyg —_mmEg 1S
calculated from a long-term public/private keys of MME and ME respectively. Then,
the session public keys are not related to the calculation of the SKyg _mmEg - In addition,
the SSK key value between ME and MME is very difficult to attack because this value
is based on abP and known only between ME and MME. Then the KFS/KBS can be

achieved.

5.7 Group Key Forward / Backward Secrecy (GKFS/GKBS)

When group members join or leave the group, the group key needs to update in
order to preserve backward and forward secrecy. Up to now, several protocols have
been proposed for dynamic group key agreement, such as Pipat Hiranvanichakorn
(2017) and Zhu (2016). After updating the group key, the group will send a group’s
information such as the public keys of new members/leaving members, group
members’ numbers to each member’s Home. Then the member who has newly joined

or left will not know any information before joining or after leaving.
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5.8 Resistance to Replay Attack

While MME and ME are communicating, authentication messages are sent with
timestamps and random numbers, thus preventing replay attacks. For example of case
1, between MME and ME, there is a chance of replay attack, so while ME is sending a

message to MME in step 1 to request services, a timestamp (TSg__;) is included into
the message. Similarly, when MME responds to ME in step 4, a timestamp (TS ymg )

is attached to the message to prevent replay attack.
5.9 Resistance to Redirection Attack

Because the authentication message (AUTH;) from ME included with LAlyg,
MAC, and MAC;. The LAlyg indicates the BS which ME contacts at that time. If the
MME forwards AUTH; to HFS, then the HFS uses LAIMME,— to compare with LAlyg . In
the case LAlyg = LAIvmE;, the HFS computes MAC'; and compares with MAC; in step
(3) of authentication for the first ME. If MAC'; = MAC; then HFS accepts the
authentication. It rejects the authentication if the verification of MAC; fails. For the
remaining ME, the MME uses LAIMME]. getting from the BS to compare with
LAIyg embedded in AUTH;. If LAlyg has the same value as LAIMME]. then MME

verify MACy with MAC'y. Thus, SE-GA protocol can prevent the redirection attack.

5.10 Resistance to Man-in-the-Middle Attack

During the first confirmation of ME, an attacker may disguise as MME to sniff
the information. Then the attacker disguises as the ME and sends the information to the
real MME. As the attacker does not know the value b, he/she may try to perform man-
in-the-middle attack by replacing bP with biP. However, it cannot fool the Home

because the attacker does not know the secret key SKyg _pgrs which is utilized to

compute MAC between ME and its Home.
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In the case of the remaining ME, the secret key (SKyg —mMmg ) 1S utilized to
protect messages between ME and MME. If an attacker changes messages, the MME
can know messages which are not sent from the real ME. Thus, the protocol can prevent

a man-in-the-middle attack.

5.11 Resistance to Denial-of-Service (DoS) Attack

While performing the authentication process, a malicious ME can run DoS
attack on either HFS or MME. If a malicious ME forges the message, HFS or MME
can detect the forged message by checking TS and comparing LAI in the message from

the ME with LAI from MME.
5.12 Resistance to Impersonate Attack
The SE-GA protocol makes use of each ME’s long-term private and public keys

to achieve secure authentication between ME and MME. It is very difficult for an ME

to disguise itself as another ME.

5.13 Comparison between SE-GA and Some Other Protocols

The comparison of security and flexibility based on an actual usage in some
group authentication protocols as shown in Table 5.1. It was found that the SE-GA has

better features.
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Table 5.1 Comparison of the Proposed Protocol (SE-GA) with Some Schemes

ROTOCOL SE-AKA GLARM SE-GA

FEATURES

Symmetric Keys

AK & Group Key* Symmetric Keys**  Diffie- Hellman™**
RMA Yes Yes Yes
RRA Yes Yes Yes
GMD No No Ves
GMS No No Yes
GDO Yes No No

Note: AK: Authentication Key.

RMA: Resistance to Man-in-the-Middle-Attack.

RRA: Resistance to Redirection Attack.

GMD: Group Members can Come from the Different Home Networks.

GMS: Group Members can Use Different Networks Simultaneously.

GDO: Group Members Disguised as Others.
* The first ME uses a pre-shared key which is received from the Home in the initial
stage to authenticate with the Home in order to use the network service, while the
remaining MEs use the group key to authenticate with the MME.
** Each ME uses the symmetric key defined by its Home when it first registered with
the Home in order to authenticate itself with the service network.
*#* The key used in the authentication process can be created on the fly between the

two parties by making use of the Diffie-Hellman key exchange.
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CONCLUSION

This research has developed the SE-GA protocol that assists group
authentication on LTE networks. Group members can access the service networks from
different LTE networks and can locate in different locations for authentication in order
to access the service networks at the same time which is better than GLARM protocol.
The authentication protocol uses the long-term private keys and public keys between
parties to create shared secret keys used in the authentication process. This
authentication process helps the group members to protect the information in the real
scenarios. In particular, group members cannot disguise themselves as other members
for authentication to use the service network. This feature is better than the SE-AKA
which group members can disguise as another one. Before authentication between ME
and MME, a shared secret key is used between ME and Home for the first member of
the group, or ME and MME for the rest of the group. The MAC is used to control the
data integrity while the data is being sent. After confirming the authentication, the
session key between ME and MME is used to send the information which provides
secrecy, so the information sent after authentication is confidential. By using this
technique, SE-GA can be flexible and scalable. In addition, this reduces the provider’s
network traffic as well as network delays. Hence, the authentication of the group
members excluding the first one, SE-GA needs only three steps for the authentication
of each member while the former SE-AKA needs at least four steps.

The results of this research show that this developed protocol is consistent with
the actual situation which was the starting point of our interest as stated in the source of

the problem in Chapter 1.
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