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ABSTRACT

Title of Thesis Cloud Storage Security Based on Diffie-Hellman Group Key
Agreement

Author Mr.Parinya Natho

Degree Master of Science (Computer Science)

Year 2014

In this thesis, we present a cryptographic file system designed for cloud based data storage.
Files are encrypted before they are uploaded to the cloud storage providers. We allow file sharing
within a group of users by using an underlying group key agreement protocol. The idea is to divide
the group into subgroups; each maintains its subgroup keys using Group Diffie-Hellman (GDH)
protocol and links with other subgroups in a tree structure using Tree-Based Group Diftie-Hellman
(TGDH) protocol. A key feature is that it handles changes in group membership and modifications

of files in an extremely efficient manner.
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2.3 MsnstaduanInag (Symmetric Cryptography)
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2.3.2 Triple-DES (3DES)
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1) PILUIUNTEOY InvShiftRows
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