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Abstract

In this article, quantum cryptography is mentioned by explaining of how to distribute the key for
encryption, using quantum mechanics, called “Quantum Key Distribution: QKD”. The advantage of the
distribution of the encrypted key by quantum cryptography is that the sender and receiver can detect
when the key has been intruded by third parties. At the end of the article, it is mentioned of how countries

around the world have adopted the quantum cryptography for their uses.

Keywords: Quantum Cryptography, Cyber threat

PBRU Science Journal
Volume 19 Number 2 July-December 2022



uniin
lugadaqiumdulanaesnisvingsnssu

(szrdneyana 2 dng) INauNetli uB WM it

ldaiunisanada n19T22949 UTBNI1TLALED

v

T Teasng 7] wazdaANANNFENITINgINT TN

' v '
v o

UuduEaNNINAWEes 7| uazuaInuaegLuLy
asflauaniudesilnidasdayadousdouulan
a & @ v v o dl v

aumasidnsaanisidisiaiinelnasdaya
An1sdnsiadey AN uLLANNIAT (Symmetric
key cryptography), hUUAdNN1AT (Public key
cryptography) L RSA, one-time pad 9819019
39 A T A UAN (Quantum cryptography)

o

lutlaquunisidnsvanyuaansisue

o

faludiug1Atuaa9ni1ssnEIANNUaeAAuYe g

o

¥

1aal & - =
BYA wsidan1UNLgUdssAAINNaENENI AR
sUuuylng o sandeddmuinisresneniiomes
o o ¥ £% o ¥ = ¥ o
ArRUANNgANe LAz A Tulatinasdsva
dnulun)luilaqiiulivasasadnsialil
¥ v a o aa v o
niadnsviaimAfe AUl dNialunng
wananannualunisin g swanesaasdae
TagnisuAanaanyuatun s uuLATaL Y

aaURAa (Optical) Imenayualunisidsiagn

Encode lugtaas Inaw (fauuad)(Photon) kay
nsnsfaLLLAYaUANTANL AR A BN

faanunsouantadnilasueusniavisaiivdaya
TngandequaniAIednaAIanTAIAUAN
(AnENRLN9RENT89e YN IARNTNe YAl
arusndnlalagladsuniueyninuazilasu
v & 1 A = 1 '
HAANS nataReayn Atayluan uzaaingld
' ' o v o o ¥ A =
widlaaundiaziinisdnisduliiaenaniugnily
A .
wreaule Aeiumindauiinisineyniaiuay

= \ ) = =
Lﬂ@ﬁ]uLLﬂﬂ\ﬂ@Hﬂqﬂ@ﬂqﬁﬂqQ? L‘].G‘EIUL‘HHLV?EIEUGT]\T

PBRU SCIENCE JOURNAL
101

~hy U 19 aduil 2 nangew - SuanAw 2565

(23 o = M v o A %
ANATI ‘]_I‘LATG]‘Z‘LIH@HLM??;ID_IQ, ladldaandivizadas

v cw = L o o .
flAzifannadilnn wisgazildsuanueyiui)

Twanlsiadu (Polarisation)

THLAAFULLLIAINITATINIR AR UAN LI
M‘Ldi\iﬁ'a BB84 Laualag Charles Bennett La Gilles
Brassard 1uil 1984 AsTiazthan1Flunsadrasia
AraufuAe TAeuALY (Single photon) Faflu
BUNTAAIBUANUDI LA andAnaulages
Tnewlufinae warlsadu (Polarisation) 2alaan
2 WA (Basis) A’

1. WWA&AUnB (Rectangular basis) RILER
(WNWAE O)UAZUUITIU (WNUALEY 1) (Shown in

Figure 1)

Figure 1. Normal basis
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Figure 2. Diagonal basis
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Figure 3. Type of filters
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Figure 4. Choosing filter according to direction

of polarization
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Figure 5. Choosing a filter not according to the
direction of polarisation (Diagonal filter

& vertical polarisation)
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Figure 6. Choosing a filter not according to the
direction of polarisation (Diagonal filter

& horizontal polarisation)
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Figure 7. Choosing a filter not according to the Figure 8. Choosing a filter not according to
direction of polarisation (Normal filter direction of polarisation (Normal filter
& left diagonal polarisation) & right diagonal polarisation)
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Figure 9. Alice sends single photon that does not have the direction of polarisation through four types

of filters
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Figure 10. Bob chooses randomly two types of filters
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Figure 11. Bob chooses both right and wrong filters
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Figure 12. Bob communicates via public network and tells the sequence of filters
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Figure 13. Eavesdropping the conversation between A and B
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Figure 14. Smart phone “Samsung Galaxy Quantum” that uses Quantum cryptography (B9B9nINan %)
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