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ABSTRACT

Title of Thesis Legal Issues on Anti-Money Laundering through Bitcoin
Author Mr. Kasidith  Thongvisessuk

Degree Master of Laws

Year 2015

This thesis has studied on the history, the definition, origin and the legal
status of the objects of exchange. From this, it will be related to the history,
definition, origin, and the legal status of bitcoin which the author of this thesis has
heavily focused on. The thesis contains the main principle of the prevention and
suppression on money laundering activity with focusing on the concepts and theories
in prevention and suppression of money laundering activity in Thailand by comparing
with those in United States and Australia.

The result of the study showed that, bitcoin is the new kind of exchange
which functions like the virtual currency in the form of electronic database. Bitcoin is
created for internet transaction for the purpose of using the internet to perform the
transaction, replacing the old method of performing the transaction through the
financial institution. Bitcoin is now popular among people and is widely used in the
society. However, bitcoin is not yet accepted by the law and is not deemed as
legally functional currency, foreign currency or electronic currency as provided by
the section and thus resulting in the fact that bitcoin cannot be legally accepted as
payment, even worse when considering that there is no express provision in Thailand
which directly related to bitcoin. In United States and Australia, bitcoin is also
considered not a currency, foreign currency or electronic currency as it does in
Thailand. The reason is that there are many divisive opinions on bitcoin and also
there is none of directly related provision. As such, by the fact that bitcoin is not
expressly provided by the law. Therefore, it cannot be a part to constitute the

money-laundering element. More so, the basic measures of prevention and



(6)

suppression of money laundering activity is the transaction reports of financial
institution and the identification of client of such institution cannot be applied in
case of money laundering activity related to bitcoin because the transaction of
bitcoin do not perform the transaction through the financial institute . In United
States, bitcoin can be partially applied to constitute the element of money
laundering activity which is not efficient enough in practice. Australia can apply the
money laundering activity provision in case of bitcoin transaction. However, both
United States and Australia, the transaction reports of the financial institution and
the identification of client cannot be applied at the case. Thus, United States and
Australia need more efficient methods to deal with the current situation of money
laundering activity related to bitcoin.

Overall, there should have the clear definition of bitcoin in the provision in
order to make use of the definition and apply the definition to related matters
efficiently. Moreover, there should be some amendments of Anti Money-Laundering
Act B.E.2542. The act should provide that the money laundering crime will include
the activity of bitcoin transaction and revise the definition of financial institution to
include the activity of bitcoin transaction in order to make the transaction reports
and financial institution and the identification of client can be applied to money

laundering activity related to bitcoin.
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“Drafted Bitlicense Section 200.2 Definitions

For purposes of this Part only, the following definitions shall apply:

(m) Virtual Currency means any type of digital unit that is used as a medium of
exchange or a form of digitally stored value or that is incorporated into payment
system technology. Virtual Currency shall be broadly construed to include digital
units of exchange that (i) have a centralized repository or administrator; (ii) are
decentralized and have no centralized repository or administrator; or (i) may be
created or obtained by computing or manufacturing effort. Virtual Currency shall not
be construed to include digital units that are used solely within online gaming
platforms with no market or application outside of those gaming platforms, nor shall
Virtual Currency be construed to include digital units that are used exclusively as
part of a customer affinity or rewards program, and can be applied solely as payment
for purchases with the issuer and/or other designated merchants, but cannot be

converted into, or redeemed for, Fiat Currency;
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Drafted Bitlicense Section 200.2 Definitions
For purposes of this Part only, the following definitions shall apply:
(n) Virtual Currency Business Activity means the conduct of any one of the following
types of activities involving New York or a New York Resident:
(1) receiving Virtual Currency for transmission or transmitting the same;
(2) securing, storing, holding, or maintaining custody or control of Virtual Currency
on behalf of others;
(3) buying and selling Virtual Currency as a customer business;
(4) performing retail conversion services, including the conversion or exchange of
Fiat Currency or other value into Virtual Currency, the conversion or exchange of
Virtual Currency into Fiat Currency or other value, or the conversion or exchange of
one form of Virtual Currency into another form of Virtual Currency; or
(5) controlling, administering, or issuing a Virtual Currency
Fameanuan A Saununuiuguatunsiaiousss “Bitlicense” vesigiavein
127New York Department of Financail Services, Superintendent Benjamin A.
Lawsky, “NYSDFS Announeces Final Bitlicense Framework for Regulationg Digital
Currency Firms,” Retrieved June 3 2015 from http://www.dfs.ny.gov/about/
speeches/sp1506031.htm
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3) Money Laundering Control Act of 1986
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“comell University Law School, Money Laundering Control Act of 1986,

Retrieved January 3, 2016 from https://www.law.cornell.edu/uscode/text/18/1956
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149Whoever, knowing that the property involved in a financial transaction
represents the proceeds of some form of unlawful activity, conducts or attempts to
conduct such a financial transaction which in fact involves the proceeds of specified
unlawful activity.

the term “monetary instruments” means

(i) coin or currency of the United States or of any other country, travelers’
checks, personal checks, bank checks, and money orders, or

(i) investment securities or negotiable instruments, in bearer form or

otherwise in such form that title thereto passes upon delivery.
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151Whoever transports, transmits, or transfers, or attempts to transport,
transmit, or transfer a monetary instrument or funds from a place in the United
States to or through a place outside the United States or to a place in the United
States from or through a place outside the United States.
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2) Asset Forfeiture and Money Laundering Section (AFMLS)
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3) The Office of Financial Enforcement
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Currency. The coin and paper money of the United States or of any other

country that is designated as legal tender and that circulates and is customarily used
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Usginranigeiintusesnain Federal Reserve Bank lumwnssutuivaseiifiuian
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Electronic Fund Transfer Act of 1978°"° ﬁr{ﬂﬁmmLﬁuﬁ’hmiﬁ%ﬁﬂﬁuﬁ%ﬂaaiﬂﬁlﬂum

sungrEeiinaaldtuIuegivieenliinaesiiiuandunisdunliuinisnisleniu

and accepted as a medium of exchange in the country of issuance. Currency includes
U.S. silver certificates, U.S. notes and Federal Reserve notes. Currency also includes
official foreign bank notes that are customarily used and accepted as a medium of
exchange in a foreign country.

*®Federal Reserve Bank act of 1913 Section 16

216"ﬁnanciat institution" means a State or National bank, a State or Federal
savings and loan association, a mutual savings bank, a State or Federal credit union,
or any other person who, directly or indirectly, holds an account belonging to a

consumer
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1ud A.A.2013 The U.S. Government Accoutability Office (GAO) lalsAtuuzdiu
The Internal Revenue Service (IRS) liinuandninausitunisiiunm8dmsuduszneugsia

a 219 2 A =~ = L Ay A oo ~ v Iy
UnPayu Iusﬁ'gﬂﬂul@@umu’]ﬂﬂ A.A.2014 %QL%U%')\T%W@QQUL?{UJ\’]U IRS iﬂa@ﬂﬁaﬂlﬂm"'yﬂu

*"Electronic Fund Transfer Act is designed to apply to financial institutions
engaging in or facilitating electronic fund transfers. Whether the Electronic Fund
Transfer Act is applicable to Bitcoin depends on whether Bitcoin is a financial
institution and whether Bitcoin performs electronic fund transfers.

218Decentratized virtual currencies, on the other hand, and as the name
suggests, have no central repository and no single administrator. Instead, value is
electronically transmitted between parties without an intermediary

?Us Government Accountability Office (May 2013), Virtual Economies and

currencies: Additional IRS guidance could reduce tax compliance risks, GAO
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HU5¥N8UNT Bitcoin Savings and Trust (BTCST) lngdnaglavinistnyiulvisduinunsiu
M UNUILAY 1Ag3NagALIAHNANBULNY 1% NN 9 U 16991 UN1e Securities and
Exchange Commission (SEC) WmfﬁwLasiéfﬁ']miﬁmLﬁaué’hLamﬁwmummmiamuuazLL%’@
A9IMAIYUIIVIANY asmiiﬁmuﬂimﬁuﬁé’faqﬁf\]'ﬁmdaudﬂmsamumm BTCST Ju
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NANNINLAIUAIUYIUVDING NUY Federal Securities Law #3911 93naglaoneinnig
aeuved BTCST duldlandnning ilasandneseulyledu ldfiaowenanguuiela q
wagn1svigInssuneiuiveesresdtaslinerinisuanideuduiuaie g SEC namn
N3AMUVRY BTCST ﬁutﬂumaamulugﬂwamé’igigmazﬁu %qﬁﬂﬁtﬂumﬁamﬂu
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aNMINE wazaalainn1sanduiinisaamuees BTCST wunisasuvadiu lngaaiiuii
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Report GAO-13-516, Report to the Committee on Finance, U.S. Senate.
Retrieved February 3, 2016.

220IRS, IRS Virtual Currency Guidance, Notice 2014-21, Retrieved February 13,
2016 from http://www.irs.gov/pub/irs-drop/n-14-21.pdf

“!United States District Court EASTERN DISTRICT OF TEXAS SHERMAN DIVISION
Securites and Exchange Commission V. Trendon T. Shavers and Bitcoin Saving and
Trust
222“security” is defined as “any note, stock, treasury stock, security future,
security-based swap, bond or investment contract...”. An investment contract is any
contract, transaction, or scheme involving
(1) an investment of money, (2) in a common enterprise, (3) with the expectation
that profits will be derived from the efforts of the promoter or a third party

*the Court must determine whether the BTCST investments constitute an

investment of money. It is clear that Bitcoin can be used as money. It can be used to

purchase goods or services
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224!\/\onetary unit and denominations of money

(1) The monetary unit, or unit of currency, of Australia is the dollar.

(2) The denominations of money in the currency of Australia are the dollar
and the cent.

(3) A cent is one-hundredth part of a dollar.

(4) The equivalent in the currency provided for by this Act of One
sovereign or pound in the currency provided for by the repealed Acts is Two dollars,
the like equivalent of One shilling is Ten cents and the like equivalent of One penny
is five-sixths of a cent

“*Transactions to be in Australian currency

(1) Subject to this section, every sale, every bill of exchange or promissory
note, every security for money, and every other contract, agreement, deed,
instrument, transaction, dealing, matter or thing relating to money, or involving the
payment of, or a liability to pay, money, that is made, executed, entered into or

done, shall, unless it is made, executed, entered into or done according to the
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1 BTC 1 dneoeu
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0.00000001 BTC 1 91lnd
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currency of some country other than Australia, be made, executed, entered into or
done according to the currency of Australia provided for by this Act.
(2) Nothing in this section operates so as to invalidate a will or other
testamentary instrument.
“oqam3nt wanyy, Jymngranglunistihiveseunlddmiugsnssussulaiily
Uszinelne Legal Problem Concerning the Use of Bitcoin in Online Transactions

in Thailand (asfnustfirmansumUngin In1Ing1aengamm, 2556), ni 9.
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?*"You can hold US dollars or euros or whatever in Australia completely freely
if you want to and there would be nothing to stop people in this country deciding to
transact in some other currency in a shop if they wanted to. There’s no law against

that so we do have competing currencies.
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228GeneraLLy, there will be no income tax or GST implications if you are not in
business or carrying on an enterprise and you simply pay for goods or services in
bitcoin (for example, acquiring personal goods or services on the internet using
Bitcoin). Where you use bitcoin to purchase goods or services for personal use or
consumption, any capital gain or loss from disposal of the bitcoin will be disregarded
(as a personal use asset) provided the cost of the bitcoin is $10,000 or less.

i you receive bitcoin for goods or services you provide as part of your
business, you will need to record the value in Australian dollars as part of your
ordinary income.When receiving bitcoin in return for goods and services, a business
may be charged GST on that bitcoin.

“Where you are in the business of mining bitcoin, any income that you
derive from the transfer of the mined bitcoin to a third party would be included in
your assessable income.Bitcoin held by a taxpayer carrying on a business of mining
and selling bitcoin, will be considered to be trading stock. You are required to bring

to account any bitcoin on hand at the end of each income year.
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(i) coin or currency of the United States or of any other country, travelers’
checks, personal checks, bank checks, and money orders, or
(i) investment securities or negotiable instruments, in bearer form or

otherwise in such form that title thereto passes upon delivery.
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%31 U.S.C. Sec. 5312 - Definitions and application

(2) ““financial institution”” means—

(A) an insured bank (as defined in section 3(h) of the Federal Deposit
Insurance Act (12 U.S.C. 1813(h)));

(B) a commercial bank or trust company;

(O) a private banker;

(D) an agency or branch of a foreign bank in the United States;

(E) any credit union;

(F) a thrift institution;

(G) a broker or dealer registered with the Securities and Exchange
Commission under the Securities Exchange Act of 1934 (15 U.S.C. 78a et seq.);

(H) a broker or dealer in securities or commodities;

(I) an investment banker or investment company;

(J) a currency exchange;

(K) an issuer, redeemer, or cashier of travelers’ checks, checks, money orders,
or similar instruments;

(L) an operator of a credit card system;

(M) an insurance company;

(N) a dealer in precious metals, stones, or jewels;

(O) a pawnbroker;

(P) a loan or finance company;

(Q) a travel agency;

(R) a licensed sender of money or any other person who engages as a
business in the transmission of funds, including any person who engages as a

business in an informal money transfer system or any network of people who engage
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as a business in facilitating the transfer of money domestically or internationally
outside of the conventional financial institutions system;

(S) a telegraph company;

(T) a business engaged in vehicle sales, including automobile, airplane, and
boat sales;

(U) persons involved in real estate closings and settlements;

(V) the United States Postal Service;

(W) an agency of the United States Government or of a State or local
government carrying out a duty or power of a business described in this paragraph;

(X) a casino, gambling casino, or gaming establishment with an annual gaming
revenue of more than $1,000,000 which—

(i) is licensed as a casino, gambling casino, or gaming establishment under
the laws of any State or any political subdivision of any State; or

(i) is an Indian gaming operation conducted under or pursuant to the
Indian Gaming Regulatory Act other than an operation which is limited to class |
gaming (as defined in section 4(6) of such Act);

(Y) any business or agency which engages in any activity which the Secretary
of the Treasury determines, by regulation, to be an activity which is similar to, related
to, or a substitute for any activity in which any business described in this paragraph is
authorized to engage; or

(Z) any other business designated by the Secretary whose cash transactions

have a high degree of usefulness in criminal, tax, or regulatory matters.



133

Wedllsuiansanainnsdusnazimiulaiseaduaotunisiunelulszna ad

) a

MNTIRBITIBNUTINTTUNALITITUNNTINLREY N155URN M5TeURY T0NT1a1M19N15RY

[ ¥
=

AU 9 Feddruusuninguuieiinue Ae LAY 10,000 wsegansgiull nstilazl

a a

anunsatunduldsuiveesild dosmnivasedliliGuvesssmaanszewinn Snvians
yhganssuvesdneestituussuy peer to peer wasiflummhgsnssulaenisaonsadona
yaadinmand deszuuianuaiugnatrstunldauauieunuiisuinsnarsiiagidm
muAnlun1sigInssusin q lirwaadunistiuanme (nsalldtneeetdlunisvingsnssy
sEsyAnasTINA) Wivnnldumsigsnssuiigldinaostihinaostilsninnisnszyi
amufinluuanidsudvaesdifufuaniividandsuinaest nsdiasdnfomvosd
1@auN158u (31 US.C. Sec. 5312(2))) unegnslsimudnaosunlilytuvesussine

a

ansgesniegd Jdlianunsathunuiuldiunsdild nsdinaesasiuldivendunisiiuaaa

Y

¥
U =

Tavesunilathidu viensiansmianisdudsdisruamAunii 10,000 wsganizauly 1
wwisetheonuanUsenaansy Flunsdfiaesifliannsausuldfuinaeels wsedn
aoerflalviiu viensiansmnanisiu nsdifiamaziiuliiezdoadunsiginssuvesynaa
sysuafuandunisuluiissesine udzaiuisadefulyanasssunisieaunisvin
53n33uld wiin1svihgsnssuvesdnmeeulilavingsnssurunisaatunistiulusiedsemna
(nsdfldSneeeiilunisvhgsnasussniyanasssun) dslunsddagliannsateduliyana
sssuniilinaoelunsihsnssumesuganssuld uimndunsvigsnssuriumnauion
waniasudneseiluisszmadeimualiuidnuaniudsuiveesiiuantunisduash
Tausathnsaliunusuldls faduundydfives Bank Secrecy Act of 1970 Aidayalalsr
Aoain1ITenUNIgINssy lanansatsnusuldnuineeedls

wa £ o

Bank Secrecy Act of 1970 dsladinisUyaatsnnansnisdnagldlunistesiunes
Usuununiswentdiuely naAen1suanimuvetanA1vesan1tun1stu Inedinsdydd
i andunisiudesidngninnandnsefiunfinsdessnssuiunseniuantunstu lng

anNARBILARINULAE LAY IaugnliinslnUndlaeiinsldveuasumTowuune 90

e

A sulavinsieseiluuadlutissuindneesdlidlianidunistu uagn1svingsnssuves

a L4

Tnaeeunlilinsgyhriuniantunisdu duiuglidnaesiislifesdnduwaninulunsh
g3nssula 9

a1l Money Laundering Control Act of 1986 @wnsausuldinassiiuuniteyela

g

va a o

Hemvesarimingduls ualiamnsausuldtnassudivunUygAteureIA1INns @199

o

% 4 o

Ry deilvngrunedainanlifivssdnsnmiiissmenagiomaiugnssyianuiagiuneniiu

Y



134

o
Y

dAY1 Federal Crimes and Criminal Procedure way Bank Secrecy Act of 1970 fifinns
ToyelRdaunsnisddiildlunistestunazusiuusiuniswenidu nannfe n1551891u
3INTIUVRIANITUNTRULANTHAAMUYBIgNAYRIAnTRN1RY Taunsathunusuldiv
Inaesiliiay

oglsfinuluussimmansgewini SglwesnldinsdAnwiunaulaiieafunisld
dneoendlunsrleniiu Tneilideometeluil
n38i@nw United States of America V.S. Robert M. Faiella™’

nsgiANuRanunguuerenunUnasessyiisesnlaud W ude 18 witUszuna
NOVUNLVBIANITTONITNN §1956 §1960 wazrHute 31 wislszananguuievodansgeLusni
§5318(c) way §5322(a)

Al

HBuled Silk Road lanas@ulutfounnsiay a.a.2011 wazliusn1sisesu1aunses

Tudleunainy a.m.2013 Mignduiliasainiiules Silkk Road fimsnszyimuiiamungmung

o
v @

SnadanTanisnseyinenuiisveadules saseluil
1) Auled Silk Road WwAulwdnlnusnislunisidunainesulatindusey
Wiwauazuea111T0vgINTINm1e o ARanguanels Wy n1sdeuiseanin n13¥euny
[~3 ¥
91EEIATIY LUUAU
< ¢ . v g v = & ' A P
2) Aulaee Silk Road anunsasntdauivlanlaeniuia3Iatne TOR darduy

TUsHASUNZAS AT DU U DU DS LTALUURLAETULN B9AT9U18 TOR dgnuuuniiieunta

o
v @

P Address fiuviassvesnanfinged dnvadaundanisszyfinuvesildluszuuiaiodne
Bumesiindnse

3) fmsnsshanufnegnsdaiaulunstoeauduudiules Sitk Road Tl
Plasfnuansodivmiules sik Road 16 Tagluiuled Sik Road finnsdovisuazsi
ganssuiRanrIneegietaay waginislavannisiunsdufesadameuuiuled

6) mstoreduduazinganssuuuiuled Sik Road azvhinisuaniddsuy

pudneoe] Fadufveusuuuiuled Sikk Road

257United States District Court Southern District of New York, United States of
America - v. - Robert M. Faiella ,a/k/a “BTCKing” and Charlie Shrem, Defendant,
Retrieved Febuary 19, 2016 from https://www.justice.gov/usao-sdny/pr/manhattan-

us-attorney-announces-charges-against-bitcoin-exchangers-including-ceo



135

agdlsfinululagiuivled Sikk Road lagnUnasuaiiasanuuivlesdaenannd
msnsshRanguuteateyszns

U39 Bitinstant dafidnwieglusgiasesn neAslae Charlie Shrem Fwmniludnas

Y

Tumfdl wazympadu q Nddliamnsasyydnuld @{swnensuien) lngluivledvesuion

1 '
v a v A

JUNDAIUS YN AUD UL

Bitinstant 5¥yl331 Charlie Shrem Jufuivnsasanvesu3en uasls
sruzduimiidmihademede

VBuleduasusov Bitinstant lulavinnisuiednessuliunanailaense walavinnis

Y

v A

uaué’mmiﬁqﬂmLwas??aﬁmaau“luﬂml,aﬂLﬂﬁsuﬁuﬁum lagus¥m Bitinstant lavinn1s
ToufunuldsinyTnsuandsudnaseivesyanaiary Geiliuiev Bitinstant a1unsa
Wasuwasunuduinaosinduilvignévesmuls Taegliazdessreiuindudiuiuin
Aooifglideants Inoviimssnitudnludsiydfeslduanidasuvesily Tasvinnsuan
Asssudoaiiudluse TuvaziRerfunsuis Bitnstant aginisaiisnisuanidsu
TagnsauanidsuinaoeiantyTvesuion Bitinstant Tudaindvesild

v v A

JTUUVRIUIEN  Bitinstant laweudiualignamaiunsavinislewduludadnd
waniisuvesgnAlaenss a3snismanantaunsadniunistisinsaninislduanaian
wndusnanslunisuanideu uazszuuvesu3em Bitinstant d3ldvinnisueudunaliignén

YY)

ansavihnsiedeudeRuludalnyinazuaniuaeunlissyrevesgnanladnaie Inen1svin

>

FINTIUAN ¢) UuL%UI%ﬁﬁaziaiﬁﬂW'i%’mLﬁu%’aaﬂaim q Mdunsszuimwesgniuenainilet
E-mail
Gary L. Altord 1d1idifiAiuueniasduainegginssuassninswisuss e

4135044301 (Internal Revenue Service — Criminal Enforcement Strike Force) 1941013
futteslnevhnisnarim deteluil

1) denanmiusznisiini

Tuifousunnu a.m.2011 aufisfeunatau a.A.2013 Muanisldvesdy
Thoesnuazluanuiidu q 8n Robert M. Faiella n3ofi3dnluuy BTCKing $aed 114
nseviinsdanis euem UIMs S1uens &g sudunsdimansenuseninedguagnisi
sewieUsend nanfe suaedl 1 lvihnnsliusnsuandsutnaseuuiuled Stk Road

meldvelly BTCKing Fulunisnszviiidfluide 18 vewszananguunauiianigowsng



136

. e . 258 = 3
11M31 1960 (Unlicensed money transmitting businesses (b)(1)(B))" lasdaiulad
aanardunisadunisgsnahdsiulaefbiflueyyinddadunsivgifnudenimun

o A

v v A | 1Y) a 259 Y o ° Y
Tuiiven 31 ‘ZJEJ\T‘U'i%iJTJaﬂ{]ﬁN’]‘EJLLVIQﬁVI‘JEQLll'ﬁﬂ’] 11M31 53307 wagdeveAuiinivual)

18 U.S.C Sec. 1960 - Prohibition of unlicensed money transmitting
businesses

(@) Whoever knowingly conducts, controls, manages, supervises, directs, or
owns all or part of an unlicensed money transmitting business, shall be fined in
accordance with this title or imprisoned not more than 5 years, or both.

(b) As used in this section -

(1) the term "unlicensed money transmitting business" means a money
transmitting business which affects interstate or foreign commerce in any manner or
degree and -

(A) is operated without an appropriate money transmitting license in a
State where such operation is punishable as a misdemeanor or a felony under State
law, whether or not the defendant knew that the operation was required to be
licensed or that the operation was so punishable;

(B) fails to comply with the money transmitting business registration
requirements under section 5330 of title 31, United States Code, or regulations
prescribed under such section; or

(C) otherwise involves the transportation or transmission of funds that
are known to the defendant to have been derived from a criminal offense or are
intended to be used to promote or support unlawful activity;

(2) the term "money transmitting” includes transferring funds on behalf of
the public by any and all means including but not limited to transfers within this
country or to locations abroad by wire, check, draft, facsimile, or courier; and

(3) the term "State" means any State of the United States, the District of
Columbia, the Northern Mariana Islands, and any commonwealth, territory, or
possession of the United States.

%31 U.S.C Sec.5330 - Registration of money transmitting businesses

(a) Registration With Secretary of the Treasury Required.—
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(1) In general.—Any person who owns or controls a money transmitting

business shall register the business with the Secretary
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?%18 U.5.C Sec.1960 - Laundering of monetary instruments
@ ..

(2) Whoever transports, transmits, or transfers, or attempts to transport,
transmit, or transfer a monetary instrument or funds from a place in the United
States to or through a place outside the United States or to a place in the United
States from or through a place outside the United States—

(A) with the intent to promote the carrying on of specified unlawful
activity
1 31 U.S. Code Sec.5318 - Compliance, exemptions, and summons authority
(g) Reporting of Suspicious Transactions.—

(1) In general.—

The Secretary may require any financial institution, and any director, officer,
employee, or agent of any financial institution, to report any suspicious transaction
relevant to a possible violation of law or regulation.

31 U.S. Code Sec. 5322 - Criminal penalties

(@) A person willfully violating this subchapter or a regulation prescribed or

order issued under this subchapter (except section 5315 or 5324 of this title or a
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regulation prescribed under section 5315 or 5324), or willfully violating a regulation
prescribed under section 21 of the Federal Deposit Insurance Act or section 123 of
Public Law 91-508, shall be fined not more than $250,000, or imprisoned for not
more than five years, or both.
?31 CFR Sec. 1022.320 - Reports by money services businesses of suspicious
transactions.
(a) General.
(1) Every money services business described in § 1010.100(ff)(1), (3), (4),
(5), (6), and (7) of this chapter, shall file with the Treasury Department, to the extent
and in the manner required by this section, a report of any suspicious transaction
relevant to a possible violation of law or regulation. Any money services business
may also file with the Treasury Department, by using the form specified in paragraph
(b)(1) of this section, or otherwise, a report of any suspicious transaction that it
believes is relevant to the possible violation of any law or regulation but whose
reporting is not required by this section.
264!\/\oney services business. A person wherever located doing business,
whether or not on a regular basis or as an organized or licensed business concern,
wholly or in substantial part within the United States, in one or more of the
capacities listed in paragraphs (ff)(1) through (ff)(7) of this section. This includes but is
not limited to maintenance of any agent, agency, branch, or office within the United
States.
(1) Dealer in foreign exchange.
(3) Issuer or seller of traveler's checks or money orders.
(4) Provider of prepaid access
(5) Money transmitter
(6) U.S. Postal Service. The United States Postal Service, except with

respect to the sale of postage or philatelic products.
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Financial Transaction Report Act of 1988 l¢insdayalAlvdesantunis Ruses

iﬂaﬂﬂuﬁqiﬂiimﬁa Australian Transaction Reports and Analysis Centre Iuﬂiﬂﬁﬁqiﬂiiuﬁﬁ

**Proceeds of Crime Act 1987 - Section 4
financial institution means:
(@) an ADI; or
(b) a co - operative housing society; or
(c) a body corporate that is, or that, if it had been incorporated in
Australia, would be, a financial corporation within the meaning of paragraph 51(xx) of
the Constitution.

267Proceeds of Crime Act 1987 - Section 4

ADI (authorised deposit ~taking institution) means:
(@) a body corporate that is an ADI for the purposes of the Banking
Act 1959; or
(b) the Reserve Bank of Australia; or
(c) a person who carries on State banking within the meaning of
paragraph 51(xiii) of the Constitution.
**The Constitution Section 51 - Legislative powers of the Parliament
(xx) foreign corporations, and trading or financial corporations formed within
the limits of the Commonwealth.
*’Financial Transaction Reports Act 1988 Section 3

financial institution means:
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(@) an ADI; or

(b) a co - operative housing society; and, in Part VIA, includes:

(c) a body corporate that is, or that, if it had been incorporated in
Australia, would be, a financial corporation within the meaning of paragraph 51(xx) of
the Constitution; and

(d) a person who carries on a business of operating a casino; and

(e) a totalisator agency board.
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NEW YORK STATE
DEPARTMENT OF FINANCIAL SERVICES
PROPOSED
NEW YORK CODES, RULES AND REGULATIONS

TITLE 23. DEPARTMENT OF FINANCIAL SERVICES
CHAPTER I. REGULATIONS OF THE SUPERINTENDENT OF FINANCIAL SERVICES
PART 200. VIRTUAL CURRENCIES

Statutory Authority: Financial Services Law, sections 102,104, 201, 206, 301, 302, 309,
and 408

Section 200.1 Introduction
This Part contains regulations relating to the conduct of business involving Virtual
Currency, as defined herein, in accordance with the superintendent’s powers

pursuant to the above-stated authority.

Section 200.2 Definitions
For purposes of this Part only, the following definitions shall apply:
(a) Affiliate means any Person that directly or indirectly controls, is controlled by, or

is under common control with, another Person;
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(b) Cyber Security Event means any act or attempt, successful or unsuccessful, to
gain unauthorized access to, disrupt, or misuse a Licensee’s electronic systems or
information stored on such systems;

(c) Department means the New York State Department of Financial Services;

(d) Fiat Currency means government-issued currency that is designated as legal
tender in its country of issuance through government decree, regulation, or law;

(e) Licensee means any Person duly licensed by the superintendent pursuant to
this Part;

(f)  New York means the State of New York;

(g) New York Resident means any Person that resides, is located, has a place of
business, or is conducting business in New York;

(h) Person means an individual, partnership, corporation, association, joint stock
association, trust, or other business combination or entity, however organized,

(i) Principal Officer means an executive officer of an entity, including, but not limited
to, the chief executive, financial, operating, and compliance officers, president,
general counsel, managing partner, general partner, controlling partner, and trustee,
as applicable;

(j) Principal Stockholder means any Person that directly or indirectly owns, controls,
or holds with power to vote ten percent or more of any class of outstanding capital
stock of a corporate entity or possesses the power to direct or cause the direction of
the management or policies of the entity;

(k) Principal Beneficiary means any Person entitled to ten percent or more of the
benefits of a trust;

() Transmission means the transfer, by or through a third party, of Virtual Currency
from one Person to another Person, including the transfer from the account or
storage repository of one Person to the account or storage repository of another
Person;

(m) Virtual Currency means any type of digital unit that is used as a medium of
exchange or a form of digitally stored value or that is incorporated into payment
system technology. Virtual Currency shall be broadly construed to include digital

units of exchange that (i) have a centralized repository or administrator; (ii) are
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decentralized and have no centralized repository or administrator; or (iii) may be
created or obtained by computing or manufacturing effort. Virtual Currency shall not
be construed to include digital units that are used solely within online gaming
platforms with no market or application outside of those gaming platforms, nor
shall Virtual Currency be construed to include digital units that are used exclusively
as part of a customer affinity or rewards program, and can be applied

solely as payment for purchases with the issuer and/or other designated
merchants, but cannot be converted into, or redeemed for, Fiat Currency;

(n) Virtual Currency Business Activity means the conduct of any one of the following
types of activities involving New York or a New York Resident:

(1) receiving Virtual Currency for transmission or transmitting the same;

(2) securing, storing, holding, or maintaining custody or control of Virtual
Currency on behalf of others;

(3) buying and selling Virtual Currency as a customer business;

(4) performing retail conversion services, including the conversion or
exchange of Fiat Currency or other value into Virtual Currency, the conversion or
exchange of Virtual Currency into Fiat Currency or other value, or the conversion or
exchange of one form of Virtual Currency into another form of Virtual Currency; or

(5) controlling, administering, or issuing a Virtual Currency.

(Statutory Authority: Financial Services Law, sections 102, 201, 301, and 302)

Section 200.3 License

(@) License required. No Person shall, without a license obtained from the
superintendent as provided in this Part, engage in any Virtual Currency Business
Activity.

(b) Unlicensed agents prohibited. Each Licensee is prohibited from conducting any
Virtual Currency Business Activity through an agent or agency arrangement when the
agent is not a Licensee.

(c) Exemption from licensing requirements. The following Persons are exempt from

the licensing requirements otherwise applicable under this Part:
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(1) Persons that are chartered under the New York Banking Law to conduct
exchange services and are approved by the superintendent to engage in Virtual
Currency Business Activity; and

(2) Merchants and consumers that utilize Virtual Currency solely for the
purchase or sale of goods or services.

(Statutory Authority: Financial Services Law, sections 102, 201, 301, and 302)

Section 200.4 Application
(@) Application for a license required under this Part shall be in writing, under oath,
and in a form prescribed by the superintendent, and shall contain the following:

(1) the exact name of the applicant, including any doing business as (DBA)
name, the form of organization, the date of organization, and the jurisdiction where
organized or incorporated;

(2) a list of all of the applicant’s Affiliates and an organization chart
illustrating the relationship among the applicant and such Affiliates;

(3) a list of, and detailed biographical information for, each individual
applicant and each director, Principal Officer, Principal Stockholder, and Principal
Beneficiary of the applicant, as applicable, including such individual’s name, physical
and mailing addresses, and information and documentation regarding their personal
history, experience, and qualification, which shall be accompanied by a form of
authority, executed by such individual, to release information to the Department;

(4) a background report prepared by an independent investigatory agency
acceptable to the superintendent for each individual applicant, and each Principal
Officer, Principal Stockholder, and Principal Beneficiary of the applicant, as
applicable;

(5) for each individual applicant, and each Principal Officer, Principal
Stockholder, and Principal Beneficiary of the applicant, as applicable, and for all
individuals to be employed by the applicant: (i) a set of completed fingerprints, or a
receipt indicating the vendor (which vendor must be acceptable to the
superintendent) at which, and the date when, the fingerprints were taken, for

submission to the State Division of Criminal Justice Services and the Federal Bureau
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of Investigation; (i) if applicable, such processing fees as prescribed by the
superintendent; and (iii) two portrait-style photographs of the individuals measuring
not more than two inches by two inches;

(6) an organization chart of the applicant and its management structure,
including its Principal Officers or senior management, indicating lines of authority and
the allocation of duties among its Principal Officers or senior management;

(7) a current financial statement for the applicant and each Principal Officer,
Principal Stockholder, and Principal Beneficiary of the applicant, as applicable, and a
projected pro forma balance sheet and income and expense statement for the next
year of the applicant’s operation;

(8) a description of the proposed, current, and historical business of the
applicant, including detail on the products and services provided and to be provided,
all associated website addresses, the jurisdictions in which the applicant is engaged
in business, the principal place of business, the primary market of operation, the
projected customer base, any specific marketing targets, and the physical address of
any operation in New York;

(9) details of all banking arrangements;

(10) all written policies and procedures, including those required by this Part;

(11) an affidavit describing any administrative, civil, or criminal action,
litication, or proceeding before any governmental agency, court, or arbitration
tribunal and any existing, pending, or threatened action, litigation, or proceeding
against the applicant or any of its directors, Principal Officers, Principal Stockholders,
and Principal Beneficiaries, as applicable, including the names of the parties, the
nature of the proceeding, and the current  status of the proceeding;

(12) if applicable, a copy of any insurance policies maintained for the benefit
of the applicant, its directors or officers, or its customers;

(13) an explanation of the methodologies used to calculate the value of
Virtual Currency in Fiat Currency; and

(14) such other additional information as the superintendent may require.
(b) As part of such application, the applicant shall demonstrate that it will be

compliant with all of the requirements of this Part upon licensing.
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(c) The superintendent may permit that any application for a license under this
Part, or any other submission required by this Part, be made or executed by
electronic means.

(Statutory authority: Financial Services Law, sections 102, 201, 202, 301, and 302)

Section 200.5 Application fees

As part of an application for licensing under this Part, each applicant must submit an
initial application fee, in an amount prescribed by the superintendent, to cover the
cost of processing the application, reviewing application materials, and investigating
the financial condition and responsibility, financial and business experience, and
character and general fitness of the applicant. If the application is denied or
withdrawn, such fee shall not be refunded. Each Licensee may be required to pay
fees to the Department to process additional applications related to the license.

(Statutory authority: Financial Services Law, sections 202, 206, 301, 302, and 304-a;

State Administrative Procedures Act, section 102)

Section 200.6 Action by superintendent

(@) Generally. Upon the filing of an application for licensing under this Part,
payment of the required fee, and demonstration by the applicant of its ability to
comply with the provisions of this Part, the superintendent shall investigate the
financial condition and responsibility, financial and business experience, and
character and general fitness of the applicant. If the superintendent finds these
qualities are such as to warrant the belief that the applicant’s business will be
conducted honestly, fairly, equitably, carefully, and efficiently within the purposes

and intent of this Part, and in a manner commanding the confidence and trust of the
community, the superintendent shall advise the applicant in writing of his or her
approval of the application, and shall issue to the applicant a license to conduct
Virtual Currency Business Activity, subject to the provisions of this Part and such
other conditions as the superintendent shall deem appropriate; or the

superintendent may deny the application.
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(b) Approval or denial of application. The superintendent shall approve or deny
every application for a license hereunder within 90 days from the filing of an
application deemed by the superintendent to be complete. Such period of 90 days
may be extended at the discretion of the superintendent for such additional
reasonable period of time as may be required to enable compliance with this Part. A
license issued pursuant to this Part shall remain in full force and effect until it is
surrendered by the Licensee or revoked or suspended as provided in this Part.

(c) Suspension or revocation of license. The superintendent may suspend or revoke
a license issued under this Part on any ground on which the superintendent might
refuse to issue an original license, for a violation of any provision of this Part, for
good cause shown, or for failure of the Licensee to pay a judgment, recovered in any
court, within or without this State, by a claimant or creditor in an action arising out
of, or relating to, the Licensee’s Virtual Currency Business Activity, within thirty days
after the judgment becomes final or within thirty days after expiration or termination
of a stay of execution thereon; provided, however, that if execution on the judgment
is stayed, by court order or operation of law or otherwise, then proceedings to
suspend or revoke the license (for failure of the Licensee to pay such judgment) may
not be commenced by the superintendent during the time of such stay, and for
thirty days thereafter. “Good cause” shall exist when a Licensee has defaulted or is
likely to default in performing its obligations or financial engagements or engages in
unlawful, dishonest, wrongful, or inequitable conduct or practices that may cause
harm to the public.

(d) Hearing. No license issued under this Part shall be revoked or suspended except
after a hearing thereon. The superintendent shall give a Licensee no less than ten
days’ written notice of the time and place of such hearing by registered or certified
mail addressed to the principal place of business of such Licensee. Any order of the
superintendent suspending or revoking such license shall state the grounds upon
which it is based and be sent by registered or certified mail to the Licensee at its
principal place of business as shown in the records of the Department.

(e) Preliminary injunction. The superintendent may, when deemed by the

superintendent to be in the public interest, seek a preliminary injunction to restrain a
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Licensee from continuing to perform acts that violate any provision of this Part, the
Financial Services Law, Banking Law, or Insurance Law.

(f) Preservation of powers. Nothing in this Part shall be construed as limiting any
power granted to the superintendent under any other provision of the Banking Law,
Insurance Law, or Financial Services Law, including any power to investigate possible
violations of law, rule, or regulation or to impose penalties or take any other action
against any Person for violation of such laws, rules, or regulations.

(Statutory Authority: Financial Services Law, sections 102, 301, 302, 305, and 309)

Section 200.7 Compliance
(@) Generally. Each Licensee is required to comply with all applicable federal and
state laws, rules, and regulations.
(b) Compliance officer. Each Licensee shall designate a qualified individual or
individuals responsible for coordinating and monitoring compliance with this Part and
all other applicable federal and state laws, rules, and regulations.
(c) Compliance policy. Each Licensee shall maintain and enforce written
compliance policies, including policies with respect to anti-fraud, anti-money
laundering, cyber security, privacy and information security, and any other policy
required under this Part, which must be reviewed and approved by the Licensee’s
board of directors or an equivalent governing body.

(Statutory Authority: Financial Services Law, sections 102, 301, and 302)

Section 200.8 Capital requirements
(@) Each Licensee shall maintain at all times such capital as the superintendent
determines is sufficient to ensure the financial integrity of the Licensee and its
ongoing operations. In determining the minimum amount of capital that must be
maintained by a Licensee, the superintendent will consider a variety of factors,
including but not limited to:
(1) the composition of the Licensee’s total assets, including the position,

size, liquidity, risk exposure, and price volatility of each type of asset;
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(2) the composition of the Licensee’s total liabilities, including the size and
repayment timing of each type of liability;

(3) the actual and expected volume of the Licensee’s Virtual Currency
Business Activity;

(4) whether the Licensee is already licensed or regulated by the
superintendent under the Financial Services Law, Banking Law, or Insurance Law, or
otherwise subject to such laws as a provider of a financial product or service, and
whether the Licensee is in good standing in such capacity;

(5) the amount of leverage employed by the Licensee;

(6) the liquidity position of the Licensee; and

(7) the financial protection that the Licensee provides for its customers
through its trust account or bond.

(b) Each Licensee shall be permitted to invest its retained earnings and profits in
only the following high quality, investment-grade permissible investments with
maturities of up to one year and denominated in United States dollars:

(1) certificates of deposit issued by financial institutions that are regulated
by a United States federal or state regulatory agency;

(2) money market funds;

(3) state or municipal bonds;

(4) United States government securities; or

(5) United States government agency securities.

(Statutory Authority: Financial Services Law, sections 102, 202, 301, and 302)

Section 200.9 Custody and protection of customer assets
(@) Each Licensee shall maintain a bond or trust account in United States dollars for
the benefit of its customers in such form and amount as is acceptable to the
superintendent for the protection of the Licensee’s customers.
(b) To the extent a Licensee secures, stores, holds, or maintains custody or control
of Virtual Currency on behalf of another Person, such Licensee shall hold Virtual
Currency of the same type and amount as that which is owed or obligated to such

other Person.
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(c) Each Licenseeis prohibited from selling, transferring, assigning, lending,
hypothecating, pledging, or otherwise using or encumbering assets, including

Virtual Currency, held, stored, or maintained by, or under the custody or control of,
such Licensee on behalf of another Person.

(Statutory Authority: Financial Services Law, sections 102, 202, 301, and 302)

Section 200.10 Material change to business
(@) Each Licensee must obtain the superintendent’s prior written approval for any
plan or proposal to introduce or offer a new product, service, or activity, or to make
a material change to an existing product, service, or activity, involving New York or
New York Residents.
(b) A “material change” may occur where:

(1) achange is proposed to an existing product, service, or activity that may
cause such product, service, or activity to be materially different from that previously
listed on the application for licensing by the superintendent;

(2) the proposed change may raise a legal or regulatory issue about the
permissibility of the product, service, or activity; or

(3) the proposed change may raise safety and soundness or operational

concerns.
(c) The Licensee shall submit a written plan describing the proposed material
change, including a detailed description of the business operations, compliance
policies, and the impact on the overall business of the Licensee, as well as such
other information as requested by the superintendent.

(Statutory Authority: Financial Services Law, sections 102, 202, 301, and 302)

Section 200.11 Change of control; mergers and acquisitions
(@) Change of Control. No action shall be taken, except with the prior written
approval of the superintendent, that may result in a change of control of a Licensee.
(1) Prior to any change of control, the Person seeking to acquire control of a
Licensee shall submit a written application to the superintendent in a form and

substance acceptable to the superintendent, including detailed information about
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the applicant and all directors, Principal Officers, Principal Stockholders, and Principal
Beneficiaries of the applicant, as applicable.

(2) For purposes of this Section, the term “control” means the possession,
directly or indirectly, of the power to direct or cause the direction of the
management and policies of a Licensee whether through the ownership of stock of
such Licensee or the stock of any  Person that possesses such power. Control shall
be presumed to exist if a Person, directly or indirectly, owns, controls, or holds with
power to vote ten percent or more of the voting  stock of a Licensee or of any
Person that owns, controls, or holds with power to vote ten percent or more of the
voting stock of such Licensee.

(3) The superintendent shall approve or deny every application for a change
of control of a Licensee hereunder within 120 days from the filing of an application
deemed by the superintendent to be complete. Such period of 120 days may be
extended by the superintendent, for good cause shown, for such additional
reasonable period of time as may be required to enable compliance with the
requirements and conditions of this Part.

(4) In determining whether to approve a proposed change of control, the
superintendent shall, among other factors, take into consideration the public interest
and the needs and convenience of the public.

(b) Mergers and Acquisitions. No action shall be taken, except with the prior written
approval of the superintendent, that may result in a merger or acquisition of all or a
substantial part of the assets of a Licensee.

(1) Prior to any such merger or acquisition, an application containing a
written plan of merger or acquisition shall be submitted to the superintendent by
the entities that are to merge or by the acquiring entity, as applicable. Such plan
shall be in form and substance satisfactory to the superintendent, and shall specify
each entity to be merged, the entity that is to receive into itself the merging entity,
or the entity acquiring all or substantially all of the assets of the Licensee, as
applicable, and shall describe the terms and conditions of the merger or acquisition

and the mode of carrying it into effect.
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(2) The superintendent shall approve or deny a proposed merger or a
proposed acquisition of all or a substantial part of the assets of a Licensee within 120
days after the submission of the proposed plan to the Department. Such period of
120 days may be extended by the superintendent, for good cause shown, for such
additional reasonable period of time as may be required to enable compliance with
the requirements and conditions of this Part.

(3) In determining whether to so approve a proposed merger or acquisition,
the superintendent shall, among other factors, take into consideration the public
interest and the needs and convenience of the public.

(Statutory authority: Financial Services Law, sections 102, 202, 301, and 302)

Section 200.12 Books and records
(@) Each Licensee shall, in connection with its Virtual Currency Business Activity,
make, keep, and preserve all of its books and records in their original form or
native file format for a period of at least ten years from the date of their creation
and in a condition that will allow the superintendent to determine whether the
Licensee is complying with all applicable laws, rules, and regulations. The books
and records maintained by each Licensee shall, without  limitation, include:

(1) for each transaction, the amount, date, and precise time of the
transaction, any payment instructions, the total amount of fees and charges received
and paid to, by, or on behalf of the Licensee, and the names, account numbers, and
physical addresses of the parties to the transaction;

(2) a general ledger containing all assets, liabilities, capital, income, expense
accounts, and profit and loss accounts;

(3) bank statements and bank reconciliation records;

(4) any statements or valuations sent or provided to customers and
counterparties;

(5) records or minutes of meetings of the board of directors or an equivalent
governing body;

(6) records demonstrating compliance with applicable state and federal anti-

money laundering laws, rules, and regulations, including customer identification and
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verification documents, records linking customers to their respective accounts and
balances, and a record of all compliance breaches;

(7) communications and documentation related to investigations of
customer complaints and transaction error resolution or concerning facts giving rise
to possible violations of laws, rules, or regulations;

(8) all other records required to be maintained in accordance with this Part;
and

(9) all other records as the superintendent may require.

(b) Each Licensee shall provide the Department, upon request, immediate access to
all facilities, books, records, documents, or other information maintained by the
Licensee or its Affiliates, wherever located.

(c) Records of non-completed, outstanding, or inactive Virtual Currency accounts or
transactions shall be maintained for at least five years after the time when any such
Virtual Currency has been deemed, under the Abandoned Property Law, to be
abandoned property.

(Statutory authority: Financial Services Law, sections 102, 202, 301, 302, and 306)

Section 200.13 Examinations

(@) Each Licensee shall permit and assist the superintendent to examine the
Licensee whenever in the superintendent’s judgment such examination is necessary
or advisable, but not less than once every two calendar years, including, without
limitation, to determine:

(1) the financial condition of the Licensee;

(2) the safety and soundness of the conduct of its business;

(3) the policies of its management;

(4) whether the requirements of laws, rules, and regulations have been
complied with in the administration of its affairs; and

(5) such other matters as the superintendent may determine, including, but
not limited to, any activities of the Licensee outside the State of New York if in the
opinion of the superintendent such activities may affect the Licensee's business

involving New York or New York Residents.
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(b) Each Licensee shall permit and assist the superintendent at any time to examine
all of the Licensee’s books, records, accounts, documents, and other information.

(c) Each Licensee shall permit and assist the superintendent to make such special
investigations as the superintendent shall deem necessary to determine whether a
Licensee has violated any provision of the applicable laws, rules, or regulations and
to the extent necessary shall permit and assist the superintendent to examine all
relevant facilities, books, records, accounts, documents, and other information.

(d) For the purpose of determining the financial condition of the Licensee or its
safety and soundness practices, the Licensee shall permit and assist the
superintendent, when in the superintendent’s judgment it is necessary or advisable,
to examine an Affiliate of the Licensee.

(Statutory authority: Financial Services Law, sections 102, 202, 301, and 302)

Section 200.14 Reports and financial disclosures
(@) Each Licensee shall submit to the superintendent quarterly financial statements
within 45 days following the close of the Licensee’s fiscal quarter in the form, and
containing such information, as the superintendent shall prescribe, including without
limitation, the following information:

(1) a statement of the financial condition of the Licensee, including a
complete balance sheet, income statement, profit and loss statement, statement of
retained earnings, statement of net liquid assets, statement of net worth, statement
of cash flows, and statement of change in ownership equity;

(2) a statement demonstrating compliance with any financial requirements
established under this Part;

(3) financial projections and strategic business plans;

(4) a list of all off-balance sheet items;

(5) achart of accounts, including a description of each account; and

(6) a report of permissible investments by the Licensee as permitted under
this Part.

(b) Each Licensee shall submit audited annual financial statements, prepared in

accordance with generally accepted accounting principles, together with an opinion



184

of an independent certified public accountant and an evaluation by such accountant
of the accounting procedures and internal controls of the Licensee within one
hundred and twenty days of its fiscal year end. All such annual financial statements
shall include:

(1) a statement of management’s responsibilities for preparing the
Licensee’s annual financial statements, establishing and maintaining adequate
internal controls and procedures for financial reporting, and complying with all
applicable laws, rules, and regulations;

(2) an assessment by management of the Licensee’s compliance with such
applicable laws, rules, and regulations during the fiscal year covered by the financial
statements, including management’s conclusion as to whether the Licensee has
complied with those laws, rules, and regulations during such period; and

(3) certification of the financial statements by an officer or director of the
Licensee attesting to the truth and correctness of those statements.

(c) Each Licensee shall notify the superintendent in writing of any criminal action or
insolvency proceeding against the Licensee or any of its directors, Principal
Stockholders, Principal Officers, and Principal Beneficiaries, as applicable,
immediately after the commencement of any such action or proceeding.

(d) Each Licensee shall notify the superintendent in writing of any proposed change
to the methodology used to calculate the value of Virtual Currency in Fiat Currency
that was submitted to the Department in accordance with Section 200.4 or this
Subsection.

(e) Each Licensee shall submit a report to the superintendent immediately upon
the discovery of any violation or breach of law, rule, or regulation related to the
conduct of activity licensed under this Part.

(f) Each Licensee shall make additional special reports to the superintendent, at
such times and in such form, as the superintendent shall prescribe.

(Statutory authority: Financial Services Law, sections 102, 202, 301, 302, and 306)
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Section 200.15 Anti-money laundering program
All values in United States dollars referenced herein must be calculated using the
methodology to determine the value of Virtual Currency in Fiat Currency that was
approved by the Department under this Part.
(@) Each Licensee shall conduct an initial risk assessment that will consider legal,
compliance, financial, and reputational risks associated with the Licensee’s activities,
services, customers, counterparties, and geographic location and shall establish,
maintain, and enforce an anti-money laundering program based thereon. The
Licensee shall conduct additional assessments on an annual basis, or more
frequently as risks change, and shall modify its anti-money laundering program as
appropriate to reflect any such changes.
(b) The anti-money laundering program shall, at a minimum:

(1) provide for a system of internal controls, policies, and procedures
designed to ensure ongoing compliance with all applicable anti-money laundering
laws, rules, and regulations;

(2) provide for independent testing for compliance with, and the
effectiveness of, the anti-money laundering program to be conducted by qualified
personnel of the Licensee or by a qualified outside party, at least annually, the
findings of which shall be summarized in a written  report submitted to the
superintendent;

(3) designate a qualified individual or individuals in compliance responsible
for coordinating and monitoring day-to-day compliance with the anti-money
laundering program; and

(4) provide ongoing training for appropriate personnel to ensure they have a
fulsome understanding of anti-money laundering requirements and to enable them
to identify transactions required to be reported and maintain records required to be
kept in accordance with this Part.

(c) The anti-money laundering program shall include a written anti-money
laundering policy reviewed and approved by the Licensee's board of directors or

equivalent governing body.
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(d) Each Licensee, as part of its anti-money laundering program, shall maintain
records and make reports in the manner set forth below.

(1) Records of Virtual Currency transactions. Each Licensee shall maintain
the following information for all transactions involving the payment, receipt,
exchange or conversion, purchase, sale, transfer, or transmission of Virtual Currency:
the identity and physical addresses of the parties involved, the amount or value of
the transaction, including in what denomination purchased, sold, or transferred, the
method of payment, the date(s) on which the transaction was initiated and
completed, and a description of the transaction.

(2) Reports on transactions. When a Licensee is involved in a transaction or
series of transactions for the receipt, exchange, conversion, purchase, sale, transfer,
or transmission of Virtual Currency, in an aggregate amount exceeding the United
States dollar value of $10,000 in one day, by one Person, the Licensee shall notify
the Department, in @ manner prescribed by the superintendent, within 24 hours.

(3) Reporting of Suspicious Activity. Each Licensee shall monitor for
transactions that might signify money laundering, tax evasion, or other illegal or
criminal activity and notify the Department, in a manner prescribed by the
superintendent, immediately upon detection of such a transaction(s).

() Each Licensee shall file Suspicious Activity Reports (“SARs”) in
accordance with applicable federal laws, rules, and regulations.

(i) Each Licensee that is not required to file SARs under federal law
shall file with the superintendent, in a form prescribed by the superintendent,
reports of transactions that indicate a possible violation of law or regulation within
30 days from the detection of the facts that constitute a need for filing.
Continuing suspicious activity shall be reviewed on an ongoing basis and a suspicious
activity report shall be filed within 120 days of the last filing describing continuing
activity.

(e) No Licensee shall structure transactions, or assist in the structuring of
transactions, to evade reporting requirements under this Part.
(f)  No Licensee shall engage in, facilitate, or knowingly allow the transfer or

transmission of Virtual Currency when such action will obfuscate the identity of an
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individual customer or counterparty. Nothing in this Section, however, shall be
construed to require a Licensee to make available to the general public the fact or
nature of the movement of Virtual Currency by individual customers or
counterparties.

(g) Each Licensee shall also maintain, as part of its anti-money laundering program,
a customer identification program.

(1) Identification and verification of account holders. When opening an
account for a customer, each Licensee must, at a minimum, verify the customer’s
identity, to the extent reasonable and practicable, maintain records of the
information used to verify such identity, including name, physical address, and other
identifying information, and check customers against the Specially Designated
Nationals (“SDNs”) list maintained by the Office of Foreign Asset Control (“OFAC”), a
part of the U.S. Treasury Department. Enhanced due diligence may be required
based on additional factors, such as for high risk customers, high-volume accounts, or
accounts on which a suspicious activity report has been filed.

(2) Enhanced due diligence for accounts involving foreign entities. Licensees
that maintain accounts for non-U.S. Persons and non-U.S. Licensees must establish
enhanced due diligence policies, procedures, and controls to detect money
laundering, including assessing the risk presented by such accounts based on the
nature of the foreign business, the type and purpose of the activity, and the anti-
money laundering and supervisory regime  of the foreign jurisdiction.

(3) Prohibition on accounts with foreign shell entities. Licensees are
prohibited from maintaining relationships of any type in connection with their Virtual
Currency Business Activity with entities that do not have a physical presence in any
country.

(4) Identification required for large transactions. Each Licensee must require
verification of accountholders initiating transactions having a value greater than
$3,000.

(h) Each Licensee shall demonstrate that it has risk-based policies, procedures, and
practices to ensure, to the maximum extent practicable, compliance with applicable

regulations issued by OFAC.
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(i) Each Licensee shall have in place appropriate policies and
procedures to block or reject specific or impermissible transactions that violate
federal or state laws, rules, or regulations.

(jJ) The individual(s) designated by the Licensee, pursuant to Subsection 200.15(b)(3),
shall be responsible for day-to-day operations of the anti-money laundering program
and shall, at a minimum:

(1) Monitor changes in anti-money laundering laws, including updated OFAC
and SDN lists, and update the program accordingly;

(2) Maintain all records required to be maintained under this Section;

(3) Review all filings required under this Section before submission;

(4) Escalate matters to the board of directors, senior management, or
appropriate governing body and seek outside counsel, as appropriate;

(5) Provide periodic reporting, at least annually, to the board of directors,
senior management, or appropriate governing body; and

(6) Ensure compliance with relevant training requirements.

(Statutory authority: Financial Services Law, sections 201, 202, 302, and 404)

Section 200.16 Cyber security program
(@) Generally. Each Licensee shall establish and maintain an effective cyber security
program to ensure the availability and functionality of the Licensee’s electronic
systems and to protect those systems and any sensitive data stored on those
systems from unauthorized access, use, or tampering. The cyber security program
shall be designed to perform the following five core cyber security functions:

(1) identify internal and external cyber risks by, at a minimum, identifying
the information stored on the Licensee’s systems, the sensitivity of such information,
and how and by whom such information may be accessed;

(2) protect the Licensee’s electronic systems, and the information stored on
those systems, from unauthorized access, use, or other malicious acts through the
use of defensive infrastructure and the implementation of policies and procedures;

(3) detect systems intrusions, data breaches, unauthorized access to systems

or information, malware, and other Cyber Security Events;
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(4) respond to detected Cyber Security Events to mitigate any negative
effects; and

(5) recover from Cyber Security Events and restore normal operations and
services.
(b) Policy. Each Licensee shall implement a written cyber security policy setting
forth the Licensee’s policies and procedures for the protection of its electronic
systems and customer and counterparty data stored on those systems, which shall
be reviewed and approved by the Licensee’s board of directors or equivalent
governing body at least annually. The cyber security policy must address the
following areas:

(1) information security;

(2) data governance and classification;

(3) access controls;

(4) business continuity and disaster recovery planning and resources;

(5) capacity and performance planning;

(6) systems operations and availability concerns;

(7) systems and network security;

(8) systems and application development and quality assurance;

(9) physical security and environmental controls;

(10) customer data privacy;

(11) vendor and third-party service provider management;

(12) monitoring and implementing changes to core protocols not directly
controlled by the Licensee, as applicable; and

(13) incident response.
(c) Chief Information Security Officer. Each Licensee shall designate a qualified
employee to serve as the Licensee’s Chief Information Security Officer (“CISO”)
responsible for overseeing and implementing the Licensee’s cyber security program
and enforcing its cyber security policy.
(d) Reporting. Each Licensee shall submit to the Department a report, prepared by
the CISO and presented to the Licensee’s board of directors or equivalent governing

body, at least annually, assessing the availability, functionality, and integrity of the
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Licensee’s electronic systems, identifying relevant cyber risks to the Licensee,
assessing the Licensee’s cyber security program, and proposing steps for the redress
of any inadequacies identified therein.

(e) Audit. Each Licensee’s cyber security program shall, at a minimum, include audit
functions as set forth below.

(1) Penetration testing. Each Licensee shall conduct penetration testing of its
electronic systems, at least annually, and vulnerability assessment of those systems,
at least quarterly.

(2) Audit trail. Each Licensee shall maintain audit trail systems that:

(i) track and maintain data that allows for the complete and accurate
reconstruction of all financial transactions and accounting;

(i) protect the integrity of data stored and maintained as part of the
audit trail from alteration or tampering;

(i) protect the integrity of hardware from alteration or tampering,
including by limiting access permissions to hardware, enclosing hardware in locked
cages, and maintaining logs of physical access to hardware that allows for event
reconstruction;

(iv) log system events including, at minimum, access and alterations
made to the audit trail systems by the systems or by an authorized user, and all
system administrator functions performed on the systems; and

(v) maintain records produced as part of the audit trail for a period of
ten years in accordance with the recordkeeping requirements set forth in this Part.

(3) Source code reviews. Each Licensee shall have an independent, qualified
third party conduct a source code review of any internally developed proprietary
software used in the Licensee’s business operations, at least annually.

(f) Personnel and Intelligence. Each Licensee shall:

(1) employ cyber security personnel adequate to manage the Licensee’s
cyber security risks and to perform the core cyber security functions specified in
Subsection 200.16(a)(1)-(5);

(2) provide and require cyber security personnel to attend regular cyber

security update and training sessions; and
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(3) require key cyber security personnel to take steps to stay abreast of
changing cyber security threats and countermeasures.

(Statutory Authority: Financial Services Law, sections 102, 202, 301, and 302)

Section 200.17 Business continuity and disaster recovery
(@) Each Licensee shall establish and maintain a written business continuity and
disaster recovery (“BCDR”) plan reasonably designed to ensure the availability and
functionality of the Licensee’s services in the event of an emergency or other
disruption to the Licensee’s normal business activities. The BCDR plan, at minimum,
shall:

(1) identify documents, data, facilities, infrastructure, personnel, and
competencies essential to the continued operations of the Licensee’s business;

(2) identify the supervisory personnel responsible for implementing each
aspect of the BCDR plan;

(3) include a plan to communicate with essential Persons in the event of an
emergency or other disruption to the operations of the Licensee, including
employees, counterparties, regulatory authorities, data and communication providers,
disaster recovery specialists, and any other Persons essential to the recovery of
documentation and data and the resumption of operations;

(4) include procedures for the maintenance of back-up facilities, systems,
and infrastructure as well as alternative staffing and other resources to enable the
timely recovery of data and documentation and to resume operations as soon as
reasonably possible following a disruption to normal business activities;

(5) include procedures for the back-up or copying, with sufficient frequency,
of documents and data essential to the operations of the Licensee and storing of the
information off site; and

(6) identify third parties that are necessary to the continued operations of
the Licensee’s business.

(b) Each Licensee shall distribute a copy of the BCDR plan, and any revisions
thereto, to all relevant employees and shall maintain copies of the BCDR plan at one

or more accessible off-site locations.
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(c) Each Licensee shall provide relevant training to all employees responsible for
implementing the BCDR plan regarding their roles and responsibilities.

(d) Each Licensee shall promptly notify the superintendent of any emergency or
other disruption to its operations that may affect its ability to fulfill regulatory
obligations or that may have a significant adverse effect on the Licensee, its
counterparties, or the market.

(e) The BCDR plan shall be tested at least annually by qualified, independent
internal personnel or a qualified third party, and revised accordingly.

(Statutory Authority: Financial Services Law, sections 102, 202, 301, and 302)

Section 200.18 Advertising and marketing
(@) Each Licensee engaged in Virtual Currency Business Activity shall not advertise its
products, services, or activities in New York or to New York Residents without
including the name of the Licensee and the legend that such Licensee is “Licensed
to engage in Virtual Currency Business Activity by the New York State Department of
Financial Services.”
(b) Each Licensee shall maintain, for examination by the superintendent, all
advertising and marketing materials, including but not limited to print media, internet
media (including websites), radio and television advertising, road show materials,
presentations, and brochures. Each Licensee shall maintain hard copy, website
captures, and audio and video scripts of its advertising and marketing materials, as
applicable.
(c) In all advertising and marketing materials, each Licensee shall comply with all
disclosure requirements under federal and state laws, rules, and regulations.
(d) In all advertising and marketing materials, each Licensee and any person or
entity acting on its behalf, shall not, directly or by implication, make any false,
misleading, or deceptive representations or omissions.

(Statutory authority: Financial Services Law, sections 102, 202, 301, and 302)
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Section 200.19 Consumer protection
(@) Disclosure of material risks. As part of establishing a relationship with a
customer, and prior to entering into an initial transaction for, on behalf of, or with
such customer, each Licensee shall disclose in clear, conspicuous, and legible writing
in the English language and in any other predominant language spoken by the
customers of the Licensee, all material risks associated with its products, services,
and activities and Virtual Currency generally, including at a minimum, the following:

(1) virtual currency is not legal tender, is not backed by the government,
and accounts and value balances are not subject to Federal Deposit Insurance
Corporation or Securities Investor Protection Corporation protections;

(2) legislative and regulatory changes or actions at the state, federal, or
international level may adversely affect the use, transfer, exchange, and value of
Virtual Currency;

(3) transactions in Virtual Currency are generally irreversible, and,
accordingly, losses due to fraudulent or accidental transactions may not be
recoverable;

(4) some Virtual Currency transactions shall be deemed to be made when
recorded on a “block chain” ledger, which is not necessarily the date or time that
the customer initiates the transaction;

(5) the value of Virtual Currency is derived from the continued willingness of
market participants to exchange Fiat Currency for Virtual Currency, which may result
in the potential for permanent and total loss of value of a particular Virtual Currency
should the market for that Virtual Currency disappear;

(6) there is no assurance that a Person who accepts a Virtual Currency as
payment today will continue to do so in the future;

(7) the volatility and unpredictability of the price of Virtual Currency relative
to Fiat Currency may result in significant loss or tax liability over a short period of
time;

(8) the nature of Virtual Currency may lead to an increased risk of fraud or

cyber attack;
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(9) the nature of Virtual Currency means that any technological difficulties
experienced by the Licensee may prevent the access or use of a customer’s Virtual
Currency; and

(10) any bond or trust account for the benefit of customers may not be

sufficient to cover any and all losses incurred by customers.
(b) Disclosure of general terms and conditions. When opening an account for a new
customer, and prior to entering into an initial transaction for, on behalf of, or with
such customer, each Licensee shall disclose in clear, conspicuous, and legible writing
in the English language and in any other predominant language spoken by the
customers of the Licensee, all relevant terms and conditions associated with its
products, services, and activities and Virtual Currency generally, including at a
minimum, the following, as applicable:

(1) the customer’s liability for unauthorized Virtual Currency transactions;

(2) the customer’s right to stop payment of a preauthorized Virtual Currency
transfer and the procedure to initiate such a stop-payment order;

(3) the Licensee’s liability to the customer under any applicable federal or
state laws, rules, or regulations;

(4) under what circumstances the Licensee will, absent a court or
government order, disclose information concerning the customer’s account to third
parties;

(5) the customer’s right to receive periodic account statements and
valuations from the Licensee;

(6) the customer’s right to receive a receipt, trade ticket, or other evidence
of a transaction;

(7) the customer’s right to prior notice of a change in the Licensee’s rules or
policies; and

(8) such other disclosures as are customarily given in connection with the
opening of customer accounts.

(c) Disclosures of the terms of transactions. Prior to each transaction in Virtual
Currency, for, on behalf of, or with a customer, each Licensee shall furnish to each

such customer a written disclosure in clear, conspicuous, and legible writing in the
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English language and in any other predominant language spoken by the customers of
the Licensee, containing the terms and conditions of the transaction, which shall
include, at a minimum, to the extent applicable:

(1) the amount of the transaction;

(2) any fees, expenses, and charges borne by the customer, including
applicable exchange rates;

(3) the type and nature of the Virtual Currency transaction;

(4) a warning that once executed the transaction may not be undone, if
applicable; and

(5) such other disclosures as are customarily given in connection with a
transaction of this nature.

(d) Acknowledgement of disclosures. Each Licensee shall ensure that all disclosures
required in this Section are acknowledged as received by customers.

(e) Receipts. Upon completion of any transaction, each Licensee shall provide to a
customer a receipt containing the following information:

(1) the name and contact information of the Licensee, including a
telephone number established by the Licensee to answer questions and register
complaints;

(2) the type, value, date, and precise time of the transaction;

(3) the fee charged;

(4) the exchange rate, if applicable;

(5) a statement of the liability of the Licensee for non-delivery or delayed
delivery,

(6) a statement of the refund policy of the Licensee; and

(7) any additional information the superintendent may require.

(f) Each Licensee shall make available to the Department, upon request, the form of
the receipts it is required to provide to customers in accordance with Subsection
200.19(e).

(g) Prevention of fraud. Licensees are prohibited from engaging in fraudulent activity
and customers of Licensees that are victims of fraud shall be entitled to claim

compensation from any trust account, bond, or insurance policy maintained by the
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Licensee. Additionally, each Licensee shall take reasonable steps to detect and
prevent fraud, including by establishing and maintaining a written anti-fraud policy.
The anti-fraud policy shall, at a minimum, include:

(1) the identification and assessment of fraud-related risk areas;

(2) procedures and controls to protect against identified risks;

(3) allocation of responsibility for monitoring risks; and

(4) procedures for the periodic evaluation and revision of the anti-fraud
procedures, controls, and monitoring mechanisms.
(Statutory Authority: Financial Services Law, sections 102, 201, 202, 301, 302, 306, and
404)

Section 200.20 Complaints

(@) Each Licensee shall establish and maintain written policies and procedures to
fairly and timely resolve complaints.
(b) Each Licensee must provide, in a clear and conspicuous manner, on its
website(s), in any physical location(s), and in any other location as the
superintendent may prescribe, the following disclosures:

(1) the Licensee’s mailing address, email address, and telephone number for
the receipt of complaints;

(2) a statement that the complainant may also bring his or her complaint to
the attention of the Department;

(3) the Department’s mailing address, website, and telephone number; and

(4) such other information as the superintendent may require. (c) Each
Licensee shall report to the superintendent any change in the Licensee’s complaint
policies or procedures within seven days.

(Statutory authority: Financial Services Law, sections 102, 201, 202, 301, and 302)

Section 200.21 Transitional Period
A Person already engaged in Virtual Currency Business Activity must apply for a
license in accordance with this Part within 45 days of the effective date of this

regulation. In doing so, such applicant shall be deemed in compliance with the
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licensure requirements of this Part until it has been notified by the superintendent
that its application has been denied, in which case it shall immediately cease
operation in this state. Any Person engaged in Virtual Currency Business Activity that
fails to submit an application for a license within 45 days of the effective date of this
regulation shall be deemed to be conducting unlicensed Virtual Currency Business
Activity.

(Statutory authority: Financial Services Law, sections 202, 206, 302, 303, 305, 306,
309, 404, and 408; Executive Law, section 63.)
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