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Apichat Tawesiriwate 2012: Spam Host Detection Using Ant Colony Optimization.
Master of Engineering (Computer Engineering), Major Field: Computer Engineering,
Department of Computer Engineering. Thesis Advisor: Assistant Professor

Arnon Rungsawang, Ph.D. 54 pages.

Techniques for cheating results of search engine to get higher rank than they deserve call
“spam”, the effect of web spamming will reduce search reliability. If search engine has low
reliability then user may pay attention to search engine. Motivation of the spammer is the return
of investment and tend of cost are continue decrease but opposite tend of traffic in internet are
continue increase. So from spam problem, this thesis present spam hosts detection by rules. We
exploit structure of the hosts graph and combine idea from other researches. Then we use ant
colony optimization for find paths. Experiments on the WEBSPAM-UK2006 dataset show that
the proposed method provides higher precision in detecting spam, comparing to the decision tree

model. See the result in lesson 4.
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function splitData ( seeds, I/ set of labeled hosts
nlters, /I number of iterations
nAnts, /I number of ants

minHopsS, // number of minimum hops for seed is spam host
maxHopsS, // number of maximum hops for seed is spam host
minHopsN, // number of minimum hops for seed is normal host
maxHopsN, // number of maximum hops for seed is normal host

ts_con, /I threshold of confident
ts_sup) /I threshold of support

1: seedSpam = ¢

2: seedNormal = ¢

3: Repeat

4. s« dequeue (seeds)

5: if s.class = spam then

6: seedSpam = seedSpam U s

7: Else

8: seedNormal = seedNormal U s

9: end if

10: until seeds is empty
11: LSD-ACO (seedSpam, nlters, nAnts, minHopsS, maxHopsS)
12: LSD-ACO(seedNormal,nlters,nAnts, minHopsN, maxHopsN )

4‘ % Y A 1 1 9 =
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function LSD-ACO (seeds,

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25:

1
2
3
4:
5:
6
7
8
9

nlters,
nAnts,

/1 set of labeled hosts
/I number of iterations
/I number of ants

minHops,  // number of minimum hops
maxHops) // number of maximum hops

ts_con,
ts_sup)
D rules=¢

. Repeat
s < dequeue (seeds)

bestRules = ¢
maxQ =0

paths = ¢
for a =0 to nAnts

end for

(curRule, curPath,

if maxQ < g then
maxQ = q

end if

end for

until seeds is empty
return rules

function walk (s,

Z-l
nHops)

: path=¢

s=r
end for
return path

// threshold of confident
/I threshold of support

. 5« calculateHeuristic ()

7 <« initializePheromone ()

fort=0to nlters — 1 do

—1do

nHops = randomBetween(minHops, maxHops)
path < walk (s, 7, nHops)
paths <« paths U path

allRules « generateRuleOnPath (paths, ts_con , ts_sup)

q) < selectHighQRule (allRules)

7 < updatePheromone (g, curPaths)

bestRules = curRules

rules « rules U bestRules

// starting host
/I pheromone information
/I number of hops

: fori=0tonHops—1do
if s.class = spam then r « randomlySelectHostByBackwardLink (s, 7)
else r «— randomlySelectHostByForwardLink (s, 7)
path < appendLink(path, e(s, r))

AN 13 59 TAaenen$u LSD-ACO
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function Classifired (listRule,  // set of rules
testData, // testing data
trainData) // training data

1: repeat

2 t «— dequeue (testData)

3 spam_score =0

4: normal_score =0

5. fori=0to listRule.numberRule — 1 do
6 r=getRule(listRule,i)

7 isCover =checkCover(t,r)

8 if isCover then

11: g=calculateQuality(r,trainData)

12: if r.class = spam then spam_score +=q
13: else normal_score += q end if

14: end if

15:  end for

16: if spam_score > normal_score then

17: class = spam

18:  else class = normal end if

19:  listClass « listClass u class

20: until testData is empty
21: return listClass
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