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Abstract

The purpose of this abstract is to study the legal and privacy measures of
biometric systems. At present, biometrics are used throughout for technology
development and various applications. The retention of biometric data in digital format
by the service provider may be vulnerable to threats and damage than other forms of
information. However, under the Personal Data Protection Act 2019, Section 6 provides
for general protection of personal information, but it does not provide adequate and
clear biometric data protection, such as digital footprints where the user’s information is
stuck online and may be used to identify that particular person in the future. The data
subject has “Right to be forgotten” because digital footprints are always intact. Therefore,
the author recommends a specific revision of the definition of biometric data protection.
By adding the word definition “Biometric data (Biometrics)” in Section 6 to be protected
in the use of biometric technology (Biometrics) as provided by law to be equivalent to

that of international standards.
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7 740 ILCS 14/15 (c) No private entity in possession of a biometric identifier or biometric
information may sell, lease, trade, or otherwise profit from a person’s or a customer’s biometric identifier or
biometric information.

8 (740 ILCS 14/15)

Sec. 15. Retention; collection; disclosure; destruction.
(b) No private entity may collect, capture, purchase, receive through trade, or otherwise obtain a
person’s or a customer’s biometric identifier or biometric information, unless it first:

¢ Hannah Zimmerman, “The Data of You: Regulating Private Industry’s Collection of Biometric Information,”
Kansas Law Reviews 66 (2018): 637-617.
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123186,” accessed July 29, 2020, https://courts.illinois.gov/Opinions/SupremeCourt/2019/123186.pdf.
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government.



UA 14 a0ui 1 unSAL-Dnwau we. 2564 57

21ISENSUCMACIS UMONENaHUISAOS

‘\\\ \(\

2. wlsnsuduieubiidnvesdeanysionnmauiiuaisanenidnsendeya
FounIrndaazgnIausaN viedniumadnglizasAuarszaziaaNavaniivuasnsld

AATEYTINIAT
3. lameviunslimnnuduseniuasansoidneranidivesdeya uay

4. lidgeradeyatonnns wiatlamsdayadonnsiiiuyananasiaalailaiy
ANNEUEBNANIA BT BYARENDY

HedmdnmisdanannmfiansanFauianiunseatiygaduasedaya
duyAna WA, 2562 wudl GeRlARanmsn s vualigUsznaugsiiasie g udaieuli
YARANINLTY “HRsgrunsquaiivanzaa Tunisdnifu sausan @ vizanianiles
Tayatonms videlulawsind ieadndasranuiludiusvasanaililidaya lne
Avusliviataugsiaiisausan viedaAudayaiannsazdasdiiunisadnals
meluntyafAreanguung

3. AATILUNTTITU YR ANATITAYARIULAAR W.A. 2562
ANMNLLudIusIrRItayaTINIAS (Biometrics)
AdgaziinNUNNaasngls

WaTUN 7 faAN 2557 LatdntinauAenIsiNsdagalinaa1s1e91anIg (a13.)

lauas sz Ty RANArestaysdiuyana gnussquinlflunnszaesan ity R
wiend (aua.) Tdudonilsalin dafunguanaiiauelaadinuianiyuues Taans

a YV

WANTDNNIANANT TIQNBRTTY AW TR LHLauasenguunenwses iR ANATe

q

v | o v o o A a v A a'
“ﬂ@;ﬂ@’&'}uuﬂﬂ@ 'W.ﬂ...@@d@ﬂhﬂﬁﬂl[ﬁl‘ﬁ’aLﬂf;l’.muwmuﬂ’ﬁwﬂ’ﬁmm,@% LRI 1135/2558

ax

el Feuia U ans e Tl ajAANATEITayARIULARAR W.A... MIABIATTL AEWLNANNNS

a ja ! o :/ 1% | o e &
VlLﬂ@EIuLL’]_]@QVL‘Ln,u?NW?z‘]_I Uey @Nﬂi@\isﬂ@g@@’)uqﬂﬂ@’auulﬂm ANU

4 L4

3.1 flymAraNaARNNIRIANNENTNANA “IanaTonNiIng (Biometrics)

u
a s L3 o U “9/ 1 9 [ 9‘/3 a v v 4?
wilaflenndnl ae9a9n “dayadouyana” ndliduaussaaslandneiu
NNUeYAFIULARRTINEITLRAANIZAILBIYAAR 1TW NNIANEN FIuzm sl UsedRgunim
UsedRananingsy dszdinngyineny virellsedRnanssn Lazlaanang $9a viTaaeriteuen

ansuzdunazynliiRoyraatiuls Wy anoilele uiuTuinan®ME @esesau gl



58 TN 14 auun 1 UNSIAL-DNUEL W.A. 2564 /v % j} NSANSUCAMACS IUMDNENAHUISAOS

A oA 1% a 1% o 10 = o9 v o Z 1% I =
L‘WN@LW?N“LI@%@LHEIQ“H@QHU‘L“IWM@ sﬁ\‘lV]'ﬂ,'V‘@qu?ﬂﬁz‘]_‘!m']‘].lﬂﬁ@uuvlm VLJJQ'WV]’]\TW?Q‘M?@

v o o v S @ o on 0 a 1% =1 o
NN ANNULNIFATI 6 fﬂ‘]_l‘]_l‘]j@’ﬂ“]_lu °IJ\‘1Lﬂuﬂ’]’j‘umwmwmﬂﬂuﬂﬂNLLUUﬂfJ’N LL@%Lﬂuﬂ’]ﬁ“Wﬂﬂ

o o a o a ¥ = . . w3 = @ v
qqﬂﬁﬁyu’]ﬁ’]qqﬂmﬂ’]qllsﬂ@\iﬂqugqll “ﬂ’a?ﬂ@‘ﬁ‘mﬁm (Biometrics) SINL']JLVU@H@
o A ! ' a & ayvoe v | v
@UL@WW&‘U@\?‘L‘I‘ﬂﬂ@m\lﬂmm@’ﬂlﬂ,ﬂ%ﬂﬂ AN NVLWQ’]LLunﬂﬁ‘xLﬂmﬂ]@qsﬂﬂgﬂf\]@quuﬂﬂfﬂu
= o | awa v a v 1% 1%
HANTALIU @W‘«me@ﬂixwﬂqudﬂgumLm;‘dlm‘]_lﬂm M?QEU?ZNQ@W@T@H@ LAZLANURBN
dayadouyana a1aRANNuINEINanuTednudniudeyanall viemniiadainm
o v 1% aa = = o o oq v v o o a2 v
’Q’]m@ﬂﬂ@@ﬂwuﬂummmﬂmmmﬂﬂLW@ﬂﬂ’j“]_I\‘iﬂ‘]_lslmﬂQmJ’]EIELML‘]Jqu‘LI“Vl‘LIEmem ENZIAN

WANTUNANHNYNNEDY “LBYATINIAT (Biometrics)” A3l

Y = . . y = @ v A a Ny o=
ToyaTanIns (Biometrics)” auiludayaniinanmalulagaiudoninsiay
s = a ¢ v v o A A o @ o
nansunngd wazinalulagniepesianasidisaams e tudulunsszyansiuem
m1 (Individual’s Identity) auifludayasuianizaasyanandanaanlnaiie azmeslaiy

neAnpsaailunsiiiiAmanizianzas uazauunszinnaanaindayanaly

a

ANMsANENRE LU AosliA N AtyAteuAndoyaTonnmg Teilanm

wa ¥V

winsiamdludszinnuesteyadiuynna InevinnsifFaumeuiunsesmdyaRAumAses

@ '

9 a < o a o &
m@g@iﬂ@mmﬂﬁﬂmmuig@mem\m

wrzaalyRANATesteayalulawmIngeaauigaissng (Biometric Information

o 0 A

Privacy Act 2008: BIPA) latitynifitanntlszinn “doyaGioning Biometrics)” 1t
suuntszinniestayaioniaslidaaueanandssiandayaialy uud Teyed
I§annissausan vieduneuiléFunisenifunaldimantianng aa Section 10
yilsiUR TR AR nafudeyadauypaadinannil ldddasinanamunadndayai
Waanuanianalulagnianszs iy Ainieniedniawiigaatuesdiiudeya
Uszinvila nganelaiiiesimuslifan §iRaue namianagulunaguaiivanzas

luasdnsiangu” nguangiialiadunansldinalulad Biometrics) Bnsiag AU 89ANT

12 $anszsmiiyiRdnaTastoyadauyAns AUNTRANTINLAY F04711135/2558
B Teun wnwas, “maluladlulawning,” arsans3mns Jmﬁwmﬁﬂﬁuy? 2, 2.1 (2551): 3-6.
4 (740 ILCS 14/10) Section. 10. Definitions. In this Act. reads:

“Biometric information” means any information, regardless of how it is captured, converted,
stored, or shared, based on an individual’s biometric identifier used to identify an individual, “Biometric
information does not include information derived from items or procedures excluded under the definition
of biometric identifiers,” accessed December 24, 2019, http://gtclawgroup.com/wp-content/uploads/
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7 PrivacyPolicies, “Blog Effectively Using an “I Agree to Privacy Policy” Checkbox,” accessed July

29, 2020, https://www.privacypolicies.com/blog/agree-privacy-policy-checkbox/.
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22740 ILCS 14/15
Sec. 15. Retention; collection; disclosure; destruction
(@) A private entity in possession of biometric identifiers or biometric information must develop a
written policy, made available to the public, establishing a retention schedule and guidelines for permanently
destroying biometric identifiers and biometric information when the initial purpose for collecting or obtaining such
identifiers or information has been satisfied or within 3 years of the individual’s last interaction with the private
entity, whichever occurs first. Absent a valid warrant or subpoena issued by a court of competent jurisdiction,
a private entity in possession of biometric identifiers or biometric information must comply with its established

retention schedule and destruction guidelines.
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