Research Journal Rajamangala University of Technology Thanyaburi, Vol 19, Issue 2, 2020 117

ISSN: 1686-8420 (Print), 2651-2289 (Online)

RMUTT secearcnsourna

Science and Technology
Rajamangala University of Technology Thanyaburi

[
L%

n1sAneUIBUEUNTIsUNTASaeTR8naNgIUARIA NdenanaUussansnanisiau
UayavaIanALIsUAINeNAans
A Comparative Study of Digital Anti-Forensic Techniques Affecting the

Effectiveness of Forensic Data Recovery Software

135978 winfad uay 235 Jyyanaivd”

Songwut Naksilp and Woratouch Vichuwanich”

AElAIMeImERS LsaTouuesosin 0. @1unsu 2. uasUgy 73110

Faculty of Forensic Science, Royal Police Cadet Academy, Sam Phran, Nakhon Pathom 73110, THAILAND

“Corresponding author e-mail: woratouch_w@yahoo.com, songwut68@gmail.com

ARTICLE INFO ABSTRACT
Article history: This research aims (1) to examine anti-forensic techniques
Received: 5 June, 2020 affecting data recovery software and (2) to compare each anti-forensic
Revised: 31 July, 2020 technique with impacts on efficiency of forensic data recovery
Accepted: 11 August, 2020 software. The researcher conducted an experiment by utilizing simple

Available online: 20 October, 2020 and common digital anti-forensic techniques including delete, format

DOI: 10.14456/rj-rmutt.2020.23  and overwrite. After that, three forensic data recovery programs:

Keywords: anti-forensic, EnCase Imager, FTK Imager and ProDiscover, were exercised to
digital evidence, forensic recover digital evidence and to compare the effectiveness in
software recovering data of the forensic software from each anti-forensic

technique on data storage devices containing NTFS file system on
Windows 7 operating system. The research findings revealed that the
three forensic programs had similar effectiveness of forensic data
recovery as follows. (1) The anti-forensic technique with commands
“Delete” and “Format” without switching modes could recover
digital evidence with 100% perfect condition because it was a
technique that corrected or destroyed data in MFT Entry without
getting involved with raw data in the file. (2) The anti-forensic

technique with command “Format” and switching modes as Format
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Drive: /P: Passes and overwrite could partially recover digital evidence

for undestroyed raw data in the file or it was irrecoverable once the

raw data in the file was demolished because the raw data in the file

was damaged with overwriting. The success of data recovery was

accounted for 35%, 50% and 75% from the original file. Therefore, to

conclude, success of digital evidence recovery depended on the

original raw data in the file.
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