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This thesis is foeus on studying the law relating to mobile telephone cloning by analyzing the
Offence in the Criminal Code and the Telecommunications Business Act 2001 which comparison
was made to with these enforced in other countries.

From the study in this research, it is found that in Thailand, there are no specific
provisions to cope with the Offence relaﬂi;g to the Use of Mobile Telephone Service. Although
that was announced the Telecommunications Business Act 2001 but such act have not the

Offences relating to the Use of Mobile Tctcpjinqc Service that become to apply the law problem.

However It is found that Thailand ought to be specific legal measures to deal with the offence
define the Telecommunications Service are things capable of appropriation and prescribe Theft
Telecommunication Service Offence and others offence by awarding the Telecommunications Busin

Act 2001 to efficiency the enforcement the law.,
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Theft Act 1968,
“Property”
Section4 (1)  “Property” includes money and all other property, real or personal, including
things in action and other intangible property.
2) A person cannot steal land, or things forming part of land and severed from it by
him or by his directions, except in the following cases, that is to say-

(a) When he is a trustee or personal representative, or is authorized by
power of attorney, or as liquidator of a company, or otherwise, to sell or dispose of land
belonging to another, and he appropriates the land or anything forming part of it by dealing with
it in breach of the confidence reposed in him; or

(b) When he is not in possession of the land appropriates anything forming
part of the land by severing it or causing it to be severed, or after it has been severed; or

© When, being in possession of the land under a tenancy, he appropriates
the whole or part of any fixture or structure let to be used with the land.

For purposes of this subsection “land’ does not include incorporeal here determents;
“tenancy” means a tenancy for years or any less period and includes an agreement for such a
tenancy, but a person who after the end of a tenancy remains in possession as statutory tenant or
otherwise is to be treated as having possession under the tenancy, and “let” shall be construed
accordingly.

3) A person who picks mushrooms growing wild on any land, or who picks flows,
fruit or foliage from a plant growing wild on any land, does not although not in possession of the
land, steal what he picks, unless he does it for reward of for sale or other commercial purpose.

For purpose of this subsection “mushroom’ includes any fungus, and “plant” includes
any shrub or tree.

4) Wild creatures, tamed or untamed, shall be regarded as property; but a person
cannot steal a wild creature not tamed nor dinarily kept in captivity, or the carcasses of any such
creature, unless either it has been reduced into possession by or on behalf or another person and
possession of it has not since been lost or abandoned, or another person is in course of reducing it

into possession.
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Telecommunications (Fraud) Act 1997

An Act to amend the telecommunications Act 1984 to make further provision for the

prevention of fraud in connection with use of a telecommunication system.

Be it enacted by the Queen’s most Excellent Majesty, by and with the advice and consent

of the Lords Spiritual and Temporal, and Commons, in this present parliament assembled, and by

the authority of the same, as follows:-

1.In the 1984 Act, after section 42 there shall be inserted-

Section 42A

(1) Subsection (2) below applies if a person has in his custody or under
his control anything which may be used for the purpose of obtaining, or
for a purpose connected with the obtaining of, a service to which 42 (1)
above applies.
(2) If the person intends-
(a) to use the thing-
(1) to obtain such a service dishonestly, or
(ii) for a purpose connected with the dishonest
obtaining of such a service,
(b) dishonestly to allow the thing to be used to obtain such a
service, or
(c) to allow the thing to be used for a purpose connected with
the dishonest obtaining of such a service, he shall be guilty of an
offence.
(3) Subsection (4) below applies if a person supplies or offers to supply
anything which may be used for the purpose of obtaining, or for a
purpose connected: with the obtaining of, a service to which section
42(1) above applies.
(4) If the person supplying of offering to supply the thing knows or
believes that the person to whom it is supplied or offered intends or
intends if it is supplied to him
(a) to use it-

(i) to obtain such a service dishonestly, or
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(i) for a purpose connected with the dishonest
obtaining or such a service,
(b) dishonestly to allow it to be used to obtain such a service, or
(c) to allow it to be used for a purpose connected with the
dishonest obtaining of such a service, he shall be guilty of an
offence.
(5) A person guilty of an offence under this section shall be liable-
(a) on summary conviction, to imprisonment for a term not
exceeding six months or to a fine not exceeding the statutory
maximum or to both, and
(b) on conviction on indictment, to imprisonment for a term not
exceeding five years or to a fine or to both.
(6) In this section, references to use of a thing include, in the case of a
thing which is used to record any data, use of any of the data.

2. - (1) In section 42(1)(b) of the 1984 Act (penalty on conviction on indictment for
fraudulent use of telecommunication system), for “two years” there shall be substituted
“five years”.

(2) Subsection (1) above does not apply to an offence committed before this Act comes
into force.

3.- (1) This Act may be cited as the Telecommunications (Fraud) Act 1997.

(2) In this Act “the 1984 Act” means the Telecommunications Act 1984.
(3) This Act shall come into force at the end of the period of two months beginning with
the day on which-it is passed.

(4) This Act extends to Northern Ireland.
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Criminal Code of Canada — Theft Section

Article 326 : (1) Every one commits theft who fraudulently, maliciously, or without colors of
right,
(a) abstracts consumes or uses electricity or gas or causes it to be wasted or
diverted; or
(b) uses any telecommunication facility or obtains any telecommunication service.
(2) In this section and section 327, “telecommunication” means any transmission,
emission or reception of signs, signals, writing, images or sounds or intelligence of any nature by

wire, radio, visual or other electromagnetic system.

Article 327 (1) Every one who, without lawful excuse, the proof of which lies on him,
manufactures, possesses, sells or offers for sale or distributes any instrument or device or any
component thereof, the design of which renders it primarily useful for obtaining the use of any
telecommunication facility or service, under circumstances that give rise to a reasonable inference
that the device has been used or is or was intended to be used to obtain the use of any
telecommunication facility or service without payment of a lawful charge therefore, is guilty of an
indictable offence and liable to imprisonment for a term not exceeding two years.

(2) Where a person is convicted of an offence under subsection (1) or paragraph
326(1) (b), any instrument or device in relation to which the offence was committed or the
possession of which constituted the offence, on such conviction, in addition to any punishment
that is imposed, may be ordered forfeited to Her Majesty, whereupon it may be disposed of as the
Attorney General directs:

(3) No order for forfeiture shall be made under subsection (2) in respect of
telephone; telegraph or other communication facilities or equipment owned by a person engaged
in providing telephone, telegraph or other communication service to the public or forming part of
the telephone, telegraph or other communication service or system of such a person by means of
which an offence under subsection (1) has been committed it such person was not a party to the

offence.
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Texas Law- Chapter 33A Telecommunications crimes

§33A.01. Definitions
(8) “Telecommunications service” means the provision, facilitation, or generation of
telecommunication through the use of a telecommunications device of telecommunication access
device over a telecommunication system.
(9) “Value of telecommunications service obtained or attempted to be obtained” includes the
value of:
(a) a lawful charge for telecommunications service avoided or attempted to be avoided:
(b) money, property, or teleccommunications service lost, stolen, or rendered
unrecoverable by an offense and
© an expenditure incurred by a victim to verify that a telecommunications device or
telecommunications access device or telecommunications service was not altered, acquired,
damaged, or disrupted as a result of an offense.
§33A.02.Unauthorized use of telecommunications service.
§33A.03 Manufacture, possession, or delivery of unlawful telecommunications device.
§33A.04 Theft of telecommunications service.
§33A.05 Publication of telecommunications access device.

§33A.06 Assistance by attorney general.

Pennsylvania Consolidated Statutes

CRIMES AND OFFENSES (TITLE 18)
Chapter 39 THEFT AND RELATED OFFENSES

(a) Acquisition of services.—

(1) A person is guilty of theft if he intentionally obtains services for himself or for another
which he knows are available only for compensation, by deception or threat, by altering or
tampering with the public utility meter or measuring device by which such services are delivered
or by causing or permitting such altering or tampering, by making or maintaining any
unauthorized connection, whether physically, electrically or inductively, to a distribution or

transmission line, by attaching or maintaining the attachment of any unauthorized device to any
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cable, wire or other component of an electric, telephone or cable television system, by making
or maintaining any authorized modification or alteration to any device installed by a cable
television system, or by false token or other trick or artifice to avoid payment for the service.

(1.1) A person is guilty of theft if he intentionally obtains or attempts to obtain
telecommunication service by the use of an unlawful telecommunication device or without the
consent of the consent of the telecommunication service provider.

3)...

4 ...

(b) Diversion of services. — A person is guilty of theft if, having control over the disposition of
services of others to which he is not entitled, he knowingly diverts such service to his own benefit
or to the benefit of another not entitled thereto.

© Grading. —

1. An offense under this section constitutes a summary offense when the value of the services
obtained or diverted is less than $50.

2. When the value of the service obtained or diverted is $50 or more, the grading of the
offense shall be as established in section 3903 (relating to grading of theft offenses).

3. Amounts involved in the theft of services committed pursuant to one scheme or course of
conduct, whether from the same person or several persons, may be aggregated in determining the
grade of the offense.

(g) Civil Action.—A telecommunication service provider aggrieved by a violation of this
section may in civil action in any court of competent jurisdiction obtain appropriate relief,
including preliminary and other equitable or declaratory relief, compensatory and punitive
damages, reasonable investigation expenses, costs:of suit-and attorney fees.

(h) Definitions.—As usedin this section, the following words and phrases shall have the
meanings given to them in this subsection:

“Telephone service™” or “Telecommunication service.”” Includes, but is not limited to, any
service provided for a charge or compensation to facilitate the origination, transmission, emission
or reception of sign, signals, data, writings images and sounds or intelligence of any nature by
telephone, including cellular telephones, wire, radio, electromagnetic, photoelectronic or photo-
optical system.

“Unlawful telecommunication device.”  Any electronic serial number, mobile

identification number or any telecommunication device that is capable or has been altered,
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modified, programmed or reprogrammed alone or in conjunction with another access device
or other equipment so as to be capable of acquiring or facilitating the acquisition of a
telecommunication service without the consent of the telecommunication service provider. The
term includes, but is not limited to, phones altered to obtain service without the consent of the
telecommunication service provider, tumbler phones, counterfeit or clone phones, tumbler
microchips, counterfeit or clone microchips, scanning receivers of wireless telecommunication
service of a telecommunication service provider and other instruments capable of disguising their
identity or location or of gaining access to a communications system operated by a

telecommunication service provider.



The Wireless Telephone Protection Act

18 U.S.C. 1029(a)(9) "knowingly uses, produces, traffics in, has control or custody of, or
possesses hardware or software, knowing it has been configured to insert or modify
telecommunication identifying information associated with or contained in a
telecommunications instrument so that such instrument may be used to obtain

telecommunications service without authorization."

116
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Identity Theft and Assumption Deterrence Act of 1998

Title 18 United States Code —

Section 1028 Fraud and Related Activity in Connection with Identification Documents and

Information.

The Identity Theft and Assumption Deterrence Act of 1998 which became effective October 30,
1998, makes identity theft a Federal crime with penalties up to 15 years imprisonment and a
maximum fine of $250,000. It establishes that the person whose identity was stolen is a true
victim. Previously, only the credit grantors who suffered monetary losses were considered
victims. This legislation enables the Secret Service, the Federal Bureau of Investigation, and other
law enforcement agencies to combat this crime. It allows for the identity theft victim to seek
restitution if there is a conviction. It also establishes the Federal Trade Commission as a central
agency to act as a clearinghouse for complaints, (against credit reporting agencies and credit
grantors) referrals, and resources for assistance for victims of identity theft. This statute may
serve as a model for your state to enact similar legislation. It should also provide you leverage to

influence law enforcement to investigate your case.

Title 18 USC 1028:

(a) Whoever, in a circumstance described in subsection (¢) of this section --

1. knowingly and without lawful authority produces an identification document or a false

identification document;

2. knowingly transfers an identification document or a false identification document

knowing that such document was stolen or produced without lawful authority;

3. knowingly possesses with intent to use unlawfully or transfer unlawfully five or more
identification documents (other than those issued lawfully for the use of the possessor) or

false identification documents;
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4. knowingly possesses an identification document (other than one issued lawfully for
the use of the possessor) or a false identification document, with the intent such

document be used to defraud the United States;

5. knowingly produces, transfers, or possesses a document-making implement with the
intent such document-making implement will be used in the production of a false

identification document or another document-making implement which will be so used;

6. knowingly possess an identification document that is or appears to be an identification
document of the United States which is stolen or produced without lawful authority
knowing that such document was stolen or produced without such authority shall be

punished as provided in subsection (b) of this section; or

7. knowingly transfers or uses, without lawful authority, a means of identification of
another person with the intent to commit, or to aid or abet, any unlawful activity that
constitutes a violation of Federal law or that constitutes a felony under any applicable

State or local law;
(b) The punishment for an offense under subsection (a) of this section is --

1. except as provided in paragraph (3) and (4), a fine under this title or imprisonment for not

more than 15 years, or both, if the offense is --

(A) the production or transfer of an identification document or false

identification document that is or appears to be --

(i) an identification document issued by or-under the authority of the

United States; or

(i) a birth certificate, or a driver's license or personal identification

card;

(B) the production or transfer of more than five identification documents or false

identification documents;

(C) an offense under paragraph (5) of such subsection; or
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(D) an offense under paragraph (7) of such subsection that involves the
transfer or use of 1 or more means of identification if, as a result of the offense,
any individual committing the offense obtains anything of value aggregating

$1,000 or more during any 1-year period,;

2. except as provided in paragraphs (3) and (4), a fine under this title or imprisonment for

not more than three years, or both, if the offense is --

(A) any other production, transfer, or use of means of identification, an

identification document, or a false identification document; or

(B) an offense under paragraph (3) or (7) of such subsection;

3. a fine under this title or imprisonment for not more than 20 years, or both, if the

offense is committed --

(A) to facilitate a drug trafficking crime (as defined in section 929(a)(2)) or this

title;

(B) in connection with a crime of violence (as defined in section 924(c)(3)); or

(C) after a prior conviction under this section becomes final;

4. a fine under this title or imprisonment for not more than 25 years, or both, if the
offense is committed to facilitate an act of international terrorism (as defined in section

2331(1) of this title);

5. in the case of any offense under subsection (a), forfeiture to the United States of any

personal property used or intended to be used to commit the offense; and

6. a fine under this title or imprisonment for not more than one year, or both, in any other

case.

(c) The circumstance referred to in subsection (a) of this section is that --

1. the identification document or false identification document is or appears to be

issued by or under the authority of the United States or the document-making
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implement is designed or suited for making such an identification document

or false identification document;

2. the offense is an offense under subsection (a)(4) of this section; or

3. either --

A. the production, transfer, possession, or use prohibited by this section is

in or affects interstate or foreign commerce; or

B. the means of identification, identification documents, false identification
document, or document-making implement is transported in the mail in
the course of the production, transfer, possession, or use prohibited by

this section.

(d) In this section --

1. the term "document-making implement" means any implement, impression,
electronic device, or computer hardware or software, that is specifically
configured or primarily used for making an identification document, a false

identification document, or another document-making implement;

2. the term "identification document" means a document made or issued by or
under the authority of the United States Government, a State, political
subdivision of a State, a foreign government, political subdivision of a foreign
government,. an international governmental or an international quasi-
governmental organization which, when completed with information concerning
a particular individual, is a type intended to commonly accepted for the purpose

of'identification of individuals;

3. the term "means of identification" means any name or number that may be used,
alone or in conjunction with any other information, to identify a specific

individual, including any --

A. name, social security number, date of birth, official State or government

issued driver’s license or identification number, alien registration
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number, government passport number, employer or taxpayer

identification number;

B. unique biometric data, such as fingerprint, voice print, retina or iris

image, or other unique physical representation;

C. unique electronic identification number, address, or routing code; or

D. telecommunications identifying information or access device (as defined

in section 1029(e));

4. the term "personal identification card" means an identification document issued by a

State local government solely for the purpose of identification;

5. the term "produce" includes alter, authenticate, or assemble; and

6. the term "State" includes any State of the United States, the District of Columbia, the
Commonwealth of Puerto Rico, and any other commonwealth, possession or territory of

the United States.

(e) This section does not prohibit any lawfully authorized investigative, protective, or
intelligence activity of a law enforcement agency of the United States, a State, or a
political subdivision of a State, or of an intelligence agency of the United States, or any

activity authorized under chapter 224 of this title.

(f) Attempt and Conspiracy — Any person who attempts or conspires to commit any
offense of this section shall be subject to the same penalties as those prescribed for the

offense; the commission of which was the object of the attempt or conspiracy.

(g) Forfeiture Procedures — The forfeiture of property under this section, including any
seizure and disposition of the property and any related judicial or administrative
proceeding, shall be governed by the provisions of section 413 (other than subsection (d)
of that section) of the Comprehensive Drug Abuse Prevention and Control Act of 1970

(21 U.S.C. 853).
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(h) Rule of Construction — For purpose of subsection (a)(7), a single identification
document or false identification document that contains 1 or more means of identification

shall be construed to be 1 means of identification.

AONUUINYUINNS )
RN ITNINENAY



123

18 U.S.C. Section 2702

Title 18 Crimes and Criminal Procedure

Part | Crimes

Chapter 121 Stored wire and electronic communications interception and interception of oral
communications

-HEAD-

Sec. 2702. - Voluntary disclosure of customer communications or records
(a) Prohibitions. -
Except as provided in subsection (b) -

(1 a person or entity providing an electronic communication service
to the public shall not knowingly divulge to any person or entity
the contents of a communication while in electronic storage by

that service; and

) a person or entity providing remote computing service to the
public shall not knowingly divulge to any person or entity the
contents of any communication which is carried or maintained on

that service —

(A) on - behalf of, and received by means of electronic
transmission from (or created by means of computer
processing of communications received by means of
electronic transmission from), a subscriber or customer of

such service;

(B) solely for the purpose of providing storage or computer
processing services to such subscriber or customer, if the

provider is not authorized to access the contents of any



3)

124
such communications for purposes of providing any

services other than storage or computer processing; and

a provider of remote computing service or electronic
communication service to the public shall not knowingly divulge
a record or other information pertaining to a subscriber to or
customer of such service (not including the contents of
communications covered by paragraph (1) or (2)) to any

governmental entity.

(b) Exceptions for disclosure of communications. - A provider described in subsection (a)

may divulge the contents of a communication -

(1)

to an addressee or intended recipient of such communication or an

agent of such addressee or intended recipient;

as otherwise authorized in section 2517, 2511(2)(a), or 2703 of

this title;

with the lawful consent of the originator or an addressee or
intended recipient of such communication, or the subscriber in the

case of remote computing service;

to a person employed or authorized or whose facilities are used to

forward such communication to its destination;

as may be necessarily incident to the rendition of the service or to
the protection of the rights or property of the provider of that

service; or
to a law enforcement agency —

(A) if the contents —

(1) were inadvertently obtained by the service
provider;
(i) appear to pertain to the commission of a crime;

(B) if required by section 227 of the Crime Control Act of
1990; or
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© if the provider reasonably believes that an emergency
involving immediate danger of death or serious physical
injury to any person requires disclosure of the information

without delay.

Exceptions for Disclosure of Customer Records. - A provider described in subsection (a)
may divulge a record or other information pertaining to a subscriber to or customer of

such service (not including the contents of communications covered by subsection (a)(1)

or (a)(2)) —

(1) as otherwise authorized in section 2703;
2) with the lawful consent of the customer or subscriber;
(3) as may be necessarily incident to the rendition of the service or to

the protection of the rights or property of the provider of that

service;

4) to a governmental entity, if the provider reasonably believes that an
emergency involving immediate danger of death or serious physical

injury to any person justifies disclosure of the information; or

(5) to any person other than a governmental entity.
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To Amend section 227 of the Communications Act of 1934 to prohibit the use of the text,
graphic, or image messaging systems of wireless telephone systems to transmit unsolicited
commercial messages.

Be it enacted by the Senate and House of Representatives of the United States of America
in Congress assembled,

SECTION 1. SHORT TITLE

This Act may be cited as the “Wireless Telephone Spam Protection Act”.
SECTION 2.CONGRESSIONAL FINDINGS.

The Congress finds that—

(1) it is estimated that more than 134,000,000 people in the United States currently
subscribe to wireless telephone service and that the percentage of people in the United States who
subscribe to such a service will increase in the future;

(2) advances in technology have made it increasingly easy to transmit information,
including messages in text, graphics and images, to wireless telephones;

(3) the privacy of personal information and the protection of one’s personal time is an
issue of increasing concern to people throughout the United States;

(4) prudent consumer protections must keep pace with advances in communications
technology to ensure protection of privacy and personal time; and

(5) to protect the privacy of wireless telephone subscribers, transmission of unsolicited
commercial message on wireless telephone text, graphic, and image messaging systems should be
prohibited.

SECTION 3 PROHIBITION OF TRANSMISSION OF UNSOLICITED COMMERCIAL
MESSAGES.

(a) PROHIBITION — Section 227 (b) of the Communications Act of 2934 (47 U.S.C. 227

(b) is-amended —
(1) in paragraph (1) =
(A) in subparagraph (C), by striking ‘or’ at the end;
(B) in subparagraph (D), by striking the period at the end and inserting
“;or’; and

(C) by adding at the end the following new subparagraph:
(E) to use any covered messaging system to transmit an unsolicited

advertisement. ‘; and
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(2) in paragraph (2) (C), by inserting before the period at the end the
following:’, except that the Commission may not exempt under this subparagraph any call that
violates the prohibition under paragraph (1)(E)’.
(b) DEFINITION- Section 227 (a) of the Communications Act of 1934 (47 U.S.C. 227
(a) is amended —
(1) by redesignating paragraphs (2), (3), and (4) as paragraphs (3), (4), and (5),
respectively; and
(2) by inserting after paragraph (1) the following new paragraph: ‘(2 ) the term
‘covered messaging system’ means a messaging system capable of providing text, graphic, or
image message (including a short message service and systems using the wireless application
protocol) that —
(A) is provided as part of a commercial mobile service (as such term is
defined in section 332 (d)); and
(B) provides access to the text, graphic, or image message on the same
handset used to access voice message.’.
© EFFECT ON STATE LAW - Subparagraph (A) of section 227 (e) (1) of the
Communications Act of 1934 (47 U.S.C.227 (e) (1)) is amended by inserting ‘(including any text,
graphic, or image messaging system that is provided as part of a commercial mobile service)’

after ‘electronic devices’.
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