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This thesis presents a network-intrusion prevention system that is a
collaboration among multiple intrusion prevention devices. By using Active Networks, a
control program can be dynamically loaded into any intrusion prevention devices. This
system can detect, traceback, and stop intruders at theirs sub-networks. In addition, we
propose “distributed detection” for multiple detectors to co-operate in detecting
intrusion and to share the detection load. Each device does not have to detect all
intrusion signatures, but only the signatures that are known to be feasible attacks on the
host platform in its sub-network. Our experimental results indicate that the throughput of

this new detection method is more than that of the general approach.
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service_module [
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service module [
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tcp o
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Linux Kernel 2.4.14| 3
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Linux Kernel 2.2.11| 3
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LinuxKernel2.29 | 3 | 3 | 3 | 0 |255] 1 |255| 3 | O |255| 3 | O |255]| 3 |65|255(192| 0 | 3 |5 |5 |5 |5 |5
Linux Kernel2.2.8 | 3 | 3 | 3 | 0 |255| 1 |255| 3 | O |255| 3 | O [255| 3 |65 |255|192| 0 [ 3 [ 5[5 |55 ]5
LinuxKernel 2.2.7 | 3 | 3 | 3 | 0 |[255] 1 |255| 3 | O |255| 3 | O |255| 3 |65|255(192| 0 | 3 |5 |5 |5 |5 |5
Linux Kernel2.2.6 | 3 | 3 | 3 | 0 |255| 1 |[255| 3 | O |255)8 | O [255| 3 |65 |255|192| 0 [ 3 [ 5[5 ]|]5]|5]5
LinuxKernel 225 | 3 | 3 | 3 | 0 [255] 1 |255| 3 | O |255]| 3 | O [255| 3 |65 |255(192| 0 | 3 |5 |5 |5 |55
LinuxKernel2.2.4 | 3 | 3 | 3 | 0 [255] 1 |255| 3 | O |255| 3 | O [255| 3 |65 |255|192| 0 [ 3 (5[5 | 5|5 ]5
LinuxKernel 2.2.3 | 3 | 3 | 3 | 0 |255] 1 |255| 3 | O |255| 3 | O [255| 3 |65 |255(192| 0 | 3 |5 |5 |5 |55
LinuxKernel2.2.2 | 3 | 3 | 83 | O |255] 1 [255| 3 | O |255| 3 | O (255| 3 |65 |255|192| 0 [ 3 [ 5[5 |55 ]5
LinuxKernel 2.2.1 | 3 | 3 | 3 | 0 [255] 1 |255| 3 | O |255| 3 | O [255]| 3 |65|255(192| 0 | 3 |5 |5 |5 |5 |5
Linux Kernel2.2.0 | 3 | 3 | 3 | 0 |255] 1 |255| 3 | O |255| 3 | O [255| 3 |65 |255|192| 0 [ 3 [ 5[5 |55 ]5
LinuxKernel 2.0.36| 3 | 3 | 3 | 0 |64 ]| 1 |64| 3 | 0 64| 3 |0 |64| 3 |65]|64(192] 0|3 |5|5|5]|5]5
Linux Kernel2.0.34| 3 | 3 | 8 | 0 |64 | 1 |64 3 | 0 |64 3 | 0|64 3 |65]|64]192] 0|3 [5[5]5]5]5
LinuxKernel 2.0.30| 3 | 3 | 3 | 0 |64 | 1 |64| 3 | 0|64 3 |0 |64]|3 |65]|64[192/ 0|3 |5|5|5]|5]5
Microsoft Windows
2003 Server
Enterprise Edition 0O (3 [0] 1 |128] 1 (128 3 | O |128] 8 | O |128| 3 |65128/ 0 | 0 |3 |5 | 5|5 |5 |5
Microsoft Windows
2003 Server
Standard Edition 0|3 |0 1 |128] 1 |128) 3 | O |128] 3 | 0 |128| 3 |65]128)/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft Windows
XP SPla O[3 [0 1 ]228] 1 (128 3 [ 0 |128| 3 | O |128| 3 | 8 128/ 0 | 0 |3 |5 | 5|5 |5 |5
Microsoft Windows
XP SP1 0|3 |01 128 1 |128| 3 | O |128] 3 | 0 |128| 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft Windows
XP 0O (3 [0]1]228) 1 |128| 3 | O |128|) 3 | O |128| 3 | 8 |128/ 0 |0 |3 |5 | 5|5 |5]|°5
Microsoft Windows
2000 Server
Service Pack 4 0|3 (011128 1 128/ 3 | 0 |128| 3 | 0 128 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft Windows
2000 Server
Service Pack 3 O[3 [0 ] 1]228] 1 (128 3 | O |128] 3 | 0 |128| 3 | 8 |128/ 0 | 0 | 3 | 5 | 5|5 |5 |5
Microsoft Windows
2000 Server
Service Pack 2 0|3 |0 1128|1128 3 | 0 |128] 3 | O |128| 3 | 8 |128/ 0 | 0O |3 |5 |5 |5 |5]5
Microsoft Windows
2000 Server
Service Pack 1 03[0 1 ]228] 1 |128( 3 [ 0 |128) 3 | 0 |128| 3 | 8 |128/ 0 | 0 |3 |5 | 5|5 |5 |5
Microsoft Windows
2000 Server 0|3 |01 1128] 1 |128| 3 | 0 |128] 3 | 0 |128| 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft. Windows
2000 Workstation
SP4 O[3 [0 1]228] 1 |128 3 | 0 |128] 3 | 0 |128| 3 | 8 |128/ 0 |0 |3 |5 | 5|5 |5 |5
Microsoft Windows
2000 Workstation
SP3 0|3 |01 128] 1 |128| 3 | 0 |128] 3 | 0 |128| 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft Windows
2000 Workstation
SP2 O[3 [0]1]228] 1 |128 3 [ 0 |128] 3 | 0 |128| 3 | 8 |128/ 0 |0 |3 |5 | 5|5 |5 ]|°5
Microsoft Windows
2000 Workstation
SP1 0|3 |01 128] 1 |128| 3 | 0 |128] 3 | 0 |128| 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft Windows
2000 Workstation 0|3 [0|1]128] 1 |128| 3 | O |128] 3 | 0 [128| 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |55
Microsoft Windows
Millennium Edition
(ME) 0] 3|3 |1 1128] 1 |128| 3 | 0 |128] 3 | 0 |128| 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5




68

1S | o
_| = = g | 2 gl g = 2 &
=] | | T @ = | S| X I = :I
o .| 2 3 & 3 3 28 = 2 8 5| 8 =/ = < & 2 g 2
ol T F| 35 | 2 a > o 5 > > T 2 o =2 § | ISl & Tl = @
K] | I 1= e 2 5 of & 9 > e 2 o sl £ | Il o I
ol 2| o 5| g g | 2 x| S o o 5 > 2 2 @ | I ol 8| & e 3
| L | 2 El o2 | & x S0 e o § 8 <| S @ o| © ] o
el o | o | S gl 2| g g % e o ¢ o 5| 5 & € 2| § o & S
0s_ID gl ¢l 2| 5| 2 % &| E| E| £| & £ & | 2| 8 o £ & § 8 | 8 ©
o o 8 28 £l & 3| ® S| £ < 5 | § | § S| 5 <] g &g s
gl £l 2 2 & 2| & E| ol B B | o 2 & 3 & 4| o g g £ § S
S gl g 5| gl g ol S| gl < S | 5 g 5 2| 5| £l § ¢ g 3 g| £
2 2 5 8 < 8 £ = =l & & Bl 2| e 2| 5| 3 2| 3| S
S| € S| E gl | = | 2 &l g <
k=] 2 S £ gl g 2| §| €
= 5| e L &
Microsoft Windows
NT 4 Server
Service Pack 6a O[3 [3 ] 1 ]128] 0 (128 3 [ O |128) 83 | O |128| 3 | 8 128/ 0 | 0 |3 |5 | 5|5 |5 |5
Microsoft Windows
NT 4 Server
Service Pack 5 0|3 |3 |1 1]128] 0 |128| 3 | O |128] 3 | 0 |128| 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft Windows
NT 4 Server
Service Pack 4 0O (3 ([3]11]1228] 0 (128 3 [ 0 |128| 3 | O |128| 3 | 8 |128/ 0 | 0 |3 |5 | 5|5 |5 ]|°5
Microsoft Windows
NT 4 Server
Service Pack 3 0|3 |31 128 0 |128| 3 | 1 |128]| 3 | 0 |128| 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft Windows
NT 4 Server
Service Pack 2 O[3 (8] 1 ]228] 0 (128 3 [ 1 |128] 3 | O |128| 3 | 8 128/ 0 | 0 |3 |5 | 5|5 |5 |5
Microsoft Windows
NT 4 Server
Service Pack 1 0|3 |3 |1 ]128] 0 128 3 | 1 |128] 3 | 0 |128| 3 | 8 |128/ 0 | 0 |3 |5 |5 |5 |5 |5
Microsoft Windows
NT 4 Server O[3 [3 |1 ]128| 0 (128 3 | 2 |128| 3 | O |128| 3 | 8 128/ 0 | 0 |3 |5 | 5|5 |5 |5
Microsoft Windows
NT 4 Workstation
Service Pack 6a 0|33 11128/ 0 |128( 3 | O |{128] 3 | 0 (128 3 | 8 |128/ 0 |0 |3 |5 |5 |5 |5]5
Microsoft Windows
NT 4 Workstation
Service Pack 5 0|33 |1 ]128| 0 |128| 3 | O |128] 3 | O (128| 3 | 8 |128/ 0 | 0 | 3 | 5|5 |5 |5]5
Microsoft Windows
NT 4 Workstation
Service Pack 4 0|3 (3|1 128|] 0 |128| 3 | O |128] 3 | O 128 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft Windows
NT 4 Workstation
Service Pack 3 O[3 [3]1]228| 0 (128 3 [ 1 |128] 3 | O |128] 3 | 8 |128/ 0 | 0 | 3 | 5 | 5|5 |5 |5
Microsoft Windows
NT 4 Workstation
Service Pack 2 0|3 /3|1 128}/ 0 |128| 3 | 1 {128} 3 |0 |128| 3 | 8 |128/ 0 |0 |3 |5 |5 |5 |5]5
Microsoft Windows
NT 4 Workstation
Service Pack 1 O (3 [3]1]228] 0 (128 3 [ 1 |128] 3 | 0 |128| 3 | 8 |128/ 0 | 0 |3 | 5| 5|5 |5 |5
Microsoft Windows
NT 4 Workstation 0|3 |3 |1 (128 0 |128| 3 | 1 |128| 3 | 0 |128| 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft Windows
98 Second Edition
(SE) 0O (3 [3]1]228] 1 (128 3 [ 1 |128] 3 | 0 |128| 3 | 8 128/ 0 |0 |3 |5 | 5|5 |5 |5
Microsoft Windows
98 0|3 |3 |1 1128] 1 |128| 3 | 1 |128] 3 | 0 |128| 3 | 8 |128/ 0 | 0 | 3 |5 |5 |5 |5 |5
Microsoft Windows
95 0 [(3([3]1]32]|]0(3|3|1]32|]3|]0|3%|3|8|322|]0|]0]|]3|5|5|5]|5]°+5
NetBSD 1.6.1 3|13 | 3|0 |255] 1 |255| 3 | 0 |255| 3 | 0 2553 |8 |255/ 0|0 |3 |5|5|5]|5]5
NetBSD 1.6 3 [ 3 [ 3]0 |255] 1 |255( 3 [0 |255| 3 | 0 |255| 3 |8 255/ 0| 0|3 |5|5|5|5]°5
NetBSD 1.5.3 3|13 | 3|1 255|] 1 |255| 3 | O |255] 3 | O 255 3 | 8 |255/ 0 |0 |3 |5 |5 |5 |5]65
NetBSD 1.5.2 3 [ 3[3 ] 1 |255| 1 |255( 3 [0 |255| 3 | 0O |255| 3 | 8 255/ 0| 0|3 |5|5|5|5]°5
NetBSD 1.5.1 33| 3|1 (2551|255 3 | 0 |255| 3 |0 |255 3 |8 |255/ 0|0 |3 |5|5|5]|5]5
NetBSD 1.5 3 [ 3[3 ] 1 |255| 1 [255( 3 [ O |255| 3 | O |255| 3 | 8 |255/ 0 |0 |3 |5|5|5|5]|°5
NetBSD 1.4.3 3|13 | 3|1 (2551|255 3 | 0 |255| 3 | 0 2553 |8 |255/ 0|0 |3 |5|5|5]|5]5
NetBSD 1.4.2 3 [ 3[3 ] 1 |255| 1 [255( 3 [ O |255| 3 | O |255| 3 | 8 |255/ 0 | 0|3 |5|5|5|5]|°5
NetBSD 1.4.1 3133|1255 1 |255| 3 | 0 [255] 3 | 0 2553 |8 |255/ 0| 0|3 ]|5|5|5]|]5]5
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OpenBSD 3.3
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OpenBSD 3.0

OpenBSD 2.9

OpenBSD 2.8

OpenBSD 2.7

OpenBSD 2.6

OpenBSD 2.5

OpenBSD 2.4

Sun Solaris 9
(SunOs 2.9)

Sun Solaris 8
(SunOS 2.8)

Sun Solaris 7
(Sun0s 2.7)

Sun Solaris 6
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1. Ransadld

Fisanenfialnes

nsaLAsedng 1 gn

izuuﬂﬁﬁﬁmiagﬂeﬁ(‘mﬁﬁ%ﬁﬁ LinuxTLE 5.0)

FANALITANTLNGLAD T 110 {%Mz{ mn.tar.gz}

Scripts 415U4ANNT SMR el bin.tar.gz}

OpenlLDAP server {%@W@f openldap-2.1.10.tgz}

Tcl/Tk {%@1V\|§ActiveTcl—8.4.10.1 .149958-linux-ix86.tar.gz }

library @ wsuldeau configuration {%@W@r libtc-1.1.0.tar.gz}
TNdRuaAnGUE I8 SMR {delid slapd.conf}
Tdruunsng1udaya {@ald amnet.schemal

Script zﬁﬁﬁ?ﬂﬁméﬁ root node L4 LDAP server {%@Mﬁ anidsan.dif}
IﬂiLmemuauﬁuﬁ;m (:s0) s unfesidiuszuu uad script Amiunisianavise
nannawidsunsy (Idif)

a. libLogTrace.so, LogTrace.ldif, LogTrace_del.ldif

b. libNetScan.so, NetScan.|dif, NetScan_del.ldif
Tsunsumaaagaunasynin (Tsunsunngey) ua script dmsunRnss

a. libSD_LsassExploit.so, SD_LsassExploit.ldif, SD._LsassExploit_del.ldif

Tlsunsuduiuaianonuasisisue {Talna genkey)
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2. mm%’wmﬁuﬁu‘lﬁﬂmniumuqu (service module repository)

wzatnaudnfin AMnet azld LDAP server ilupdsifividsunsumaunu (SMR) aqluniiay 4
7aNiuaF1e9 OpenLDAP Tneinnsfinfalimaes g openldap-2.1.10.tgz T9&N190A91T

Tanldann http://www.openldap.org antilinnanuduneusiail

$ cd $HOME
$ tar -xzvf openldap-2.1.10.tgz
$ cd openldap-2.1.10

$ .Jconfigure —enable-ldbm (Mg ienldgaudayauuy "idom”)

$ make depend

$ make

$ make test

$ su

# make install (MHIEILAR): ﬁ’]ii%\‘i‘ﬁ Fegtlaulng superuser)

PAIANAARILAFAININTANUAAT TN ALY SMR Iae lF IWanmTanly

$ cp slapd.conf /usr/local/etc/openidap/

$ cp amnet.schema /usr/local/etc/openldap/schema/

uilapnwlWg slapd-amnet.conf liigneinssssialili

De

1> asuRAIue directory lualsiail

/etc/openldap/schema --------- >./usr/local/etc/openldap/schema
/var/state/slapd.args ------------ > Jusr/local/var/slapd.args
/var/run/slapd/slapd.pid -------- > /usr/local/var/slapd.pid
/var/openldap-ldbm ------------- > /usr/local/var/openldap-data
/etc/openldap/schema/amnet-tutorial.schema -------- >

/usr/local/etc/openldap/schema/amnet.schema

2> asusiacineluussianNA191 "rootpw YOUR_PASSWORD" liilumusiaanis



¥1n13 extract LR sEadMFUSANNT LDAP server
$ tar —xzvf bin.tar.gz
$ cd bin
$ export PATH=$PATH:$HOME/bin/
a51elide SMR Wilaszymnsiaalafines LDAP server
$ echo LDAPHOST=192.168.200.1 > $HOME/bin/SMR
Budunistinenaes LDAP server 1ne
$ startldap
st root node 1411 LDAP server Ing/l script & amnet dif
$ add -f amnet.|dif

\AFAAUNNIARG LDAP server e liifupdafiulilsunsuasuan naaausaandy

$ show-¢
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3. msaamaldsunsulilunaanullsunsa

uilasTilsunsulielugiuiin base6s ivaldaunsnfinsslu LDAP server 161
$ encdec —e -b < [IbPROGRAM.so > libPROGRAM.s0.64

Ansatsunsumauaniugulag 4 script duduidsunsuii o

$ add -f LogTrace.ldif
$ add -f NetScan.Idif

nsRassllsunsunaaadatnisyngn (Tlsunsunaetna) tne
$ add f SD_LsassExploit.Idif

¥ A ¥ .
wnsieanisnannauiilsinanatuAnvsalilsunsnnsagaun1syngn Il script

AnFunannewllsengy 1
$ del -f SD_LsassExploit_del.ldif
$ del -f NetScan_del.ldif

$ del -f LogTrace_del.ldif

wnnewg wnnanasa¥wllsunsiaunnlusidieadiow script AmILFAAGILATDaANEY

Tswnswlusidon tnagsaatieaan script e 11,

4. mm%’quyl,mmmimz

T EaN T b IR UV ESTHGT LIV I HNC Rt

$ genkey -mn
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azlAWa MN_PrivateKey 39azifulwd7ifiu Private key 129undLnefiuuniazay
IAWA All_Publickeys Teaziilulnddusuiiu Public key 1e9s1ainasiuuaLazuanin
upviannn
nsaFnnyuagsnsnuzduiuudninnualildande
$ genkey —an
az i g AN_PrivateKey S9aziflulnWanifiy Private key vausniinTvun dqau
Public key aasudnfivinunazgniiulilulng Al_Publickeys Tnalnavs 2 Ingiazsinarin
TAnss S uudnnnTuusngnainsainlug uazndsaInniIasanauaansNIreLEnyiv
Twunawlud fiaeinnag restart filsunas MN_manager Aognnass
nsgdayanaaiunauane lulialildnds
$ genkey —rd

5. N5L3d ﬁumiﬁwﬁummmmma'ﬁnuﬂ

$ startldap
$ SHOME/MN/mn.tcl

A nuulinaLlu start MN IN@GERALNNIIN LAl e S TLA
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& o a & & a
AUADUNITATIILLASAARY LLﬂﬂ‘Vl‘NT,vmﬂ

1. Ransadld

[FrenaNfinlnes

naLAsadng 2 gn

seuudfjiRnnsaundnzia 31 5.0

dundirefiua $u 2.4.24 {alWe linux-2.4 24.tar.gz}

ganiLIfATaU8uanAN “AMnet” version 2.6 {%'abl,wafﬂexinet—2.6.anidsan.tar.gz}
Patch a?’]m*uﬂi?uﬂ@qﬁqﬁ%u Bridge 1891 A19uluanann hitp:/ww.ssi.
bg/~ja/#bridging {@ola bridge-ipmode-2.4.22-2 diff)

Bridge Utility frufu I AenninaTuns Bridge AMulnanan
http://bridge.sourceforge.net {%@Mzﬁr: bridge-utils-1.0.4.tar.gz}

Patch diul5u1lg9 Bridge Utility {%Mz{: bridge-utils-1.0.4-ipmode-1.diff}
Tsunsuarupuuanaasudnfinluug AN_manager {@0W4 lIbAN_manager.so}
Script dmiunisizenldenitlsunsu AN_manager {%@Wz{AN_manager.ee}
Tdnryuaansnsni (Public Key) MldunannanginesTuun (1elwd All_Publickeys)

Y
TWdnryua (Private Key) Ailsinaaanuaamasinua {1olna AN_PrivateKey)

2. N158949 kernel luy

%

A191il1an kernel source ﬁmmma‘mn http://www.kernel.org (L“]j'u linux-2.4.24 tar.gz) WA

save 137 /usr/src WA extract lWaAaeA1&a

$ tar -xzvf linux-2.4.24.tar.gz

$ cd /usr/src/linux-2.4.24

antiuuiluAn Extraversion Tulwainda Makefile lidlumnnugiadanis 1 -MyKernel

WAININITAUNLAAN kernel TudlasldAnda

$ make menuconfig


http://bridge.sourceforge.net
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¥

dl o A ! 1 ¥ dl o { dl
’Q:ﬁﬂ?qﬂ{] menu Waliaandiuilsznataed kernel WUATNARINITEANNUAANFBINTT

v Y o K i’, v o v 1 o QI/
LAY LTUNNLAZaaNaN menu ANNHLITININ194519 kernel Td g A&

¥
=2 ] o

$ make dep (MN1IATIAGALANNTUA DI UTBILAAS package)

$ make clean (FnnsaLndielunadifisaaanis compile 3nauuiin)

$ make bzlmage (NNN138514 kernel)

$ make modules (MN134519 kernel modules)

$su

# make modules_install (ﬁﬁﬂﬁiﬁmfﬁ?\i kernel modules 1314 /lib/modules!. ..

# make install
%ﬂﬂo’]'g\i make install AZ911N13 copy kernel Inadli1905 /ooot wazaza¥na initial ramdisk 13
i luans boot WseanunInaF sl Iddae A
# mkinitrd /boot/initrd-mybridge.img 2.4.24 (lnel 2.4.24 ﬁ‘ﬂ%‘ﬂ Directory ﬁiﬁﬁu modules
284 kernel ﬁgﬂm%"]d%{uﬁwﬁ’]@éﬂ make modules_install Taeii Directory ‘ﬁ%@@ﬂu
/lio/modules/...)
yananusnds make install 49713 copy M4 System.map 11151 /boot lfuazeiani

naLNYaes kernel s lulwg /boot/grubrgrub.conf Tilneas Ll H
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2 [ P
. nMsaauanininum

6 ¢

WFINLATRI AR ARG LN TRN9AYNG
extract W& linux-2.4.24 tar.gz 1814 Jusr/src
extract W& bridge-utils-1.0.4.tar.gz 1311 SHOME/

%1117 patch kernel waz bridge tool (bretl) Wals bridge #1813049 packet Aulalsla

IPTABLES 'l

$ cd /usr/src/linux-2.4.24/
$ patch -p1 < bridge-ipmode-2.4.22-2.diff
$ cd $HOME/ bridge-utils-1.0.4/

$ patch -p1 < bridge-utils-1.0.4-ipmode-1.diff

compile kernel Tuwlnerl3iln14e 1w 802.1d ethernet bridging uaz netfilter #agl (975
v dl o Y 1 ¥ de/

N1949 kernel V]quﬁ@ﬂ@UMuf]U)

anuulivnussiamantidnlulna /ete/relocal kazud IP_ ADDRESS WAz

DEFAULT_GATEWAY lvignsied

### Add Bridge

/usr/local/sbin/brctl addbr mybridge
/usr/local/sbin/brctl-addif mybridge ethO
/usr/local/sbin/brctl addif mybridge eth1
### Set Bridge Port

ifconfig eth0 0.0.0.0 up

ifconfig eth1 0.0.0.0 up

### Add IPaddress to Bridge

ifconfig mybridge <IP_ADDRESS> up
### Set Default Gateway

route add default gw <DEFAULT_GATEWAY>
### Enable IP-Mode to Bridge
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/usr/local/sbin/brctl ipmode mybridge on

### Enable IP forwarding

echo 1 > /proc/sys/net/ipv4/ip_forward

### Mark all packet with interface-card ID ( ethO = 1, eth1 = 2)
iptables -A PREROUTING -i ethO -t mangle -j MARK --set-mark 1

iptables -A PREROUTING -i eth1 -t mangle -j MARK --set-mark 2

v ¥
KX o A

Weateduilianunsaldirseadly Transparent Bridge Miuaa deiunausallnasnmsaanst

W% AMnet Active Network

$ cd $HOME

$ tar -xzvf flexinet-2.6.anid.tar.gz
$ cd flexinet-2.6

$ make

$su-

$ cd $HOME/flexinet-2.6

$ make install
dl = %’/ dgl s '8 a 9:/ dll 2 %’/ v Y . dl .
\Hanadull meniuns AMnet azgnanaslluiazasuan aantuliada directory @ anidsan
1814 flexinet-2.6/ee/ wantin 4 IbAN_manager.so way AN_manager.ee vy
andultdn lUAnamasivuaienanasasie Private key dusuuaniinvualnaldAnda
$ genkey.-an
Feazldlnd AN_PrivateKey wazlnd All_Publickeys 14 copy dsananaluiuldluwezes

uaninTyumlu flexinet-2.6/ee/anidsan/

e DeTuiudnInuuafaza ugn aulaugn deaiunnEunimeulalag

$ su -
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# cd SHOME/flexinet-2.6/ee/anidsan

# ee AN_manager.ee

feudnfniuupfazBuninuiarinselifnamasinuaivenennilnanilsunsuacuny

e e

5ip

z°

N

4. nﬁittﬁﬂmwuﬁtﬁ’a AMnet ¥1 Library Taiww
sndesnadeutisunsupannalu AMnet Adnaedenldlavsanlaildezy 151y Makefile 7
47U AMnet az1Ain emor 91 undefined symbol ‘1 dsiToymiifansnsoudlalglnenis
fuelausantsunsapauasiuFenld Tnadnliudls Makefile iieruuadelaus
Iduazvnsiiiu g taeldeand | Lﬁ@itﬁ@iﬂﬁ uazaLTU -L Lﬁmzumﬁ Lt L
LAY -|
fratnau laus3ngde liblista el SHOMEAlexinet-2.6/ee/list Tliud Makefile Tne
aussiailidly

LDFLAGS += -L$HOME/flexinet-2.6/eellist

LIBS += -llist
waneig - Falauss A liblista azfesiin lib kazUNANS .2 sanfal
aniufliineendfunssesdaldluussiasaderidlunisnesing i

$(CC) $(CFLAGS) $(LDFLAGS) -shared -0 $@ $< $(LIBS)

[

dadang - daslddalausis $(LIBS) 1A udaniidi -o

q

wasantiulinanngudnassiug Wit error fazuiell
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NAKALNITMIULLAY rﬁ’umms:uu

L

1. dAaNAR kTl UN1IsSNAFaL
o i I uLENANTIAUA 2 1ATR9 LAZHNELABFINUA 1 LATEY
dl a ¢ © v A 3// A 1 1 dl
® ATAIAANNILARSANNSURAGlUIATRlN IR 2 AT
o Dlsunsudmiuyngnirsesiiendadesindandiisnig Lsass {Talna Isassexploit}

o DlsunsuneaaunisasIudeyanne s < {3ald hping)

2. ﬁumﬂunqﬁﬂﬂﬂﬂuﬂqﬁﬁqﬂqumﬂﬂizuuL‘ﬁ'ﬂ\ﬂ;fu
~ = = o Ny v @ ° -
LN@L@??JNN/]@Lm@ﬂﬁumLL@ZLL@ﬂVIWIﬁu@L?ﬂU?@HLLZVJ NATHNITONARALUNITNINTULLANA U

w095:1u18 tneiunanasivuauazusninnuadensanuliduesadassg

[ i
Windows XP Linux
(MasterNode)
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AT AN AR A S IUUALA IR NN AN ZAUND FUNTN UGS

$ startldap
$ SHOME/MN/mn.tcl

avilsngutitaedsglsellil Waenuin “MN start/stop” wudanaLlu Start MN

iaster Mode Manager

MHN start/stop
Service Module
Block Traffic

Unblock. Traffic

Don't forget to start LDAP hefore start MN

Start. MH Stop MN

4 o . . A Y. 0¥ 4 o .
IHAENNNIMNUNNAReTuataTaLas ansiu Lk ldnuanin Tuusa e Funim1aulsg

$ su-
# cd SHOME/flexinet/ee/anidsan

# ee 'AN_manager.ee

1
o

Fepndatiaziilunnssinsslusunsupaurn AN -manager i1l Execution Environment

IaauanAnTum
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v
o @ A

antukannnuaRazEunInuNAd lullsunsunsuan AN_manager IngazFuds

uALANeINsRasefuinanesTuaNe e nuanlUsuNINALANNLE W

o

k=)

v
o

NIRARY Beaztsnguinaedsgsielli

B DArGs ¥ = anaco E E ./ ees anlasa !Em

ootk
[root@baros anidsan]# ee AW_manager,ee i
EE ¥2.6 ([C) 2002 University of Karlsruhe

Farsing input file 'AN_manager.ee' ...

Installing netfilter hook for process jd 99431

[AN_manager] Initializing AN's Private key and A11 Fublic keys,

[AH_manager] A11 keys jnitialization succeeded,

[AN_manager] keyid=0 jp=150.30,90.104 status=1

[AN_manager] keyid=1 ip=0.0.0,0 status=0

[AN_manager] keyid=2 ip=0.0.0,0 status=0

[AN_manager] kewid=2 ip=0.0,0.0 status=0

Module "AN_manager" successtully installed.

dane,

Return to interactive mode ftype help for instructions).

» [AN_manager] sending registration message to MMode. ..

[AN_manager] Sent 71 bytes,

[AH_manager] <ot a signal for me C(RcwkeyID=3 and ReqTppe=21],

[AN_manager] Receiwve a signal from KeyID = 0O,

[AN_manager] Signature valid,

[AN_manager] Time synchronization succeeded.

Removed 1 netfilter hook(s),

[AH_manager] Connecting to MMode ip=1%0.30.10,104 to download service module,
Installing netfilter hook for process jd 93431

[AN_manager] Serwice module "TibLogTrace.so" successtully downloaded. é
[AN_manager] Module "LogTrace" successftully dinstalled.

Removed 1 netfilter hook(s),

[AH_manager] Connecting to MHode ip=1%0.30.40,104 to download service module,
Installing netfilter hook for process id 9348,1

[AN_manager] Serwice module "TibHetscan,so" successtully downloaded, é
[AN_manager] Module "Metscan' successtully installed.

[LogTrace] Log buffer allocation successful,

[Hetscan] »:» ip=180.30.12.191 netmask=2EE, 255.0.0

Recejved error message 2

[AN_manager] #--———- ANode Initialization successfully completed, ———-—-— i
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antiuteTesrenianeinfnfssuuUTRNsIuTnad 2000 Ndedldresiiinis Lsass

a

Aot ldluazadnasann 1 vrasadnAuansuIauanANTIuA AN1T LaZIHaLATRIAq

a7 l&Fuds packet a8nUN WENTNIMUARAZATANLLATALEURNNNINTIALAT TR AR

Tuddwiud uazilladrmaaiaudanazdedyfnfenuandinesivuaivagauniume
-dl Y a ?:/ Aal

%@Iﬂ?LLﬂ?NG]?'J"'\]'&@‘Uﬂ’]ﬁ‘i_qlﬂﬁ;ﬂ‘ﬂ@::ﬁlﬂﬂﬁlﬂﬁ]\iL‘WﬁJ AT LN@N’]@LM@ﬂMu@&]@Uﬂ@UN’]LLfrﬂﬂ‘VW‘l

TuuafiaziEuaailvanilsunsunsmaaauniaungn SD_LsassExploit NNARGTIWA T9ay

dsngaeazidaauunitassesudninlnuanegiselli

" root@baros: /home/mahacom/texinel -2 Gfee anidsan

[AH_manager] Receiwve a signal from keyID = 0,
[AN_manager] Sighature valid,

[AN_manager] Receiwve S¥YHRP synchronization reply signal
[AN_manager] Updating publickey status...

[AN_manager] kewid=0 ip=150.30.10,104 status=1

[AH_manager] kewpid=1 ip=180, 30,12, 28 status=1
[AN_manager] keyid=2 ip=150.30,12.181 status=1
[AN_manager] kewid=3 ip=150.30,12.191 status=1

[Metscan] Found new host, dp-address = 150,30,12,183
[AN_manager] Sending SYHRG synchronization request to MMode,
[AM_manager] Sent 21 bytes,

[AN_manager] Got a signal for me [RoMKeyID=2 and ReqType=241.
[AN_manager] Receiwe a signal from KeyID = 0.

[AH_manager] signature walid

[AN_manager] Recejue SYNRP synchronization reply signal
[AH_manager] Updating publickey status...

[AN_manager] keyid=0 jp=150.30,10,104 status=1

[AN_manager] keyid=1 ip=150,.30.12. 28 status=1

[AH_manager] keyid=2 ip=150,30.12.181 STatus=1

[AN_manager] keyid=3 ip=150.30,12. 1391 status=1

[Hetscan] Sending information of host 480,30,12. 1593 to0 MasterNode,

[AN_manager] Sent 92 hytes,

[AN_manager] <Got a signal for me (RCukewID=32 and ReqType=2E).
[AH_manager] Receiwve a signal from EeyID = 0.

[AN_manager] signhature walid

[Hetscan] Got a HETSCAH_reply signalling from keyid=0

[Netscan] Downloading service module "Sp_LsassExploit". file="1ihsSp LsassExploit.so"
[Netzcan] Store a module download request into AN_manager Module_Tlist

Removed 1 netfilter hook(s)

[AN_manager] Cannecting to MHode ip=150,30.10,108 to download service module
Installing netfilter hook for process id 29842,4

[AN_manager] serwice module "1ibsD_LsassExploit,so" successtully downloaded,
[AN_manager] -0K- serwice module dinstallation success,

[AM_manager] Sent 111 bytes,
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o L qgva o o @ a oA ad A o oA, P .
wasanIUENAuNNINuEninuusaneses e FRafuALAINAINIuAY uaziEy
naaaunInagaunisynintaeldllsunsudniuynniendedesindansiisnig Lsass
TnaliRnsallsunsnduiuyngnliuesesieg luesednatesy 2 uaznaasunisdadiude
yallinaneaanain 445 ailunaianazldyngniaeldirsesiie hping deluneuusnay

ST, v | a A 4 oA, L I S S
ansndaiudeyalding antwinnisyngniesesiiag luesednadesi 1 daudnfinluue
AN1 NiRnsalsunsumsaaaaunisyngn SD_LsassExploit iAzAIIRaaLUNLINITYNINWAZAY

i ) Y

1 v v
nsdunesatnandedayadannyngniuiieaianunisyngniui vinliudsanntii

U

hping azlianunsndstoyariin AN2 16an segilsialilil

| @ root@linuxtie683:/home/maact
[roat@Tinuxt]esss mahacomli hping -p 445 150,30, 12,133 4‘

HPING 4150,320,12.192 (eth0 4180, 20,12,1931: NO FLACS are set, 40 headers + 0 data bytes
|1en =45 ip=150,30,12,1393 tL1=126 1d=255 sport=445 flags=RA seq=0 win=0 rtt=3.5 ms
Ten=46 ip=150,30,12.193 tt1=126 1d=2539 sport=445 flags=RA seq=1 win=0 rtt=3.4 ms
Ten=46 ip=150,320,12,192 tt]1=126 id=260 sport=445 flags=RA s5eq=2 wih=0 rtt=32.2 ms
M1en=4& ip=150. 30. 12,193 tt1=126 id=261 sport=445 flags=RA seq=32 wWin=0 rtt=22 ms
Ten=46 ip=150,30,12,133 tt1=126 1d=262 sport=445 flags=RA seq=4 win=0 rtt=1.3 ms

——— 180, 320,12,192 hping statistic ———

E packets tramitted, S packets received, 0% packet 10556
round-trip mindavg/max = 1,343, 0/3. 8 ms

[root@linuxt]esss mahacoml# . sassexploit O 150, 30,12, 193 4444 é
M5 0401 1 Lsasru d11 RPC buffer nuerf1nw remote exploit wo. A

——— Coded by i [ houseofdabus J: ———

——— port ynder Tinux by froggeas ——

[*] Target: IF: 180.30.12.433: ©5: WinkP Frofessional [universal] lsass.exe

[*] Connecting to 150, 30,12.193: 445 ., OK
[#] attacking ... OK

|HPIHG 150, 30,12,193 (ethd 150, 30,12, 193): HO FLACSS are set, 40 headers + 0 data bytes

——— 150.30.12.193 hping statistic ——
44 packets tramitted, 0 packets received, 100 packet 'Iu:ussé
round-trip minfaugfmax = 0,040,050, 0 ms

|
[rootETinuxt]eE22 mahacomld hping —p 445 150, 20,12,132
[root@linuxtlesss mahacom]# []
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uwaziuanfinluum AN1 azuansnadnlfinsanunisyngnuumntitaassgsalii

‘ root@baros: /home/mahacom/flexinet- 2.6/ee/anidsan

[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]

Sending SYMRG synchranization request to MMode,
Sent 82 bytes

Got a signal for me (RcukeyID=3 and ReqType=24),
Receive a signal from KeyID = 0,

Signature valid

Receive SYNMRP synchronization reply signal
Updating publickey status, ..

keyid=0 jp=150, 30,10, 108 status=1

keyid=1 ip=150,30,12. 28 status=1

keyid=2 ip=150,30,12,181 status=1

keyid=3 ip=1E0, 30,12, 191 status=1

(RN PHLNEED FOUND ATTACK !
L5A5SS EXFLOIT Mon Feb 13 21: 2

[AN_manager]
[AN_manager]

[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
-— 402 msec
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
—— 408 msec
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]

FOUND ATTACE !
Man Feb 13 24:28:
tribrrreie e el
115 bytes,
116 bytes,
115 bytes,
114 hytes,
116 bytes,
115 bytes,
got a signal for me (RowkewID=3 and ReqType=14),
Receive a signal from EeyID = 2,
Signature valid
Recejue & Trace reply message from 150,30 12,181

Got a signal for me (RcuReyID=32 and ReqType=14],
Receive a signal from KepIlh = 2,

Signature valid

Receive & Trace reply message from 150, 30,12, 181

sending SYMRG synchronization request to MMode,
Sent 80 bytes

Got a signal for me CRCVEeRID=3 and ReqType=24),
Receive a signal from KeyIk = 0,

Sighature valid

Receive SYNRP synchronization reply signal
Updating publickey status. ..

keyid=0 ip=150, 30,10, 104 status=1

kewid=1 ip=150, 20,12, 28 status=1

keyid=2 ip=1E0, 30,1218} Status=1

receive time

receive time

Mon Feb 13 21:28: 34 2008

Mon Feb 13 21:28:34 2006
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Tudauzaudniinluun AN2 Tafluddeiudeyaresdyngneenuniileldiuniae lidum

< < < o % < 1 < < [ 1 1 o 1 dqj
BWAENE NAZNTINITAUNN LL@Zﬂ‘W‘UQ’WLL‘WﬂLﬂ@ﬂ\‘iﬂ@’]Q@%lu Log Buffer mgﬂmiﬂu haTAs

1
o

NIAINANAS

nszyunluanae Beipe liadnnunnsdsinudeyain ldunaaanasn 445 3aiiu

daaludi ldyngn

MR W W W W W W R W W W W W W R W W W W W W W W W W

[aN_manager]
[aN_manager]
[aN_manager]
[aN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]
[AN_manager]

[AN_manager]
[AN_manager]
[AN_manager]

» [AN_manager] Sending SYNRG synchronization request to MMode,

Sent 82 bytes,

Got a signal for me (RcukeyID=2 and ReqType=241,
Receive a signal from kKewID = 0

Signature walid,

Receive SYNRP synchronization reply signal.
Updating pubTickey status...

kewid=0 p=150, 30,410,104 status=1

kewid=1 ip=150,320,12, 28 status=1

keyid=2 ip=150,30,12, 181 status=1

keyid=3 ip=150,30,12,191 status=1

Got a signal for others (RowkeyID=0 and ReqType=3)
Got & signal for me (RowkeyID=2 and ReqType=3)
Receive a signal from KeylIh = 3

Signature walid,
[LogTrace] Receiwve & TRACE message.

[LagTrace] ——-FOUND——-message in the LogEuffer

SEnt 95 bytes,
Got a signal for others (RcwkeyID=0 and ReqType=Eg)
Got a signal for others (RowkeyID=3 and ReqType=24)
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