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This paper solves the problem of neural network model construction
for hand-written character recognition. The preparation of data for
training neural networks was carried out using the augmentation method
by including distortions of two types in the data: resizing and rotation of
the characters. To build the models, two training sets were used: initial
data and augmented data. The training accuracy of neural network
models was 100%. To assess the generalization ability of the constructed
models, a test sample with a volume of 1000 records (100 records for
each digit) was formed, consisting of ordinary and distorted images of
decimal digits missing in the training samples. The accuracy of the
initial neural network model during testing was 84.7%, and the accuracy
of the augmented model was 95 %. For each neural network model,
errors of types | and Il were calculated, having a value of 6.2% and
9.1% for the original neural network model and 1.8% and 3.2% for the
augmented one. Consequently, the enrichment of the initial data allowed
us to reduce the level of errors of the first type by 4.4%, and the number
of errors of the second type by 5.9%. In addition, the total error of each
model is calculated based on the three-block cross-validation method.
The error of the original model was 0.21, and the augmented one - 0.07.
Consequently, the total error of the augmented model decreased by 0.14
compared with the original model. Thus, the augmented neural network
model is an effective hand-written character recognition tool and can be
used in biometric authentication systems.
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1. INTRODUCTION

Currently, in the biometric identification and authentication systems, the actual challenge is to
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effectively recognize the characters handwritten by users [1,2]. On the one hand, it should be
convenient for a person to use an authentication procedure, and on the other hand, the recognition
accuracy must be high to prevent an attacker from gaining access to computer resources. At the
same time, in order to increase the efficiency of information protection, corporate information
systems increasingly use biometric authentication procedures, based, in particular, on the
recognition of handwritten characters of registered users. At the same time, it is important to build
fault-tolerant recognition systems that would solve the task with a high degree of accuracy both
with use of the users’ reference data and upon the noise pollution of biometric references in real-
time.

In the paper, the problem is solved by developing an effective neural network model for
recognizing the handwritten characters of users, which should be highly accurate due to the
application of a special technique with augmentation (enrichment) of the training data set [3,4].

2. METHOD

Today, information systems use authentication methods based on checking the entered
password using technical devices such as e-tokens, as well as using biometric authentication
procedures [5]. The latter are the most reliable from the point of view of information security since
a biometric reference cannot be lost, forgotten or replaced. For the task of recognizing handwritten
characters of users, the choice of the most preferred method of biometric authentication becomes
relevant. The most widely used are the following classes of methods [6-8]: template, feature,
structural, and neural network.

In the first group of methods, hand-written character recognition is performed by comparing a
scanned copy of the signature image with a biometric reference. For recognition, the input image is
converted into a raster, and then it is compared with all known elements. Sample methods quickly and
accurately perform recognition of images of handwritten signatures. However, their effectiveness is
reduced if a noisy character is presented for recognition.

In the second group of methods, recognizable and reference images of handwritten characters are
considered as n-dimensional feature vectors. When recognizing the next character, its vector is
compared with the reference one. The similarity of the vectors by the selected distance measure
corresponds to the successful completion of an authentication procedure by the user. Despite their
simplicity and high efficiency of practical use, the feature methods, as well as the template ones, do
not allow defective images to recognize with a high degree of accuracy.

In structural methods, the input vector image is described by a special graph that ensures the
sustainability of recognition when the character form or the style are changed, which is important
when recognizing handwritten characters. But just like the previous methods, they lose their
advantage in the presence of noise and defects in the image.

The fourth group of recognition methods is based on the use of neural network models and
algorithms [9]. In this case, the image being recognized is converted into a bitmask of a certain
dimension; the brightness of each bit is encoded and written into a string. Thus, the number of input
neurons in the model corresponds to the number of mask elements, and the number of output ones
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corresponds to the number of different recognizable images. The advantage of neural networks is
their universal approximating ability and the possibility of effective practical use for solving a wide
range of tasks [10,11], including biometric authentication problems. In addition, if there is good
training sample, neural networks are capable of detecting any objects with high accuracy under noisy
conditions. Thus, when constructing neural network models of handwritten character recognition,
special attention should be paid to the formation of initial data for their learning [12].

The analysis of the considered methods led to the conclusion about the preference of using neural
networks in the task of biometric user authentication based on hand-written character recognition.
However, when preparing data for training and testing the network, it is necessary to enrich them
using different augmentation procedures (increase, decrease, rotation, and other character
distortions). This will allow the training sample to diversify, and to improve the accuracy of the
neural network model when recognizing actual characters.

In this paper a special augmentation method based on the initial enrichment of the training
sample data with further examples obtained by using various kinds of distortions. To test the

proposed technology, all numbers from “0” to “9” were chosen as basic handwritten characters.

For effective recognition of hand-written characters, a user preliminarily forms a set of reference
records of all digits represented as 16-by-16- bit bitmasks. Figure 1 shows an example of such
bitmasks for each digit.

Figure 1: Example of decimal handwritten numbers.

Next, the initial data are formed for training and testing the neural network model. In this case,
each bitmask is stretched to a row of 256 points in length corresponding to the dimension of the
bitmask. A data sample is formed from a set of rows represented by 256 input values (0 or 1) and 10
output values (from 0 to 10).

After that, the prepared source data is enriched using the augmentation procedure. In this case,
the neural network trained with the use of the initial data will be considered as the initial one, and
the network trained on the enriched data will be considered as the augmented. In the latter case, the
neural network has the best generalizing ability which makes it possible to recognize unfamiliar
characters on the basis of such a network in the future.

There are several ways to enrich the source data. In this study, an augmentation method by
adding distorted characters to the sample was used. In general, we can use various types of
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distortions [13] from shift and rotation of individual parts of an image to placing over the image of
additional lines, shadows, introducing blurriness, as well as the use of compression and stretching.

It is believed that the accuracy of image recognition is most influenced by such typical
distortions as various rotations, as well as changes in the size of characters. Figure 2 shows an
example of distorting the handwritten digits by changing their original dimensions.

Figure 2: Example of distortion in the form of resizing characters

Figure 3 shows an example of distorting handwritten digits based on their rotation.

Figure 3: Example of distortion in the form of rotation of characters.

Thus, the original and augmented training sets will be used, respectively, to build two neural
network models. In this case, the original training sample includes only reference records of digits
and the augmented one complements them with distorted images.

A model in the form of a multilayer perceptron was chosen as the basis for the construction of
neural network models. The constructed neural network models were successfully trained with 100%
accuracy.

3. RESULT AND DISCUSSION

High accuracy results in training neural network models do not yet indicate their adequacy and
the possibility of effective use in practice. Corresponding data samples consisting of 1000 records
were formed for testing neural network models constructed and evaluating their generalizing ability.
Moreover, in the test data, each image of the decimal digit was represented by 100 different
variants, including the usual, distorted and noisy images. Table 1 presents the results of assessing
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the generalizing ability of both the original and augmented neural network models.

Table 1: Test data recognition results based on the source and augmented neural networks

The number of cases of correct recognition The number of cases of incorrect recognition
Digit/based on the original neural| based on augmented neural |based on the original neural| based on augmented neural
network network network network
"Q" 72 92 28 8
"1 61 83 39 17
" 91 99 9 1
"3" 78 90 22 10
"4" 95 96 5 4
"5" 100 100 0 0
"6" 95 100 5 0
"7 90 100 10 0
"8" 97 100 3 0
"o 68 90 32 10

As can be seen from the table, when assessing the generalizing ability of the original neural
network with 1000 test examples, 153 were recognized incorrectly. At the same time, the
generalizing ability of this neural network model was 84.7%. When evaluating the generalizing
ability of an augmented neural network of 1000 test cases, only 50 were recognized incorrectly. In
this case, the generalizing ability of this model was 95 %. Consequently, based on the results of this
experiment, we can conclude that the neural network trained on augmented data was 10.3% more
accurate than the network trained on baseline data.

For each of the constructed neural network models, errors of types | and Il were calculated. In
biometric authentication systems, an error of type | is understood as the outcome of recognition when
an unregistered user tries to enter the system and his/her handwritten character is perceived by the
neural network model as correct. In this case, the attacker is given full access to the resources of the
computer system. A type Il error occurs when the presented biometric feature of a legal user is not
recognized correctly. In this case, access for the registered user will be denied.

Each of the errors of types | and Il was calculated when the initial and augmented neural
networks were operating with test data samples.

The formula for calculating a type | error is as follows:

n
E, :leloO% ),

Where ny is the number of cases when the sample of the hand-written character of an illegal user
was perceived as correct, and N is the volume of the test data sample.

The formula for calculating a type Il error is as follows:
E. = n, 0
, =2 x100% ).
N

Where n; is the number of cases when a legal user’s sample of a hand-written character was
perceived as incorrect.
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When testing the original neural network, as mentioned above, 153 examples were recognized
incorrectly. Of these, 62 examples corresponded to the occurrence of a type | error, and the
remaining 91 to the occurrence of a type Il error.

62

The numerical value of the type I error is calculated as £, = 0 x100% = 6,2%.

The value of the type Il error £, = 1330

x100% = 9,1%.

When testing the augmented neural network having 50 recognition errors, 18 of them
corresponded to errors of the first type, and 32 to the errors of the second type.

18

The numerical value for the type | error: £} = 0 x100% = 1,8%.

32
The value for the type Il error: £, =

0 x100% = 3,2%.

The calculations made showed that the value of the type | error for the original neural network
model was 6.2%, and the value of the type Il error for this model was 9.1%. The corresponding type
I and type Il errors for the augmented neural network were 1.8% and 3.2%. Consequently, the
augmentation of the neural network has reduced the number of errors of the first type by 4.4%, and
the number of errors of the second type by 5.9%.

We calculate the total error of the original and augmented neural network models. To do this,
we use the three-block cross-validation procedure [20]. This procedure involves splitting all
available data into three equal parts, two of which are used to train the neural network, and the third
is to test it. The cross-validation procedure is repeated three times by using different combinations
of blocks for training and testing. The result of averaging the three test error values acts as a general
model error.

Table 2 contains the results of a three-block cross-validation procedure and the total error
determination of the original neural network model. As can be seen from Table 2, the total error of
the original neural network model turned out to be 0.21.

Table 2: Total error calculation results for the original neural network model

Item No.|Error at 1 stage|Error at stage 2|Error at stage 3|Mean error
1 0.36 0.16 0.1 0.21
2 0.25 0.19 0.12 0.19
3 0.38 0.11 0.22 0.24
General model error 0.21

Table 3: Results of total error calculations for the augmented neural network model

Item No.|Error at 1 stage|Error at stage 2|Error at stage 3|Mean error
1 0.11 0.07 0.12 0.1
2 0.13 0 0.07 0.07
3 0 0.07 0.07 0.05
General model error 0.07

Table 3 contains the result of three-block cross-validation and the determination of the total
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augmented model error. Table 3, the total error of the augmented neural network model was 0.07.

Consequently, the total error of the augmented neural network is 0.14 less than the
corresponding error of the original neural network model.

4. SUMMARY

According to the results of the conducted research, it can be concluded that data augmentation
has high efficiency and positively affects the accuracy of neural network models in recognizing
handwritten characters. In all the experiments carried out related to the testing neural network
models, calculating errors of types | and Il, and calculating the total error, the augmented neural
network showed significantly better results than the original neural network model.

5. CONCLUSION

Thus, augmentation is an effective method of enriching raw data for building neural network
models that can be used as an effective tool for recognizing handwritten characters in biometric
authentication systems.

6. AVAILABILITY OF DATA AND MATERIAL
Used or generated data already present in this study.
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