Fac. of Grad. Studies, Mahidol Univ. Thematic Paper / iv

BANK ACCOUNT FRAUD DETECTION MODEL

THAGOON PICHITSURAKIJ 5837648 EGIT/M

M.Sc. (INFORMATION TECHNOLOGY MANAGEMENT)

THEMATIC PAPER ADVISORY COMMITTEE: SOTARAT THAMMABOOSADEE, Ph.D.,
SMITTI DARAKORN NA AYUTHAYA, Ph.D.

ABSTRACT

The research is to determine the bank account fraud detection models by a sequential
rule-based approach based on the 2015-2016 historical fraud data. There were 4 scammer behavior
formats: Juristic Trading Email Scam, Personal Trading Email Scam, Personal Non-Delivery Advance
Free Scam and Personal Romance Scam. To determine the significant factors for analysis, the following
information were considered: the customer profiles and the transaction behaviors under 3 stages of the
behavior (open bank accounts, deposit money to account and withdrawal of the money). All the
significant factors considered in the study matched more than 70% of the account fraud.

The analysis result found that the account fraud behavior related to Juristic Trading Email
Scam showed 12 significant factors. The main behaviors of scammers were to withdraw the money
(deposited from overseas) via a branch in Thailand and their initial amount in opening an account was
less than or equal to 2,000 baht. The account fraud behavior related to Personal Trading Email Scam
showed 14 significant factors. The main behaviors of scammers were to withdraw the money (deposited
from overseas) via the branch and ATM in Thailand, deposited a certain amount (which is more than
the individual’s monthly income) every month and their educational level is below Bachelor’s degree.
The account fraud behavior related to Personal Non-Delivery Advance Free Scam showed 16
significant factors. The main behaviors of scammers were to withdraw the money (deposited from
overseas) via ATM and branch in Thailand, deposited a certain amount (which is more than the
individual’s monthly income) every month and their educational level is below Bachelor’s degree. The
account fraud behavior related to Personal Romance Scam showed 13 significant factors. The main
behaviors of scammers were to withdraw the money (deposited from domestic and overseas) via ATM
in Malaysia, deposited a certain amount (which is more than the individual’s monthly income) every

month and their educational level is below Bachelor’s degree.

KEY WORDS: ACCOUNT FRAUD / NIGERIA SCAM / RULE-BASED MODEL / FRAUD
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