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ABSTRACT

Different types of internet attack have currently increasing exponentially.
One of internet attacks that has been used for many years. Currently, Phishing and
number of internet users who have been attacked by phishing has also been increasing;
this trend has causes a large scale of losses to victims. This research studies contents
in phishing email only. Text classification system was applied for analyzing phishing
email contents based on the specified eight features, including studying campaign
messages that appeared in phishing emails and determining the words used in those
messages. The dataset of this study is provided by www.419scam.org and the results
were used to create a decision tree. The overall model performance is greater than
80% when binary occurrence is used as an indicator. The decision making rules are
further analyzed facilitated by the association rules discovery method to determine the
relation of features for creating the final phishing determination model. When
analyzing the relationship of features, the relation rule was obtained and the emails
that included Messages which notified the recipients that the e-mail is confidential,
Messages which rushed the recipients to take an immediate action, and Message which
asked for help, were considered is be Phishing E-Mail. This research could help in
analyzing email contents and determining whether there is a risk of them being
phishing emails. This could be a part of reducing risk of being attacked by email
phishing. In the future, it is therefore suggested the research should be extended to
analyzing other email components such as the domain reliability and files attached in
email.
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