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ABSTRACT

Mahidol University’s network or MUC-Net has deployed several security
mechanisms including firewalls, anti-virus, and an intrusion detection system or IDS.
But, the distributed structure of Mahidol University’s campuses makes it difficult to
detect and prevent intrusions from inside the network. One essential idea is to install
multiple IDS systems at several locations so that individual IDS would detect any
malicious attempts and send alerts to the central administrators in-charge of the time.

SNORT is the most popular open source IDS based on a set of signatures or
rules for detecting intrusions. Rule updates are primarily done manually by the system
administrator. But, for distributed nature of MUC-Net, the problem of updating rules
to ensure their consistency must be addressed to reduce risks and damages from
attacking. In addition, having every rule active would degrade the performance of
SNORT machines. Hence, the usage of SNORT rules at all locations must be
monitored.

In this thesis, we designed and implemented rules management for a
distributed SNORT IDS that consisted of IDS sensors installed at several locations,
and the IDS manager who automatically updates SNORT’s rules at every IDS sensor
when they are downloaded from snort.org. IDS sensors not only keep track of rules
usage at their machines to minimize the number of active rules, but also ensure rules
consistency among them. The system also analyzes rules usage of individual IDS.
Thus, the IDS’s performance would be enhanced. We install SNORT IDS sensors at
four computer labs, and alert logs for one month periods are collected and analyzed.
We found that only a few rules are actively used, and the number of false alarms is
high for SNMP-type since most network equipments use it for monitoring.

KEY WORDS: INTRUSION DETECTION SYSTEM/ RULES MANAGEMENT /
RULES CONSISTENCY/ FALSE ALARMS
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CHAPTER 1
INTRODUCTION

The Internet now becomes ubiquitous either on wired, wireless or mobile
networks as a large number of services could be easily delivered through the Internet.
The Internet, however, has both advantages and disadvantages because, while
everyone can freely and happily access abundance of data and services, some groups
of people use the Internet with ill intentions. As a result, the problems of security are
always increased in proportion to higher communication speed.

Currently, all kinds of threats such as virus, worm, and denial-of-service
attacks are happening every day. In effect, detection and prevention mechanisms such
as antivirus software and intrusion detection systems are installed to prevent such
threats. Without effective protection, the performance of computer and network
systems would be directly impacted, and may not give services as usual. Thus,
research and commercial communities have put lots of efforts to find specific patterns
of attacks so that predefined rules or signatures could be applied when a real attack
comes. However, new patterns of threats are always invented such that antivirus or
intrusion detection software could not detect or even prevent them.

CERT, standing for Computer Emergency Response Team, is responsible
for safeguarding computers and networks as it will be informed of any threats
happening in this digital world. Thus, it will collect threat information and post
solutions to detect and prevent such threat. Based on monthly CERT reports, there
have been more and more attacks which result in sudden interruption of an
organization’s networks and services. Sometimes, they cause lots of damages to
essential data. Several threats such as virus, data robbery, spyware as well as
intrusions on networks had caused delays or interruptions to user services. Although
recent security technologies such as firewall, anti-virus, anti-spyware and encryption
could help prevent such threats efficiently, they are not always sufficient to protect the

networks within an organization.
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As a result, a system for detecting security violation such as intrusion
detection system (IDS) and intrusion prevention system (IPS) has been installed in
most networks. In addition, open source IDS systems such as Snort [11, 13, and 23]
and Bro [2] are freely available and widely used. Both systems typically have a small
database for storing intrusion signatures used to verify incoming traffic. However, it is
crucial to have an up-to-date signature database to handle new and recent intrusions
since a variety of intrusions happened every day.

Mahidol University network called MUC-Net interconnects faculties and
institutions located across four campuses: Phayathai, Salaya, Siriraj and Kanchanaburi
as illustrated in Figure 1.1. To detect and prevent intrusions from outside and inside
MUC-Net, IDS machines are installed at several places within the network so that
whenever there is an attack, the corresponding signature will detect the attack at one
of the IDS machines, and appropriate alert logs will be produced. The log should be
used to alert other IDS servers so that such recent intrusions could be detected and

prevented across campuses as soon as possible.

!é'

Kanchanaburi 5”

= ﬂ|_ﬁ—|

4 \ Internet
Salaya . E@m
/ESI’EQI ‘E—QI

&

\
E—gl\ﬁg \\E—Ql Phayathai
&= = =
/5 &l 53'
Siriraj

Nakhonsawan

Figure 1.1: Overview of MUC-Net
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This research aims to monitor the usage of signature rules on all IDS
machines installed across campuses of Mahidol University in order to minimize the
number of rules deployed at any moment such that the IDS performance is still
efficient. We also focus on managing the updates of signature rules on those IDS
servers. In addition, the alert logs recorded locally at each IDS server will be sent to
the centralized management node so that they can be analyzed for rules usage and for
finding any existing false alarms. The proposed system will record patterns of
intrusions via alert logs, analyze which rules are used to create such logs, and report
such logs to the centralized management node. This research will develop a
mechanism to update intrusion signatures on several IDS servers that would fit a

distributed nature of Mahidol University network.

1.1 Problem Statement

Most IDS systems rely on the signatures of intrusion patterns that would
need to be frequently updated so that those IDS would be strongly resistant to recent
attacks. However, most signatures are manually updated by the system administrator.
In a distributed network like Mahidol University network where several IDS servers
are installed, updating such signatures manually would be complicated and not as
efficient as a small network.

The efficiency of Snort, one of the widely used open source IDS, depends on
such signature updates as well. In addition, updating signatures on several Snort
machines may cause some inconsistency, and may increase a high risk for intrusions
to the whole campus.

Thus, in this thesis, we design a distributed IDS management system that
would help us efficiently and accurately update the most recent intrusions signatures
from one IDS server to other IDS servers distributed across campuses. Snort will be
installed and signatures residing locally on each IDS will be periodically updated.

Thus, the signature transfer among those IDS servers must be performed.
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1.2 Research Objectives

1.
2.
3.

To develop a distributed IDS system based on Snort IDS.

To monitor which rules are active at which IDS sensor site.

To update intrusion signatures installed locally at various sites and make
sure that those signatures are always up-to-date and consistent so that
intrusions can be prevented and potential risks incurred could also be
minimized.

To find a way to reduce any false alarms so that the number of alert logs
would be reduced since some network monitoring system may cause such

alarms enormously.

1.3 Scope of the Research

This research focuses on the following scopes.
1.

Snort used as our IDS are installed as a sensor at four different sites of
Mahidol University.

Snort alert logs are collected at all local sites, and they are preliminary
processed before sending the summary results to a centralized
management server.

A centralized management server is responsible for receiving alerts from
each IDS sensor, processing those alerts, and finding false alarms.

A centralized management server is responsible for updating signatures
located at all IDS sensor sites.

A centralized management server is responsible for reporting rules usage

at all IDS sensor sites.
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1.4 Chapter Organization

This research is organized into five chapters described as follows.

Chapter 1:

Chapter 2:

Chapter 3:

Chapter 4:

Chapter 5:

Chapter 6:

Introduction

This chapter presents the motivation and the objectives of the
research.

Background

This chapter describes the research background on several IDS
systems developed as open source software. They include Snort
and Bro. Rules or signatures structures of Snort are also
explained.

Related Work

This chapter describes research work that is related to our
work.

Proposed Work

This chapter presents the proposed work. The model, the
process and the designed database used to develop this research
are described in detail.

Implementation and Experiments

This chapter explains the implementation and the experiments
conducted in this work.

Discussion and Conclusion

This chapter discusses the experimental results, makes the

conclusions, and gives suggestions for future work.



Chitthaporn Sae-Ngow Background / 6

CHAPTER 2
BACKGROUND

This chapter gives some background on intrusion detection systems and
some full-fledged developed IDS such as Snort[11, 13, 23], Bro[2] and Prelude[24].
We also explain the system called Honeynet[3, 22] that could learn attacking patterns,
and a standard message exchange for IDS data called Intrusion Detection Message
Exchange Format (IDMEF)[14].

2.1 Intrusion Detection System (IDS)

IDS could be classified into three groups as follows.

e Host-based IDS is an IDS installed at a machine to detect intrusions at the
machine itself. The IDS analyzes events happened on the machine using
the data derived from system service requests, file-system changes, and
memory allocation.

e Network-based IDS analyzes the incoming traffic from the network to
find out whether the traffic contains any intrusions. It also acts as a
gateway that allows or denies packets for passing thru from one network
to another. Thus, the performance bottleneck may arise. Furthermore, if
the incoming traffic was encrypted, the analysis would not be possible.

e Hybrid IDS is the combination of host-based and network-based IDS.
Typically, it has a centralized system to handle the system performance
while allowing the data from the sensor nodes to be delivered to the
center node. The performance of a hybrid IDS greatly depends on the

number of resources available and used.

Due to different threats of recent intrusions, open source IDS software such
as Snort, Bro, and Prelude has been developed. Snort is the most widely used IDS and
has also been extensively studied. However, like most IDSes, Snort is mainly

categorized as a signature detector and unable to detect new or unknown attacking
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patterns. Thus, Snort heavily relies on signatures stored in the database. But, as more
intrusions happened daily, a number of signatures or rules in Snort is dramatically

increased and is now over 10,000.

2.1.1 Snort[11, 13, 23]

Snort is an open source network IDS that can efficiently detect malicious
traffic on a network. It uses the signature detection method to examine packet
contents whether they are matched with one of the predefined rules. If it is a match, an
alert log is created and sent to the system administrator. The main processes of Snort
are described in the diagram of Figure 2.1, and consist of three major components as
explained below.

Selected Output Mode
{Log files, console, sockets. )

‘ Ctput Flug 1ns

T ‘ Detection Flug-ins
‘ Detection Engine 2 ,"

T % -._hlf"\ eadsfApplies # Refarences

Rules file

Y
4"\‘ I’
‘ Preprocessors | i

‘ Decoder |

T

Packet Capture Module
{Based on Lib Pcap or WinPrap)

T

Network Traffic

Figure 2.1: Snort Block Diagram [11]

1. Packet Decoder is responsible for capturing packets, decoding and
analyzing input packets using libpcap from the data link layer to the application layer
of the protocol stack. All packets will be preprocessed and forwarded to the detection
engine.

2. Detection Engine is the most significant part. It serves to analyze and
verify packets to find whether they are positively matched with active Snort rules as
the signature detection is applied. Snort rules are stored as a set of text files, and they

could be added or updated as needed. Since all packets must be examined thru the set
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of predefined rules, the performance of intrusion detection could be slow down if the
number of rules is high. For effective packet classification, Snort rules are designed as

a structure of the two-dimension linked list displayed in Figure 2.2 and they are

composed of two parts as follows.

1. Chain Headers tell the type of the packet’s network protocol such as
TCP, UDP and ICMP. They also tell IP source and destination as well as

source and destination ports.

2. Chain Option tells the rule property and the details of each rule for

attack identification.

If packets are positively matched with one signature, Snort could take three

actions below.

Chain Header
Source IF Address
Destination IF Address
Source Port
Destination Fort

Chain Header

Source IP Address

Source Port
Destination Fort

Destination IF Address

I

Chain Option

Content
TCFP Flags

ICME das/ typas
Payload Size

eto.

Chain Option

Content
TCP Flags
ICMP a/types
Fayload Size

eto.

Figure 2.2: Snort’s Rule Structure

I

| Chain Optien

e Pass Rule: Snort drops packets.

Chai
Sour
Deast
Sour
Deast

e Log Rule: Snort stores the data of input packets in a log file.

o Alert Rule: Snort stores the data of input packets in a log file, and also

alerts the system administrator.

Rules in Snort has the predefined pattern as shown below.

<Action Rule> <Protocol> <In bound> <Out bound> — <Destination

Network/netmask> <Port> (< Destination Network> <port> (<Content : “ Xxxxx " >)

Background / 8
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The followings are examples of defined Snort rules.

Pass tcp any any — 192.168.10.0/24 (Content: “|E8CO FFFF FF| /bin/sh™;)
Alert tcp any any — 10.1.1.0/24 6000:6010 (msg: “X traffic”;)
Log tcp any !10.1.1.0/24 — 10.1.1.0/24 6000:6010 (msg: “X traffic”;)

3. Logging/Alerting could be selected through the command line. The
logging has three options given as follows.

e Log packets are decoded so that the system can analyze them once again.

e Log packets are in the format that the system administrator can read.

e Log packets are in the tcpdump binary format.

The alert option serves to send a warning statement to the system syslog or
send alerts to the system administrator. Snort does not recommend using both parts
simultaneously since they will significantly slow down the system performance and
reduce the efficiency drastically.

The number of rules on Snort 2.6 is currently 8,255 rules. They are classified
into 46 categories as shown in Table 2.1. Obviously, the attack category with the
highest number of rules is NetBIOS while rules on web categories are high as well.

Hence, such rules reflect high possibility of such threats.

2.1.2 Bro[2]

Bro is an open-source network IDS that monitors network traffic and looks
for suspicious activities. Bro detects intrusions by first parsing network traffic to
extract application-level semantics and then executing event-oriented analyzers that
compare the activity with patterns deemed troublesome. Its analysis includes the
detection of specific attacks and unusual activities such as certain hosts attempted
connecting to certain services, or patterns of failed connection attempts. Bro’s
structure is shown in Figure 2.3 and its three components are described as follows.

1. Libpcap is the packet capture library used by tcpdump. It filters the
incoming packet stream from the network to extract the required packets such as
listening for port finger, port ftp, tcp port 113 (Ident), port telnet, port login, or port
111 (Portmapper). Moreover, the Libpcap can capture packets with the SYN, FIN, or
RST control bits set.
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Rule Number Rule Name Count
1 attack-responses 16
2 backdoor 708
3 bad-traffic 6
4 chat 33
5 ddos 30
6 dns 21
7 dos 14
8 exploit 152
9 finger 13
10 ftp 78
11 icmp 22
12 icmp-info 93
13 imap 56
14 info 6
15 misc 55
16 multimedia 10
17 mysql 14
18 netbios 3,570
19 nntp 12
20 oracle 298
21 other-ids 3
22 p2p 23
23 policy 48
24 pop2 4
25 pop3 35
26 porn 21
27 rpc 147
28 rservices 13
29 shellcode 31
30 smtp 85
31 snmp 16
32 specific-threats 5
33 spyware-put 734
34 scan 12
35 sgl 83
36 telnet 21
37 tftp 15
38 Virus 6
39 web-cgi 355
40 web-client 704
41 web-coldfusion 44
42 web-frontpage 38
43 web-iis 95
44 web-misc 368
45 web-php 140
46 x11 2

Table 2.1: Number of Snort Rules in 46 Categories
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Real-time Notification
Record To Disk

Policy Script Interpreter

Event Event
., Control Stream

i Tepdump ‘P Filtered Packet
v Filter Stream

I Packet Stream

Figure 2.3: Structure of the Bro system

2. Event Engine The filtered packet stream from the Libpcap is handed
over to the Event Engine which performs several integrity checks to assure that the
packet headers are well formed. It looks up the connection state associated with the
tuple of the two IP addresses and the two TCP or UDP port numbers. It then
dispatches the packet to a handler for the corresponding connection.

For each TCP packet, the connection handler verifies that the entire TCP
header is present and validates the TCP checksum. If successful, it tests whether the
TCP header includes any of the SYN/FIN/RST control flags and adjusts the
connection’s state accordingly. Different changes in the connection’s state generate
different events.

3. Policy Script Interpreter receives the events generated by the Event
Engine. It executes scripts to generate events like logging real-time notifications,
recording data to disk and modifying internal states. Adding new functionality to Bro
consists of adding a new protocol analyzer to the event engine and writing new events

handlers in the interpreter.

2.1.3 Prelude[24]

Prelude is a hybrid IDS having the characteristics of both host-based IDS
and network-based IDS. Prelude merges the two characteristics by developing the
data format called Intrusion Detection Message Exchange Format (IDMEF) [14] for
data to be delivered between IDS sensor nodes. IDMEF is expected to be the standard

format of data delivery for IDS in the future.
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Prelude consists of five modules and its architecture is illustrated in Figure
2.3.

1. Sensors serve to detect specific events on a particular segment of the
network. If a designated event is found, they will send an alerting signal to the
Prelude manager.

2. Prelude Manager is the centralized node for processing intrusion
information received from sensors. If there is more than one manager in the Prelude
system, all alert messages will be forwarded to other managers as well as to counter
measure agents.

3. Counter Measure Agents serve to make a decision when abnormal
events happened in the system and alerts are reported.

4. Frontend is part of a statistical report when some abnormal events arise
or there are attacks. Frontend may reside on the same computer as a Prelude manager.

5. LibPrelude is the library used for communicating among different

components so that they can work together via the IDMEF format.
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Figure 2.4: Prelude Architecture
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2.1.4 Honeynet[3, 22]

Honeynet is evolved from the Honeypot project that learns intrusion
patterns. But, Honeynet aims to learn the patterns of attacks and also prevent
intrusions. Honeynet uses Snort-inline as the main assistant, and consists of three
parts as follows.

1. Data Control serves to analyze incoming packets to find whether they
are intruding packets. It also coordinates with Snort-inline in order to reduce the
amount of intrusion traffic by limiting connections coming into the system.

2. Data Capture serves to monitor and record intruding data. Levels of data
capture include network activity, application activity and system activity.

3. Data Analysis aims to collect and learn intrusion patterns. The data

analysis is designed to operate via a web browser as illustrated in Figure 2.4 below.

Mozilla Firefox
A = =
"\:_I' E:J:.',’—A] ﬁ # hitps://192.168.1.250 /walleye.pl
The Honeynet Walleye: Honeywall
P R O
Data Analysis | System Admin
Online Sensors
Honeywall: 3232236026 Created: Thu Mar 24 02:00:14 2005 Last Update: Tha Mar 24 10:36.55 2005
Bidirectional Total 2000 !
In Out In Out e
con ids con ids con ids con ids
L hour O 0 7. 1 ] 0 33 114 b — T e
48 hour 0 0 8 1 2 0 96 14 [l KBytes Transfered N0 Alerts
Honeywall: 3232236028 Greated: Thu Mar 24 10:12:17 2005 Tast Update: Tha Mar 24 10:56:55 2005
Bidirectional Total 2000
In Out In Out T
con ids con ids com ids com ids

lLhour 0 i} 7 1 1 0 26 14
48 hour 0 0 7 1 1 0 26 14

]
10zon 15200 T 10m
[ KButes Transtered [llN-L0 Alerts

Figure 2.5: Honeynet Data Analysis

Honeynet mainly focuses on data control. It is placed between network
devices and computers that need protection from intruders. The connection in this
manner is called a bridged or transparent mode. Additionally, Honeynet enhances its
detection efficiency using the concept of firewall in iptables which arranges packets
in a queue before sending them to Snort-inline for verification. Honeynet is operated

in three modes described as follows.
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e Connection limiting mode: The number of incoming packets is limited by
a specified threshold. If the number is more than the threshold defined,
the system will not accept those packets, and drop them.

e Snort-inline drop mode: When the incoming packets contain information
matched with the rules, they will be dropped.

e Snort-inline replace mode: It alters dubious packets but does not drop
them. Particularly, those packets may perform erroneously when they

reached the destination such as changes of bits in packets.

2.2 Intrusion Detection Message Exchange Format (IDMEF)[14]

Intrusion detection message exchange format (IDMEF) is developed from
one group of the Internet Engineering Task Force (IETF) called Intrusion Detection
Working Group (IDWG). Its objective is to establish the standard for data delivery in
IDS systems.

IDMEF defines a data mode regarding “Alert” and other data expressed in
the extensible markup language (XML) format. It consists of two components
depicted in Figure 2.5 and described as follows.

e Alert part contains intrusion information such as intrusion time, source

IP, target IP, protocol, and port.

e Heartbeat part tells us how often the “Alert” data is stored, say, every
ten minute or every hour. The information in this part may not be
delivered depending on the communication setting of the program.

Data sent via the IDMEF format have several attributes as an example

shown in Figure 2.6.

IDMEF-Message

AN

Heartbeat

Analyzer
CreateTime
DetectTime

AnalyzerTime
Source
Target

Classification

Assessment
AdditionalData

Analyzer
CreateTime
AdditionalData

Figure 2.6: Overview of IDMEF Data Model
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CHAPTER 3
RELATED WORK

Related research work on this project includes the IDS policy management,

alarm correlation and multi sensor agent based IDS. They are described in turn as

follows.

3.1 Activeworx IDS policy manager [1, 29]

IDS Policy Manager (IDSPM) of Activeworx.org first released in 2000 was

the first rules manager for Snort. Numerous features offered in IDSPM include:

Ability to disable/enable a rule across all policies

Ability to use the same policy for multiple sensors

Ability to add suppress or threshold events from a certain IP or block
when viewing a rule

While updating the policy, rules could be enabled or disabled before they
are added to the policy

Ability to add rules from different update location such as
bleedingthreats.com, Snort community and any other locations

Ability to store all information in a database so that it can work with

multiple policies and sensors

IDSPM of Activeworx.org has three steps: (1) Set and update locations for

getting Snort rules from Snort.org over HTTP protocol as shown in Figure 3.1; (2)

add the policy of a specified version of snort; and (3) add sensors to the policy. In

addition, support to download existing policies from sensors and import them can be

done via SFTP protocol. Figure 3.2 shows a snapshot of rules management in Snort

from IDSPM v.2.

“Settings Update Locations

Miscellangous | Type | Update Name

B Locations » HTTP Snortv2.4 hittp: #wwaw. snort org/pubr-bin/oinkmast

“ G I HTTP Snort v26 hittp: v snort org/pub-bin/oinkmast
HTTP BleedingSnort hittp: //wwew.bleedingsnort. com/bleeding

= HTTP Snort Community v2.4 hittp: //wwww. snort org/pub-bin/download

0 Proxy Settings

Figure 3.1: Settings and Update Locations of IDSPM v.2
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Figure 3.2: Rules Management of IDSPM v.2

3.2 Policy-Controlled Event Management for Distributed Intrusion Detection[21]

The goal of the IDS is to detect malicious activity as quickly as possible in

order to allow swift response and provide substantial forensic evidence to understand

the damage inflicted. This article presents an extension of Bro’s event model that

supports scalable policy-controlled distributed event analysis as shown in Figure 3.3.

The main idea is to understand the “big picture” activity in a network while each IDS

operates individually.

Login Paolicy

|

Bro IDS
Policy Layer

Scan Datactar

[ Core

‘Worm Datactor

Palicy Script Inkerpratar

Ewvant Engine
MNatwork Analysis Poar
UDP TCP HITP .. Signatura Engine Communication /0
libpcap 35L
MNetwork

Figure 3.3 Architecture of Event Communication in Bro
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The Bro’s extension model supports the communication among Bro nodes,
and mainly splits event detection mechanisms from event processing policies. An
event is generated from the analysis of traffic inputs when corresponding activity is
observed. The analysis covers a wide range of network protocols such as RPC, FTP,
HTTP, ICMP, SMTP, TCP, UDP, and others. Events are triggered when interesting
activities are happened. For example, when a new TCP connection is established or an
HTTP request is made. Bro uses the signature detection mechanism and an event is
triggered whenever a signature matches. That event is passed to its corresponding
policy that will process the event.

Each Bro node has its policy configuration to define its own local policy that
may be varied from node to node. The basic building blocks of a policy are event
handlers which process events incurred by a node’s security policy. Bro allows the
transmission of any kinds of state between Bro instances. It realizes independent state
accumulated at the policy layer and dispersed throughout the network. In other words,
state of all Bro nodes could be securely exchanged. Thus, events happened at each
node could be communicated, but the identities of each node are controlled tightly.

Basically, an event in Bro has a type consisting of a name and the sequence
and types of events’ arguments. The values of an event’s arguments are distributed
and are not bound to a particular node’s address space. Events are also available to
event handlers while instances of event contain parameters such as time of creation,
and which Bro node that triggers the event. In addition, Bro also specify how events
are dispatched, and who will see the events. The mechanisms include full broadcast,
limited broadcast excluding the originator, an arbitrary subgroup, and the originator
only. Hence, Bro does not guarantee that every node sees every instance of event
types since it depends on the policy of the dispatching node.

In summary, the extended Bro model provides the flexibility and control
necessary to create a large scale distributed IDS with highly configurable distributed

event processing.

3.3 Alarm Correlation [18]
Alarm correlation is a mechanism to describe the relationship and co-

dependencies between alarms. For clear understandings, alarms and faults are not the
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same thing. An alarm is the notification of an event predefined whereas a fault is a
disorder in hardware or software within the managed network.

Alarm correlation is a conceptual interpretation of multiple alarms such that
new meanings of alarms are discovered. The generic processes for alarm correlation
of different network management are given as follows.

e Compression: The reduction of repeating and multiple occurrences of an

alarm into a single alarm.

e Count: The substitution of a specified number of occurrences of alarms

with a new alarm.

e Suppression: To leave a low-priority alarm in the presence of higher-

priority alarm.

e Boolean: To eliminate a set of alarms satisfying a Boolean pattern with a

new alarm.

e Generalization: To refer an alarm via alarms relation.

S 55
4]

)

a)

Figure 3.4: Various Alarm Correlations

One major application of alarm correlation is network fault diagnosis.
However, not all faults exhibit alarms. Some faults could be recognized indirectly by
correlating available alarms. Figure 3.4a illustrates that Correlation cl detects Fault
f1, and Correlation c2 detects Fault f2. Correlating c1 and c2 into Correlation c0
allows the diagnosis of Fault f0. Correlation between alarms due to a common fault is

a transitive, reflexive and symmetric relation. If a single alarm is a manifestation of
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multiple faults, this relation may not hold. For example, if the alarm shown in Figure
3.4b is caused by Fault f1 or Fault 2, but not both, then Correlation c1 and c2 are
formed with a common component alarm, and consequently the correlation relation is
not transitive. If the alarm shown in Figure 3.4c is caused by both faults f1 and f2, the
diagnosis remains ambiguous as they indicate either a common primary fault or two
independent faults of f1 and f2. In order to disambiguate these two cases, additional
information is required.

Alarm correlation is based on the principle of model-base reasoning, and its
conceptual framework contains two components: structural and behavioral
components as shown in Figure 3.5. The structural component describes the network
elements, their connectivity and containment relations, and the behavioral component

describes alarms and correlations.

Network configuration model

Figure 3.5: Conceptual Framework of Alarm Correlation

The structural component is the description of the managed network. It
contains two major parts: the network configuration model and the network element
class hierarchy. The network configuration model describes the managed objects or
network elements, and the connectivity and containment relations between them. The
network element class hierarchy describes the network element type and the class
relationships between types. Each network element in the network configuration
model is an instance of terminal network element class from the network element

class hierarchy.
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The behavioral component describes the dynamics of alarm correlation. It
contains three major components: the message class hierarchy, the correlation class
hierarchy, and correlation rules. The message class hierarchy describes the messages
generated by network elements. It is used to control the alarm message-parsing
process described more in [19]. The correlation classes are the generalized description
of the network state based on the interpretation of network events. The correlation
rules recognize events and assert or clear correlation. Different correlation rules may
assert or clear the same type of correlation. The conditional part of a rule is a Boolean

pattern built upon primary terms and relations.

3.4 Multi-Sensor Agent-Base Intrusion Detection System [27]

This article discusses the implementation of multi-sensor agent-based IDS
and the framework to support the analysis and response as shown in Figure 3.6. They
use data in tcpdump format for interpreting network traffic. Specifically, they are

interested in analyzing abnormal or malicious traffic.

Data Flow

JL —

Label data as AIESENT:
normal or  K— uzzy Training
abnormal Classifier Data
I | Rules
Trigger an
alarm if
abnormal

iy

Figure 3.6: Multi-Sensor Agent-Based IDS Architecture

The system is implemented based on Snort and focused on easy navigation
and reporting. They use the following open software for building the prototype.
e Tcpdump: Collecting packet contents for analysis. Packets can be saved
and replayed via traffic analysis tools such as Ethereal.
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e Snort with mySQL: Keeping detection intrusion events to the database for
analyzing them later.

e Trafd: Collecting data to memory and dump results periodically.

e Trafshow: Displaying real time statistics on collected data, and checking

what flow consuming bandwidth in reactive mode.

The heart of this model is to control the inference engine using a set of rules
consisting of linguistic variables and associated fuzzy functions. The differences
between the normal and abnormal activities are not distinct, but rather fuzzy since the

fuzzy inference module can help reduce false alarms in determining intrusive actives.
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CHAPTER 4
PROPOSED WORK

This chapter presents the proposed model and its architecture. We also
describe database tables used in this work, and explain the system processes and

modules in detail.

4.1 Overview of the Proposed Model

This work proposes a distributed IDS model which suites the needs of
Mahidol University network. The model mainly consists of two components: IDS
sensor and IDS manager as shown in Figure 4.1. IDS sensors are Snort machines
installed at various sites across Mahidol campuses, and they are mostly at the
computer labs since students and faculty staffs often access the Internet from there.
IDS manager is a centralized node responsible for collecting log analysis information
from IDS sensors. It also analyzes the use of Snort rules at all IDS sensors, determines

the number of false alarms, and finally updates the latest signatures to all IDS sensors.

IDS Sensorl  |IDS Sensor? IDS Sensor IV

-Log. 'Log' -Log.

Analysis Analysis Analysis

Rules set

Snort.org
'
IDS Manager Log Analysis

Figure 4.1: Overview of the Proposed Model

If there is an attack at a local network, the local IDS sensor will detect and

generate the corresponding alert logs. All alert logs are then kept in the local database.
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In addition, all Snort rules will be monitored for their deployment. In other words, an
alert log generated by a Snort rule indicates that such rule is used. Similarly, if there is
no alert log generated by some rules, then such rules are never used and should not be
uploaded to that Snort machine. If the number of active rules is kept minimized, the
Snort performance would be improved. Initially, all IDS sensors will be installed with
the full set of Snort rules. After monitoring network traffic for a period of time and
some logs are generated, the system will analyze those logs and summarize which
rules are active as well as report both alert logs and rule usage to the IDS manager.
Hence, we need two additional components: the databases at both IDS
sensors and the IDS manager, and the mechanism for communicating between IDS
sensors and the IDS Manager. The details of IDS sensor and IDS Manager are

explained in the next section.

4.2 IDS Sensors

IDS sensor implemented as Snort is installed at each local network, and
responsible for signature detection for network attacks which may come from users or
machines in a lab infected with viruses that tried to send attacking traffic to the
outside world. In addition to Snort’s typical functions of intrusion detection and
collecting logs, the IDS sensor must perform log analysis in order to monitor the type
of attacks detected and to identify which rules are locally active. Later, the IDS sensor
sends such information to the IDS manager, and also receives the latest rules updates
from the IDS manager downloading from snort.org. Thus, an IDS sensor performs
three processes: Intrusion Detection, Log Analysis, and Rules Update. All processes
are shown in the diagram of Figure 4.2, and the details of each process are described

as follows.

> "
Attack —+—»| Detection g .
Analysis

Figure 4.2: IDS Sensor Diagram
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(1) Intrusion Detection Process

Intrusion detection is a typical IDS process. Incoming packets are captured
and examined whether their payload are matched with some predefined rules. If they
are matched, the IDS will record such attack events and generate alert logs. Those
logs will be analyzed in the next process.

(2) Log Analysis Process

Only five interested attributes are selected from the whole record of Snort
logs. They are listed below.

¢ Rule ID: Signature or Rule ID that identifies the type of intrusion

e Source IP: IP address of sender

e Destination IP: IP address of receiver

e Occurrences: The number of occurrences of detected intrusion type

e Attack Date and Time: Date and time of intrusions

Attack date and time tells us the time of the attack. Rule ID represents the
rule matched with the packet. Source IP is the IP address of the intrusion packet and
Destination IP is the IP address for the victim host. At the end of the day, alert logs
with such five attributes and rules usage will be sent to the IDS manager. Figure 4.3

shows a sample of alert logs and Figure 4.4 shows a sample output of log analysis for

rules usage.
Rule 1D IP_SRC IP_DST Occurrences Time
466 102254 1022 5 162 5 2007-09-17 09:17-40
2049 1022527 255255255255 3 2007-09-17 08:23:25
466 1022554 1022557 4 2007-09-16 15:36:13
2049 1022557 255255255 255 1 2007-09-17 09:06:42
2049 1022559 255255 2R5 255 1 2007-09-17 09:40:09
466 1022565 1022527 1 2007-09-17 08:59:05
2049 1022569 255255 2R5 255 2 2007-09-17 07:55:38
2049 1022571 255 255 255 255 3 2007-09-17 08:27-09
466 10225105 10.22.565 6 2007-09-17 08:18:01
466 10225112 10225123 4 2007-09-17 06:49:01

Figure 4.3: Sample Alert Logs of Selected Attributes

(3) Rules Update Process
This process will listen to the update signal from the IDS Manager. When
the IDS sensor receives new Snort rules, it will reread the Snort configuration and

process all rules again. Thus, Snort rules at IDS sensors are kept up to date.
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Occurrences

10 22 51 254 ICMP Destination Unreachable Communication Adminis_

202.28.166.38  SNMP trap udp

202 28 162 1 ICMP Destination Unreachable Communication with De__
1022 51.254 ICMP Destination Unreachable Communication Adminis...

10.27.1.243 SNIMP trap udp

10 22 5 254 ICMP Destination Unreachable Communication Adminis__

1022 51.77 MS-SAL ping attempt
1022 51206 MS-5QL ping attempt

Figure 4.4: Sample Outputs of Log Analysis at IDS Sensor

4.3 IDS Manager
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The IDS manager consists of four processes: log parser, log analysis, rules

management and web interface. The diagram of the IDS manager is shown in Figure

4.5, and each process is described as follows.

(1) Log Parser Process

When the IDS manager receives a huge number of logs from all IDS

sensors, it needs to transform such logs to the correct format before putting them into

the database for further analysis. The format of a log from an IDS sensor is as follows.

Format: [signature] [source IP] [destination IP] [yyyymmddHHMMss]
Example: 466 3390875174 169215480 20070925140933
Explanation: This log is recorded on September 25, 2007 at time 14:09:33 from the
source IP *3390875174” or 202.28.166.38 to the destination IP
#169215480” or 10.22.5.248 with the signature id of 466.

Log » LngﬁnaleIS Analysis
H asser Database

Rules

o
-

Log | Web
Analysis "| Interface
Rules
Management

Figure 4.5: Diagram of IDS Manager
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(2) Log Analysis Process
The log analysis process is responsible for analyzing intrusion patterns based
on rules usage information. Figure 4.6 shows the accumulated number of occurrences

in ascending order for all rules received from IDS sensors for a few days.

Rule_Mame = | Occurrence - | Sensor_ID -
SMNMP public access udp 72380 4
SHMMP request udp 72380 4
SMMP trap udp 7681 4
ICMP Destination Unreachable Communication 5674 2
MISC UPnP malformed advertisement 5283 1
ICMP Destination Unreachable Communication 2878 4
ICMP L3retriever Ping 2121 4
TFTF Get 1847 2
ICMP Destination Unreachable Communication., 952 4
ICMP Destination Unreachable Communication 783 1
SCAN UPnP service discover attempt 739 4
ICMP Destination Unreachable Communication 651 3
TFTR Get 648 3
ICMP Destination Unreachable Communication 535 2
MS-50L ping attempt 433 4
MS-5QL ping attempt 471 3

Figure 4.6: Sample Outputs of Log Analysis at IDS Manager

(3) Rule Management Process

The rule management process is responsible for updating rules for all IDS
sensors and make sure that all rules are consistent. However, at any moment, each
IDS sensor may have different active rules. The IDS manager could decide which
rules should be active at which IDS sensor. It is also responsible for downloading the
latest update of rules from the Snort site (www.snort.org), and for sending such
updates to IDS sensors either manually or automatically. For an automatic method,
IDS sensors run a cron job at a specific time to download the latest update rules from

the IDS manager, and restart themselves to make such rules updated and active.

(4) Web Interface Process

This web interface process is responsible for handling all kinds of queries
regarding logs collected from IDS sensors and displaying significant information from
log analysis. The interface shown in Figure 4.7 allows the system administrator to

understand log information and be able to visualize intrusion activities in our network.



Fac. of Grad. Studies, Mahidol Univ. M.Sc. (Computer Science) /27

Hence, the system administrator could decide which rules would be active and which
rules would be removed at IDS sensors. In addition, the system would help update

new rules to IDS sensors automatically.

a . i
='ID§ RulestManagement = Windows nternet Explorer = E E
@.\— 4= B hpigi10.22.5.212]management] [v] +3|[x ol

@-

-~

d= v b Page ~ () Tools +

W [%Flmw‘zmlmlu‘zmlglm x [@snw..‘ [@Umx.” [MB@AM [@Acx... Iil - B

IDS Rules Management

Home |DS Manager IDS Sensor | Logout

» IDS Manager >> Show Status
Sensors will show status every one minute
Show Status Show Stats

Rules Management

g Name - IDS Sensor 1 ﬂ Name - IDS Sensor 2
Log Analysis " Location :Building ICT [lab micro] ~"  Location :Building OP [lab micro]
» IDS Sensor 3
Show Status g Name : DS Sensor 3 ﬂ Name : DS Sensor4
7 Location : Building CC [lab micro] ~" Location : Building CC [dept sys]

Location
0 Name : DS Sensor s
= Location : Building XX

=

email: g4537073@studentmahidol.ac.th

Done & mternet H100% -

Figure 4.7: Web Interface for IDS Manager

4.4 Database Design
In this work, two databases are used. One database is at each IDS sensor and
the other is at the IDS manager. These two databases are related to intrusion logs

collected by Snort IDS. We discuss them in detail as follows.

4.4.1 1DS Sensor Log Database

The log database at IDS sensors keeps all intrusion log records. The snort
database schema shown in Figure 4.8 is used for collecting logs from IDS sensors.
There are 19 tables in the schema, and the description of all tables is summarized in
Table 4.1. However, only some tables are interested to our analysis.

Every packet generating an alert log is kept in the Event table while the
packet details are kept in the Data and Opt tables. The IP address of the packets and
the packet header information are placed in the IPhdr table which refers to other
protocol tables such as ICMPhdr, TCPhdr and UDPhdr tables. Each event or packet

detected refers to rule or signature ID differently for each IDS sensor.
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sig_reference reference reference_system
schema - X -
PK,FK2 | sig _ld o |PK [refid p{ PK |ref system id
PK |vseq PK,FK1 | ref_id Ll .
FK1 | ref_system_id ref_system_name
ctime ref_seq ref_tag
h 4
e sig_class
PK |siaid p PK | sig class id
sig_name R
detail encoding FK1 |sig_class, id sig_class_name
PK | detail type PK |encoding type sig_priority
sig_rev
detail_text encoding_text sig_sid
A r'y .
Sensor event
PK |sid PK,FK2 |sid
- PK cid
hostname
interface FK1 signature
filter timestamp
FK2 | detail Y
FK1 |encoding
last_cid
data
iphdr
- PK,FK1 | cid
protocols PK.FK1 | cid L PK,FK1 | sid
PK,FK1 |sid
protocol g data_payload
- ip_src
name ip_dst
description ip_ver
ip_hlen opt
ip_tos
ip_len PK,FK1 | cid
8 ip_id - PK,FK1 | sid
ip_flags PK optid
ip_off
- ip_ttl 4 opt_proto
FK2 ip_proto opt_code
ip_csum opt_len
opt_data
icmphdr udphdr tcphdr flags
PK,FK1 | cid PK,FK1 | cid PK,FK2 | cid number
PK,FK1 |sid PK,FK1 | sid PK,FK2 | sid
RES1
icmp_type FK2 udp_sport FK3 tcp_sport RES2
icmp_code FK3 udp_dport FK4 tcp_dport - URG
icmp_csum udp_len tcp_seq 7l |ACK
icmp_id udp_csum tcp_ack PSH
icmp_seq tcp_off RST
tcp_res SYN
FK1 tcp_flags FIN
tocp_win valid
tcp_csum description
Yy tep_urp

services
port

protocol L

name
description

Standard Snort Table
SnortDB Extra Table

0]

Bold fields are “not null”

Figure 4.8: Snort Log Database Schemas
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Table Name Table Description

Data Details of intrusion packets

Detail Types of record logs: Fast and Full

Encoding Types for encoding packets: Hex, Base64 and ASCII

Event Data of intrusion packets such as detecting rules, detected time
ICMPhdr Information of ICMP packet separated from IPhdr

IPhdr Information of packets such as source IP and destination IP
Opt Additional packet information separated from IPhdr

Reference Reference of each signature (Rule)

Reference_system

Reference system list (lookup table for Reference table)

Schema Self-documented information about the database
Sensor Details of IDS sensor such as hostname and interface used
Sig_class Normalized listing of signature classifications

Sig_reference

Reference information for a signature

Signature Signature names of use, order from found

TCPhdr Information of TCP packet separated from IPhdr

UDPhdr Information of UDP packet separated from IPhdr

Flags Additional information of TCPhdr

Protocols Additional information of IPhdr

Services Additional information of UDPhdr and TCPhdr

Table 4.1: Snort Log Database Schemas
Table: Data
Description: Data payload of an intrusion packet
Field Type Null Key Default Description

sid int(10) NO PRI Sensor ID
cid int(10) NO PRI Event ID
data_payload text YES NULL Packet payload

encoded according to

sensor.encoding
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Table: Detail

Description: Type of log database has the following two options. The default is full.

e Fast— Record only the minimum amount of data. The following logged fields are
are timestamp, signature, source IP, destination IP, source port, destination
port, TCP flags, and protocol.

e Full — Record all details of a packet that caused an alert including TCP/IP options

and the payload.
Field Type Null Key Default Description
detail_type int(3) NO PRI Detail type
detail_text text NO Detail name

Table: Encoding

Description: Encoding option of data has the following three options. The default is
Hex.

e Hex — Representing binary data as a hex string.

e Base64 - Representing binary data as a base64 string.

e Ascii  — Representing binary data as an ascii string. This is the only option

where will lose data. (Snort suggestion).

Field Type Null Key Default Description
encoding_type | int(3) NO PRI 0 Encoding type
encoding_text | text NO Encoding name
Table: Event

Description: Metadata about the alert that stores event when intruder packet is found,

and record the referenced rule in the signature field.

Field Type Null Key Default Description
sid int(10) NO PRI 0 Sensor ID
cid int(10) NO PRI 0 Event ID
signature int(10) NO FK 0 Signature ID
timestamp datetime NO 0000-00-00 | Timestamp when the
00:00:00 event was logged
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Field Type Null Key Default Description
sid int(10) NO PRI 0 Sensor ID
cid int(10) NO PRI 0 Event ID
icmp_type int(3) NO 0 ICMP type
icmp_code int(3) NO 0 ICMP code
icmp_csum int(5) YES Null ICMP checksum
icmp_id int(5) YES Null ICMP ID
icmp_seq int(5) YES Null ICMP sequence number
Table: IPhdr
Description: IP protocol fields.

Field Type Null Key Default Description
sid int(10) NO PRI 0 Sensor ID
cid int(10) NO PRI 0 Event ID
ip_src int(10) NO 0 Source IP address

(32-bit unsigned int)
ip_dst int(10) NO 0 Destination IP address
(32-bit unsigned int)

ip_ver int(3) YES Null IP version
ip_hlen int(3) YES Null IP Header length
ip_tos int(3) YES Null IP type-of-service
ip_len int(5) YES Null IP datagram length
ip_id int(5) YES Null IPID
ip_flags int(3) YES Null IP flags
ip_off int(3) YES Null IP fragment offset
ip_ttl int(3) YES Null IP time-to-live
ip_proto int(3) YES Null IP protocol
ip_csum int(5) YES Null IP checksum
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Table: Opt
Description: IP and TCP options.

Field Type Null Key Default Description
sid int(10) NO PRI 0 Sensor ID
cid int(10) NO PRI 0 Event ID
optid int(10) NO PRI 0 Option ID (multiple

options per alert)

opt_proto int(3) NO 0 Option protocol (IP, TCP)
opt_code int(3) NO 0 Option code
opt_len int(5) YES Null Option length
opt_data text YES Null Option data
Table: Reference
Description: Snort Reference IDS for a signature.

Field Type Null Key Default Description
ref_id int(10) NO | PRI 0 Reference 1D
ref _system id | int(10) NO Reference system ID
ref_tag char(20) NO Reference tag

Table: Reference_system

Description: Reference IDS for a table reference which describes reference name.

Field Type Null Key Default Description
ref_system_id int(10) NO | PRI 0 Reference system 1D
ref_system_name | char(20) | YES Null Reference system

name
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Table: Schema

Description: Self-documented information about the database.

Field Type Null Key Default Description
vseq int(10) NO | PRI 0 Database schema ID
number (e.g. '102")
ctime datetime | NO 0000-00-00 | Timestamp of database
00:00:00 creation time

Table: Sensor

Description: Sensor name.

Field Type Null Key | Default Description
sid int(10) NO PRI 0 Sensor ID
hostname | text YES Null | Hostname of the sensor
interface | text YES Null | Network interface
filter text YES Null | BPF filter
detail int(4) YES Null | Detail level of the logging
encoding | int(4) YES Null | Encoding format of the payload

Table: Sig_class

Description: Normalized listing of alert/signature classifications.

Field Type Null Key Default Description

sig_class_id int(10) NO PRI 0 Signature

classification ID

sig_class_name | char(60) NO PRI 0 Classification name

Table: Sig_reference

Description: Reference information for a signature.

Field Type Null Key Default Description
sig_id int(10) NO PRI 0 Signature ID
ref_seq int(10) NO PRI 0 Reference sequence number

(multiple references)

ref id int(10) NO Reference ID
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Description: Normalized listing of alert/signature names, priorities, and IDS revision.

Field Type Null Key Default Description
sig_id int(10) NO PRI 0 Signature ID
sig_name char(255) | NO Signature Name
sig_class_id int(10) YES NULL Classification 1D
sig_priority int(10) YES NULL Priority
sig_rev int(10) YES NULL Revision number
sig_sid int(10) YES NULL Internal signature 1D
Table: TCPhdr
Description: TCP protocol fields.

Field Type Null Key Default Description
sid int(10) NO PRI 0 Sensor ID
cid int(10) NO PRI 0 Event ID
tcp_sport int(5) NO 0 TCP source port
tcp_dport int(5) NO 0 TCP destination port
tcp_seq int(10) YES Null TCP sequence number
tcp_ack int(10) YES Null TCP ACK number
tcp_off int(3) YES Null TCP offset
tcp_res int(3) YES Null TCP reserved
tcp_flags int(3) YES Null TCP flags
tcp_win int(5) YES Null TCP window
tcp_csum int(5) YES Null TCP checksum
tcp_urp int(5) YES Null TCP urgent pointer
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Table: UDPhdr
Description: UDP protocol fields.

Field Type Null Key Default Description
sid int(10) NO PRI 0 Sensor ID
cid int(10) NO PRI 0 Event ID
udp _sport int(5) NO 0 UDP source port
udp _dport | int(5) NO 0 UDP destination port
udp_len int(5) YES Null UDP length
udp_csum int(5) YES Null TCP ACK number
Table: Flags

Description: Referenced from TCPhdr table, and provides an association between

TCP flags in decimal with specific flags.

Field Type Null Key Default Description
number int(10) NO PRI 0 TCP flags number
RES1 int(10) YES 1 if RES1 bit is active
RES2 int(10) YES 1 if RES2 bit is active
URG int(10) YES
ACK int(10) YES
PSH int(10) YES
RST int(10) YES
SYN int(10) YES
FIN int(10) YES
Valid int(10) YES 1 if combination is valid
description char(255) | YES NULL | Common description if

available
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Table: Protocols
Description: An extra table referenced form IPhdr table and provides an association

between protocol number and name

Field Type Null Key Default Description
protocol int(3) NO PRI The protocol number
name char(50) NO The protocol name
description char(50) NO Protocol description

Table: Services
Description: Referenced from UDPhdr or TCPhdr for keeping TCP and UDP service

list. It provides an association between port number, protocol, and

service.
Field Type Null Key Default Description
port int(3) NO PRI The port number
protocol int(3) NO PRI The protocol number
name char(50) NO The common service on
that port
description char(255) | NO A description of the service

4.4.2 1DS Manager Snort Log Database

Figure 4.9 shows the schema of the snort analysis database used for log
analysis log at the IDS manager. The descriptions of each table in the database are
given in Table 4.2,

OCCUMTences ruleset sensor_ruleset
PK,FK1 |sid PK |sid > PK,FK2 | sensorid
PK src N - PK.FK1 |sid
PK dst ™| FK1 | cid

action
sensorid protocol
timestamp srcnet
sreport
direction h 4
dstnet sensor
dstport -
msg PK | sensorid
category option
- reference sensorname
PK | cid < classtype sensorlocate
rev sensortype
cname use sensorstatus
rulesupdate
lastgetlog

Figure 4.9: Snort Analysis Database Schemas
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Table Name Table Description
Category Category of Snort rules
Occurrences Logs from IDS sensors
Ruleset Rules set of IDS sensor
Sensor Sensor information
Sensor_ruleset | Rule set for each sensor

Description: Rule Category.

Table 4.2: Snort Log Analysis Database Description

Field Type Null Key Default Description
cid int(10) NO PRI Category ID
cname text NO Category name

Table: Occurrences

Description: Number of occurrences of intrusions found with source, destination and

rule.
Field Type Null Key Default Description

sid int(10) NO PRI Rule ID

src int(10) NO PRI Source IP address
(32-bit unsigned int)

dst int(10) NO PRI Destination IP address
(32-bit unsigned int)

sensor_id int(10) NO

timestamp datetime NO
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Table: Ruleset
Description: Set of Rules of IDS maintained by the IDS Manager

Field Type Null Key Default Description
sid int(10) NO PRI 0 Rule ID
cid int(10) NO 0 Category 1D
action char(20) NO Alert Action of rule
protocol char(20) NO TCP Protocol of rule
srcnet char(40) NO Any Source IP or network
srcport char(20) NO Any Source port
direction char(2) NO -> Direction of Rule
dstnet char(40) NO Any Destination IP or
network
dstport char(20) NO Any Destination port
msg text YES Null Rule name
option text YES Null Rule option
reference text YES Null Reference of rule
classtype char(40) NO 0 Classtype of rule
rev int(4) NO 1 Revision of rule
use boolean NO 1 Boolean show this
rule is use or not.

Table: Sensor

Description: Store information of IDS sensor and their details.

Field Type Null Key Default Description
sensor_id int(10) NO PRI Sensor id
sensor_name text YES Sensor name
sensor_locate | text YES Sensor location
sensor_type text YES Sensor type (e.g. Snort)
sensor_status boolean NO 1 Sensor status
ruleupdate datetime NO Last of update rules
lastgetlog datetime NO Last to get log
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Table: Sensor_ruleset
Description: Information about rules set for each IDS sensor.

Field Type Null Key Default Description
sensor_id int(10) NO PRI Sensor id
sid int(10) NO PRI Rule 1D

4.5 Data Analysis

In this part, we focus on the analysis at the IDS manager. They are the
analysis of rule usage and the percentage of false alarms.

(1) Rule Usage Analysis

All collected logs from IDS sensors will be analyzed and presented in a
simple view based on the values contained in the log database. The results include
which rules are the most popular attack, which IDS sensor has the highest intrusion
attempts, and other useful information.

(2) False Alarm Analysis

False alarms or false positives are alerts that Snort misclassifies them as
intrusion attempts. Thus, they are benign traffic and can safely be ignored. IDS
system should learn how to recognize such false alarms and disable them accordingly
so that the accuracy of detection would be higher.

A simple way to detect false alarms is to look at alert statistics. For example,
if a large number of specific alerts are generated higher than other alerts, then it is
likely that some traffic is misclassified. Thus, the system should examine the source
and destination IP addresses. If both addresses are the servers within our network,
such traffic may simply be normal traffic coming from a server via a unique port or
protocol just for monitoring the network. If the traffic is likely to be intrusion

attempts, then we need to correct the problem at the source host.
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CHAPTER 5
IMPLEMENTATION AND EXPERIMENTS

This chapter describes the implementation of our proposed model. We
explain hardware and software tools used in the experiments, and describe the details

of the experiments.

5.1 System Implementation

The system consists of two components communicating with each other.
They are IDS sensors and the IDS manager. Figure 5.1 gives an overview of our
system implementation. Four IDS sensors are installed across campuses of Mahidol

University network.

IDS Manager

IDS Sensor 1 1DSSensor 2 |DS Sensor 32 1DS Sensor 4

Figure 5.1: System Implementation of the Proposed Model

5.2 Hardware and Software Configuration

Table 5.1 shows the hardware and software configuration used in our
implementation and experiments. The hardware configuration of all machines is
similar; thus, it should not affect the overall performance. But, the software
configuration of IDS sensors and the IDS manager are different. We describe each

software component as follows.
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e Apache:

e Libxml:

e Libidmef:

e Libpcap:

e MySQL.:

e PCRE:

o PHP:

Web server for the IDS manager. It supports Perl and php
languages used for creating the web interface of log analysis

and rules management.

The library for parsing XML documents used by Snort to create

alert outputs in XML form.

Libidmef is built on Gnome's libxml. It provides C structure
implementations of XML documents and data. Among many
attractive attributes, libxml allows for XML validation with
DTD's. In other words, libidmef provides a simple front end to

libxml.

The library for packet capture used by Snort to capture packets

within a network.
Database server for IDS sensors and the IDS manager.

PCRE stands for Perl Compatible Regular Expressions. It is an
open source library written in C and Snort uses it for matching
rules with transmitting packets on a network.

A programming language that allows us to create dynamic
contents interacting with the databases. PHP is used for

developing web based software applications for IDS manager.

e PhpMyAdmin: An open source program in PHP script used to manage

e Snort:

MySQL databases. We also use it to manage and analyze alert

logs.

Open source IDS used as IDS sensor has features such as
packet sniffer to monitor network traffic in real time, and
scrutinize each packet closely to detect a dangerous payload or

suspicious anomalies.

In addition, each IDS sensor has been configured to support mysql and idmef

features.
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IDS sensor use Snort version 2.4 with Mysql database V5.0. Other library

supports are libpcap, pcre, libxml, and libidmef. Moreover, shell scripts are written to

implement some processes in IDS sensor. We describe each process as follows.

IDS Sensors IDS
ICT LAB OP LAB CC LAB System LAB Manager
CPU Intel P.4 Intel P.3 Intel P.3 Intel P.3 Intel P.4
2.7GHz 1GHz 1GHz 1GHz 2.7GHz
RAM 256 MB 256 MB 256 MB 256 MB 256 MB
Hard Disk 40 GB 20 GB 20 GB 20 GB 40 GB
Network Ethernet 100 Ethernet 100 Ethernet 100 Ethernet 100 | Ethernet 100 Mbps
Mbps Mbps Mbps Mbps
0s Red Hat ES5 | Red HatES5 | FedoraCore5 | Red HatES5 Red Hat ES 5
Software Snort 2.4 Snort 2.4 Snort 2.4 Snort 2.4 Apache 2.2
Tools Mysqgl 5.0 Mysql 5.0 Mysql 5.0 Mysql 5.0 Mysgl 5.0
libpcap 0.8 libpcap 0.8 libpcap 0.8 libpcap 0.8 PHP 5.1
pcre 7.2 pcre 7.2 pcre 7.2 pcre 7.2 phpMyAdmin 2.11
libxml 2.6 libxml 2.6 libxml 2.6 libxml 2.6
libidmef 1.0 libidmef 1.0 libidmef 1.0 libidmef 1.0
IP Address | 10.34.11.xx 10.41.51.xx 10.22.51.xx 10.22.5.xx 10.22.5.xx

Table 5.1 Hardware and Software Configuration

5.3.1 Log Collection

Collecting logs at an IDS sensor uses Snort configuration for specifying

where to put the output of alert logs. In this work, we specify in the file “snort.conf”

to store such logs into the MySQL database having the schema given in Section 4.4.1.

The number of alert logs depends on the number of intrusion attempts found within a

network, and what matching rules that Snort found. Figure 5.2 shows the Snort

configuration to put alert logs to the database.

#

root@monitor3:/s

Fle Edit View Terminal Tabs Help
E output log_tcpdump: tcpdump.log

# database: log to a variety of databases

output database:
alhost

log, mysgl, user=snort password=snort dbname=snort host=loc

# See the README.database file for more information about configuring
# and using this plugin.

=Blx]

Figure 5.2: IDS Configuration of Snort for Database Output
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5.3.2 Preprocessing

Since all alert logs have already been stored in the MySQL database, we
need to prepare them into a proper format that is ready to be sent. Only a few
interesting attributes such as signature ID, source IP, destination IP, occurrences of
intrusions found, and the date and time of intrusions are selected, and gathered into a
file before being sent to the IDS manager. Figure 5.3 shows examples of intrusion
packets found at one of IDS sensors, and Figure 5.4 shows the executing SQL

command for collecting logs from the database.

root@monitor3:/usr/local/bin

File Edit View Terminal Tabs Help
ip = 18.22.6.106 944bc9n E
7 port = 138
ip = 18.22.6.255 94dcob8
<] port = 138
ip = 18.22.5.117 9438918
<] port = 137
ip = 18.22.5.255 9457478
¢] port = 137
ip = 18.22.103.131 95993e8

u_ip_count =
u_port_count
u ip count =
u_port_count
u_ip_count =
u_port_count
u_ip_count =
u_port_count
u_ip_count =

el =i @il el @il @1 @i @0 @ I w
@

u_port count port = 138

u_ip_count = ip = 10.22.103.255 953908
u_port_count <] port = 138

u_ip_count = ip = 10.22.5.27 943b190
u_port_count 4 port = 67

u_ip_count = ip = 255.255.255.255 94fbf78
u_port_count = @ port = 67

u ip count = ip = 18.22.5.148 9438918
u_port_count 1 port = 138

u_ip_count = ip = 10.22.5.255 955d838 H
u_port_count <] port = 138

Figure 5.3: Sample Intrusion Packets Found at IDS Sensor

root@monitor3:/s

Fle Edit View Terminal Tabs Help
#!/bin/bash =

D="date +%y%m%:d”
T="date +%T|awk -F: '{print s$1}'"

RESULT="/usr/bin/mysgl -u sensor3 -pxxxxxx -h localhost -D smort <<SQL
use snort

SELECT 4,signature.sig_sid, iphdr.ip src , diphdr.ip_dst , event.timestamp
INTO OUTFILE ‘/s/sensord-sD-sT'

FIELDS TERMINATED BY "\t'

LINES TERMINATED BY '\n'

FROM signature

INNER JOIN (

event

INNER JOIN iphdr ON ( event.sid = iphdr.sid )

AND (

event.cid = iphdr.cid

)

) ON signature.sig id = event.signature

WHERE event.timestamp > '$1°;

quit

sSoL”

echo SRESULT

"preprocess.sh" 24L, 509C

Figure 5.4: SQL Query for Collecting Logs from Database
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5.3.3 Sending Logs

A script for a cron job shown in Figure 5.5 at IDS sensors would send alert
logs to the IDS manager every hour. Such alert logs are sent via the FTP protocol. A
shell script is written to control the sending and checking of file transfer. Figure 5.6

shows the shell script for sending alert logs.

root@ monitorc:~ EHEIE
Fle Edit View Terminal Tabs Help
ﬂ #® % ® % J/g/sensor_process
50 16 * * * /s/update_snort_rules.sh
17 * *= * J/shin/shutdown -h now
root@ monitorc:/s
B /bin/sh c

# file name : sensor_process -shell script process of IDS Sensor

D="date +%y%mid’

1
- File Edit View Terminal Tabs Help
- T="date +%T|awk -F: '{print $1}'°

F=sensor3-$D-5T

/s/preprocess.sh
/s/send_log_by_£ftp $F

"sensor_process" 12L, 187C -

Figure 5.5: Script for the “cron” Job

root@ monitorc:s

Fle Edit View Terminal Tabs Help
#1/bin/sh || =

# file name : send log by ftp
fusr/bin/ftp -n << END_SCRIPT E§

open ids-manager.snort
USEr Sensor XXXXXX

cd /s
bin
put /s/%1
get $1 retrieval.$$
bye
END_SCRIPT
if [ -f retrieval.$$ ]
then
echo "FTP worked"
rm -f retrieval.$$
else
echo "FTP did not work"
fi
exit 0
"send_log_by_ftp" 24L, 304C -

Figure 5.6: Script for Sending Alert Logs
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5.3.4 Results of IDS Sensors

The IDS manager can examine the data sent by IDS sensors via querying at
the alert logs. Figure 5.7 shows the SQL query for counting intrusion types at every
hour of September 19, 2007. Figure 5.8 shows the corresponding output of SQL query
in Figure 5.7 as the occurrences of intrusion types at every hour, and Figure 5.9 shows
the corresponding output as a graph.

— SQAL query:
SELECT =ignature, COUNT( =id } AS occur, HOUR AS hourf
FROM event
VWHERE »= " 70919
AND <= "0T70920
GROUP BY hourf, zignature
LINIT O, 30

Figure 5.7: SQL Query for counting Intrusion Types at Every Hour

signature occur howurf
1 1 0

2 8 0
3 397 0
4 397 0
5 4 0
B 1 0
1 1 1
2 9 1
3 343 1
4 343 1
5 5 1
B 3 1
2 3 2
3 86 2
4 86 2
2 3 3
2 . 3 4

-
-

11 1 21
1 1 22
2 26 22
3 1008 22
4 1008 22
5 10 22
6 4 22
9 2 22
2 12 23
3 663 23
4 663 23
5 2 23

Figure 5.8: The Output Showing Occurrences of Intrusion Types at Every Hour



Chitthaporn Sae-Ngow Implementation and Experiments / 46

1600

1400

1200

1000

MIMP, 1363

SHIIP, 1468

SNMP, 1242

NMP, 964
NMP, 970

800

600 -

400

200 -

1CMP, 15

BICMP

SHMP, 846
SNMP, 799

B SNMP

B NETBIOS
EMYSQL

m Attack Respone

B HTTP Inspact

ICMP, 181

1CMP, 88
1CMP, 65
ICMP, 114
1P, 120
NETBIOS, 11
MYSOL, 9
ICMP, 29

MYSOL, 18
METBICS, 1
MYSQL, 3
Attack Respane, 1
METBIOS, 5
MYSOL, 3
HTTP Inspect, 2
METBIOS, L
MYSOL, 7

B
g
H
]
&

METEIOS, 1
MYsSQL, 7

ICMP, 2
I surap, 14

0-2

w
n
@
é
o
s
=

12-14 15-17 18-20 21-23

Figure 5.9: The Graph Showing Occurrences of Intrusion Types at Every Hour

5.4 Implementation of IDS Manager

The IDS manager consists of three components: alert log insertion, alert log

analysis, reporting, rules updates and false alarms analysis. We describe them in turn

as follows.

5.4.1 Alert Log Insertion
The IDS Manager transforms alert logs received from IDS sensors into its

own format at a specified time using the script shown in Figure 5.10 below.

root@monitor3:/s

File Edit View JTerminal Tabs Help
ﬁ!!usr!binfperl =

$sensor_log = SARGV[O];

open (RF , "< Ssensor_log");
open (WF , "==>data2load.txt");
while ($rec =<RF=){
@inputl = split (/ /,%rec);
print WF "INSERT INTO snort_analysis.occurrences (sid ,num,src,dst,senso
rid) VALUES (\'ipputl[@I\', M\ ipputl[1]1%", N\'inputl[2]\', \'inputl[31\°,
WUINT ) ARt

b
close (RF);
close (WF);

“load log.pl" [dos] 13L, 356C

Figure 5.10: Script to Format Alert Logs of IDS Manager
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Next, the following command is executed to put such formatted logs into the

IDS manager’s database.

mysql < data_directory/data2load -u ids-manger -pxxxxxx -D snort_analysis

5.4.2 Alert Log Analysis

The IDS Manager analyzes alert logs of all IDS sensor in order to identify
the characteristics of intrusions in the network, and determine which active rules
should be on each IDS sensor. A web interface is designed for easy query processing
and reporting. Figure 5.11 shows a sample query for finding the occurrences of rules
category, and Figure 5.12 shows the output of rules category most occurred in

intrusion traffic.

— SQAL query:
SELECT category cname AS Rules_used, SUM( occur.num } AS Occurence
FROM =ensor
INNER JOIH |

1
category
INMER JOIN rule=et ON category.cid = rule=et.cid

INHNER JOIN occur ON ruleszet 2id = occur =id
| ON sensor.gensorid = occur.gensorid
WHERE |

1

1

occur.zenszorid

GF‘.DUF‘ BY category.cid, category.cname, sensor.sensorname
ORDER BY Occurence DESC
LIMIT O, 30;

Figure 5.11: A Sample Query Showing Occurrences Found by Rule Category

Rules used Occurence
snmp 109301
icmp 1500
netbios 173
sql 129
scan 22
web-misc 5

attack-responses

Figure 5.12: Sample Output of Occurrences Found by Rule Category
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5.4.3 IDS Manager Report Interface

To facilitate the display of intrusion analysis results, the web interface is
created for monitoring the status of each IDS sensor since its status is sent to the IDS
manager every minute. Figure 5.13 shows the screen display for monitoring IDS
sensors, and Figure 5.14 shows a sample output of intrusion logs obtained from each
IDS sensor.

=" IDS Rules Hanapement - Windows hternet Explorer
6; + &) pif10.22.5 212 management Toe] [#) [3¢1] [uve searen
e I%Fl_‘hw.z.‘.l,‘hm.z.‘.‘ﬁl. x [@snar.”N@umx.‘.lMB\gM.I@AcL” [7‘ -8

IDS Rules Management

Home IDSManager IDS Sensor | Logout
P IDS Manager > Show Status
Sensors will show status every one minute
Show Status Show Status
Rules Management
Name : DS Sensor 1 Name : IDS Sensor 2
Log Analysis ~ Location - Building ICT [lab micra] - Location - Building OP [Iab micro]
» IDS Sensor =
Show Status Name : DS Sensor 3 Name : DS Sensor 4
~ Location : Building CC [lab micra] Location : Building CC [dept sys]
Location
Name - D3 Sensor5
@ Location - Building XX
.
email: g4537073@student mahidol ac th - = L
[+
Done @ mntermet F100% -
Figure 5.13 Screen Display for Monitoring IDS Sensors
Rule_Mame - | Occurrence - | Sensor_ID - cid -
SNMP public access udp 72380 4 31
SNMP request udp 72380 4 31
SNMP trap udp 7681 4 31
ICMP Destination Unreachable Communication . 5674 2 11
MISC UPnP malformed advertisement 5283 1 15
ICMP Destination Unreachable Communication 2878 4 11
ICMP L3retriever Ping 2121 4 11
TFTP Get 1847 2 37
ICMP Destination Unreachable Communication . 952 4 11
ICMP Destination Unreachable Communication 783 1] 11
SCAM UPnP service discover attempt 739 4 34
ICMP Destination Unreachable Communication . 651 3 11
TFTP Get G648 3 37
ICMP Destination Unreachable Communication 535 2 11
MS5-5QL ping attempt 483 4 35
MS-SQL ping attempt 471 3 35
SNMP trap udp 268 3 31
SNMP trap udp 239 2 31
NETBIOS SMB-DS Session Setup unicode andx us 202 4 18
ICMP Destination Unreachable Communication 1 38 3 11
ICMP PING NMAP 62 2 11
ICMP PING NMAP 60 4 11
NETBIOS SME Session Setup unicode username 56 4 18

Figure 5.14: Sample Output of Intrusion Logs of IDS Sensors
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5.5 Rules Update

There are two ways to update Snort rules at IDS sensors. One is to specify
some rules to be updated by the system administrator, and the other is to update all
rules obtained from snort.org. The rules management web interface is designed for
specifying only some rules to be updated at one or every IDS sensor. Figure 5.15
shows the screen display of IDS Rules Management for IDS sensors. When the IDS
manager wants to update any rules at IDS sensors, it needs to put such rules in a
specific directory so that a written “cron” job can download such rules to all IDS
sensors and Snort is restarted. In addition, Figure 5.16 shows the script that checks the

version of rules before updating them at each IDS sensor.

G~ (v 225 aiamswpsmrniiss vensoeversin
W | R EHE ) skt ., | B0 Rk Renegerert
IDS Rules Management
Home 105 Matagar 105 Bens
» == Fiulas Management - 05 Saraord
05 Managar Tetal: 17, Usa - 16, Commant - 1
Show Statun
Foubes Management use id meg protocal s nework: e port dest network  dest port Edit
Log Analysia ¥ 1232 ATTACK-RESPOMSES dimctony isting g SHOME_NET any SEXTERMAL MET  amr  Edi
B D5 Sensor W 4 ATTACK-RESPOMSES command comp leted &g SHTTP_SEAVERS SHTTP_PORTS SEXTERMAL MET any Exi
Show Status w435 ATTACKRESPOMSES command emor wp  SHTTR_SERWERS sHTTR_PORTS sEXTERWAL_MET  any Edt
Location ¥ 437 ATTACK-RESPOMSES fie copied ok wp  SHTTP_SEAVERS SHTTP_PORTS SEXTERNAL MET  amy  Edi
120 ATTACKRESPONSES Imakd LFRL wp  SHTTR_SEAVERS sHTTP_PORTS SEXTERNAL MET  amp  Edi
« 1636 ATTACK-RESPONSES index of fog-bn/ reapomas p  SHTTP_SERVERS SHTTP_PORTS SEXTERMAL_MET any Edi
v 1201 ATTACK-RESPONSES 400 Forsidden wp  SHTTP_SEAVERS SHTTP_PORTS SEXTERAMAL MET  amp  Edk
« 436 ATTACKRESPORSES id check mumed mol wp  SHTTR_SEAVERS SHTTP_PORTS SEXTERNAL_MET  amy  Edi
P 1B32 ATTACKRESPOMSES id check miumed usend ] SHOME_NET any SEXTERMAL MET  any  Edi
» W34 ATTACK-RESPOMSES oracle ons hourinstsl| o SHOME_NET e SEXTERNAL_MET any Edit
« 1000 ATTACHE-RESPOMNSES sus vessful kadmind bufler overfiow sthempl tep SHOME_NET 3 SEXTERMAL MET  amy Edi
1001 ATTACK-RESPORSES susressfl kadmind bufler gvedfiow sttempl L:-J SHOME_NET 7B SEXTERMAL MET  amy Edk
o 1510 ATTACK-RESPORSES sucoessful gobbies ssh explon GOBELE g SHOME_NET n SEXTERMAL_RET any Edi
» 1671 ATTACE-RESPONSES suspeasful gobbles sh exploil imame. -] SHOME_NET 22 SEXTERMAL MET  any Edi
o 304 ATTACK-RESPOMSES raves ussmams ko kg response g SHOME_NET 512 SEXTERMAL_MET  any  Ede
¥ 123 ATTACK-RESPOMNSES Microsofl omd sxe bamar -] SHOME_NET 12133 Edi
v J-TTA;FIE-EESWISES susreasfl ooy si enping forced dowrload [ SHOME_NET - SEXTERNALMET  amy Edi
2 st . » bad-va »chat »dd
g *dog * axpioil *diega g
#tbarid My . Mt}
a30mp P e T T *gan 'zl
Aaha *ig *ving et ﬁ
*ygb-coldhzan T T T » bty e = =y
ax11 =
emai ST Raudantmaidol ac i

Figure 5.15: Screen Display of IDS Rules Management for IDS Sensor

5.6 False Alarm Analysis

False alarms are alarms that are not real. They could be generated by
network monitoring software that collects network information periodically. Such
software mostly uses SNMP protocol. However, if we found SNMP false alarms in
normal traffic, it may indicate potential intrusions as well. Thus, the analysis of false
alarms requires clear understanding of network behavior under inspection. In this
work, false alarms could be determined from rule categories used at each IDS sensor.
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Figure 5.17 shows types of intrusion protocols obtained from each IDS sensor.
Obviously, SNMP has the most occurrences, and ICMP is the second most
occurrences. After looking at SNMP packets in detail, we found that one particular
network generates lots of monitoring traffic, and thus produces lots of SNMP packets
as well as ICMP packets. When such packets are manually eliminated, the graph
shown in Figure 5.18 indicates that MISC intrusion type has the most occurrences.
Next, we do further analysis and found that the MISC alert type is matched with
“MISC UPnP malformed advertisement Rule” shown in Figure 5.19 actively
distributed within our network, and it indicates that some Windows machines have

been compromised and produced such intrusion traffic to the network.

root@monitor3:/s

File Edit View Terminal Tabs Help
#!/bin/bash =

D= "date +%y%m%:d’
wget -N http://10.22.5.212/download/rules-sD.tar.gz

if [[ rules-sD.tar.gz -nt rules.tar.gz ]]; then
rm -r fetc/snort/rules
cp -T rules-sD.tar.gz /Jetc/snort/rules.tar.gz
tar xzvf Jetc/snort/rules.tar.gz -T Jetc/snort/rules
kill -HUP fusr/local/bin/snort
echo "IDS sensor were updated.”
else
echo "IDS sensor do not need to be updated.”
fi

"update_snort_rules.sh" [dos] 14L, 433C

Figure 5.16: Rules Checking before Updating at IDS Sensor
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Figure 5.17: Graphs of Intrusion Types at each IDS Sensor
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Figure 5.18: Graphs of Intrusion Types after Eliminating False Alarms
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Figure 5.19: Reference of “MISC UPnP malformed advertisement rule”

5.7 Experiments

For experiments, Snort IDS is installed at four places within Mahidol
University Campus Network (MUC-Net) for collecting alert logs and examining
intrusion traffic from each segment of our network. The four places are our IDS
sensors and they are ICT student lab, OP student lab, CC student lab, and CC system
lab as shown in Figure 5.20. In this work, alert logs of intrusion information are
collected from September 17 to October 19, 2007 for the total of 25 days.

IDS Manager

LAB CC

Figure 5.20: Network Configuration for Experiments
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Each IDS sensor collects alert logs by capturing packets arrived, and
examining their headers and contents whether they are matched with the active Snort
rules defined. Those logs are recorded into the IDS sensor’s database. At a specified
time, the logs will be sent to the IDS manager for further analysis. The IDS manager
is responsible for monitoring the status of each IDS sensor, and for analyzing the
overall alert logs obtained. It also downloads the latest updates of Snort rules and

distributes them to individual IDS sensors.

5.7.1 Results of IDS Sensors Analysis

IDS sensors mostly record alert logs happened from 9.00 am to 5.00 pm
every day. IDS sensors examine intrusion packets with IDS rules. At every hour, IDS
sensors analyze alert logs and send them to IDS manager for further analysis. From
the period of our collection, the outputs shown in Figure 5.21 from four IDS sensors
indicate different number of intrusion packets. Figures 5.22 to 5.25 illustrate different

rules categories usage of each computer lab.

Found Intruder Packet at ICT LAB Found Intruder Packet at OP LAB
17 Sep. 2007 - 19 Oct. 2007 17 Sep. 2007 - 19 Oct. 2007
20 2000
100
2000 1500 1
1400 \ /\
. \
A
o 100 I| \
1 -
1000
- \
™ \
500 oo
00
o
Found Intruder Packet at CC LAB Found Intruder Packet at System LAB
17 Sep. 2007 - 19 Oct. 2007 17 Sep. 2007 - 19 Oct. 2007

Figure 5.21: Intrusion Packets from each IDS Sensor
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Figure 5.22: Distribution of Rules Categories at ICT Lab

Type of Intruder Categories at OP LAB
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Figure 5.23: Distribution of Rules Categories at OP Lab

Type of Intruder Categories at CC LAB
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Figure 5.24: Distribution of Rules Categories at CC Lab
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Figure 5.25: Distribution of Rules Categories at System Lab

5.7.2 Results of IDS Manager Analysis

IDS manager analyze alert logs obtained from IDS sensors. The results
indicate different intrusion characteristics of each network segment. The summary of
alerts according to rules categories is shown in Table 5.3.

According to the outputs shown in Figure 5.26, we found that SNMP has the
highest percentage of rules categories for alerts, and the second highest and the third
highest are ICMP and MISC, respectively. Our further investigation found that most
SNMP and ICMP alert logs are initiated by the system or network monitoring
software. The source and destination IP addresses of those monitoring machines

confirm our investigation.

ategory attack-

icmp misc netbios scan snmp sql dtp web-iis
Date responses
9/17/2007 924 28 18 18,590 100 72 3
9/18/2007 1,550 198 a5 26,496 134 216 3
9/18/2007 1 1,547 328 53 30,412 108 320
9/20/2007 1 1,582 830 40 a 33,191 155 248
9/21/2007 1,316 721 27 4 29,914 196 72
9/24/2007 1,234 917 33 18,055 78 72 5
9/25/2007 1,582 922 39 20,435 98 216 5
9/26/2007 1,671 438 54 150 12,421 59 203
9/27/2007 2,572 433 81 719 22,648 107 71
9/28/2007 1,796 34 37 587 16,854 37 12
10/1/2007 1,840 176 34 25,988 107 76
10/2/2007 2,119 467 30 22,035 129 220
10/3/2007 2,227 1,085 10 18 6,627 114 360
10/4/2007 2,324 1,484 32 8,480 134 432
10/5/2007 1,374 921 11 36 8,129 79 648
10/8/2007 857 16 9 6,651 73 144
10/9/2007 537 12 16 6,090 98 432
10/10/2007 597 23 11 36 8,129 63 444
10/11/2007 635 55 15 14 4,151 58 228
10/12/2007 1,209 32 a7 14 12,631 163 216
10/15/2007 868 32 23 13,147 122 72
10/16/2007 1,589 37 33 16,777 145 144 1
10/17/2007 1,876 36 34 46 16,647 210 216 1
10/18/2007 1,620 20 49 65 17,652 213 144
10/19/2007 1417 80 43 56 15,419 148 144

Table 5.2: Number of IDS Sensor Alerts Distribution by Categories
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Figure 5.26: Number of Alerts Distributed by Rules Categories

The analysis of all alerts according to time of occurrences as shown in

Figure 5.27 illustrates that the time having the highest number of alerts is 9 AM. But,

after reducing the number of fault alarms caused by SNMP traffic, the time having the
highest number of alerts is 11 AM and it is MISC traffic. The number of SNMP,
ICMP, and MISC alerts is shown in Figure 5.28 to 5.30. These results imply that this

is the time we have most users in the computer lab or the security level is reduced to

accommaodate the file sharing of some applications.
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Figure 5.27: All Alerts by Hour
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Figure 5.30: MISC Alerts by Hour
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5.7.3 Update Rules

In this work, the time for updating rules from the IDS manager to all IDS
sensors is specifically set. We download the new rules from Snort.org and
automatically update them to all IDS sensors. The rules consistency is tested by
changing some details of rules so that they could be updated again. We found that the
rules of IDS sensors at four sites are the same.

5.7.4 Reports of False Alarms

From the analysis of false alarms previously presented, we found that Snort
has no knowledge about operating network configuration and has no policy to define
privileges of specific IP addresses for particular purposes. During the period of our
collected data, we found the average of 19,018 alerts per day. After patching and
eliminating false alarms, the average number of alerts from 29 November to 16
December is reduced to 266 alerts per day. In other words, the number of alerts is
reduced by 98 %. The overall picture of intrusion types found at each computer lab

after eliminating false alarms is shown in Figure 5.31.
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Figure 5.31: Intrusion Types after Patching and Eliminating False Alarms
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CHAPTER 6
DISCUSSION AND CONCLUSION

This chapter summarizes our proposed work, discusses the experimental

results, concludes our contribution, and suggests some future work.

6.1 Summary of the Proposed Work

The goal of this thesis is to propose a simple and flexible architecture for
managing multiple IDS sensors distributed across campuses of Mahidol University.
The system architecture consists of two components: IDS sensors and the IDS
manager. IDS sensors are installed at many sites, and responsible for collecting alert
logs before sending the preliminary log analysis and rules usage to the IDS manager.
The IDS manager will collect alert logs from several IDS sensors and perform the
analysis to find out what could be potential threats within Mahidol University
network. It is also responsible for ensuring the consistency of rules updates across
IDS sensors. The IDS manager also monitors the number of false alarms as they
would affect the IDS performance. Thus, the system consists of several modules: log
collection, log parser, log analysis and Snort reconfiguration.

In the implementation, Snort is used as an IDS sensor and MySQL is used as
the database for storing logs and performing log analysis. In addition, shell scripts
such as Perl scripts are used for log parser and for communicating between IDS
sensors and the IDS manager. PHP language is also used for creating the web

interface.

For experiments, four Snort machines are installed at four computer labs.
The alert logs are collected every day from September 17 to October 22, 2007, and

the interesting outputs are presented in the previous chapter.

6.2 Discussion of Experimental Results.

We discuss the experimental results and make some observations as follows.
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e Each network has its own nature of usage traffic. Thus, each IDS sensor
detects different pattern of intrusions, and should have different active

rules installed.

e For the analysis of network traffic and false alarms, network information
such as IP address for monitoring is needed to support the analyzed

results.

e The time synchronization of data on each IDS sensor is very important for
the analysis. If the time at each location is missing, we may obtain
incorrect information from the analyzed data. In our experiments, many
sites are used to collect information. Thus, a clock server is set for serving

this requirement.

e Differences in date interval for collecting data may show different
information since data are initially collected at the period of final exams
for students. Thus, typical data collected may be less than those at the

regular time. But, the trends are still the same.

e Snort is a network IDS. Hence, it can monitor and detect intrusion traffic
only at one segment of a network. It cannot detect intrusions of the whole
campus. Snort could be put at the main network, but the traffic volume
would be very high, and typically Snort still has the problem with the
performance. Thus, we must find a solution to solve this if we want to

really deploy Snort to the full scale.

e Typically, Snort itself could not detect new intrusion patterns. As a result,
the system administrator must monitor the log analysis, and take

appropriate actions by himself.

e Currently, most intrusions are the results of vulnerabilities of Microsoft
Windows operating system. If the security patches are frequently updated,

such vulnerabilities could be ignored and disregarded by IDS sensor.

6.3 Suggestions for Future Work
Our proposed work introduces some open issues in IDS research area, and

here is the list for improvements.
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e High security is required for the communication mechanism between IDS
sensor and IDS manager. For example, a technique for authenticating IDS
sensors and the IDS manager would be necessary and should
communicate over SSL. Most security or IDS products use agents and
specific ports for communication, but open source software like Snort
could use the standard ports like HTTP, HTTPS, FTP and FTPS.

e Alert logs from IDS sensors are very large. Thus, an effective way to
analyze such logs would enhance the IDS performance.

e Exchanging rules among several IDS via IDMEF format would allow the
system to be flexible and interoperable with the standards.

e The technique for analyzing and reporting false alarms automatically is
necessary.

e Additional technique for monitoring IDS sensor such as mobile agents
would make the system effective.

e Additional data mining technique for analyzing alert logs collected at the

IDS manager would help us identify potential threats.
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APPENDIX A
INSTALLATION and CONFIGURATION of
SNORT IDS SENSOR

This appendix shows the steps for installing Snort used in the
implementation of IDS sensors. The version of Snort used runs on Linux operating
system which is Red Hat Enterprise Linux 5 and Fedora core 5. The prerequisite for
setting up is Mysql server used to store logs of IDS sensors when suspicious packets

in the network are found.

A.1 IDS Sensor Installation
IDS sensor used in this work is Snort version 2.4.5 and has the rules

snapshot version 2.4. The IDS sensor can generate alerts in IDMEF format as well. In
addition, Snort needs the following applications.

e Libpcap : Recommend libpcap version 0.8.1

e Pcre : Recommend Pcre version 7.2

e Libxml : Recommend Libxml2 vesion 2.6.29

e Libidmef : Recommend Libidmef version 1.0.2-betal and must to use

specific directory to /usr

The step of installlation are as follows.

tar xzf snort-x.x.x.tar.gz -C /usr/local

tar xzf snort-idmef-plugin-2.0.0beta.tar.gz -C /usr/local

cd /usr/local

In -s snort-2.4.5 snort

cd snort-idmef

Edit /snort-idmef/install-demef-plugin.sh
snortdir ="/usr/local/snort”
tardir="/usr/local/snort-idemf”

o0 Run ./install-demef-plugin.sh

cd /usr/local/snort

0 Run autogen.sh

O O 0O 0o O O

@]
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(0]

o O

O OO0 OO0 o o o o o

O O 0O o0 0O 0o o

o O

Jconfigure —enable-idmef \
—with-mysgl \
—with-libxmlI2-includes=/usr/local/include/libxmi2 \
—with-libxmlI2-libraries=/usr/local/lib \
—with-libidmef-includes=/usr/local/include \
—with-libidmef-libraries=/usr/local/lib

make

make install

Edit schemas/create_mysql
add the first Line : USE snort;

mysql < schemas/create_mysql -u root -p -D snort
mkdir /etc/snort

mkdir /etc/snort/rules/

cp snortrules-pr-2.4.tar.gz /etc/snort/rules

cd /etc/snort/rules

tar -xzvf snortrules-pr-2.4.tar.gz

cp rules/* .

cp /usr/local/snort-idmef/appen_idmef.pl /etc/snort/rules
cp /usr/local/snort-idmef/idmefify.sh /etc/snort/rules
Edit /etc/snort/rules/idmefify.sh

change this line ““/projects/event-correlation/devel/idmef-plugin/append_idmef.pl”
to “/etc/snort/rules/append_idmef.pl

cd /etc/snort/rules/

Jidmefify.sh

cp /usr/local/snort-idmef/*.dtd /etc/snort

cp /usr/local/snort/etc/snort.conf /etc/snort

cp /usr/local/snort/etc/*.config /etc/snor

cp /usr/local/snort/etc/*.map /etc/snort

Modify snort.conf

Add directory for snort rules after RULE_PATH and add /etc/snor/rules

mkdir /var/log/snort
chmod 700 /var/log/snort

A.2 IDS Sensor Configuration

After installing, Snort must be properly configured. The file is snort.conf in

the directory /etc/snort/. The local network environment such as network variables,

rule directory, environment, and outputs are configured. The example to configure

Snort in snort.conf is shown below.
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var HOME_NET 10.22.5.0/24

var EXTERNAL_NET any

var RULE_PATH /etc/snort/rules
include /etc/snort/classification.config
include /etc/snort/reference.config

include $SRULE_PATH/local.rules
include $RULE_PATH/bad-traffic.rules
include $SRULE_PATH/exploit.rules
include $RULE_PATH/scan.rules
include SRULE_PATHY/finger.rules
include SRULE_PATH/ftp.rules
include SRULE_PATH/telnet.rules
include $SRULE_PATH/rpc.rules
include $SRULE_PATH/rservices.rules
include $SRULE_PATHY/dos.rules
include $SRULE_PATH/ddos.rules
include $SRULE_PATH/dns.rules
include SRULE_PATH/tftp.rules

include $SRULE_PATH/web-cgi.rules
include $RULE_PATH/web-coldfusion.rules
include $RULE_PATH/web-iis.rules

include $RULE_PATH/web-frontpage.rules
include $SRULE_PATH/web-misc.rules
include $RULE_PATH/web-client.rules
include $SRULE_PATH/web-php.rules

include $SRULE_PATH/sql.rules
include $SRULE_PATH/x11.rules
include $RULE_PATH/icmp.rules
include $RULE_PATH/netbios.rules
include $RULE_PATH/misc.rules
include $RULE_PATH/attack-responses.rules
include $RULE_PATH/oracle.rules
include $RULE_PATH/mysql.rules
include $RULE_PATH/snmp.rules
include $SRULE_PATH/smtp.rules
include $RULE_PATH/imap.rules
include $RULE_PATH/pop2.rules
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include $SRULE_PATH/pop3.rules
include SRULE_PATH/nntp.rules
include $SRULE_PATH/other-ids.rules

include $RULE_PATH/web-attacks.rules
include $SRULE_PATH/backdoor.rules
include $SRULE_PATHY/shellcode.rules
include $SRULE_PATHY/policy.rules
include $SRULE_PATH/porn.rules
include SRULE_PATHY/info.rules

include $SRULE_PATH/icmp-info.rules
include SRULE_PATH/virus.rules
include $SRULE_PATH)/chat.rules
include $RULE_PATH/multimedia.rules
include SRULE_PATH/p2p.rules

include $RULE_PATH/experimental.rules
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output idmef: SHOME_NET output=alert dtd=/etc/snort/idmef-message.dtd \
analyzerid=1DS1 indent=true facility_default=file|/var/log/snort/idmef-messages.log \

alert_id=/var/log/snort/alert_id_num default=ascii

output database: log, mysql, user=snort password=snort doname=snort host=localhost
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