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hitting closer to us as fast as the innovation of technology can keep up with it. Natural 

disasters, environmental Issues, and unhealthiness are threats around us that can cause 

enormous harm. To prepare for these risks, Business Continuity Planning is no longer just an 

option. The objective of this paper is to provide a guideline for practitioners that they can 

apply in developing an IT business continuity plan. This framework is designed as a starter kit 

for companies by leveraging "Internet of Things" technology (IoT). It provides a basic guide 

that can be used to address the sustainable challenges within business processes. The Business 

Continuity Plan aims to achieve just one of several plans that will provide procedures for 

handling the emergency cases. In this research, we will explore the concept of cloud 

computing as a strategy to enable the Business Continuity Plan performing on the best 

available network. Cloud-based services are broadly defined as having the following 

characteristics: pay per use, external resource pooling, rapid scalability, flexibility, and 

ubiquitous network access. Hence, attuned plans and testing aligned to the company’s 

framework are still required. 
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CHAPTER I 

INTRODUCTION 

 

 

1.1 Background and motivation of the problems  

Much like those growing storms that endlessly swirl around the world, 

today data and information are continually flowing and ever changing throughout the 

globe. IT news and publications struggle to keep pace with what seems like daily 

announcements of new technologies, products, services, strategies, trends, etc. The 

"Internet of Things" (IoT) bursts onto the technological scene in 1999, followed by 

“Cloud Computing” in 2007 [1][2]. These technological architectures that the IT 

leaders, programmers, and marketers know today are now almost a decade old. The 

year of 2015 marks a milestone year as these technologies now have over a decade of 

research, development, and innovation by the tech community. Web-connected 

humans are joined to the cloud every minute, of every single day. The cloud is 

different things to different types of companies and consumers. The definition and role 

of what "cloud" means to companies evolves and changes as companies search for 

better services to help adapt the growth and increasingly competitive environments. 

There is an ever increasing need to support a stronger, sustainable competitive 

advantage by leveraging the flexible, scalable infrastructure. Meanwhile, the 

technological community is continually leveraged as a knowledge resource by 

cooperating the Subject Matter Experts on a daily basis.  

Maintaining technical readiness in the face of either natural or man-made 

catastrophes is a key critical business function problem, with many organizations 

facing the risk-induced interruptions or failures of their core business processes. The 

increase and impact of more frequent occurrences of disruptive events are graphically 

depicted in the findings from the Swiss Re [3]. From the analysis of 336 disaster 

events of these in 2014, one hundred and eighty nine were natural catastrophes, the 

highest ever recorded, and one hundred and forty seven were man-made disasters. 

Total Losses are all the financial losses directly attributable to a major event, ie 
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damage to buildings, infrastructure, vehicles, etc. Man-made disasters are estimated to 

have caused USD 9 billion of the total losses of USD billion in 2014 and Natural 

catastrophe related losses were around USD 101 billion in 2014. This loss is 

unacceptable and is predicted to grow every year. It is difficult for most organizations 

to determine if IT can prevent or cope with the disaster quickly. The transition to IT 

service continuity is growing, but measuring effectiveness is very low. IT 

organizations have to perform disruptive testing of solution plans, which is both time 

consuming and error prone. 

Business Continuity Plan (BCP) is invaluable to ensure an enterprise's 

elasticity and viability during disruptive events. The subject can be made overly 

complicated, but this research provides a clear and simplified template as an 

alternative way by leveraging the cloud centric IoT technology on enterprise mobile 

devices. Business continuity manager or IT technical leaders can use this research for 

guidance in developing and managing the critical BCP initiatives. This Enterprise 

Mobility Management (EMM) framework for smaller and midsize companies is 

applicable to all types of organizations, including public and private companies, 

government entities, and not-for-profit organizations. This research will provide 

alternative compliance service levels and mature integrated improvement actions for 

BCP planners, regardless if an organization has IT disaster recovery solutions aligned 

to business continuity or not. 

 

 

1.2 Research Objectives 

The objective of the research is that firms will be able to leverage this 

paper to take advantage of "IoT" as a whole regardless of the industry from which they 

hail. Given that the "Simplified Business Continuity Plans" outlined can bolster firms 

in virtually every sector, executives can start thinking about how they can optimize 

their own corporate operations.  

 

 

 

 



Fac. of Grad. Studies, Mahidol Univ.   M.Sc. (Information Technology Management) / 3 

1.3 Research Scopes 

This research investigates how enterprise mobility devices can leverage 

the heterogeneous networks of IoT technology to enhance their Business Continuity 

Plan, regardless if a company is currently using cloud-based services and computing 

processes.  IoT technology as an enabler for smart devices tablets and smartphones is 

likely to be central to the IoT communication for both short and long range 

connectivity. Cellular communication options are available; it is still be a bit higher 

cost and power consumption. Therefore researchers should consider and select what is 

best available and suitable solution with a heterogeneous network, including the 

indoor & outdoor infrastructure design for this proposed framework.  

The following sections will expand on how IoT can contribute to 

safeguard the companies from unforeseen outages. Mapping to the API on cloud-based 

systems, these contributions and their logical relationship are illustrated in Chapter III.  

Note that this paper does not cover all stages and issues of a business impact analysis, 

such as those regarding organizational issues, escalation management and the practical 

BCP project. 

  

 

1.4 Expected Results 

1. Guidelines are established, and are flexible to keep with IoT Service 

developments 

2. Kept critical system online during recovery process 

3. It could reduce the impact and frequency when disruptions are 

occurred. This is mobility has enough powerful to keep work continue 

4. The company could have confidence in employee’s responses and 

establishes the appropriate and agile contingencies 

5. It protects and enhances company’s reputation and credibility. 

6. It can be visibility vision of business risks with both externals and 

internals across the organization. 

7. It could maximize cost saving alternative of CaaS (Compute as a 

Service) instead of full fundamental of "BCP" 
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8. It should Increase the confidence in recovery plans by trend of 

technologies.  

 

 

1.5 Outline Summary 

Chapter II is the background knowledge of Business Continuity Plan, 

Internet of Things (IoT), Enterprise Mobility Management (EMM), Cloud Computing, 

Heterogeneous Network, and related research. Chapter III presents the methodology. 

For the design validation, criteria and analytical results by technical expert in a field 

are given in Chapter IV. Lastly, conclusion, limitations and further research are 

provided in Chapter V. 
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CHAPTER II 

LITERATURE REVIEW 

 

 

In this research, we start gathering information about business continuity 

plan (BCP) with IT services, and study the method for finding the relationship 

between Internet of Things (IoT) elements and Enterprise Mobility Management 

(EMM) as our framework.  

This chapter discusses the concepts of research study as follows: 

2.1 Enterprise Mobility Management (EMM), 

2.2 Internet of Things (IoT),  

2.3 Cloud Computing, 

2.4 Business Continuity Plan (BCP), 

2.5 Heterogeneous Network (HetNet), 

2.6 Related Research.  

 

 

2.1 Enterprise Mobility Management 

Enterprise Mobility Management (EMM) [4][5] is a term that describes the 

future evolution and convergence of several current mobile management, security and 

support technologies as it includes sets of people, processes and technology focused 

on managing the increasing array of mobile devices, related to services and content 

management. EMM also covers hardware and application inventory, OS configuration, 

mobile app deployment and configuration, and remote view /control for 

troubleshooting /executing remote actions. 

Today’s enterprise companies include a broader, more variety employee 

base that utilizes mobile devices, applications, and content in innumerable ways. Bring 

Your Own Device (BYOD) programs, with their diverse, trend-coupled product base, 

could challenge to the large-scale deployments for enterprise IT departments with 

issues around how to manage and secure the corporate data on all these devices. The 

key findings behind of enterprise mobility investment decisions are mobility 
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origination of the key business which BYOD trends are disputed the inevitability in 

the workplace.  

In the Enterprise Mobility Management sphere, it is important that there is 

a holistic approach to develop and implement an enterprise mobility management. 

However it also scrutinize the structured based enterprise mobility [5][6]. The mobile 

device applications can be fully functional in mobile environments and operability on 

a variety of devices as shown Figure 2.1. The enterprise mobile structure, along with 

the main technical categories of EMM solutions has widespread adoption in the 

industry. 

 

 

 

Figure 2.1 Enterprise Mobility Management Framework [7]-[10]. 
 

 

2.1.1 Mobile Device Management (MDM) 

MDM [10][11] is the delivery method for managing both company-owned 

and personal device mobile inventory within the company infrastructure. To 

communicate with the mobile devices, MDM uses publicly available applications. 
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Using a central console the administrator can remotely set- up, block or wipeout the 

device and deliver required security policies. The theory is that a device configured to 

enterprise specifications will be secure, configurations managed, and policies enforced 

(such as virus scanning and virtual private network accessing). However, the detriment 

is that MDM can affect the personal information on BYOD. For example, if IT wipes 

a stolen mobile device, the user will lose everything, not just company information. 

2.1.2 Mobile Application Management (MAM)   

If the corporate mobility strategy requires use of corporate applications 

such as CRM or in-house applications, then there needs to be a process and technology 

for managing the deployment, updating, securing, and removing applications on 

Mobile devices. MAM can manage the entire application lifecycle from application 

development and adaptation to business environments, infiltration into internal app 

store, device implementation, and delivery of the required security policy [11]. Using 

MAM, these applications can be temporarily or permanently deleted from the device 

without any effect on personal data. Enterprises are quickly learning how mobility can 

speed up business processes and make employees more productive. Therefore, 

unlocking the capabilities of mobile applications and managing those applications are 

essential. 

However, mobile apps cannot simply be legacy desktop applications 

regurgitated into a mobile form factor. IT application development must be tailored to 

meet the needs of mobile workforces, and must be compatible with different devices 

and operating systems. One approach taken for mobile app development is leveraging 

Mobile Backend as a Service (MBaaS), where IT combines the application 

programming interfaces and software developers to the mobile applications with cloud 

computing services. 

2.1.3 Telecoms Expense Management (TEM) 

Key concern of mobile strategy is cost control and management. TEM 

provides a central database for managing the Mobile Provider billing, roaming cost 

and spending control. TEM solution is a software plan to help manage complex 

telecom spending across an enterprise, which means it can help to decrease costs by 

improving efficiency and automated telecom functions when used effectively [7]. 

2.1.4 Mobile Risk Management (MRM) 
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MRM applications allow employees to identify key elements of their 

organization.  Each identified element can be supported by an investigation checklist 

and frequency which the employee can create and schedule. If a risk is identified, an 

exception report can be prepared within the application. Inspections can capture 

media, and potentially submit the data in real-time [7]-[8]. 

2.1.5 Mobile Browsing Management (MBM) 

MBM enables secure browsing to configure intranet sites, and can 

customize the policy settings without VPN device. Corporations can leverage MBM 

for mobile browsing without security risks. MBM can disable the native browsers, and 

can block the malware/malicious websites as well as restrict URLs [12]. 

2.1.6 Mobile Security Management (MSM) 

MSM is a term for mobile security best practices and mobile security 

solutions that monitor, manage, and secure mobile devices used in an enterprise. MSM 

addresses data security by encrypting either device or specific document at rest, and 

prevents the data from leaking to undesired places. MSM actively monitors for 

emerging mobile security threats, and can dynamically adapt to these threats. 

2.1.7 Bring Your Own Device Management (BYOD) 

As demand increases from employees who expect total flexibility in 

managing their professional and private business wherever they are, Corporations 

begin to understand that BYOD trend is here to stay. BYOD program provides an 

alternative to support the owner of device without compromising the security 

management of mobility devices. BYOD provides asset, policy, distributing profiles 

management that is based on device type [9]. 

2.1.8 Mobile Content Management (MCM) 

MCM is a utility that corporate can use to i.e., manage and secure the 

consumer-based data and document management products (SharePoint, cloud storage, 

network drives etc.), It allows secure file transfer through EMM systems, and manages 

documents in email communications. While aligned to Mobile Email Management, it 

is not required. This solution allows company to secure the email attachments, manage 

end-user access to enterprise content and can control web browsing [10], [12]. 

 

2.1.9 Mobile Email Management (MEM) 
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Access to email is a basic requirement for employees to be able to work 

anywhere. However, much of corporate email contains sensitive data. MEM combines 

policy enforcement and classification of email delivered to the end-user. This solution 

allows companies to choose the strategy that best fits with business and security 

requirements. Access to corporate email can be configured through the native device 

client on Apple, Android, and Windows. This feature includes access control to e-mail 

via a secure email gateway, third party email containers and selective wipe all 

corporate emails once employee leaves the company [13]. 

An additional solution of EMM system, that might be leveraged, is 

Identity and Access Management (IAM) [14]. IAM is the security code of conduct that 

allows permitted individuals to access the proper resources for approved reasons. The 

mission-critical solution needs to ensure appropriate access to resources across 

increasingly heterogeneous technology and meet stringent compliance requirements. 

IAM capabilities can reduce their identity management costs and allow more agility in 

new business initiatives. 

Enterprise Mobility Management (EMM) is so important that it sis an all-

inclusive approach to secure and enable the use of mobility devices of employee. A 

strong EMM strategy also helps employees to be more productive by providing the 

tools or Apps they need to perform work on mobile devices such as MS Office to edit 

documents etc. 

 

 

2.2 Internet of Things (IoT) 

The Internet of Things (IoT) are physical objects embedded with 

electronics, software, sensors, and connectivity to enable it to service by exchanging 

data with other connected devices. Moreover, IoT also ables to interoperate within the 

existing network infrastructure [15].  The Internet of Things (IoT) is dynamic and is 

rapidly evolving sectors, including groups of technologies and applications, with an 

objective of standardizing access to all kinds of ubiquitous devices, facilities, and 

assets. As the Internet of Things evolves, its frameworks will help to support the 

interaction between Machine to Machine communications, by focusing on real time 

data logging solutions across the complex structures and widely diverse sections 
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[15][16]. Though IoT security and privacy analysis are still in the early stages, more 

and more companies are already taking advantage of cloud computing services and 

allowing employees to use their BYOD because of the cost saving benefits of reduce 

hardware investments [6]. However there are risks involved with these solutions since 

in each case there is a reliance on a third party. Company internal policies can put 

controls on the use of BYOD, but for cloud services, the security is provided by the 

cloud provider. To minimize risks, companies must do their due diligence in reviewing 

provider's security policies review to see if it meets their requirements. Hence, 

companies must assess what data and information can be hosted in the cloud and 

which are so sensitive that they must remain hosted internally. As cloud services, 

embedded software, and IoT planning continue to mature, enterprises should always 

evaluate the new improvements to security.  

 

2.2.1 IoT Integration Architecture Protocol Layers 

These are among the protocols that could be used across the IoT 

integration architecture layers as shown in Figure 2.2 below [17]-[19]. 

 

 

 

Figure 2.2 IoT Integration Architecture Protocol Layers. 
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■ Application Layer: The root of Instant Messaging and presence 

information is XMPP. XMPP is a good example of an existing Web technology 

finding new use within the IoT space. This can also be said for Advanced Message 

Queuing Protocol (AMQP 1.0), MQTT, constrained application protocol (coAP), 

HTTP and Open Mobile Alliance’s device management. JavaScript object notation 

(JSON), Binary JavaScript object notation (BSON), and Apache Avro provide an 

abstraction layer for Web developers to create a state Web application with a 

persistent connection to a Web server. 

■ Transport Layer: UDP is best suited for real-time data applications for 

an embedded system, since a TCP-based solution would produce an excess amount of 

unused overhead. The reason is, if a packet of a real-time data application does not 

arrive at its destination in time, there is no point in retransmitting the packet. If it were 

retransmitted, it would arrive out of sequence and garble the message. 

■ Network Layer: This robust and high performance network 

infrastructure supports the communication requirements for controlling latency, 

bandwidth and security. It allows multiple organizations to share and use the same 

network. This is where we find the ubiquitous IP address. 

■ Physical Layer and Data Link Layer: Provides a user interface for using 

IoT. The common physicals used by embedded systems are Ethernet (10,100,1G), 

WiFi (802.11b,g,n), GSM¸3G, LTE, 4G, 5G, Radio frequency identification (RFID),  

near-field communication (NFC), Bluetooth, and other short-range technologies, along 

with transmission control protocol. These IoT application protocols have been 

developed to meet the requirements of devices with small memory, networks with low 

bandwidth and high latency. 

 

2.2.2 Internet of Things components which enable seamlessness  

 

(a) Hardware 

Embedded in the IoT embedded hardware platforms are independent 

microcontroller-based computers that use sensors to collect data [18]. Sensors are 

made up of actuators and embedded communication hardware. The network protocol 
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selected is based on the distribution of nodes and the amount of data to be collected as 

shown in Figure 2.3. 

 

 

Figure 2.3 IoT Hardware Sensor Node Interoperability Diagram [20]. 

 

 

(b) Middleware 

Rapidly shrinking wireless sensors, chipsets with lowering power 

consumption and the expansion of addressing with IPv6 has fueled the creation of the 

Internet of Things (IoT) era. When merged with things like streaming analytics, smart 

machine and cloud, SCADA, and M2M would help enterprise unlock insights that 

generate cost savings and new opportunities. With requirements such as on demand 

storage and computing tools for data analytics, IoT is about connectivity and 

Integration. Middleware plays a crucial role for IoT applications. Example Nokia 

M2M platform [21] is based on middleware solutions that built on CORBA, 

communications architecture, and standard GSM technology with a choice of wireless 

bearers, as shown in figure 2.4. More examples, some of vendors produced a software 

platform that provides a complete application design, runtime, and intelligence 

environment. 
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Figure 2.4 Nokia M2M Platforms 

 

 

(c) Presentation 

M2M platform is the lower-level web service API interfaces to a 

presentation layer so that designers can focus on building unique, user interfaces while 

visualization and interpretation tools can be widely accessed on different platforms 

and different applications. 

 

2.2.3 Applications: 

Rapidly growing application domains will be impacted by the emerging 

IoT. Applications can be classified based on the type of network availability and other 

factors like scale. We categorize the applications into four application domains [18]: 

(1) Personal and Home, 

(2) Enterprise, 

(3) Utilities, 

(4) Mobile.  

In fact, there is an enormous crossover in applications and the use of data 

between domains. The Internet enables sharing of data, and also Integrates IoT and 

Cloud computing applications as shown in Figure 2.5. Opening the door for the 

creation of smart environments can be represented as Smart Home and Utility. Smart 

environments need to concern about  

(a) Combining services,  

(b) Scale to support a large number of users, 

(c) Ability to operate in both wired and wireless network environments,  
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(d) Manage all constraints of devices access data sources management and 

with limited power and wireless connectivity/sensors. 

However, the cloud application platforms need to be enhanced in order to 

support the rapid creation of applications and execution of applications controlling 

capabilities of multiple dynamics and unlike resources to meet the quality of service 

requirements of various users. IoT is a vision where objects are networked through the 

use of the Internet. Many distributor/vendor nowadays offer a formation of solutions 

to fulfill the suited pattern for all business sectors and many applications, enabling 

proficient communication and efficient control. 

 

 

 

Figure 2.5 Application diagram leveraging Internet of Things with Internet Cloud 

 

 

2.3 Cloud Computing: Applications 

Foreseeing more enterprise-size deals for cloud computing infrastructure 

and applications, research firms have updated forecasts of technological trends future. 

It is clear that cloud computing adoption is accelerating into enterprises on a global 

scale.  
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Cloud computing is a model enabling the ubiquitous network access to a 

shared pool of configurable computing resources [22]. It is the on-demand delivery of 

IT resources and applications via the Internet with pay per use services price. Whether 

we run applications that share clips to millions of mobile devices or support the critical 

operations of the business, the cloud provides rapid access to flexible and low-cost IT 

resources.  

Cloud computing does not require a large investment in hardware and 

saves time in managing all of them. Instead, we can provision exactly the right type 

and size of computing resources the company needs to power brilliant ideas or operate 

IT department. Cloud computing provides a simple way to access servers, storage, 

databases, and a large set of application services over the Internet by using a web 

application. 

Cisco is predicting that by 2018, 59% of the total cloud workloads will be 

Software-as-a-Service (SaaS) workloads, up from 41% in 2013 and followed by 28% 

of IaaS and 13% of PaaS workloads [23]. The 42% of IT decisions makers are 

planning to increase spending on cloud computing in 2015, as shown in Figure 2.6 

[24]. 

 

 

 

Figure 2.6 Top Five Spending Increases in 2015. 

 

 

Global SaaS software revenues are forecasted to reach $106B in 2016, 

increasing 21% over projected 2015 spending levels. These and other key insights are 

from Forrester’s SaaS software subscription revenue by category [25]. All above 

survey report can guarantee the assumptions that cloud-computing with various 
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application almost shipped growing up together. Safeguard inspection data are 

collected on mobile devices by storing it in the cloud. This will ensure that other 

applications in the company infrastructure can also potentially use the inspection data, 

thus enabling tight integration of internal company services. The rise of cloud 

computing has been coming for a many years. However that awareness will not help 

move the business forward. It requires proper planning, expertise, and execution. 

  

 

2.4 Business Continuity Plan 

Business Continuity Plans (BCP) [26] is a holistic management approach 

that diagnoses the potential threats to enterprise or industries and the impacts to 

business operations. Common threats such as disease, earthquake, fire, flood, Cyber-

attack, Sabotage, Hurricane, Utility outage, and Terrorism might cause damage with 

business impacting consequences. 

BCP provides a framework for building an elastic organization with the 

capability to effectively respond that protects the rights and interests of its key 

stakeholders, company reputation, brand, and financial activities.  

Previously, BCP guidelines addressed four phases of activities: Initiation, Business 

Impact Analysis, Contingency Planning, and Testing. In addition to program and 

project management, the four phases are united by a common theme of accountability 

at all levels. Including: 

 Initiation, 

 Business Impact Analysis, 

 Contingency Planning 

 Testing. 
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Figure 2.7 Business Continuity Planning Structure. 
 

 
2.4.1 Initiation 

It is to establish a business continuity plan strategy. Key tasks include 

establishing business continuity and document development in terms of planning 

strategy, examining the core business processes for define roles, and assign 

responsibilities.  The master plan should address milestones, implementation of a risk 

management process, and system report. 

 

2.4.2 Business Impact Analysis 

This analysis will assist organizations in analyzing the inherent business 

impact associated with common threats that can define priorities for the recovery 

functions, recovery timeframes, minimum resources required to perform the activities, 

and essential records needed to support the activities. Assess the potential impact of 

mission-critical system failures on core business processes and define the minimum 

acceptable levels of outputs for each core business process. When designing a cost 

effective disaster recovery solution from the impact analysis, IT applications and 

design solutions are commonly expressed as:  

- Minimum application and application data requirements, 

- Minimum Time frame required,  

- Maintain availability to applications and application data, 

 

• Establish
• Develop

Initiation
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2.4.3 Contingency Planning 

We identify the document contingency plans, and specify the 

responsibility teams with key personnel. Business resumption team for each core 

business process is also established. Contingency Plans are implemented based on the 

results of the Business Impact Analysis. The output of this process is a business 

continuity plan for each core business process and infrastructure component. This 

stage there is an analysis on the cost, along with the benefits of identified alternatives. 

Plans are documented and triggers are identified when we need to activate the 

contingency plans. 

 
2.4.4 Testing 

Full Simulation Test is the ultimate business continuity plan test which 

activates the total business continuity plan. However, we can simultaneously test as 

many constitutive as possible in the business recovery process. The objective of 

business continuity testing is to evaluate. Common method of testing a business 

continuity plan involves a bunch of key responders discussed potential disaster 

scenarios. The key importance is that we can see the gaps while testing on the plan. 

We record all lessons learned and re-test if necessary. Lastly, the disaster recovery 

plans and procedures are also updated. 

ISO 22301:2012 is very useful in disaster situations to identify all the 

required elements that are necessary for the business continuity plan. However, no 

standard can realistically help employers/employees understand all aspects of business 

requirements. These standards are meant to support and guide a company’s own 

Business Continuity Plan. A professionally written and comprehensive plan can help 

safeguard company in emergency situations, while a haphazardly written plan will 

only make things worse. Business Continuity Plan documents procedures that guide 

organizations to respond, recover, resume, and restore, as shown in Figure 2.8. These 

should be reviewed quarterly against disruptive incidences and pre-defined level of 

operation disruptions [27]. 
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Figure 2.8 Business Continuity Plan Process 

 

 

This is an important illustration of a business continuity plans. It is 

basically an elaboration of the Business Continuity Management (BCM) component. 

BCM is contains all the plans, the initial plans when a disaster strikes to the 

completion of restoration of a business. Many established businesses go through the 

following stages in the instant of a disaster nowadays combined with their various 

response plans, these sections are main components of the following in business 

continuity management [28]: 

• Response: Emergency response plan is performed the immediate after 

disaster and crisis communication plan 

• Recovery: It is resource reliance IT that main focuses to work analysis 

and work-around plan. 

• Resumption: It is disaster recovery and business resumption plus 

continuity of operations plan which it recovers of processes on IT backup plan.  

• Restoration: It is normalcy after a disaster which is critical for restoration 

with controls majority of the services and commodity. 

The scope of a Business Continuity Plan primarily covers Disaster 

Recovery Planning as it relates to how IT supports business processes. An integral part 
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of the business continuity plan for small and midsize companies is an IT-centric 

subsection of the Business Continuity Planning process, which will take into account 

such things as the IT infrastructure. The BCP builds a plan that guides a company 

through any disruption to normal operations, while the disaster recovery plan focuses 

on a plan specifying to the recovery of Information technology. More significance of a 

disaster recovery plan should reassure that systems and data can be restored to 

normalcy in the event of a natural disaster or a man-made disaster. There are 

numerous different disasters that can rapidly occur and cause both short and long term 

of damages. Digital media file types are especially at high risk for apparent 

deterioration [29][30]. 

 

 

2.5 Heterogeneous Network (HetNet) 

Enterprises and industries are exploring the concept of a Heterogeneous 

Network (HetNet) to enable everyone and everything to always be online via the best 

available network that can serve their connectivity needs with a very high speed, 

everywhere, and anytime. HetNet is a network connecting computers and other 

devices with different operating systems and/or protocols [31]. HetNet is often 

illustrated using multi-types of access nodes in a wireless network. Mobile experts 

define a HetNet as a network with complex interoperations between macro cell, micro 

cell, and in some cases WiFi network elements, are all used together to provide a 

pattern of cloaking, with handoff reliance between network elements [32]. Although 

5G technologies is available now, it is not required for IoT if its use is limited to keep 

the maintaining current assets and improve the operational cost-savings.  

Mobile networks in enterprise or Industry  

• Bring your own device: Securing the private devices connected via 

Internet  

• Workforce: Mobility access company’s information from anywhere via 

Internet  

• Partners/Suppliers: Sharing the partners accessing company’s 

information via Internet. 
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2.6 Related research  

 

2.6.1 Design Science Research Methodology 

A Thesis is usually done within the framework of research projects, to gain 

competitive advantage by the transformation of management processes, organizational 

capability and information services within the healthcare sector [33]. Nowadays 

research from the fields of Information Systems Research is both purely theoretical in 

nature and deeply practical in form.  

Design Science [34] is a consequence based on information technology 

research methodology which it proffers specific guidelines for evaluation and repeated 

within research projects. Design science research focuses on  

• Development and Performance: artifacts or design with the explicit 

intend of improving the functional execution of the artifact.  

• Cognitive Processes: It applied categories of artifacts along with logical 

algorithm, human/computer interfaces, design methodologies, and languages  

• Fact: research process model can be interpreted as an elaboration of both 

knowledge process contribution and discovery process which needs to be a primary 

key. 

As previously mentioned, Hevner et al. Framework has presented 

guidelines for design science research within the instruction of Information Systems 

[35]. Design Science Research requires the creation of an innovative and purposeful 

artifact for a special problem domain. The artifact must be evaluated to endorse its 

utility for the specified problem. In order to form a brand new research presentation, 

the artifact should either remedy a problem that has not yet been solved, or provide a 

more performance practical resolution. Both the construction and evaluation of the 

artifact must be meticulous, and the results of the research presented must be effective 

to both the technology-oriented architect and management-oriented emphasis.  

Hevner et al. framework guidelines for Design Science in Information 

Systems Research, presents the conceptual framework for understanding, executing, 

and evaluating IS research combining behavioral-science and design-science 

paradigms. We use this framework to figure and compare these paradigms. The 

environment specifies the problem in which dwell the phenomena of interest. Inside 
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are the objectives, tasks, and issues that identify business requirements as they are 

perceived by people within the organization. Perceptions are shaped by the roles, 

competencies, and characteristics of people in the organization. Business requirements 

were estimated and evaluated within the circumstance of business strategy, structure, 

culture, and existing business processes.  

Innovations, Intelligent, technology, Internet, and wisdom worldwide, 

having abundant information systems flow are usual designed, implemented, and 

managed [36]. Consequently, guidelines that representing in next chapter are necessity 

of adaptable and process-oriented. The fundamental principles of design-science 

research from seven acquired guidelines are is that knowledge and understanding of a 

design problem and its solution are received in the build set and application of 

outcome. 

Therefore, the seven guidelines have been mostly accepted as very 

important to top quality design science research, more specific checklist of questions 

to evaluate a design research. Table 2.1 provides a checklist that has been used to 

assess progress on design research.  

 

Table 2.1 Checklist for Design Science Research [35] 

Guideline Description 

1. Design as an Artifact Design science research must produce a viable 

artifact in the form of a construct, a model, a 

method, and an instantiation 

2. Problem relevance The objective of design science research is to 

develop technology-based solutions to important 

and relevant business problems 

3. Design evaluation The utility, quality, and efficacy of a design 

artifact must be rigorously demonstrated via well-

executed evaluation methods 
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Table 2.1 Checklist for Design Science Research [35] (cont.) 

Guideline Description 

4. Research contributions Effective design science research must provide 

clear and verifiable contributions in the areas of 

the design artifact, design foundations, and/or 

design methodologies 

5. Research rigor Design science research relies upon the application 

of rigorous methods in both the construction and 

evaluation of the design artifact 

6. Design as a search 

process 

The search for an effective artifact requires 

utilizing available means to reach desired ends 

while satisfying laws in the problem environment 

7. Communication of 

research 

Design science research must be presented 

effectively to both technology-oriented and 

management-oriented audiences 

 

IS research framework is also related to the cycle contextual environment 

of the research with the design science activities [37][38]. The design science 

paradigm is fundamentally a problem-solving paradigm. It will to create innovations 

which the analysis, design, implementation, and the use of information systems can be 

effectively and achieve. They are addresses what are considered the problems that has 

characterized by unstable requirements, constraints, and complex interactions among 

subcomponents of the problem. A critical dependence is upon human constructionism 

and abilities to produce solutions and human social abilities. 

This chapter reviews literature used in the research of various applicable 

technology foundations that support the business continuity responses during various 

natural disasters. Next chapter are discussed methodology in this research. 
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CHAPTER III 

METHODOLOGY 

 

 

The research methodology brings in the knowledge from the literature 

review discussed regarding the EMM, 4Rs framework, and "Internet of Things" 

technology, and the finally incorporates that into what was found to be the underlying 

BCP Initiative. This chapter focuses on the research design, including creating BCP, 

cloud computing approach, selection system criteria and the data analysis for next 

chapter bringing in the experimental results and evaluation. This research uses 

association rules techniques by Internet of Things and the design of wide area of 

personal, companies, industries, and government; wireless sensor network heaps 

requires the adoption of real time operation system [39]. For Business continuity 

solution, each application is classified into a group based on its kind of EMM 

solutions they used, critical system, and platforms; a solution was then outlined for 

each assortment, but Business Continuity Plan (BCP) is the risk management practice 

of coordinating, facilitating, and executing activities that ensure an enterprise's 

effectiveness. To avoid prescribing a specific application for BCP that might "    

change the word "applying" to "application not take into account all of an 

application’s business requirements, the following solution approach was used. Each 

activity is described by a list of features and a set of Internet of Things that can meet 

the BCP's Initiation of the specific classification group. 

 

 

3.1 Research Process 

This research uses the association rules to find the relationship between 

BCP and related knowledge base of applicable theories. The process for finding the 

relationships to Business impact is at the heart of all disaster recovery planning 

Initiatives.  
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This research relates to the Design Science Research norm, and is based on 

the Information Systems Research framework proposed by Hevner et al. It involves 

various processes as shown in Figure 3.1. 

 

 

 

Figure 3.1 Information Systems Research Framework [35]. 

 

 

According to the IS Research framework proposed by Hevner et al., the 

main objective of this research is to design a simplified BCP and empower mobility 

devices as the delivered artifact. The IS research involves the iterative processes of 

creating and evaluating the profitability of the artifact so its possible gaps are refined. 

Kernel theories are applied on defining the design process. A model of the general 

process followed by design science research in its multiplicity of Information systems 

and the organizations, are complex, synthetic, and explicitly designed. They are 

composed of people, structures, technologies, and work systems. This framework is an 
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adaptation of a computable design process framework by Hevner A.R. [35]. IS 

research framework have proposed a knowledge contribution framework for design 

science research.  

Design science research in IS stated that the primary focus is always on the 

finished framework result and how well it works. However, the knowledge gained in 

the endeavor is repeatedly categorized as either company. In facts, behavior that defies 

explanation and possibly well serve as the subject of scope of further research.  

 

3.1.1 Design research guidelines 

From chapter 2, the research follows Hevner et al. Design Research 

Guidelines for the proposed framework are described as follows. 

Guideline 1 Design as an Artifact: The artifact of this design-science 

research is framework for enterprises that adopt IoT and Enterprise Mobility 

Management (EMM) solution via cloud services. The proposed architecture aims to 

mitigate disaster to an acceptable level. 

Guideline 2 Problem Relevance: The proposed framework can be linked to 

the enterprises’ business continuity plan objective of providing their services with 

simplify profitable way and efficiency. The importance of the research is to keep the 

critical online system during recovery process and BYOD adoption by EMM solution 

in all business sectors. 

Guideline 3 Design Evaluation: The perspective evaluation of the 

framework designed is based on experience and knowledge base methods via mainly 

informed argumentation with experts, as well as a construction of infrastructure 

integration architecture that assists in demonstrating the artifacts elements. 

Guideline 4 Research Contributions: The design-research contributes in 

the knowledge base for leveraging IT technology in enterprises, a secure collaboration 

with cloud service vendors, and the efficient adoption of mobility management of 

enterprise. 

Guideline 5 Research Rigor: The precise methods are applied in 

Infrastructure and evaluation of elements.  IS Systems Framework and Design-Science 

Research guidelines will be described in this section of the Master Thesis. 
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Guideline 6 Design as a Search Process: In order to design the desired 

elements of this framework the search process is based on systematic literature review 

that is proceeded on the International standard BCM program (ISO22301) and IT 

theories that occur in a system comprising the enterprise and an external cloud vendor. 

By assessing the stated information and critical thinking, the main risks that derive 

from IoT technology and cloud-based service is elaborated. Finally, the search for 

framework elements assists in building up the proposed Infrastructure Integration 

architecture as prognosticators expect. 

Guideline 7 Communication of Research: The research results are 

communicated to both technology-oriented and management-oriented audiences. Each 

group examines the realistic option in long-term business of the Infrastructure 

architecture from its own perspective before test implement scenario. Consistency in 

design is very important, because if an employee might use the multiple systems from 

EMM solution of the organization. It might troubles that they are against to follow the 

policies. Hence, understanding the user behavior and usability of it. IT operation may 

present the way of similar content in a different way, because it is going to be 

consumed in a different way. It involve to what we do to follow the employee 

expectation and enable to do their job efficiently.  

Horizon Scan 2015 Survey Report [40], Use of ISO 22301 as a BCM 

framework is broken down by Industry Sectors. Surveys show that there is much 

variation on the use of ISO 22301 by organizations, depending on their primary 

function. Those in the manufacturing sector were less likely to use ISO 22301 while 

those within the information, communications, public administration, and defense 

sectors were more likely to use ISO 22301. The data from Horizon Scan survey report 

2015 came from 760 organizations based in 72 countries worldwide during 8 weeks 

from November to December 2014. Firms in the Middle East, survey reporting the 

presences of a dedicated BCM programme have revealed that  

 27% of organizations spend US$100-250K  

 22% spending US$250K-1 million. 

 11% of large organizations such as banking, oil/ gas, and telecoms 

sectors have spending more than US$1 million. 
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What more benefits of ISO 22301 Business Continuity Management, the 

best practice for practitioner would come over with enormous costliness for structure 

of organization. Figure 3.2 shows the results from interviewing the expert team. This 

analysis declare the possibly causes to answer the research question why largely 

companies still pending their organization to certified ISO 22301 Business Continuity 

Management. Each SWOT [41] (strengths, weaknesses, opportunities and threats) 

section of this analysis model came from real workplace environments. No research 

supports the failure of the ISO, as it is a global best practice.  However, the results of 

the survey in Chapter 1 demonstrated that best practices have not been applied in 

many organizations. This may be due to other causes, such as availability of human 

resources, ROI, training budget, etc. 

 

 

 

Figure 3.2 SWOT Analysis 

 

Nevertheless, more businesses (52% from 2014year’s 44%) use ISO 22301 

as a framework for implementation. This data suggests the growing maturity of the 

standard.  
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3.2 Research Strategy 

 

3.2.1 Enrollment of EMM Solution Process 

EMM gives IT many more controls than just over the device. Example, 

basic components of an EMM platform include management of devices, applications 

and content as well as collaboration and user profiles. Mobility devices of IT are more 

powerful to utilize the SMS alerts and the analytic data report from actuators that 

relevant to the task such as sensors environment of Data Center (i.e., smoke detector, 

close door detector, water leak, AirFlow, Temperature, Humidity, and Dry Contact 

Input detectors). Profile Installation in term of EMM solution service are emergence of 

IT services for employee's needs within organization such as Corporate security, Apps 

catalogs, Corporate WiFi, Virtual Private Network, and Corporate Email Service 

which are User need to follow the process request one by one for control. System 

Owner must consider the employee's role before allowing use those IT services in 

mobility devices. Figure 3.3 explains the step Self-Enrollment of EMM Solution 

Process in below 
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Figure 3.3 Self-Enrollment of EMM Solution Process  

 

 

3.2.2 Mobile Devices Access Methods  

EMM features could be deployed in several ways, referred to Figure 3.4. 

Corporate can choose the suitable deployment to fit and take advantage from EMM 

solution without requiring any special features. EMM (in-house) is the traditional 

deployment involving software on a dedicated server, operated by IT and located in 

enterprise data center. Most in-house software solutions come with a startup license 

price and annual maintenance fees. Thus, the in-house solution can represent a large 
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up-front investment. This System topology is simplifying integration with order IT 

services such as Active Directory, Mail server, File Server, etc. While Cloud-hosted 

EMM using cloud computing that it has prompted for alternative can deploy EMM 

solution via private/public or hybrid cloud servers with high availability, network 

redundancy and unlimited scalability even if the corporate induce to invest 

Infrastructure to gain more sustainable competitiveness in over long run business. 

However, ROI for small and midsize businesses, EMM (SaaS) can be a powerful tool 

for mobile devices evaluation. Maximize cost saving alternative of Compute as a 

Service (CaaS) instead of full fundamental of own cloud-hosted EMM server. 

 

 

 

Figure 3.4 System topology deployments to comply with Corporate Mobile Devices 

and BYOD policy.  

 

Unifying virtual web technologies with nearby physical devices that are 

part of the Internet of Things (IoT) gives anyone with a mobile device, the appropriate 

authorization, the ability to monitor, and controlling their IoT devices through the 
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ubiquitous Web browser. Although some mobile devices can be connected via mobile 

phones, these are not considered elements of IoT, since IoT is not designed for direct 

human interaction or control.  

There are 2 methods for mobile devices to interact with the Internet of 

Things by (a) direct (b) by proxy. The Figure 3.5 shows that network computers can 

participate in IoT as passive objects with Bluetooth low-energy wearable device, near-

field communication (NFC), and Uniform Resource Identifier (URI) Wearable 

Technology. IoT communication technology is relevant to low level peer-to-peer 

protocols such as Bluetooth, WiFi or Internet protocols as mentioned in Chapter 2. In 

practice, it betters to have one bridging device that supports Wi-Fi and enables simple 

peripheral IoT devices to connect the bridge. Low-level IoT communication standards 

have evolved to fill that gap. A unified communication standard has not emerged yet 

for IoT and so the tactical tasks of integrating these systems still exist. In this sense, 

we can assume that they will continue to work in those types of functions such as 

where wearables work best, and that is verticals like privacy security, military, 

technicians, any type of Industries where it is important for that individual to have 

those hands free, as referred to Figure 3.5. There are numerous diverse technologies 

that come to defining M2M and IoT, but there are also many different markets 

segments within M2M and IoT. This research resumed to different applications. 

Therefore, when we are talking about an M2M or IoT now, it is not only one market 

but also extremely sub-set markets with many different business dynamics, and 

certainly heterogeneous elements of maturity. Snapshot of IoT communications 

elements can define 2 ranges of wireless technologies, given as:  

 Long Range Connectivity: 2G, WCDMA, 3G, LTE, LTEA, and 

WiMAX 

 Short Range Connectivity: Bluetooth, WiFi, NFC, ZigBee, and 

6LowPAN 
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Figure 3.5 Distinct Interaction that mobile devices can enable in IoT. 

 

BYOD mobile employees may be used for both personal and business 

purposes. For Mobile Policy, many companies are putting together mobile policies to 

manage the inflow of BYOD and mitigation issues from User. On-premise services, 

SaaS application is being-sold based on a master subscription agreement with 

enterprises paying an ongoing fee to use the application. The pricing is varying by 

minimum access required to some or all of the application's features to diversify the 

rates according to edition of it. As the results, SaaS solutions reduce the resources 

investment, because there is no need for either expensive hardware or software which 

it is on-demand by deployment of infrastructure within the enterprise. In addition, 

SaaS services reduce the costs related to disaster recovery which it is not showing up 

in this research subject. SaaS services improve their Return On Investment (ROI), the 

delivery of business services on cloud has presently achieved a flourishing 

development [42]. Some of benefits of SaaS are easier to administrate, same version of 
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the software for all User (global automation), and easy to collaboration and also 

reduces costs and improves performance. When employees connect locally to the 

internal network enterprise, a direct access of on-premise applications is undesired and 

therefore not adopted by companies. However, this framework approaching BYOD 

can enroll profiles service by EMM solution, and manages most 100% like corporate 

mobility devices for manage security. Alternatively, enterprises can make use of the 

default EMM server, which can centrally authenticate mobility devices by comparing 

employee credentials in the company’s active directory. The different device access 

methods for the enterprise and cloud environments are illustrated in Figure 3.6. 

 

 
 

Figure 3.6 Mobility Devices Access Methods of EMM (in-house) 
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When BYOD is used for accessing the in-house and enterprise cloud 

business applications, employees may connect to these corporate services both 

remotely and directly via the enterprise wireless network. In the case of remote access, 

an EMM in-house server is provided to mobile employees upon establishing a 

connection to the Internet via a Wi-Fi, Bluetooth, or 3G. While the enterprise cloud-

hosted EMM server can be directly accessed in the same way, the integration of 

external SaaS applications in the enterprise flat service can provide an alternative 

access method of the enterprise cloud via the corporate network. Do not fall-off from 

the scope, this framework design support to business continuity so aforementioned 

device access methods apply to public SaaS cloud access scenarios. In this sense, 

mobile employees can access their personal accounts on the various public cloud 

environments both remotely, by making use of public Wi-Fi and a cellular data 

network after enrolling the profile service from EMM server and working on-premises 

via the enterprise Wi-Fi. 

EMM is a comprehensive solution for mobile devices both personal 

(BYOD) and corporate mobility, including applications and significant document. It 

should be considered as an IT strategy that needs to be analyzed and used as a tool to 

help users working more efficiency, control, and secure of mobile devices. Normally, 

a Company App Store will allow employees to download the new tools as an 

application. It integrates mobile devices into the internal infrastructure so that 

employees can easily and effectively work on their cell phones and tablets. 

Accordingly, It may describe the future evolution and convergence of several mobile 

management, security, and support technologies. All organizations demand to manage 

and secure mobile devices, and various vendors of mobile management will disappear 

in the process of market consolidation. Therefore, EMM solutions are considered 

purchases as a tactical decision. Pre-algorithm for overlapping in enterprise mobility 

management systems is being developed for a mobility strategy, in order to make sure 

that operational management is simplified and regularly educates employees. 

Practitioner Investment in part of Enterprise Mobility Management will be the most 

investment in mobile applications sector [43]. 
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3.3  Enabling Internet of Things in SaaS-Based Enterprise Mobility 

Management 

A first key step is to develop a policy on how mobility will be used in the 

enterprise. It is best to keep the pages to a minimum so that users will read it. Most 

EMM solutions products on the market can support making policies and can even 

capture electronic agreements by the users, including their location and the date that 

policy was read. The instruction of cloud computing services and the occasion for 

employees to work using their own smart phones through the adoption of BYOD 

policies widen additional risk for the company’ processes. If organizations do not 

implement mobile devices with EMM solutions, then Enterprise mobile policy simply 

includes these steps in the main areas for designing two types of devices, including 

Corporate Mobile Device and BYOD.  

 

3.3.1 Identify Users 

Policy should designate the different user segments. Policy may differ 

depending on user requirements [44]. 

 

3.3.2 Hardware, Software and services 

Policy would enforce the types of hardware, software (i.e., OS and 

applications) and wireless services that will be supported especially BYOD. 

 

3.3.3 Security levels 

3.3.3.1 Two-factor authentication policy during a business 

disruption. Once significant for remote access only, it is now standard practice for 

devices within an organization to verify user identity in order to protect the 

organization and its assets [45]. 

3.3.3.2   Policies for user logon password strength enforced. 

3.3.3.3 Details of data loss prevention and encryption 

guidelines, guidelines for Process to decommission mobile devices when lost, stolen, 

or at end-of-life cycle. 
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3.3.4 Costs 

3.3.4.1 Insight into how to develop plans that enable cost-

effective, rapid binding of users to their credentials in the event of an emergency 

without lowering the security policy, opening the organization up to potential attacks, 

or exceeding the IT budget. 

3.3.4.2 Policies should detail cost responsibilities, spending 

guidelines etc. 

 

3.3.5 Regulatory 

Guidelines should address local regulatory requirements. For example, we 

cannot make a call while driving a car. The best advice is to require the users using 

Bluetooth handsfree or making a call back later. 

 

Fortunately, since most forecasters agree that a significant growth in 

corporate mobility virtual private cloud services is expected, a complete enterprise 

mobility solution can be provisioned in the future.  

Researchers expect that the elements from the framework design are the 

global solution for future infrastructures and empowered by cloud service globally. 

Each disparate component requires a big investment of time and resources. Integrating 

them all together into a complete solution may spend several months or years. The 

information flow when mobile employees directly connect to the cloud-hosted EMM 

directly without proxy enterprise network, IoT platform [46],[47] has to expanded the 

capacity of mobile devices in companies that enable them to connect product/service 

information to smartphone and web applications with low-cost and simplicity. APIs 

have become a crucial channel, ability to extend products/services and growing the 

ecosystem as a whole. APIs have transitioned from In-house developer to become the 

Business-to-Developer market that developers can create new software applications 

and new opportunity businesses. API propel mobile Apps to shown the value of 

executing an API strategy, and encourages SaaS and PaaS to companies. We have to 

evaluate metrics into the applications and have to analyze them constantly. IT can 

adapt the current Infrastructure to be a heterogeneous network, though it may need to 

buy some hardware for efficiency of structure, while pushing the applications into the 
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cloud would increase complexity, but it enables the low cost connected with the 

product functionality, as shown in Figure 3.7.  

 

 

 

Figure 3.7 Corporate Mobility Virtual Private Cloud Services: Tracking the Internet of 

Things in the EMM Infrastructure management. 

 

Some large corporate would like to provided web and mobile app 

developers with their own applications to backend cloud storage and APIs which its 

"Mobile Backend as a service" (MBaaS) [48] needs to engage with 3rd party vendor. 

Mobility Management Service from some providers has effectively lowered cost and 

complexity with cloud based mobile management. BCP Leadership activates 

empowerment of mobile devices infrastructure plan during disaster recovery plan is in 

progress to keep critical system online. Scenario of alternative plan when primary data 

center cannot connected with reason unplanned IT or telecoms outages, as shown in 

Figure 3.8. IoT Gateways connect to the cloud through Internet protocols and integrate 
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with on-premises IT infrastructures, using protocols or connectivity that may include 

Internet Small Computer System Interface and file protocols. IoT Gateways provide 

performance optimization; encryption and data prioritize classification reduction, and 

a choice of service providers. Cloud computing comes in three forms: public clouds, 

private clouds, and hybrids clouds depending on the type of data users working with. 

More security architecture, PaaS cloud-hosted EMM system is absolutely alternative 

in term of secure on file sharing, access management, and Apps management which it 

is underlying on the conditions and acceptance of company. 

 

 

 

Figure 3.8 Enterprise Data Center (EMM in-house) 
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3.4 Business Continuity Plan Initiation 

In creating a simplified Business Continuity Plan, BCPs provide 

procedures for how entrepreneur and employees communicate and keep doing their 

jobs in the event of a disaster or emergency, such as a fire at the workplace, protesters 

against the closure etc. Unfortunately, many companies have never developed or 

tested such a plan, because they may not feel that it is imperative. Therefore, creating a 

comprehensive BCP will allow reinforcing the company’s capability to continue the 

business as usual during disruptions to business operations. Based on BCM program 

was guide addresses four phases supported activities, the four phases are united and 

real simplified by a common theme of accountability at all levels. Regarding to figure 

3.9, overall underlying successful BCP is a comprehensive understanding of the 

business processes that need to be maintained in the event of a disaster. It procedure 

can be described as follows. 

 

 

 

Figure 3.9 A hierarchical simplifying BCP design based on BCM Program Year 2000 
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Step 1: Determine Key Recovery Resources 

1) Create a list of internal personnel key. Following the occurrence of an 

event that disrupts normal business operations, key personnel needs to be quickly 

assembled in order to execute a BCP. [49]. 

• Create a list of key internal personnel key with all contact information, 

such as cell phone, business phone, home phone, pager, business email, personal 

email, and all possible way of contacting in an emergency case. 

• Consider which job functions are critical to continue every single day 

operations.  

• Key person does not just include high-ranking executives but the low to 

mid-level employees would affect the business operating income too. 

2) Document critical business equipment. Create a list of critical 

equipment/data, and create a strategy for secure access in the event of a disruption 

[50]. 

• This list should collect passwords, identification data, and the location 

of files. 

• On-site business computers often contain the most critical information 

that employees must be able to access even when working off-site. This key may 

relate to DR site of company. 

• Software, Application Server that need to be considered critical 

equipment, especially if it is specialized software or if it cannot be replaced. 

• Identify critical documents that compile all documentation necessary to 

start the business over again in the event of disaster that destroys the critical 

documents, such as legal papers, bills, banking information, critical HR documents, 

etc. 

3) Identify who can work from outside company located or their house. In 

case those business operations cannot continue at the primary location, telecommuting 

from home is a great way for employees to continue doing work as usual [51]. 

• While find out and list who can/cannot work from home because of 

internet connectivity limitations or other issues. Company can activate alternate plan 

like this purposes of this paper. 
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Step2: Sufficient awareness of risks and IT compliance is what makes 

a good Business Continuity Plan 

1) It accepts that there are the potential threats and risks that will face the 

company, one should always be prepared and willing to accept that risks and threats. 

After accepting that unplanned for risks and threats can have catastrophic results on 

business operations, and make a plan to ensure that both business’s assets and 

personnel are sufficiently protected [52]. 

2) Create a list of possible risks and their impact upon the company. For 

examples, the sudden loss of Marketing manager will not typically the result in an 

immediate impact. However, over the long term it can severely impact results, vendor 

relations, and customer service. 

3) After identifying risks, we sort them by impact and likelihood to 

prioritize of planning. 

4) Do not confuse the business continuity plans with disaster recovery 

plans. BCP focus on creating a plan of action that focuses on preventing the negative 

consequences of disaster occurred at all, while Disaster Recovery Plans should be 

oriented towards business recovery. 

5) Create a Business Impact Analysis that allows company to determine 

which issues, risks and threats that BCP needs to address. Considering the possible 

effects of disruption to business operations that could cause, such as [53] 

 Lost income and sales, 

 Lack of service delivery, 

 Regulatory, 

 Delay / inefficiency to commence future business plans, 

 Increased expenses, 

 Customer defection/dissatisfaction. 

 

Step 3: Create the Business Continuity Plan 

1) Specify the contingency location (DR Site) for business operations. In 

case, no contingency location site may set the temporary workplace like seminar room 

or shared subsites within an organization [54] 
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 Storage the rental facility near usual site might be a 

solution to relocate, if we have products in stock 

 Mobile device perhaps best choice for everyone is a 

suitable option. 

 If company does have an identified temporary location, 

include a map to the location in BCP. Wherever it is, make sure that we have all the 

appropriate contact information (including people’s names). 

 Specify temporary location including map to go there in 

BCP. 

 Always checks contingency location if the companies 

have many employees is working at workplace. Make sure is available every time we 

need. 

2) Specify the contingency accessories that can be used when business 

operations are Interrupted 

 The company can assumption the questions when 

disaster damaged company assets such as where would we rent trucks or computers? 

Or even business service outlet for multi-copier, fax functions? 

 It is more important to specify the services, equipment 

must be able to supply, and the person whom entrusted with the responsibility of 

managing the relationship with the inheritable should have authority to make decision. 

BCP is useless if all the information is disrupted about in different places. Make the 

copies at least enough for key personnel and keep the extra copies at an off-site 

location or at home.  

3) Create step-by-step instructions on how to execute the BCP and address 

what to do, such as specifying the name of the person in case emergency if company 

want to know who is supposed to call the insurance company then just look up 

"Insurance", etc. 

4) For external contacts List, if company has critical vendors and partners, 

build a special contact list that includes a description of the company and other 

information about them. More Important for utility company’s information is 

municipal and community offices (i.e., police station, fire, water, hospitals etc.) and 

the post office [51]. 



Fac. of Grad. Studies, Mahidol Univ.  M.Sc. (Information Technology Management) / 45 

 

Step 4: Implementing Business Continuity Plan 

1) Communicate the BCP to relevant employees. Make sure all employees 

who could be potentially affected by a disruption have read and understand the BCP. 

Take the time to ensure that employees are aware of their relevant roles in the 

implementation and execution of the policy. 

2) Not just provide essential BCP plan to key person but make sure that all 

employees are aware of building evacuation procedures, as well as contingency 

locations. The foreseeable event of key personnel will not prevent other colleague 

from know how to respond to business operation disruptions. 

3) Plan to update BCP in light of additional information and/or changed 

circumstances and do not forget to let it get out of date as shown in Figure 3.10. 

 

 

 

Figure 3.10 Recommendation for revise and update information follows the current 

situations. 
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Table 3.1 Business Continuity Plan Initiation.  

 Practice Areas Description 

Business 

Layer 

Purpose, scope, and 

users 

It is objectives which part of the organization 

it covers to whom should be read it. 

Roles and 

responsibilities 

Key Person who will be responsible for 

managing when the disruptive incident 

occurs. 

Emergency contact 

person 

Key internal personnel, following the 

occurrence of an event that disrupts normal 

business operations persons who will 

participate in the execution of the BCP 

Plan activation and 

deactivation 

In cases the procedure of activation which 

regulate to deactivate the plan. 

Communication Key personnel or team that different from 

emergency contact person for contact 

outsourcing during the disruptive incident. 

Perhaps to communication with media and 

government agencies. 

Incident response How to respond initially to an incident, this is 

very important and often need to prepare with 

the main plan. 

Temporary sites and 

transportation 

While the primary site facing unplanned 

event, alternative sites will activate and key 

personnel should plan how to get to that sites. 

Order of recovery for 

activities 

Checklist of the activities, with Recovery 

Time Objective (RTO) for each. 

Recovery plans for 

activities 

Explanation step-by-step of responsibilities 

and operation for recovering workforce, 

facilities supply, infrastructure, software and 

processes, combining mutuality and 

interactions with outsourcing activities. 
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Table 3.1 Business Continuity Plan Initiation. (cont.) 

 Required resources A list of all employees (Call tree), third-party 

services, facilities supply, infrastructure, 

equipment, etc. that is necessary to perform 

the recovery, and who is a key personnel to 

provide each of them. 

Restoring and 

resuming activities 

from temporary 

measures 

Step how to restore business activities back to 

normal business operation once the disaster 

Incident has been resolved. 

Risk Analysis (BIA) Originate the processing of collected data to 

arrive at DRP's objectives. 

Insurance Determine what types of insurance are 

available and put in place the insurance your 

business needs. Almost cover on essential 

documents, PC, laptop and hardware in Data 

center. 

Infrastructure 

Layer 

Disaster recovery 

plan 

Type of recovery plan that recover the 

Information technology infrastructure 

  

 

Preferable way that should be considered for store data is off-site on a 

cloud platform. We do not trust on a fireproof safe to store computer media because it 

is designed for paper and plastics film, including CD, DVD, floppy disk, and a 

magnetic tape will melt. 

 

 

3.5 Methods conclusions and attitudes 

This chapter discusses methodology and experimental results received 

from panel experts of this research. There were several key findings noted after 
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interviewing the experts group. They emphasized the challenges faced with keeping up 

with technology in an ever-changing world.  

Bring Your Own Device (BYOD) is quickly growing in demanding from 

employees who work for large enterprises and prefer to use their personally owned 

devices (e.g. smartphone, tablet, laptop, etc.) for work daily purposes. Though there 

are options to make whole suits of applications available to the employee’s BYOD, the 

expert panel felt that checking corporate email was really the main application driving 

this BYOD request. There are pros and cons to the BYOD trend but at the very least, 

Enterprise Mobility Management solution must be required to manage and secure the 

mobile devices following the organization’s needs and requirements.  

One of the advantages of BYOD is that this can cut down on your 

company’s budget for technology investment.  Employees can access to the latest and 

greatest technology at no expenses to company. One of the challenges, however, is 

that there are some security risks involved with allowing personal devices to access 

internal network and data. Therefore, we need to ensure that following: 

• Security: there is no system that is 100% secure, therefore it is 

important to continually monitor for new security vulnerabilities as an essential step 

for keeping essential data secure. Given the various ways of identifying security risks 

and mitigation essentially requires the skill sets of a security technician or specialist to 

identify these.  

• Disaster Recovery and Data Backup: Make sure the sufficient resources 

are available. Be cautious during bad nature season, making sure your data is safe in 

the event of a disaster. Cloud storage solution recovery is better to ensure that the 

company data is secured and recovers faster than a magnetic tape offsite data 

protection service which is vulnerable if transportation has been impacted  

• Make sure the IT department provisions funds for the right solution of 

EMM system that meets the organization’s requirements. 



Chidchanok Kanjanalap  Data Validation / 50 

 

 

CHAPTER IV 

DESIGN VALIDATION 

 

 

This research focuses the validation of the Infrastructure Integration 

Architectures.  Researching the association between simplified business continuity 

plans and technology trends, the analysis results show a validation that the proposed 

empowerment of mobility devices can be carried out. In this sense, we can determine 

the degree of framework is representating of the real world as far as the intended 

functions of the model are concerned. Furthermore, we examine to what extend our 

framework to meet the identified principle factors and organizational requirements.  

The final outcome of the validation stage is to make the proposed useful 

framework in terms of addressing the correct problem and providing information in a 

simplified and sufficient manner on the designed Infrastructure. For this, we first 

describe in each section: 

4.1 The preparation steps that relate to how the expert group was selected 

and how the validation process was structured  

4.2 Defining the validation criteria on which experts provide their 

technical experiences with research further discussions  

4.3 Elaborating on the results of the validation step  

4.4 Summary of Validation Setup for Preparation, Validation Criteria, and 

Validation Results are presented in chapter V 

 

 

4.1 Validation Setup for Preparation 

This stage describes the step used for the expert panel selection. Experts 

were asked to evaluate both the selected components that constitute the theories of 

technology to integrate Infrastructure architecture and the processes we followed to 

derive the proposed framework. Experts were also asked to evaluate both the selected 
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elements that constitute the theories of technology to integrate Infrastructure 

architecture and the processes we followed to derive the proposed framework. 

A list of validation criteria related to design was defined and the different 

methodologies we used. Assessing this framework with advanced criteria, the 

respondents were also asked to give recommendations that can improve the business 

continuity plans in terms of effectiveness, cost-efficiency, and feasibility.  

Depending on their availability, the respondents were reached via either 

via tele-conference for a short interview or e-mail. As a pre-step, we provided them 

via e-mail with a summary document that describes the Infrastructure Integration 

Architectures and Simplify BCP process with its components, as well as the design 

steps that we followed during our research. In addition, the respondents were provided 

with our selected validation criteria list in order to be prepared for the interview.  

Regarding the process of selecting the experts that validated the proposed 

framework, we selected people with different capabilities, and focused on senior job 

positions in order to ensure the right levels of knowledge and experience on the topic.  

More specifically, our expert team consisted of the following four persons: Maykin 

Warasart, Senior InfoSec Consultant at Verisette and Analyst Programmer at DST 

Worldwide Services (Thailand), Limited, who is currently working as a Senior 

Strategist and his tasks relates to IoT security and cloud business development, Mr. 

Sivapon Soponkanapon, who is Project Manager of Ideal Systems, Mr. Prasong 

Amkham, who is currently working as a Senior Senior IT Consultant- Stone Apple 

Consulting at Essilor Thailand and his tasks relate to mobile networking and mobility 

management. Mr. George Herbold, who is currently Infrastructure Engineering-

Worldwide Network Services at Abbott Laboratories, IL USA and his tasks relates to 

Network Security and cloud architecture. Our validation group involved experts in 

fields of Network Infrastructure, Network Security, and Mobility Systems.  

Furthermore, all selected experts have relative academic background in 

risk assessment and business continuity management, while they have real-life 

experience on applying such frameworks due to their job position requirements. These 

experts were not involved in the design process of the Infrastructure Integration 

architecture in this research. Their role was to validate the framework based on their 
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own knowledge and provided us with invaluable feedback in order to customize the 

proposed design.  

In the following section, the criteria on which the selected expert group 

validated the Infrastructure Integration architecture are elaborated. 

 

 

4.2 Validation Criteria 

In this section, the validation criteria as they were defined before the 

execution of the expert validation step are discussed in detail. The selected criteria is 

based on the suggested guidelines of different size, type of business, experiences and 

risk management frameworks, in order to ensure that they are generally accepted and 

are relevant for the case of an enterprise adopting mobility devices policy. Our first 

validation criteria is correctness/relevance. Our respondents were asked to evaluate 

whether the design requirements and elements identified were relate in the case of 

enterprises adopting mobility devices both company owned and BYOD by IoT and 

cloud technologies.  

The exactness of the design architecture that were suggested to leveraging 

low-power IoT communication of such technologies is crucial, since the deployment 

of this framework for mitigating any risk from disaster would meet to requirement 

outcome for the enterprise. Furthermore, correctness relates to the accepted level of 

sprawl risk. This means that the acceptance of affectation that was low overall impact 

could have opportunities to rebuilt or recover as fast as enterprise’s business continuity 

processes. Another criterion that we used for the validation process is design 

furnishing. This criterion relates to assessing the proposed framework design on the 

level that it response purpose. This perceived, the experts were requested to evaluate 

whether the framework fulfills all purpose and enterprise design requirements, 

referring to the research objective that has been met. The usability of our proposed 

framework is criterion from expert panel that was asked to evaluate whether control 

implementation, including assessing the feasibility and shaping procedure, are 

communicated so clear a trail. 

Final criterion is flexibility of the proposed design. More especially, the 

experts was asked to assess the flexibility of the design requirements and extends the 
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technology's foundation as an essential link for IoT  identification processes, so that 

the design can be fitted for different types of enterprises. 

 

 

4.3 Validation Results 

The experts team comments on the exactness and absoluteness of the 

design architecture  that we followed were overall positive. More specifically, the 

interviewees confirmed that the selected frameworks and industry standards are 

applicable to enterprise-cloud-based system. Insofar, the identified design 

requirements covered all necessary aspects according to the experts. This research was 

complimented by using a formal guide, such as the Hevner et al. Framework design 

science for Information Technology Systems, which provides an logical science 

thinking of design requirements that can be found in guidance on IS research. 

The easement of framework design's implement  was estimated opinion to 

be pleasant followed with an additional recommendation of figures that conceptualizes 

all processes. This research design might not be easily adaptable to Non-Legal based 

enterprises due to the different applicable data protection laws. Although, such 

feedback was expected, as it was our intention to limit the geographical scope of this 

research. 

Regarding the proposed framework final design, the experts pointed out to 

compromise between flexibility and completeness of this framework. In this sense, 

Infrastructure Integration architecture can easily be adapted for different enterprises 

according to their settings on application, user community, and mobile feature 

permissions. This framework solution does not describe a rigorous acceptable use 

policy, it would rather be guideline on what issues IT managers/Practitioner need to 

take into consideration before implementing the use of empowerment of mobility 

devices for business purposes. Our suggested technical elements, however, enable the 

implementation of mobile device limitation and the secure transmission of sensitive 

data towards and from the mobility devices, based on enterprise mobility management 

system. 
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Table 4.1 Correlation matrix between vertical and horizontal experts panel about 
proposed framework 

 
 
 
 
 
 
 
 
 
 
 

Expertise validation 

S
ui

ta
bl

e 
A

cc
es

s 
M

et
ho

ds
 

S
ui

ta
bl

e 
B

Y
O

D
 C

ul
tu

re
 

A
ll 

en
co

m
pa

ss
in

g 
su

pp
or

t 

S
ec

ur
e 

an
y 

de
vi

ce
s 

C
om

m
er

ci
al

 m
od

el
 

P
ro

fe
ss

io
na

l S
er

vi
ce

s 

S
ui

ta
bl

e 
Po

lic
y 

de
si

gn
 r

eq
ui

re
d 

F
le

xi
bi

lit
y 

de
pl

oy
m

en
t o

pt
io

ns
 

M
an

ag
ea

bi
lit

y 

E
na

bl
ei

ng
 I

T
 s

ec
ur

ity
 &

 c
om

pl
ia

nc
e 

D
ev

ic
e 

co
nt

ro
l c

on
te

nt
 &

 A
pp

s 

G
re

at
 U

se
r 

E
xp

er
ie

nc
e 

S
up

po
rt

in
g 

m
ul

ti 
pl

at
fo

rm
 c

on
tr

ol
 

S
up

po
rt

in
g 

th
e 

 m
ul

ti 
ge

ne
ra

tio
n 

 
w

or
kp

la
ce

 

S
us

ta
in

ab
le

 C
om

pe
tit

iv
e 

A
dv

an
ta

ge
 

Knowledge Base   

IoT 
Communication 

               

Simplify BCP 
based on BCM 
program  

               

Heterogeneous 
Network 

               

Enterprise 
Mobility 
Management 

               

Cloud Computing                

Environment   

More demanding 
employees 

               

Awareness, data 
and 
implementation 

              
 

External cloud 
vendor 

               

Oursource 
Processes 

               

BCP team                

Maximize in the 
cost saving 

               

Sensors and 
actuators network 
communication 

               

 

 



Fac. of Grad. Studies, Mahidol Univ.   M.Sc. (Information Technology Management) / 55 

 

According to Table 4.1, the result from experts panel, reporting the 

presences of a dedicated framework design have revealed that  

 The 93% mostly agreed with Enterprise Mobility Management that is 

compatible and suitable 

 The 53% found that HetNet is fewest to fits with reason that cloud 

computing already covered requirement 

 For additional significant of environment, 73% of experts agreed with 

demanding of employees, and the reason had met the market growth’s needs 

competition and makes the work more liquidity while nowsday BYOD program 

secures enough by EMM solution and policies. 

 The 40% of Oursource Processes and BCP team were still important 

but expanded cost while BCP team, they commented that small-to-midsize company 

has to provide double role & responsibility to key person for BCP for saving human 

resource and whom have a power enough of decision making to activate plans. 

The expert panel were indicated that the absoluteness of the proposed 

framework design also demonstrates tradition or contemporary with the use of EMM 

puzzle with cloud mobility service by cutting off step to VPN but, use optional cloud 

based, which two-factor authentication from public area. This factor was confirmed as 

satisfied as the proposed framework incorporates both the employee requirements in 

enabling the use of personal devices (although limited Apps) and the organizational 

controls correlating to employee's awareness/training on how to observe the precepts 

of enterprise mobility device's policies. 

The technical elements that we designed were positively evaluated, as they 

correspond to current technologies used across enterprises using exist enterprise 

mobility device or SaaS cloud one or either, according to the experts’ work 

experience. One recommendation from the technical perspective was to secure file 

sharing by hosted EMM server on cloud (PaaS) for added security by separating the 

gateways from the web server farm, or the application servers, and the intranet 

databases respectively. Then, deploy additional network-based firewalls at the entry 

points of the new segments. One expert’s comment on the proposed framework 

however, was that the additional assets and technological components that are required 

in framework design might be high cost-structure for small enterprises (estimate 50 



Chidchanok Kanjanalap  Data Validation / 56 

 

employees). IT service outsourcing is alternative way to manage overall mobility 

devices management to cloud vendor. This approach, notwithstanding being less 

secure, due to the uncertainty involved in threats factor, but at least this framework 

responsed to objectives of researcher to operating business continuity plan and can 

mitigate impact from disaster. 

From a non-technical approach on proposed framework final design, the 

expert panel suggested that according to base on their current security practices, BCP 

should be scheduled to revise and update information follows the current situations at 

least every year in an enterprise’s business continuity plan lifecycle. However, this 

recommended schedule for assessing and mitigating any risk from disaster should be 

flexible itself, in order to adapt to disruptive technological innovations into the IT 

system and updated applicable mobility devices's  policy. Hence, from the validation 

results , we can summarize what’s benefits of the empowerment of mobility devices? 

Enterprise mobility management solution offer tools that make it easier to manage 

thousands of devices in the organization while some of companies manage by Apps 

in-house that can premise security and privacy for company. Available tools can help 

an administrator see who is using a mobile device, the type of device it is, the OS on 

the device and which apps are installed. The challenge for IT management is the 

different restrictions OS providers on BYOD and corporate mobile assets. For this 

reason, some enterprises are starting to turn to managed ability services, which involve 

outsourcing responsibilities for vendors who are able to cost-effectively aggregate best 

services for bundled service offering. Unfortunately, the enterprise mobility 

management (EMM) market is a mess. Benefits of this EMM architecture may can 

aims to achieve the following: 

1. Enhance work/life balance  

2. Employees access files server data from anywhere 

3. Provide an environment for mobile network operator and solution 

providers to disclose new revenue through innovative network sharing techniques or 

services. 

4. Accelerate adoption of CRM, ERP, other utilize Apps across the 

company 

5. Expand mobile capabilities for users worldwide 
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6. Network optimization benefits risen to users wherever they are 

7. Optimizes overall network capacity to deliver consistent QoE as the 

heterogeneous network programme will likely improve the QoS of networks by 

distribution of load across multiple wireless sensor networks.  

8. Enable employees to access and edit Office Apps documents from their 

mobile devices 

In this chapter, we defined how proposed framework should be validated. 

In this sense, we described the preparation steps and the criteria on which a selected 

panel of experts would validate this framework design. Finally, the main primary 

opinion of the experts during the validation interviews were detailed. In the following 

definitive chapter, we aim the research in the academic and industry fields, and then 

we present the limitations that inhibit the generalization of proposed framework  for 

enterprises. Finally some scope of further research points that could improve the 

approach of empowerment of mobility devices are discussed. 
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CHAPTER V 

CONCLUSION AND SCOPE FOR FURTHER RESEARCH 

 

 

This research focuses on using Enterprise mobility devices to find the 

relationship between applicable IT Infrastructure/Applications and techniques used in 

a Internet of Things and Cloud centric model. By the experimental results, the 

discussion is also given, conclusion and suggestion are the described as follows. 

 

 

5.1 Research Discussion 

As discussed, this research covers the adoption of Enterprise Mobility 

Management and cloud applicable technologies to support Business continuity plan for 

enterprises. This Master Thesis research proposes a framework for mobility devices 

and a simplified Business Continuity Plan based on a customized BCM program. This 

research presented multiple views and dimensions of heterogeneous infrastructure 

architectures, starting with some background on business continuity and describing its 

failure of enterprise business processes. From this information, analytical 

recommendations from expert panels are used to gather business requirements.  From 

this information, a logical design and architecture can be formulated, which is then 

followed by a description of technologies that meet the design requirements. From this 

point we deployed a number of suitable technology components in the system 

topologies in order to mitigate the enterprise risks to an acceptable level.  

The composition of the suggested technical, operational and organizational 

controls constitutes the component architecture, which is accompanied by guidance 

from the IT management as how these processes for the proposed framework can be 

adapted. This all-encompassing approach on the proposed framework is the answer to 

main the research question of “What empowerment of mobility devices can secure the 

access of cloud services by EMM solution?” 
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Chapter 2 and 3 defines this question and the underlying IT infrastructure 

in an EMM-cloud hosted system in order to answer research. We analyzed the legal 

and security requirements that our proposed framework should fulfill in order to 

secure the adoption of mobility devices and SaaS clouds. The design requirements 

were refined and enhanced by conducting business impact analysis so that the relative 

information risks for EMM cloud hosted system could be identified. The framework 

analysis was conducted based on a qualitative methodology, whereas the 

organization's infrastructure was based on sizes, extensive types by industry and 

environment. Location of workplace may be variables that require adjustments to the 

framework's components. In this sense, the answer to research question is partly 

limited due to the lack of real-life factor considerations. However with this approach, 

framework can be generalized to enterprises from all business domains, provided that 

the identified elements will be first tailored according to each enterprise’s business 

environment. In Chapter 4 we used Enterprise Mobility Management system tools that 

depended on the licensing type they owned to define the appropriate security controls 

that can mitigate the risks. Then we presented the framework design, which consisted 

of technical, Infrastructure operational and documents controls. We elaborated on the 

contingency locations for the suggested operation controls and explained how design 

requirements are fulfilled by each technical control. Upon answering the research 

question, we validated the framework design with the help of experts in the fields of 

network Infrastructure and mobility technical team.  

The experts validated the proposed framework on the following criteria: 

Accuracy, Absoluteness, Usability and Resilience. This framework was assessed with 

positive scores on all criteria, as both the identified requirements and the suggested 

controls are interrelated for enterprises adopting IoT technologies and Enterprise 

Mobility Management solution.  

A concession between the Usability and Resilience of the framework was 

indicated by the experts, who explained that this framework can be applied to different 

types of enterprises, but it should be adapted to each enterprise’s specific needs prior 

to its implementation. Hence, some of them comments about applying this into their 

current infrastructure for more valuable, not just to support BCP plans. The 
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combination of all research questions provides the answer to the main research 

purpose and consequently fulfills the research objective.  

However from the research results, there are limitations that have been identified:  

• IT teams need a solution to control applications in BYOD mobile to the 

same level as for Corp mobile for the security reasons.  

• People are already using powerful consumer devices to access email 

when they are away from the office which means corporations need to buy Mobile 

Email Management license to access business-critical applications.  

• The Internet has created the expectation of immediate access to 

information by anyone in organization from anywhere with anytime. However, 

companies need to weigh the benefits of higher bandwidths (increasing performance) 

against increasing costs. 

• This Business Continuity plans is suitable for small to mid-size company 

that would like to keep current Infrastructure with less changes required while still 

maintaining adaptability for future advantages in market trend. 

Does the changing IT landscape offer benefits for enterprise?  Cloud 

computing, telecommuting and mobile devices not only change the confront of the 

workforce, it also changes the confront of your customers. A slimily, predictive 

accuracy and proactive approach to meet IT needs is necessary in order to not only 

survive but also grow the business in the kindle of the changing technological 

landscape. IoT, there are uncertainties about its security and privacy which could 

affect its sustainable development. Many researches were published IoT architecture 

which provides various security features to the hardware. What BCM Managers need 

to know to achieve corporate resilience.  The concept of a Heterogeneous Network 

(HetNet) as a strategy that designed to help you build a sustainable program that meets 

the needs of your business and employees over the long term. A competitive 

advantage is gained when a company is able to perform better compared to their 

competitors. Whatever, It is not necessarily the environmental performance but 

durability, cost-savings, convenience or combined three together. If enterprise have 

not already begun to do so, now is the time to learn how a virtualized, converged 

infrastructure for IT operation team can help to manage complex and evolving 

technologies. Waiting for the next big thing to come about and reacting is not a model 



Fac. of Grad. Studies, Mahidol Univ.   M.Sc. (Information Technology Management) / 61 

 

for success as we've enter to new era of Big Data, Internet of things (IoT) and Cloud 

Computing already.  

 

Benefits of Internet of Things in the cloud (wide advantages) 

Direct benefits 

• Better environment 

o Saves natural resources (such as power electric in data 

center or SCADA systems etc.) 

o Saves oil & gas for transportation of employee (work 

from anywhere) 

o Helps in creating sustainable planet 

• Sustainability competitive advantage 

o Competitive in providing products/services 

o Low-cost and simplicity 

o Decrease Infrastructure investment costs (end-life cycle 

of IT hardware or some machinery) 

o Time spent on Task (comfortability) 

o Cost reductions - Overheads 

• Transport Networks 

o Tracking logistic product/service  

• Smarter communications 

o Using enterprise Apps such as social network apps to 

decrease teleconference and VDO conference 

 

Indirect benefits 

• Energy Sustainability 

o Ability to use resources such as power consumption, 

food and water sustainably. 

• Improved quality of life of citizen 

o Supports health by Health Care from anywhere, anytime 

(enable preventative and out-of-hospital care) to supports ageing population. 

o Better safety, security and productivity 
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o Create smart community that generates opportunities for 

knowledge sharing, business collaboration. 

• Build business credibility of corporate 

o Workforce capabilities increase. 

o Corporate identity 

o Customer – Loyalty and Retention 

• Economic growth 

o Government Savings and new services for citizen 

• New business opportunities 

o IoT and cloud help IT can be used in for improving the 

efficiency 

o Creates new businesses, and new better chance of  jobs 

 

 

5.2 Design Limitations 

An important factor that limits the span of research is the ever-changing 

enterprise environment itself and workplace's location. When corporations expand 

their customers, infrastructure components and the applications used for the business 

processes need to be updated, following contemporary technological advancements 

and trends. Furthermore, personnel changes are constantly adjusted to keep with the 

enterprise business goals, which impacts the business continuity plans, which needs to 

be kept up-to-date and yearly testing plan, especially if key personnel on the plan are 

no longer in those positions. All these changes refer to a rise in new impacting factors, 

together with the need to mitigated catastrophic incident contingency to a changing 

enterprise environment. Thus, even if current framework has a level of effectiveness, 

leveraging emerging enterprise environments and business continuity management 

strategy should be carried out to maintain a secure approach on mobility policies. 

As discussed in design chapter, the elimination of all threats is impossible 

so the overall security of framework design has limitations as our selected set of 

technical, operational and organizational controls was based on a cost-efficient 

approach. In this sense, the reasoning behind the framework elements is that 
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businesses can continue when faced with a disaster interruption within the stakeholder 

defined acceptable level of risk while having minimum impact on the enterprises’ 

resources. 

A required impact analysis poses another limitation for this research, as 

companies determine the acceptable level of risk caused by outages as explained 

through a risk mitigation plan. The appropriate points for implementing a system are 

located on the “Unacceptable Risk”. The residual risks that can still interrupt the 

enterprise business processes are defined in the “Risk Accept” fields. In this sense, 

companies tend to under or over estimate the potential impact to company assets from 

natural disasters since these types of outside threats are unpredictable, uncontrollable, 

and unstoppable, unlike malicious actions or cyber security.  In addition, integration of 

the workforce's mobility devices into the primary infrastructure by leveraging this 

framework is an added benefit to an organization. We suggest that the enterprise 

should invest in this solution to be secure from the impact caused by natural disasters, 

regardless of where ever and whenever they may hit and the destruction they may 

cause. The applicable policies on mobile data protection that differ across the 

organization also affect the degree of applicability of this framework for different 

industries and countries. Furthermore, the continuity plans on integrating SaaS/PaaS 

cloud applications could also be affected by such regulations if applicable within 

company, which may require different approaches to compliancy from the cloud 

provider.  This should be addressed when formulating the enterprise service level 

agreements (SLAs).  

Finally, it has to be indicated that the elements of this framework also 

depends on the type and size of the company. We realize a small-medium enterprise 

might consider the financial burden intolerable related to the implementation of all 

proposed framework components, however accepting only partial compliance may 

result in greater loss when faced with a catastrophic situation. From the results from 

experts analyzing the framework of mobility devices empowerment to support 

business continuity plans by adoption of Design Science, we can formulate the 

recommended next steps: 

• The adoption of Information Systems Research Framework as a suitable 

research approach, underpinned by a Critical Realist philosophy.  
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• A review of scholarly research in the Information Systems sub-

appendage of Information Quality focusing on measurement and valuation, along with 

topics from relevant reference disciplines in International Standard ISO and cyber 

security.  

• A series of semi-structured context interviews experts in different type of 

industries, examining specifically information quality measurement, valuation and 

investment.  

• A simulation study to evaluate for refine the framework by applying 

Infrastructure Integration architecture to primary data center and decision process were 

design in scope of further research  

• An evaluations of the framework shall be undertaken to periodically 

reviews, exercising, testing, incident reporting and performance evaluation that the 

framework is a purposeful, innovation and generic solution. 

 

 

5.3 Research Conclusion 

A mobile device is a trend emerging on the infrastructure being taken to 

the cloud. An essential step to reducing future unplanned service interruptions is 

forward-thinking planning and research into emerging technologies and life-cycle 

replacement of IT equipment.  Companies need to increase their emphasis for testing 

not only for maintaining sustainability, but more importantly to fully comprehend 

what specific technologies can or can’t do for business continuity. By 2020, we will 

live in a world where smart home/office, smart city, smart transportation, smart 

environment, connected things and smart machine are part of daily work and life. 

These new technologies and information sources will combine with business and 

societal trends to create new needs, opportunities and challenges. When enabling 

Internet of Things in the cloud via EMM, one must evaluate the future of mobility, 

new devices, platforms and mobile applications in enterprise mobility. Not only with 

Mobile Devices, the Internet of Things (IoT) included wearable and virtual computing. 

The challenge is determining how to integrate these platforms across IT and how to 

support these enterprise technology requirements. 
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Scope for further research 

As the Internet becomes more incorporated into our daily lives, it will not 

be too long before "real life" may refer to a life that is never offline.  Whereas my 

proposal focused on the implementation of an MDM system, other factors such as 

managing how data residing on the employee-owned devices is encrypted, which 

applications can be installed, enrolled profiles and what mobility devices features are 

permitted, will require new approaches on BYOD as this continues to grow in an 

enterprise environment. One aspect of BYOD which has untapped potential for an 

enterprise is mobile virtualizations, which can unlock new opportunities and 

innovations to address business needs by shifting cloud-computing technology into an 

ally in complying with the objectives of this research.  

Mobile virtualization is a part of the total enterprise mobile management 

(EMM) market that enables the splitting of one Smartphone into two devices by 

creating two instances of the same OS on the device. This technological approach to 

mobile device management allows two virtual platforms to be installed onto a single 

wireless device. A platform is simply an underlying computer system on which 

application programs can run, employees can have their personal and business 

information all in one mobile device that is able to maintain independent operating 

identities. Dual-personal technology is when a portion of the employee’s mobile 

device is virtualized for the purpose of holding corporate data.  There would be two 

virtualized containers, one for work and one for personal. Mobile virtualization makes 

device management easier because IT only needs to manage the virtualized portion of 

employee's device, since employees see a completely different set of screens when 

they use the device for business access and when they use their smartphone for 

personal objectives. Effective EMM system can provide the balance between device 

security and usability. This solution will be beneficial for the enterprise as it protects 

mobility, collaboration and social community. As an additional advantage, this 

solution will provide ease-of-use for employees, as they will be able to work on their 

mobility devices underlying the corporate policy controls. At the same time, personal 

data privacy for the employees will be guaranteed, as the personal interface of the 

device will not be able to be seen or wiped by the corporate IT. 
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An EMM solution is the key element in this proposed Infrastructure 

integration architecture, for it can seamlessly be integrated to IoT communication, 

through the corporate instance on the device. By starting with mobility devices based 

on virtual software partitions, EMM can extend its capabilities for device management 

on cloud centric.  The IT Operation or administrators will be able customize the 

corporate image via empowerment of mobility devices with whatever enterprise's 

EMM solution that’s been chosen for its employees. It could also be remotely wiped in 

case a phone is lost, stolen, or if the employee leaves the company. In today’s 

enterprise approach, implementing network security controls should already be in 

place, such as the implementation of a VPN to limit the access on the corporate 

environment. Consequently, an automated EMM system could enable the widespread 

adoption of mobility devices policies within the organization. 

Many enterprise IT departments are already looking into EMM solutions 

as a possible means to troubleshoot mobile BYOD type which would allow for 

simultaneously combating cyber threats and still permit employees the full range of 

functionality they prefer on their personal devices. Furthermore, IoT technology 

implies that NFC chips, Bluetooth, Wi-Fi and other relative Smartphone hardware or 

software features can be disabled when an employee is located in a certain area (e.g. a 

the manufacturing plant or the company campus) or Payments NFC functionality (e.g. 

Microsoft Payments or Google Wallet), through the exploitation of the GPS tracking 

unit on the device. 

One challenge to overcome is that the suggested mobility device sensors 

and actuators of IoT devices will not be available for all older generation mobile 

devices due to additional chips processor technology and other hardware requirements. 

This means that the “anywhere, anytime” concept of Internet of Things would be 

restrained since employees will be required to choose from a limited device list. This 

restriction raises additional concerns for the mobile employees, especially when 

enterprises require that their mobile devices comply with and are enrolled into the 

enterprise mobility policies prior to allowing their mobile systems to be used for 

business purposes. This infrastructure framework was designed for response BCP 

which it limited of hardware and software services as needed to proposed use. Hence, 

not limit for Practitioner to add the idea and integrate innovation to primary 
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infrastructure in the future. Sustainability of business is not just profitability of ROI 

but sustainability programs make a commitment to doing those things that were 

profitable. 

In the end, platform weaknesses will still occur on personal mobile devices 

used for business purposes mobile as employees struggle on how to guarantee business 

privacy and enforce policy of use of the personal mobile device for business purposes.  

As a minimum, IT management needs to develop a comprehensive enterprise mobility 

policies with clear definitions of roles and responsibilities that employees need to 

agree to and sign off on.  This not only spells out the corporate policy but also 

educates the user of proper use and handling of sensitive information, given that 

human error is typically the weak point in deploying security policies. Such issues can 

resolved through employee awareness training and background checks, in order to 

reduce the insider threat as much as possible. 
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APPENDIX A   

INTERVIEW 

 

 

The following is an interview questions that we use to determine what they 

found to be the strengths and weaknesses of the BCP initiative and this proposed 

framework. 

 

The following questions have been used for in-depth interviews with the respondents 

Name _______________________________________________________________ 

Phone _______________________________________________________________ 

E-mail _______________________________________________________________ 

 

I. BACKGROUND 

SME EXPERIENCE 

 

1. Your current position, tasks, responsibilities, etc.? 

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________ 

 

2. How would you define your position 

  Decision Maker 

  Technical Advisor 

  Professional Contributor 

  Consultant 

 

3. How long have you had experience working with this area? 

__________Years 
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4. Did you have experience with these systems as the following?  

  Enterprise Mobility Management 

  Internet of Things 

  Cloud Computing 

  Business Continuity Plan/ Business Continuity Management 

  Heterogeneous Network 

 

 

SME COMPANY PROFILE 

 

1. Type of company 

Corporation       Partnership           Sole proprietorship   Co-operatives

 Territorial incorporation 

2. Industry  

Financial Healthcare Government/Military  Education 

Manufacturing  Cloud Service Provider  Other 

3. Size of organization (employees) 

1-250       251-500           501-1,000           1,001-5,000        5,001-10,000 

10,001-50,000                 50,001-100,000            100,000 +                     

4. Is your organization ISO 22301 Certified? 

2.4 Yes   No 

5. Does your organization have a Business Continuity Plan in place? 

2.4 Yes   No 

6. Does your organization have a Disaster Recovery Plan in place? 

2.4 Yes   No 

7. Which aspects of Cloud Services does your organization currently use  

  Cloud Storage 
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  Mobile Backend as a Service (MBaaS) 

  Software as a service (SaaS) 

  Platform as a Service (Paas) 

  Infrastructure as a Service (Iaas) 

  Distaster Recovery as a Service (DRaaS) 

 

8. Which components of Enterprise Mobility Management (EMM) does your 

organization currently use? 

  Mobile Device Management (MDM) 

  Mobile Application Management (MAM) 

  Telecoms Expense Management (TEM)  

  Mobile Risk Management (MRM) 

  Mobile Browsing Management (MBM) 

  Mobile Security Management (MSM)  

  Bring Your Own Device Management (BYOD) 

  Mobile Content Management (MCM) 

  Mobile Email Management (MEM) 

  Identity and Access Management (IAM) 

 

9. What percentages of the IT organizational staff are outsourced to 3rd Party 

partners? 

  Operations ____ 

  Infrastructure ____ 

  Storage        ____ 

  Applications ____ 

  Design         ____ 

  ERP           ____ 
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II. PROBLEMS/CHALLENGES 

 

1. Identify the top three business-impacting threats that you face in your 

organization 

  Unplanned IT or telecoms outages 

  Cyber attack 

  Data breach 

  Security incident 

  Human illness 

  Health and safety incident 

  Supply chain disruption 

  Product quality incident 

  Adverse weather 

  Earthquake/tsunami 

  Other treats, please specify__________________________________ 

 

2. Identify causes of threats that you faced in your organization 

  Use of the internet for malicious attacks 

  New regulations and increased regulatory scrutiny 

  Influence of social media 

  Energy security 

  Other causes, please specify_________________________________ 

 

3. On a scale from 1 (least prepared) to 10 (most prepared), how would 

you rate your company’s readiness for a business-impacting natural disaster? ____ 

 

4. On a scale from 1 (least prepared) to 10 (most prepared), how would 

you rate your current IT Framework for supporting Business Continuity Plan? _____ 
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5. On a scale from 1 (least confident) to 10 (most confident), how would 

you rate your confidence level in these specific areas: 

- Immunity from a common disaster impacting the primary and DR Data 

Centers ____ 

- Business Continuity Plan: Processes and Procedures 

o Documented   ____ 

o Distributed     ____ 

o Accessible (even during a DR scenario) ____ 

o Understood and verifiably tested   ____ 

- Current DR solution adheres to key application recovery objectives: 

o Recovery Point Objective (RPO)  _____ 

o Recovery Time Objective (RTO)    _____ 

- The ease of application access from the DR site ___ 

 

6. Does your company have a plan to introduce ISO 22301 as a 

framework during year of 2015-2017 in organization or not? 

2.4 Yes   No 

 

7. Currently, how important is Machine-to-Machine communication 

within your organization 

  Essential 

  In use and expanding 

  Proof of Concept Stage 

  Researching 

 

8. For those IT organizations that are currently outsourcing staff, are there 

additional challenges in implementing the BCP framework with your 3rd Party 

partners? 

  Operations ____ 
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  Infrastructure ____ 

  Storage        ____ 

  Applications ____ 

  Design         ____ 

  ERP           ____ 

 

9. What are the greatest challenges foreseen that will impact the success 

of this mobility framework?  

  Technical Integration 

  Subject Matter Expertise 

  Validation Testing 

  Costs 

  Time to Implement 

  Adhering to SLAs 

  Privacy / Security Concerns 

  Stakeholder Acceptance 

  Other   _______________ 
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III. SUCCESS FACTORS / SUCCESS KEY ISSUES 

 

1. What factors do you see as necessary for the success of this IS 

framework? Why? Effects and Consequences 

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________ 

2. Do you agree that the elements of this framework are suitable to 

accomplish output?  If disagree, please so state. 

____________________________________________________________

_____________________________________________________________________

____________________________________________________________ 

3. Based on the Business Impact Analysis, which security risks can be 

identified when enterprises combine SaaS/PaaS cloud services with mobility devices 

integration architecture? 

____________________________________________________________

_____________________________________________________________________

____________________________________________________________ 

4. What are the components that you think should address in the proposed 

framework to further emphasize the security? 

____________________________________________________________

_____________________________________________________________________

____________________________________________________________ 

 

 

IV. CONCLUSIONS AND FEEDBACK 

 

The purpose of this section is to allow freeform feedback from the 

questionnaire recipient.    
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1) What is your opinion for the empowerment of mobility devices 

architecture that can mitigate disaster in terms of Business continuity plan? 

____________________________________________________________

_____________________________________________________________________

_____________________________________________________________________ 

 

2) Do you think that current Mobility and IoT technologies are mature and 

standards cohesive enough to implement the proposed architecture? 

____________________________________________________________

_____________________________________________________________________

_____________________________________________________________________ 

 

3) Is this proposed framework comprehensive enough that you feel you 

could actually use this in your company today? 

____________________________________________________________

_____________________________________________________________________

_____________________________________________________________________ 

 

4) What recommendations can you provide that would help to improve my 

proposal  

____________________________________________________________

_____________________________________________________________________

_____________________________________________________________________ 

5) Are there any points that require further clarification? 

____________________________________________________________

_____________________________________________________________________

_____________________________________________________________________ 
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