uny 3
S1EALLALAIBNITANUUINUIRE

UnTaziinaue19U1aAn1A9e LAresilauaztenfua il lun1maans
TAT9E3N NI TTRITLLL TURBUNINARDILALARIARANNTNAREY ANANAL Tatikitaldi
TAuuamnalunnsaiiunnmniee waztinduenszuunislunsimunszuniasese RBAC
a1uiunis MninannsainuataesAnssunu laaldn1siauua@nsuuy XACMLLAZIZUL

UAEIAILNL
3.1 YAULUANISIAE

1. wannalpduneunaziian lunussuuuanaiaunuarinistiudusayarafonde

HlHuazsiacing
a nl/ | d‘ o v o o al o a a vy v

2. wannARTunaunaztindn MRt UsLLIUBAN S A LN WAL RN UR AN SN 1E 91
A8l Rule Based Policy, XML Policy Wag Database Policy

3. AUUAGNIELLUNAANUAIUIY 3 srULARNINUA AN SN I uALANFng
fuhag Rule Based Policy, XML Policy ag Database Policy

4. MevinUEedsrILRIHAAsinauegn e lian wuandesnanysnl Taelaifinonm

AANANATAIANINUIARDNINATLL

annmd 3.1 agfinnslissuuvanasaunudiuan 3 szuu Tneusazszunagd]
nalUuunlunstiudusiayprafimdeusufansld Token unisfiudufayanalngld 2
asfilsvney wanfluniadinlenuieaniamen (SSO)  wsl g8 INIINIWUARN S LN 1
swasfimsldgdununisaynmdinldnuiiuanseiudeliul Rule Based Policy, XML
Policy uaz Database Policy 1ngl MAS1, MAS2 uaz MAS3 aziinnsninuadnadinlfen

WU Rule Based Policy, XML Policy uway Database Policy AMNa16AL Laz luusias MAS a

v
a o

ANUUA TR LANNALATUAN 19NN TE MAS HAN10uatineay 1 hannwaAty wanainisad

nsaanlufusesliinug nnau Taaflfaas MAST uaz MAS2 azliluiusasiiuseslnei

19
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o

Wisniseanlufusesmamaniu (CA1) doufldues MAS3 azldlufusesniuseslnei

Wiidnnsaanluiusedsnean(CA2)

ﬂ’]‘W‘I?] 3.1 UAANNINIINARNTDLLTANUIRE

Central Repository

Org. A

Appi

@
MAS 1

PA

L 4

MAS 2

@ &

B ®

Web Server Web Server Web Server
§ L) L)
¥ ¥ ¥
X.509 User X.509 Usar X.509 User
Cerfificate Certificate Certificate
CA1 cAz
CA Management Module
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3.2 iAFasNanazdanAwIsNlEdlun1snaaad

AR NawazIan AN NN 1 LN sWmLNsTuLTAT9919 RBAC d1uiunns i
nFNENNTANNAERIANTTINAL TaelEN1IATUUARNBUUL XACMLUAZIZLLNANE AN |

o

a dsj
TEUATEREA AL

dl a dl A g o‘dl A o
A19799 3.1 LAPNTEaziRaATadATasNalazaansa i I lun1swemun ssuL

No. Machine Types ltems Details
1 Hardware eilszunana | Intel Core Duo processor T7100 (1.8
GHz)
WUIEIAINAN 4 GB

seuufjiins | Window Vista Ultimate

FANFWIT - Tomcat (MAS1 Application)

- Tomcat (MAS2 Applications)

- Tomcat (MAS3 Applications)

- Tomcat (Websettlement
Applications)

- Tomcat (RA System Applications)

- Tomcat (ePayment Applications)

- Tomcat (Central Repository

Applications)

2 | Virtual Machine | svuulfjiiinis | Window Server 2003 Standard Edition

(Run on No.1)

PUEIAITHAN 512 MB

WG Certification Authority (CA)

3 | Virtual Machine | szuunlfjiinis | Window Server 2003 Standard Edition
(Run on No.1)

PUILAIHAN 512 MB

FANFWIT LDAP
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4 Token

eToken Pro32

A Ugungs
- Java
A A o
LATASHANENUNTZLIL

- Eclipse 3.2.0



23

3.3 TA594519n15 YN uaR9sT UL

331, doutlsznenlunisvnnutedssULianan
doutlsznauluniamnaiuaessyuy ARMORS  dsznaulifinadaudnAtyat 6
au THun
1. CA Management Module sinwiinfieanluiusesdidnnsefind o\
2. Web Server suiinilunsliinsdiuuaginuiindlunstudusoyanalngliaes
avALlsznaureey 1
3. MAS swihilunstiudusayanasecdliiinume Agent siutinilunsnsagey
andaecflineudnldruuenndedy  Hauthiilunisidusdanisddunisinan
gaaRFaslunsldnunennaiedi Taelu MAS aztlsznaliléne Agent Vanun 4
Uszinnldun
a. User Agent (UA) ﬁwﬁﬁﬁmﬁ@mﬂuﬁﬂ’ﬂm:uu
b. Policy Agent (PA) YT Policy Decision Point (PDP) 411151 XACML
LAZAIIAFa LAY LeILaNNR LATUR LAY IR SN LE A v
15uan
c. Collector Agent (CO) Fusinfflusananeszadng Agent 5199 U Log
Server Tuniaufiutiunindayannsvinauaes Agent vnsin
d. Application Agent (AA) ﬁ’]ﬁi’hﬁlﬂu Policy Enforcement Point (PEP)
FAFL XACML UaSsNung lun1s13vnsdnnnsdnfunsin v s Fasly
nsld e nnaiLadi
yananil MAS fafedlidiinesan 1 @nesléun Log Server Taemimiing
Tunaiviuindiasyaniainauaes Agent nnsn
4. Application FvtinfilunnslfiEnnswe g
5. Local Policy AN Tlunn i Mua A 1 F e unennAIAd LY Local Tagasd
Agent U3zian Local Admin Agent (LAA) ﬁﬁuﬁﬁmumi‘ﬁﬁ Local Policy Mapping
luusazuennandiliogluglaes XACML Policy ufadesialilia Global Admin

Agent (GAA)
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6. XACML Policy Integration Wutiilunissusannisnmuadnsiinldeuseyn
wannatadulugiuuy XACML Taeazil Agent 1sztnn Global Admin Agent (GAA)
nutnlunngsan XACML  AlEfusiain  LAA - Tuusazuennaadulinngy

XACML @3%Nand

3.3.2.  nIduAuaTnIsNUlELg (Policy Mapping and Integration)

lugaua29n1991 Policy Mapping and Integration duaziilunnsdqe liiusas

' o o

UL TR MU RN A UAN AT Ua L AN TR 1SN AW Fran1stnlauadanTg
Mapping NM9rinuua@nsgluuusnge liwn Rule-Based, XML-Based uag Database 74
usiaz Local Policy Wianat/lugtuuumas XACML Tae XACML felddniuntmnansiiiu
N3 UNNIAMUARNT LA 18991n1N19 Mapping  waaaziinasiiu Policy 13l4auly
p¥asielilFeaziflutiadlunnsvin Policy Administration and Coordination #4azAndNn"9¥n
Policy Translation Tuditlalfifumsineuiielieniluusazaiidsluszazantenaaslsl AN

AMAz b Lazn1sinmue Authorization Model Tugiluus RBAC #1in13 Integrate Policy

u/dl ] dd‘dc

dinsiariuteasdreaiuaiunimieulunsainiaiuau User 1107 luusiag Organizational

©

1
=

Domain lAnduAazdudailu RBAC  egudia uanainiludesaneanaiiniaueas
ATBLAQNTNNIT Mapping fidanaaeil XACML Syntax BE1NATLHIULAZEIAINNID
AnuuA Common Policy 1178 Conditions ?‘JIusLm ﬁmmia Enforce 41115 Collaborative
Applications wazaziin13ld Rule Combining Algorithm i ordered-deny-overrides
N7 Mapping ‘ﬁ”

Inedoudmliazaduiafauuadnlunisiinns Mapping  luumazdssinnaes
Policy Tngiaztiniauadanadnuuaziaulunisduaulauie (Mapping Plan) faisaazifen
sasialelil

3.3.2.1. N9 Mapping Rule Based Policy

snwaizaed Rule Based Policy (R) azifludmuesngsine #ldluniatuus
ansnindnlauliiudazununG)  Tneasidiudszneu 2 49uAe Condition (c) wa
Privilege (a) Tmeidauaae Condition azilan 3 dauAa Role (role), ConstraintType (ct) way
ConstraintValue (cv) %I\‘l ConstraintType ﬁ%ﬁ‘ﬂﬂ 3 Usznndoaiulaunn Time Constraint,

Location Constraint WAz Event Constraint #13a1nsuninusaulalunisdnldaussuy
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wanantaziua Wwdazngluulauiauuy Rule  Based  awfiadlaiiinng
o v o = o @ Y A A o o
dausiariu uazinnsdniuulauneuuy Rule Based WEiNasingaiuiaunm
ImeRTlun1s Mapping a7n Rule Based Policy il XACML Policy siuazdl 2
ug/l o Y o v 1
dumnaunanAeiulaun
1. nsuendluisznataes Rule Based Policy (Decompose Rule Based Policy
Element) AanInnsuandqulsznavtestas Rule Based Policy @slfiun Role,
Privilege, ConstraintType Wag ConstraintValue
2. nedugngiu XACML Tag (Map rule elements into XACML Tag) Ine@siisiaenis
andumeuiiaa XACML Policy (P) Nivazdsenaufaedanaes XACML Rule List (L)
IneiAENNTAR 49189 Role NNAUANLLAN Subject 289 XACML, ndauted

a

Privilege §NAUAALAN Action 289 XACML @91 Constraint az11 ConstraintType
wuenUszinneundasiingn  Constraintvalue  andugiuufiniazinvum
Constraint ﬂﬁ‘zm‘ﬂﬁh\i“] galgun Time Constraint, Location Constraint 178 Event

Constraint v 1918 XACML Rule List Naztinnnsanmuilis XACML Policy

AN 3.2 LARREN1T Mapping Local Policy 1l324nn Rule Based

Rule Based

(Condition]  (Privilege|—>[[ SAction=""|
I
[ Role | [ConstrTntType]
U -
“ x/_phECkType/‘}
-

>

=1me——{Constraintvalue — [ [STimeConstraints |
=Location Constraintvalue R T T

Event  (ConstraintValue

AN 3.2 aznanalifiiudusay Rule Based arigiuilsznal 2 d9una

Condition  ua Privilege Ineigaues Privilege  AzgninAINISugniLuin Action 289

a

XACML uwsigq1a84 Condition a¥ian 3 @9uAa Role (role), ConstraintType (ct) wa

Constraintvalue (cv) Ingid91a849 Role AazgntinAINISUARLWAN Subject 789 XACML WH

a
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@114184 Constraint 1atin ConstraintType 8uenUsennnauuddaesinAl ConstraintValue
WuARLUnTazinviua Constraint Yszunneinee| aenpdeeiugluuy XACML Policy &4

1% o o a KR o d‘l
VL@IZJW@Wﬂﬂqi‘v}qx‘i’]um’]ﬂﬂ@ﬂﬂﬂ‘ﬂﬂ 1 mmiﬂu

Algorithm 1: Rule Based Policy Mapping
Input: R is a set of rules (r) constituting the Policy P
Step 1: Decompose Rule Based Policy Element
1: /I Ris asetofrules{r, ..., r.} where
r, consists of a set of Conditions C {c,, ..., ¢.} and a set of Actions A {a,, ..., a } //

2: R € aset of rules [T

3: r < (c,a)
4: // ¢, consists of set of Role {role,, ..., role } , ConstraintType CT {ct,, ..., ¢t },
ConstraintValue CV {cv,, ..., cv,} //

5: o} < (role, ct, cv)

Step 2: Map rule elements into XACML Tag

6: Lis a xacml rule list{l,, ..., | }

7 Foreachr.

8: // a is mapped into Action Tag //

9 a=> <Action>

10: // role is mapped into Subject Tag //

11: role, => <Subject>

12: /I x is mapped according to the following conditions //
13: Switch ( TypeOfConstraint(ct) )

14: Case TimeConstraint :

16: cv, => <TimeConstraint>

16: Case LocationConstraint :

17: cv, => <lLocationConstraint>
18: Case EventConstraint :

19: cv, => <EventConstraint>
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21:
22:
23:
24
25
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End Switch
l < XACMLRule (< Action >, <Subject>, <Condition>)
End For

/I P is a XACML Policy //

Local

P € XACMLRuleList (L)

Local

Return P,

Local

3.3.2.2.  nN17 Mapping XML Policy

Anwouzaed XML Policy (R) aziluwdnaasngsine nldlunsivundnsnis

Wnldemliiudaczunum() Tnsazfdoudseney 2 49ufe Condition (c) way Element

Privilege (a) IpeIdaua29 Condition a¥Han 3 Element A2 Role (role), ConstraintType (ct)

a2 ConstraintValue  (cv) 79 ConstraintType ﬁ%ﬁﬂ@: 3 Uszinnfinaiuldun Time

Constraint, Location Constraint Llaz Event Constraint FAdvsunmuaRaulalunisdin1g

P ¥ % = v ¥ o )
NNUTeUU uﬂﬂ@’mm:mv]uml‘wLLﬁmtﬂ{]sluqu;lll’]ﬁlLL‘Ll‘Ll XML Q:ﬁ]ﬂQ»LNNﬂqﬁ\sﬂmLLﬂQﬂu LATH

n3eALLlEUNeLUL XML e A s uiande

123 11N17 Mapping a1n XML Policy liflis XACML Policy thazdl 2 dunau

o Y o v 1
panmaeiu AL

1.

nnsuang@nulsznauaas XML Policy (Decompose XML Policy Element) ABNINNT
ueng@nulsznavsiagaas XML Policy saldun Role, Privilege, ConstraintType LAz
ConstraintValue

N199UA XML Element il XACML Tag (Map XML elements into XACML Tag) tngl
Aefifsnsannduneniiie XACML Policy (P) fiteaztlsznaudagdiutas XACML
Rule List (L) Inel38n1sAe 114914284 Role NNAUARTLWAN Subject 189 XACML, 11

a

#9189 Privilege dNAUARUWAN Action 289 XACML 491 Constraint 4zt
. ' ¥ KX o ' . o 1o &

ConstraintType d7ENUTNNNAULALA4UNAY ConstraintValue H1UANUUNNYAL

AwuA Constraint Usznweinge @9ldun Time Constraint, Location Constraint 1198

Event Constraint 1iva 14116 XACML Rule List #az1inunganriuiili XACML Policy



28

NN 3.3 WAASIENNT Mapping Local Policy Uszinyn XML

<Rule>

<Role> ... </Role> l:>_
<Privilege> ... </Privi|ege>r:>_

<ConstraintType> ... </ConstraintType>

<ConstraintValue> ... </Constraintvalue>
</Rule> CheckType

=) <TimeConstraint>
=Location=::>

"] <EventConstraint> |

ANANT 3.3 azudnsliiudumas Rule 289 XML aziidquilsznay 4
Element A% Role, Privilege, ConstraintType Waz ConstraintValue IAaId91284 Role zgn
UIAINISUAALLTN Subject 189 XACML Uazdauaed Privilege AsgninANISUAILLAN
Action 289 XACML Wsid21189 Constraint fa=1n ConstraintType N1LaNLIZNNNaULAY
=< o ' . o 1 G 3 . ' v ¥ o
a9u1An ConstraintValue NAUAFLWAINAALAMUA Constraint Uszinneinee Waenadeeiu

guunn XACML Policy &9lfnnainnisvinausudanadadia 2 Assialilil

Algorithm 2: XML Policy Mapping
Input: R is a set of rules (r) constituting the Policy P
Step 1: Decompose XML Policy Element
1: /IRis asetofrule{r, ..., r.} where
r, consists of set of Element Role {role,, ..., role }, Element Action A {a,, ..., a}
and Element Condition C{c,, ..., ¢} /

2: R € aset of rules [ PR

3: r < (c,a)
4: // ¢, consists of set of Role {role,, ..., role } , ConstraintType CT {ct,, ..., ¢t },
ConstraintValue CV {cv,, ..., cv,} //

5: C, < (role, ct, cv,)
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Step 2: Map XML elements into XACML Tag

6:

© % A

—_—
<

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

25

Lis a xacmlrule list{l,, ..., | }
Foreachr,
// a is mapped into Action Tag //
a=> <Action>
// role is mapped into Subject Tag //
role, => <Subject>
/I x is mapped according to the following conditions //
Switch ( TypeOfConstraint(ct) )
Case TimeConstraint :
cv, => <TimeConstraint>
Case LocationConstraint :
cv, => <lLocationConstraint>
Case EventConstraint :
cv, => <EventConstraint>
End Switch
l < XACMLRule (< Action >, <Subject>, <Condition>)
End For

/I P is a XACML Policy //

Local

P € XACMLRuleList (L)

Local

Return P,

Local

3.3.2.3.  nN17 Mapping Database Policy

Anwnuzaes Database Policy (R) aziiluidnasngsine Ml lunisimundng

s ldenlfivdasunumn() Ineasiidiuilsznay 2 dauAa Condition () waz Field

Privilege (a) Ime1da1a89 Condition azX@an 3 Field Aa Role (role), ConstraintType (ct) has

ConstraintValue (cv) G ConstraintType ﬁ%ﬁﬂﬂ 3 Uszinndaaiul@nn Time Constraint,

Location Constraint wax Event Constraint #13g1u5unnusacanlalunisdinldeuszuy
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dgj o £ 1 % 1 o v o a
uananazniiunliudazngluuleunauuy Database azfiadlaifinnsdnudiaiu uaziinig
AL ulauneuLL Database WBiieaAReaiuianim

ImeRTl1n1s Mapping a1n Database Policy il XACML Policy iuazd 2
ug/l o Y o v 1
dumaunanAeiulaun
1. nsuand@ulsenauees Database Policy (Decompose of Database Element) R
mnsuendaulszneuseasaey  Database Policy @aldiun  Role, Privilege,
ConstraintType ag ConstraintValue

2. N133uA Field iU XACML Tag (Map Field into XACML Tag) tnei@siisiaenizain

Fupauiiae XACML Policy (P) fiasazilaznayfaadiuans XACML Rule List (L) Ing
{38nn3Ae 1ndiuwes Role ndu@Auuin Subject 289 XACML, 1ndouves
Privilege §NAUAALAN Action 289 XACML @91 Constraint az11 ConstraintType
wuenUszinneundasiindn  Constraintvalue  314up fuufinfazinuue
Constraint ﬂﬁ‘:LﬂWfN“] qﬁl\‘ivl,f-ﬁl,l,ﬁ Time Constraint, Location Constraint 3138 Event

Constraint ta 19118 XACML Rule List Naztinnnganmuilis XACML Policy

AN 3.4 U@AIIEN1T Mapping Local Policy szinv Database

| Field |
Role Privilege ConstraintType ConstraintValue
Row
CheckType
=Time

=Location

=Event

RAINAINT 3.4 azuana i Aazinq1ad Database  avidouilsznay 4

Field A® Role, Privilege, ConstraintType Uay ConstraintValue tngidauae4 Role %Qﬂﬁ”l

' o 1 o @

ANNIALAALUAN Subject 289 XACML  Uazdau194 Privilege azgninAINIaugiuwin

a

Action 289 XACML Wsid2ua89 Constraint fazidn ConstraintType Nauanlszinnnaulan
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=KX o { . o 1o = A o . 1 v ¥ o
UM ConstraintValue {NAUANLILNNNAENIUUA Constraint ﬂi:m‘wm\‘r’] Tiaanmaaani

a

guunn XACML Policy &slfnnainnisvinausudanaadia 3 fssialilil

Algorithm 3: Database Policy Mapping

Input: R is a set of rules (r) constituting the Policy P

Step 1: Decompose of Database Element

1: /IRis asetofrule{r, ..., r } where
ri consists of Field Role {role,, ..., role}, Field Action A{a,, ..., a,}
and Field Condition C{c,, ..., c } //

2: R € aset of rules [T

3: r < (c,a)
4: // ¢, consists of set of Role {role,, ..., role } , ConstraintType CT {ct,, ..., ¢t },
ConstraintValue CV {cv,, ..., cv,} //

5: o} < (role, ct, cv)
Step 2: Map Field into XACML Tag

6: Lis a xacmlrule list{l,, ..., | }

7 Foreachr.

8: // a is mapped into Action Tag //

9 a=> <Action>

10: // role is mapped into Subject Tag //

11: role, => <Subject>

12: /I x is mapped according to the following conditions //
13: Switch ( TypeOfConstraint(ct) )

14: Case TimeConstraint :

16: cv, => <TimeConstraint>

16: Case LocationConstraint :

17: cv, => <lLocationConstraint>
18: Case EventConstraint :

19: cv, => <EventConstraint>
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20: End Switch

21: l < XACMLRule (< Action >, <Subject>, <Condition>)
22: End For

23: /I[P, is a XACML Policy //

24: P € XACMLRuleList (L)

Local

25 Return P ..,

Tnemdaannnezuaunnslunig Mapping Local Policy wuvisinee Tl XACML
Policy 1@5aizeiL5as a0 51u°i|3um@uqmﬁﬂﬂ’f:ﬁ@mzmuﬂ’]ﬂumimu XACML Policy a6
ax7 1l Global XACML Policy uwazaziinnsld Policy Combining Algorithm 15w
ordered-deny-overrides 1413394 XACML Policy ez uLmane fauny (MAS) 1114
ulunsnsageuns e AnaEin 1 luusazuennaedu fainannsduanslusa

12

NRANNN 4 pasialil

//fumua;mﬁwﬁwma‘mm Local Policy Misnagilugilaag Global XACML Policy
Algorithm 4: Combine Local Policy into Global XACML Policy
Input: P, is @ set of rules (r) constituting the Policy P
Poor € APPENd (Pyopn Procs)

Return Pgpar
* |haaang => winefanstinAmneEne map 1€ tag n19a91
<Action> Aa Tag XACML AruthAlunnsinuuadns
<Subject> An Tag XACML FrmthAlunnssmuaumLm
<Condition> A8 Tag XACML Frnuihiilunnsinuua Seulalnsaunsoutiafiulsznn
sapielali]

- <TimeConstraint> A Tag XACML fisnuiihiilunnsinuuaFeuladeay

a0
- <LocationConstraint> A8 Tag XACML finutinfilunnsfinuuatiawle

4 o =
LAEIINLRADIUN
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- <EventConstraint> A8 Tag XACML nnutind lunsnnuumeulainaaiu

WRN13ed

pnatingiauluneaiunIIMUARNS < Action >

AnNF W a LW Privilege 9949 Local Policy HEAWNAL read LiaviIn1g Mapping tlu
XACML Policy uiaaziianilusail
<Actions>

<Action>

<ActionMatch Matchld="urmn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">
read
</AttributeValue>

<ActionAttributeDesignator

Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

</ActionMatch>
</Action>

</Actions>

paatinadauluiieailn1sAMUALNLY < Subject >

ANNF W role, 1w Role 199 Local Policy &AWL admin Wann1g Mapping 1w

v
o a

XACML Policy u@aaziianilusail
<Subjects>

<Subject>

<SubjectMatch Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
admin
</AttributeValue>

<SubjectAttributeDesignator Attributeld="role"
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DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</SubjectMatch>
</Subject>

</Subjects>

o A A o . .
AIREIN L\‘iﬂuvlfﬂ bNEIINLILIAN <TimeConstraint>

auaAl Local Policy ffnaes ct 1y time wazAas v, 1flu 0900 - 1700 wlerinnis
Mapping il XACML Policy winasilandugal
<Condition Functionld="urn:oasis:names:tc:xacml:1.0:function:and">
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:
function:time-greater-than-or-equal">
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:time-one-and-only">
<EnvironmentAttributeDesignator
Attributeld="urn:oasis:names:tc:xacml:1.0:environment:current-time"
DataType="http://www.w3.0rg/2001/XMLSchemattime"/>
</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#time">
09:00:00
</AttributeValue>
</Apply>
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:
function:time-less-than-or-equal">
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:time-one-and-only">
<EnvironmentAttributeDesignator
Attributeld="urn:oasis:names:tc:xacml:1.0:environment:current-time"
DataType="http://www.w3.0rg/2001/XMLSchemattime"/>
</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#time">
17:00:00
</AttributeValue>
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</Apply>

</Condition>

o . A 4 o - ) .
Gl'JﬂEINN‘ﬂuVLﬂLﬂEIQﬂ‘]_Imﬂ’]uVI <LocationConstraint>

auaiAl Local Policy ffnaes ot 1y location wazAaes cv, 1l 192.168.1.1 iilerinnis
Mapping 111 XACML Policy udaazilanflugai
<Condition Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">

<SubjectAttributeDesignator Attributeld="location"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemat#string">
192.168.1.1
</AttributeValue>

</Condition>

Fastedaulafeaiiwmanianl <EventConstraint>

ANNF W Local Policy #A1as ct, Lilu Event uazA1aes cv, 1l Quantity < 100 davanng
Mapping il XACML Policy wioasilaugal
<Condition Functionld="urn:oasis:names:tc:xacml:1.0:function:integer-less-than">

<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only">

<SubjectAttributeDesignator Attributeld="Quantity"
DataType="http://www.w3.0rg/2001/XMLSchema#integer"/>
</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchematinteger">
100
</AttributeValue>

</Condition>
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Tudoutiaziilunisfigal Mapping  Algorithm 0 Algorithm — Aitiniawas 3
AaNE luAuAINATUHIuaANY 0] (Existence and Completeness) WA A11ANNGN

84 (Correctness) Tnsigu1sawanslémasalil

Definition 1
=® ) v [ v
X => <XACML-Tag> NHIEDN NT Map L1l one-to-one Tmﬂmimmga X N’]Lﬂu‘ﬂmﬁj@ 1‘14

Tag <XACML-Tag> 193 XACML

g1l Algorithm 1

1. 51"11&@'3’13\1651%5'31&@3\114?0;? (Existence and Completeness)

Theorem 1: nautasessilsznavaes ng (rule) luulennauny Rule-Based 7
faaztlaznanlildon And (action), UNUN (role) Lazideuly (ConstraintsType LAY
Constraintvalue) uuudaliflunletnenin XACML azfesisuauesdsynanfenantd
WiAN asaziiadnnisudad (mapping) fuﬁmwmuﬁfaummfﬁ

Proof 1: AN Step 14 Algorithm 1 AzinMTuaNeIAlsznauaed rule LA
aaniudiuf19] kazn1e mapping  AziuANHUZILIL one-to-one Fatiu 4112w action
uaz role azgn map ‘egflu XACML Tag léviavun sauile constraints 5147 fiazgn map
il ussinnaes XACML Tag Tiseandesiufing sulu asuasudaudaisdulunnnsd

4 miunn rule

2. Aupanngnaaslunisulauleung (Correctness of Policy Mapping)
Theorem 2: 8an@s7ui 1 lun1s mapping avhadnimnugnsiadlunisulas
ultuneain Rule Based il XACML  fisiaillanadngnlfannnisudasiinougniias
1 a o o a =
iuAeaiuiLWltu e kRNl NN
Proof 2: Tunnsigatitiazl438n1sWgaiuuy Induction Tng
Assumption 1: ‘gﬂ"m;ll@ Action 161"1 2e9uleneluL Rule Based 1w a, AT
. o

&1190 Map 1183 XACML Tag <Action> 1§ Tnafspspaumuneans a iuipaaiisiud

Anvua 15 luuleneuuy Rule Based
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a1n Assumption 1: 415U n = 1

b4

Ay Action 2equltunauyy Rule Based ilu a, az41u190 Map BIER
XACML Tag <Action> 1§ Inefidansaanamangaes a, Wwieaiusuiinmualiluuleune
L1 Rule Based L‘ﬂﬂx‘i‘ﬂﬂ Definition 1
atfud3L n = 1 axfludds
RN Assumption 1: 195U n = n+1
a1n Assumption 1 azl§idn fiaya Action aasulaunauuy Rule Based 1l a,
azamn30 Map TUe XACML Tag <Action> 1§ Tnefidamepnumsngees a, , iguiear
fuitmualluuloneuuy Rule Based iieann Definition 1
arfud w3 n = n+1 azflueds
faiuAsanansaagUldin fasa Action la resuliuneuuy Rule Based az
. o

411130 Map lusla XACML Tag <Action> 1§ Tnafigaasaanuuunei A iuiunniuue

Bluulaunanuy Rule Based WTIWAT oo (2.1)

Assumption 2: 4@y Role 1o 2@sultunauuy Rule Based (i role, A
A13190 Map liela XACML Tag <Subject> 1§ Inafifaasnaumaneaas role, WiuAeaiu

unnua 1A luulauneuiy Rule Based

a1N Assumption 2: 415U n = 1

©

finya Action wesulatnauUy Rule Based il role, ax@1unsn Map luldls
XACML Tag <Subject> ' lnefisiansnnnumangaes role, R ARl
uleuneuy Rule Based Lﬁ’a\i@’m Definition 1

athudwsn n = 1 azfluasg

/1N Assumption 2: 415U n = n+1

a1n Assumption 2 axlfidn daya Role w0ulaunauUy Rule Based 1w
role_, azansnTn Map Ue XACML Tag <Subject> 1§ Inefidamspnnumsngees role. .
RenfuiuRit e Bluulaunauun Rule Based fiesann Definition 1

QUUANUTU n = n+1 aziluasy
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AtiuasanimnagUlidn deya Role a7 2esuleuneuuy Rule Based Az
o . % dl o ] a o o dl o
#11190 Map l1lfa XACML Tag <Subject> 1§ Inefifanspanumsnaiduimasiuiunniimue

13 luulauneuuy Rule Based SUIWATE ..o (2.2)

Assumption 3: 4a3ja Constraint la7] 289ulaL8uLL Rule Based 11U ct, ua
cv, azA1n30 Map Mt XACML Tag <Condition> 1§ Inefidapepaumungnes ot uaz
cv, iwiRgatuiuit e $luulaunsuuy Rule Based

a1n Assumption 3: 475U n = 1

faya Constraint 189ulaLeuUL Rule Based U ct, WAT cv, az411130

Map 11l¢ls XACML Tag <Condition> 15 Taeififiamsanumuneaes ct, Lag cv, AR

'
o

unnmua 1 luulauneuuy Rule Based 11asann Definition 1 waznisueniszinnaas ct,

1
! I o

naunazinA1eed cv, 1linn1e mapping Asuansly Algorithm 1 La3via® 13
ATUA NI n = 1 azfluaig
RN Assumption 3: 475U n = n+1

4

Q1N Assumption 3 azlfidn 183a Constraint 7a9ulaLnaluy Rule Based 1w

o

ct,uaz cv, avdenTn Map lUfs XACML Tag <Condition> 1 Tnefifienspanamang
284 ot AT cv, duReaiuiLRt e B luulaunauu Rule Based Liesann Definition
1 waznsuenszinnees ct,,, reuiazinA1Tes cv,., WMnng mapping  Asuanelu
Algorithm 1 U337 13

AuAIRL n = n+1 axfludds

ﬁaifuﬁi\immmm;ﬂvlﬁdﬁ #a3a Constraint 197 299ultiunauuy Rule Based
azdnunsn Map 118 XACML Tag <Condition> 'l Tneififlameannumsna g uidenfufud
fuunllunleunauny Rule Based TSR .. oovvve oo (2.3)

a

Wasannuleuneuiy Rule Based axilsznauliléing ang (action), unuin

2
v o v

(role) wazisauly (ConstraintsType L@z ConstraintValue) fatiuandananulu (2.1), (2.2)

uaz (2.3) asan9anagU 1591 Theorem 2 azifluaszesniguiu
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Wgau Algorithm 2

1. fuavNAsudauaNysal (Existence and Completeness)

Theorem 3: nsutasesAdsznanaad ng (rule) Tuulaunawuy XML fideas
UsznevlalBag &n3 (action),  uMUAW (role)  uaviieula (ConstraintsType WA
ConstraintValue) wuuanlifluulaune iy XACML avdiaafianuuasflsznaufenanan
WiAN Asaziiednnisidad (mapping) ﬁuﬁmwmuﬁammgmﬁ

Proof 3: an Step 1 T Algorithm 2 aziinnsuenesAlsenauaed rule AN
aaniiudIuA1e] kazn1e mapping  AziuANHUZILLIL one-to-one Fatiu 41191 action
uaz role axgn map liag i XACML Tag 1Eavain 29074 constraints A9 A9zgn map
dinlilulszinnaes XACML Tag Tisenadesiufian il asuasudiaudaisdulugnnsed

AmFumne rule

2. Aupanngniaslunisulasulenng (Correctness of Policy Mapping)

Theorem 4: sane37iui1¥lunns mapping azhadniaugniiaslunisulas
ultngan XML il XACML FreidlenadnailFannisutlasiipanugniiesduientu
Auuleunawuudnluynnad

Proof 4: Tunsitgauiiiazl4a nsfigatiuu Induction Toe

Assumption 4: 5}”1@35]@ Action Imj wequletneuy XML a, WwAINT0 Map
1Uda XACML Tag <Action> 1§ Tnefifansaanamaneaes a, wwieaiusuiinmualilu
ulateIuLL XML

AN Assumption 4: 195U n = 1

finya Action sasulaunawuy XML 1 a, azarun9n Map 1alds XACML Tag
<Action> 1 TneRdanspaNmEng1es a, duisaTusuRtme s luulounouuy XML
Lﬁ'ﬂ%ﬁﬂ Definition 1

arfud i n = 1 anfludds

RN Assumption 4: 415U n = n+1
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4

a1 Assumption 4 azlfi9n diaxa Action aaeulauiauuy XML i a, ., azaunsn Map

n+1
9 XACML Tag <Action> 'l Taefidamsanumsnened a ., @wReasuiufitimme 5l
wlzunauuy XML §iesan Definition 1
g vEL n = n+1 axfluese
c-ﬁ”\nfuﬁiqmuwam;ﬂvlﬁdﬁ faya Action a7 189uleunauUl XML Az414130
Map T1fa XACML Tag <Action> & Taeidansannamsneituidendusufinmun 8l

UTRIUNEIMUL XML TR0 e 4.1)

Assumption 5: da3a Role a7 veeuleunguuy XML iU role, aza1u1n
Map ‘l1fla XACML Tag <Subject> & Tneifisnamanumangaas role, R UL
Avua 18 lulauneauuy XML

a1n Assumption 5: 415U n = 1
fiaya Action aeulainauuy XML 1l role, az@ x50 Map lilfis XACML
Tag <Subject> & TagidlansnumLN T8 role, e AuAUTS e Tl letneny
XML Lﬁfﬂ\‘imn Definition 1

arhud sy n = 1 anfluaig

RN Assumption 5: 415U n = n+1

a1n Assumption 5 azl§i91 fiaya Role pasulaunauuy XML 1lu role, ,, Az
dnsn3n Map 118a XACML Tag <Subject> 1# Taeidansmanumanaand role, . i

n+1

o

DN uua 1A luulaunsanuy XML $iadann Definition 1
QUUANUTU N = n+1 aziiluasg

AatiuasangnagUlfan deya Role a7 aemlauiauuy XML azauiem

'
o

Map lisfa XACML Tag <Subject> W Inefifapsaumsnedumeaiuiuinimn 18l

L LN XML R a3 (4.2)

Assumption 6: 483ja Constraint la< 2@eulauneuuy XML U ot, Uag cv, v
a190 Map Tifis XACML Tag <Condition> 1§ Tneiiflsasaaumnneaes ct, LAz cv,
iuReaiuiunnua 3 luulauna iy XML

a1n Assumption 6: 415U n = 1
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finya Constraint aa9ulsuawLIL XML 1w ct, Uay cv, azaunsn Map i
XACML Tag <Condition> 1§ Tnefifensnanamangaes ct, WAT cv, Ren LA A
Blunlounauuy XML ileean Definition 1 uaznsuendszinnaes ct, feufazinAne
cv, 1Mnns mapping Aawanslu Algorithm 2 U337 13

afudsL n = 1 axfludds

Q1N Assumption 6: 195U n = n+1

a1n Assumption 6 azl§id1 fiaya Constraint aaeulsuneawun XML dlu ct,

WAz cv,, AxA11190 Map l€a XACML Tag <Condition> 1§ Iaainidisasanumuneaas

'
o

ct ., uaz cv,,, MwRganuiuAnuua i luulauiauun XML 1iegan Definition 1 uaznis

o

wenisznnanas ot neaunagtinA1mes cv,, 1M1 mapping Augaslu Algorithm 2
UT99iAN 13

|

QUUANUTU n = n+1 aziluasy

4

Aetiuasannsoaglfidn deya Constraint 1o 2eulavneuuy XML - Az
o . . d
7

@1:170 Map  1€a XACML Tag <Condition> 1§ Ingfidapsaauuuieduiae iy

Avua B lsTeunewuy XML 33 s0a3 (4.3)
Wasanulaunausy XML avilsznauliéiog @3 (action), UNUAN (role) way
Fawly (ConstraintsType waz ConstraintValue) Aasianndamansla (4.1), (4.2) way (4.3)

[eanunsnagUlidn Theorem 4 azifluasedaenguiu

g1l Algorithm 3

1. ﬁmmmmué’quzﬁugmj (Existence and Completeness)

Theorem 5: nsutlasasdilaznauses ng (rule) luwltneuuy Database 7ig
azvtlsvnavlilBng @03 (action),  UMLAM (role)  waviiewla (ConstraintsType  WAY
Constraintvalue) uuuiAaliflunletneniy XACML azfadisnuaunsdsynanfanantd
Wi A9aznadnnisuilas (mapping) ﬁuﬁmmmuﬁqumugicﬁ

Proof 5: a7n Step 1l Algorithm 3 aziinnsueneasilsznauaad rule A

aaniudiuf1e] 1azn1e mapping  AzidUANHOAZULL one-to-one A1 AU action
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uaz role azgn map lilaflu XACML Tag Avisunm $auds constraints 51197 fiazgn map
dinlilutlszinnaas XACML Tag Naanadasiufion Awiu Aruasuiauasiatuluynnedl

4mFumne rule

2. AuprnNgnAaslunisudauleung (Correctness of Policy Mapping)

Theorem 6: sane37iuildlunns mapping azhadnianugniiaslunisulas
ultiungann Database lihilu XACML  Aseiilenadniildainnisudasiinniugnéias
dwReaiuiuulaurauuLRNlunneal

Proof 6: lunnsigarliiaz143E msigarduun Induction Tae

Assumption 7: 3@ Action 19 38euleuneuL Database iy a, a¥@11190
Map l1fa XACML Tag <Action> 'l Ineifislansmanumangaas a, AR LT a1y
Tuuleuneuuy Database

RN Assumption 7: 415U n = 1

b4

Aaya Action 2a9uleLnelUL Database 1 a, a¥413190 Map Taléia XaCML

o |

Tag <Action> 'l Tnefidemenniamanaaes a, iudzafusuismunlluuleuneuuy
Database L‘ﬂm@’m Definition 1

arfud iy n = 1 azifludda

/1N Assumption 7: 475U n = n+1

a1 Assumption 7 axlédn diasya Action aeulsinguLL Database W a,

o

Az@ 190 Map 11€la XACML Tag <Action> 18 Tneififisasaauuungaas a_,, ulmeanii

o

DN uua 1A luulaunenuy Database 1ia4a7n Definition 1
QUUANUNTU N = n+1 aziiluasg

AetiuAsaNnanagl1sidn daya Action 1o 2esulaunauuy Database A

a

'
o

411130 Map lusfa XACML Tag <Action> 1§ Tnafigaasaanuuuneiuiaeniuiunniuue

Blunlaunauus Database WWEIWATY oo oo 6.1)

Assumption 8: ?']]m;l]@ Role 1&1”1 2e9uleLneUL Database 1w role, A%

A1190 Map liela XACML Tag <Subject> 1§ Inafieasnaumaneaas role, WiuAaaiu

o

unnua 1A luulauneuiy Database
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a1N Assumption 8: 415U n = 1
fiaya Action aeulauneuLL Database  1ilu role, ax@1u13n Map  Tuldls
XACML Tag <Subject> 'l Inefisiansnnnamsngaes role, s imunlilu
wleneuny Database Liiedann Definition 1

v sy n = 1 amfluaig

RN Assumption 8: 195U n = n+1

a1n Assumption 8 azl#i91 daya Role 1esulaunawy Database (i role,
ax@1u170 Map e XACML  Tag  <Subject> 'l Ineiiglamamanumunaans role. .,
AR UR i vLe T luuliney Database 1iadann Definition 1

AUUAFL n = n+1 azfluase

faudsanunsnagi/lian fasya Role 197 sesultineuuy Database Az
411170 Map 165 XACML Tag <Subject> 14 TagiielananaumanetuRenfufuiivue

3luulaunanus Database WEIWAT .. o vee e (6.2)

Assumption 9: #ia3a Constraint 107 38eulaL8UUL Database U ct, uay
cv, Az 190 Map i XACML Tag <Condition> 1§ Tneiiflsaspaiuvunaaes ct, uay
cv, [uRganuiuAnmua 3 luuleunawuy Database

a1n Assumption 9: 415U n = 1

©

#aya Constraint 189uleLNeLLL Database LU ct, uaY cv, Az411190 Map
1Udla XACML Tag <Condition> ¥ Inefidiamapanumungnes ot waz cv, Wwidaaiusui
fmual8lunleuneauuy Database 1ieeann Definition 1 waznisuanuszinnaes ct, fewd
aziiA1mas cv, 11n1g mapping Alaasly Algorithm 3 e RE

arfud i n = 1 aznfludds

{1N Assumption 9: 415U n = n+1

a1 Assumption 9 azl#91 daya Constraint 289uleUNELLIL Database 1w
Ct. uaY cv.,, AzA8NT0 Map lUd XACML Tag <Condition> I Taefifieasnanumsing
284 et WAL cv, ueafuiufii e lluulaunouuy Database (iiasann Definition 1
waznsuandszinnaes ot deuflazinAnees cv,,, TUianns mapping  sauanlu

n+1 n+1

Algorithm 3 Uss% A7 13
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@

QUUANTU n = n+1 azifluasy

Aatiuasannsaagl1idn deya Constraint 1o 289ulaunauuy Database Az

1
o ] o a

411150 Map 1€ XACML Tag <Condition> 1§ lngfisapsaauuuneituimaaiuiui

Aua 1A luule ey Database 18 WUAT oo (6.3)

Wesannuleuneuuy Database avisznavldfiag @3 (action), unuim (role)
uazanly (ConstraintsType Wag ConstraintValue) patiuandamannli (6.1), (6.2) waz

(6.3) Aan1904a7U 1591 Theorem 6 azifluazasniguiu

N@al Algorithm 4

ar

AN Theorem 1, 2, 3, 4, 5 uaz 6 Adaua il Algorithm 4 WuaziAmuantFRsi
mmm‘ufmu@ugitﬂ (Existence and Completeness) LAY ﬁmmmgﬂﬁm (Correctness)
b % ] o di [ o v . dld ¥ v
m'aL‘*nuﬂul,u@\‘imﬂLﬂum?uwmﬂmm Algorithm 1, 2 Uag 3 WN@QWN@?UQQMLL@ZQT"IW@\?

NI9UN

91l Mapping  Algorithm 90 Algorithm ~ Miniauadnmantim luiuau
ﬁﬁu?ﬁfaummmmi (Existence and Completeness) Lhay 5’1uqujﬂﬁm (Correctness) AN

ingaidliugn

3.3.3. Local Policy Update and Global XACML Policy Syncronization
Tunsdlfiannudasnislunisulasuudawily Local Policy i iy, whla
198 au nglu Local Policy Azl FupaUNIT LD Agent Fail
1. efinnsulasuulasnsinvundnalugauses Local Policy Andu aviinnne Restart
Service Tun13 Mapping Local Policy L‘Wl'ﬂslﬁ LAA 11013 Mapping Local Policy Tud
Lde XACML Policy ifinnsilaenulaslilldi GAA 1§5uns
2. \ile GAA 185U XACML Policy a1n LAA L&A1 GAA Naznn1339u XACML Policy

T3l XACML Policy Nilfinyaangn

al
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3.3.4. gtuuvderanuinlilunisdeansaesssuunanafouwnu
suuvderannlunisdesnsluszuuvanefaunuanisnuLnunIsdean s

Tuwsiay Agent lasssialdil

1. nsdediamnuAfasteras UA Tl AA Teediampiuazisznausog  <user id,
. , ) o . p~ a o =
session_id, app_id, privilege, timestamp> Inefsaazidensase bl
LA ! o o va a0 IR
- user_id PaALszafaaeE lENNIN13daAT3ed1e
. L, A o oy d' o v = a v =
- session_id ABIBNLTATUN M 1nN1980417A50999 (TalpanALdazinig
quanadulupoun Eumad)

- app_id AaFszansaasuannawndungniasuelaa g i

a a

- privilege Aa@NaNE M HAaIn s nueanNALATY

U
'
al

- timestamp AaL1a17 UA 11n1389A150910

2. nsdedemanuiendaldt GAA neudnulaunaees LAA fnisldsuudas Inaasi
Y o v % . . N
n3dediamanuann LAA Tdes GAA Tnadiamauazisynaudae <laa_id, session_id,
. = = o g
update_req, timestamp> Inefissazidensasa il
. A | o o ai o ] o v
- laa_id AaANLsransdnaed LAA Annnnsdaniadee
- session_id Aereaatun 1 lun1sdesnsadesae (@elnalnfudaasinng
guanadulupoun Fumadu)
- update_req AaN1TTR922lH GAA Mnsasuudasulaung Wesanni
Aglasuladiintiy

. = Asl o ] o v
- timestamp ARLIATN LAA NINITRIAITENTA

3. nsdediandnniesreann AA lUde PA azlfstluuunnnsgauaes XACML Request A9

waAS NG 3.5
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A 3.5 Faesing XACML Request

<Bequest>
<3ubject SubjectCategory="urn:oasis:nawes:tcixacml:1,0:subject-category:access-gubject”s
<ittribute Attributeld="urn:oasis:names:te:xacml:1.0:subject:subject-1d" DataType="http://vww.w3.org/2001/ EULSchermafatr ing"s
<httributeValuesmaker</ Attr thuteValuer</ Atributes
<dttribute Attributeld="location" DataType="http://wow.ud.org/2001/ ENLSchemafistr ing™s
<ttribueValue192, 168,71, 1o/ dter ibuceValue</ ketr ibuter
< Subjecty
<Resourcer
<ittribute Attributeld="urn:oasis:names:te;xacml:l.0:resource:resource-id" DataType="http://wow, v3.org/2001/ ENLSchenafanyTRI"
<ittributeValuerhttps:/ /vy, epayment . com: 6443/ epayment/ </ dttributeValues</ Attr ihutex
</ Resources
<Aetionx
chttribute Attributeld="urn:oasis:names:teixacml:l.0:action:action-1d" DataType="http://wvv.vd.org/2001/ XML3chemadats ing™s
<AttributeValue>create_transaction<!AttributeValue></Attribute>
<f hetiony
</ Request

4. nededepnumeunduain PA  ldda AA  arlfgdununinsgiuees  XACML

Response A linIni 3.6

A1 3.6 Faaeing XACML Response

<Response:
<Result ResourcelIl="httpz://wuw.epayment.com: 6443 epayment,/ ">
<Decizion>Permit</Decizsion>
<3tatus:>
<3tatusCode Value="urn:oasis:names:tc:xacml:l.0:status:ok"/ >
</3tatus>
</Result>
</ Reaponsex

v
o

3.3.5.  dUARUNNINNINTEY MAS

AN 3.1 AzudATURBUNIINNIIUTEY MAS  Teazudadliiiiunianns
anansiuszudedontlsznausiier Tnaduindunaunisvinanuaes MAS  azisznaufion
Tumneuiannm 8 dunau Ingaziinisuiiadly 2 49uAe 491 Setup wazdq1 Runtime 49

= a o d”
Aeazidunnasiallil
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Setup Phase:

1.

nstiudusayanalaslfaasesdlsznan Tnafliazldansnnsavsatnian Tunis
gudunyAraiiy SSL ALLILETWnes
nemdsannisudusayanalnglfsasnsilszneunfbenuda  Fuidflnedadses
2ellds MAS Wihamsana UA Tun Tae UA azgnaugdnriugfiieldlunng
Samaiieaiusesaelduenndindy  Taeludouilesieldiin Mas  fudaud
Tanelalk AdlEvinmasing UA sdsanfidudusinypaalidnia dedualii UA @
AN Aanaladiaguin

Wa3 UA %ﬁ’m’]iﬁmwmuiﬁmm%Lﬁﬂm@ﬁm’umﬂﬁ@am'ﬂﬁﬂri’fl%meﬁmmu
225 14 %q%gnLgn”ﬁﬂ“mﬁfmqmmmmammmﬁﬂ%mn LDAP 1108m3wasaenmy A
dausrecfldudntninniuBiie i unsfudusy aravalinewdn 4o
uanwALATUse eaiuayun s dnuitepsafien uanainilts UA deinnag
naradaviliftiniseanluiuses sasifldfaadnaglu Certificate Trust List vizaly
Sefmngliivinnseaniuiuses veedld lllerlu Certificate Trust List §l%faz

Tdaunn e nna ATl

Runtime Phase:

4.

wasannanmaseuluiusesBidannsetind  uazlideysresdeflfuazsianuaes
fliEanFanuda UA aziinsaieafasanlies AA esadinldanuuannaiadu

NRIANUIY AA a291nNN9d9 XACML Request ldea PA ieldinnnnsmsiagen@ns

v aa v

203l NAnBEN I unanndiaduniasaeni lvsa
PA azinsnsageudniniadinfeesennandy  anulsunadudnasieslu
guluiunaes XACML eune GAA (Geazldl XACML Policy ®1a1nnssuaunig

Mapping AEnanqliuanlusiade Policy Mapping and Integration )

WAIRINTY PA axniinnsdanadnyilugiutiuaes XACML Response e AA 1

Fumsunednsrelld

v v

Wa AA N9UBAINE IR AN SN IE LA NNALATE AA ARNNtNRSURATALNIT

a

pauANNIgIE e AT UAINE JEAuIuNIn Taeian19LEnngaRnI9I1ENI98Y

ANSBNTDANNANAL
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|
1
Use Application:

Web
User UA AA PA GAA App.
Server

T T T T T T T
| | | | | | |
| | | | | | |
F——Authentication—3 | | | | |
| | | | | | |
| | | | | | |
: I‘—Verify UserqI : : : :
| | | | | | |
| | L applicati | | | |
| | —App ication Req.ﬁI | | |
| | | | | | |
| | | | | | |
| | | ——XACML Req.— | |
| | | | | | |
| | | | | | |
| | | | ——Check Policy— |
| | | | | | |
| | | | | | |
: : : : IFAppIicable Policy—i :
| | | | | | |
| | | | | | |
| | | —XACML Resp.— | |
| | | | | |
| | | | | |
| | K———Ack——— | |
| | | | | |
| | | | | |
| k—Ack——! | | |
| | | | |
| | | | |
s | | |

| |

| |

T

|

|

|

|

|

AN UNINT 3.7 ALUAANTIUAAUNIININULEY MAS  T9azuana liiiunenig

%@mﬁmmdwzﬁquﬂi:n@um"m**] luguuy Sequence Diagram MINATUIUTUALUNNT

% 1

o ;M & o o y 9 & = o L
NINIULRI MAS NUNA 8 AURAU WQV]VL@IT]@’]QVL’JLL@Q FINNTRADAINTUTEWINNAUL TzNaL

1 | 4' o o Aﬂl 1 o = | o/ o 4
RN aziflun1saaasiuluulaanisliasannusazFanuazil ATNTUILA duaassiaee i

fayandeWinuiniadinsiaane



3.4.1.

3“1_] LULNTITNAARN

v

Z|

982N 1N1NAaa LA TE L NNALA

3.4 AUABUNITNANDI

'
o

aa

TUNH

sduuunisaynyadinldaun
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;13797 3.2 uansauduiusrastailEiuunumlulenn@iadis Web Settliement

Sodld LN
user1 Operator1
user2 Operator2
user3 Operator3
user4 Administrator
user5 Auditor
useré Operator1
user’ Operator2
user8 Operator3
user9 Administrator
user10 Auditor
user11 Operator1
user12 Operator2
user13 Operator3
user14 Administrator




user15 Auditor
user16 Operator1
user17 Operator2
user18 Operator3
user19 Administrator
user20 Auditor

AN347 3.3 WAAILINUINUBILANNALATL Web Settlement

y
LAUN UNUIN
1. Operator1
2. Operator2

3. Operator3

4. Administrator

5. Auditor

AN9NT 3.4 LAPNAN BUBILANNALATI Web Settlement

e ans

1. Inquiry

2. Settlement

3. ApproveTransaction
4. RejectTransaction
5. ViewlLog

6. ViewAuditLog




F19W7 3.5 wananguazNeulazesnisldauuennaindis Web Settlement
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\aefi unum ans sindeuls | Amesdeuls
1. Operator1 Inquiry location 192.168.71.1
2. Operator1 Inquiry time 0600 - 1400
3. Operator1 Settlement location 192.168.71.1
4, Operator1 Settlement time 0600 - 1400
5. Operator1 Settlement event amount <

10,000,000

6. Operator2 Inquiry location 192.168.71.1
7. Operator2 Inquiry time 0900 - 1700
8. Operator2 Settlement location 192.168.71.1
9. Operator?2 Settlement time 0900 - 1700
10. Operator2 Settlement event amount <

10,000,000
11. Operator3 Inquiry location 192.168.71.1
12. Operator3 Inquiry time 1100 - 1900
13. Operator3 Settlement location 192.168.71.1
14, Operator3 Settlement time 1100 - 1900
15. Operator3 Settlement event amount <

10,000,000
16. Administrator | ApproveTransaction time 0600 - 1900
17. Administrator | ApproveTransaction event amount <

10,000,000
18. Administrator | RejectTransaction time 0600 - 1900
19. Administrator | ViewLog time 0600 - 1900
20. Auditor ViewAuditLog location 192.168.71.2
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Tuuannaiadu RA System AeLFdvnsiasnisiznisdnnisluiuses nadauaesnis
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A13797 3.6 WaRIAMNANNUsIasTe I iuLnL I luennALAtl RA System

a

Godld UNLN

user1 Registration Authority Operator1
user2 Registration Authority Operator2
user3 Key Recovery Operator

user4 Registration and Recovery Operator
userb Registration Authority Operator1
user6 Registration Authority Operator2
user’ Key Recovery Operator

user8 Registration and Recovery Operator
user9 Registration Authority Operator1
user10 Registration Authority Operator2
user11 Key Recovery Operator

user12 Registration and Recovery Operator
user13 Registration Authority Operator1
user14 Registration Authority Operator2
user15 Key Recovery Operator

user16 Registration and Recovery Operator
user17 Registration Authority Operator1
user18 Registration Authority Operator2
user19 Key Recovery Operator




user20

Registration and Recovery Operator

AT 3.7 LAAILINLNNTBALENNALATL RA System

=
LAUN

UNUIN
1. Registration Authority Operator1 (RAO1)
2. Registration Authority Operator2 (RAO2)
3. Key Recovery Operator (KRO)
4. Registration and Recovery Operator (RRO)

A13197 3.8 LAPNANTURILANNALATI RA System

dl a a
LAUN ANG
1. Issue
2. Suspend

3. Unsuspend

4. Revoke

5. Recovery

F197971 3.9 wamanguazRaulazesnisldenunennaiadis RA System
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1 UNUN ans stlunnenly Araasianly
1. RAO1 Issue location 192.168.71.1
2. RAO1 Issue time 0800 - 1700
3. RAO1 Suspend location 192.168.71.1
4. RAO1 Unsuspend location 192.168.71.1
5. RAO1 Unsuspend time 0800 - 1700
6. RAO1 Revoke location 192.168.71.1
7. RAO2 Issue location 192.168.71.2
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8. RAO2 Issue time 1100 - 2000

9. RAO2 Suspend location 192.168.71.2
10. RAO2 Unsuspend location 192.168.71.2
11. RAO2 Unsuspend time 1100 - 2000
12. RAO2 Revoke location 192.168.71.2
13. KRO Recovery time 0800 - 2000
14. KRO Recovery event amount_cert <5
15. RRO Issue time 0800 - 2000
16. RRO Suspend time 0800 — 2000
17. RRO Unsuspend time 0800 - 2000
18. RRO Revoke time 0800 — 2000
19. RRO Recovery time 0800 - 2000
20. RRO Recovery event amount_cert <10
3. ePayment WunennarduiililunnsleufuinusnansuunGealngd seilfauae
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vsEmnsasnislauluiusuasuuuFaand  Insdsuasasnistiudusoyaraasld
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13997 3.10 uanspudniusaasTef v luwannaiadu ePayment

Sodld LN
user1 Maker1
user2 Maker2
user3 Checker
userd Authorizer
users Maker1
userg Maker2




user’ Checker
user8 Authorizer
user9 Maker1
user10 Maker2
user11 Checker
user12 Authorizer
user13 Maker1
user14 Maker2
user15 Checker
user16 Authorizer
user17 Maker1
user18 Maker2
user19 Checker
user20 Authorizer

A13797 3.11 LAAILINLNNTIBUENNALATI ePayment

Lﬂﬂﬁi UNuIn
1. Maker1

2. Maker2

3. Checker

4. Authorizer

AN9N7 3.12

LAANANDUDIUANNALATU ePayment

e angd

1. CreateTransaction
2. UpdateTransaction
3. DeleteTransaction
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ViewTransaction

ApproveTransaction

RejectTransaction

F19799 3.13 wananguarReularesnislfauwennandis ePayment
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el UM ans sluvuieuls | Anzesiteuls
1. Maker1 CreateTransaction time 0800 - 1900
2. Maker1 CreateTransaction location 192.168.71.1
3. Maker1 CreateTransaction event amount <
1,000,000
4. Maker1 UpdateTransaction time 0800 - 1900
5. Maker1 UpdateTransaction location 192.168.71.1
6. Maker1 DeleteTransaction time 0800 - 1900
7. Maker1 DeleteTransaction location 192.168.71.1
8. Maker2 CreateTransaction time 0800 - 1900
9. Maker2 CreateTransaction location 192.168.71.2
10. Maker2 CreateTransaction event amount <
5,000,000
11. Maker2 UpdateTransaction time 0800 - 1900
12. Maker2 UpdateTransaction location 192.168.71.2
13. Maker?2 DeleteTransaction time 0800 — 1900
14. Maker2 DeleteTransaction location 192.168.71.2
15. Cheker ViewTransaction time 0800 — 1900
16. Cheker ViewTransaction location 192.168.71.3
17. Cheker ViewTransaction event amount <
5,000,000
18. Authorizer ApproveTransaction time 0700 — 2000
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19. Authorizer ApproveTransaction event amount <
5,000,000
20. Authorizer RejectTransaction time 0700 — 2000
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Wnnsldeurisagnanian 1 Tlignsias
Wnnsldeuvisagnanian 114 QnFied
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