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AINT 2.1 ANHRZNITN4ILAAY Role Based Access Control (Axel Kern and

Claudia Walhorn, 2005, p. 131)

Role Hierarchy
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User Permission

User > Role Permission
Assignment Assignment
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2.1.3. WMANANITNINILAAT XACML

XACML (Extensible Access Control Markup Language) ﬁ@mmmmgmmm
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@) XACML Request T (31 Fatch Attribatas
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>
PEP < PDP
(£) XACML Response
l (41 Fetch Policies
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Y
RESOURCE
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(Fugkeaw, Manpanpanich and Juntapremiitt, 2007a)
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T~ o User Cerficals Achcabion
TR Validation 2
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I CQueus Management [ +
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Client Web Server l MAS | Application Server ‘
Trusted Zone
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NN 2.4 uARIN9LATEN User Certificate, Bridge AC W&z Role AC (Fugkeaw,

Manpanpanich and Juntapremijitt, 2007b, p. 736)

User PKC Bridge AC Role AC
Version Version Version
Serial No. (S/N) - Serial No. (S/N) Serial No. (S/N)
Signature 1D Signature 1D Signature 1D
Subject (DN) Holder Holder
- All User PKC {DN,S/N) [ -entityName (RolelD)
Issuer Issuer Issuer
Validity Period Validity Period Validity Period
Subject Public Key Info Afttribute Attribute
-User PKC (DN} | -AppName
-RolelD -Privilege
Extensions Extensions Extensions
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3. Policy Agent (PA) wnuiindlunnsmsageu@nanisidanuaesuennainte e
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AN 2.5 LAAINITNNNIUIBITLSULNAEIFQ LN (Fugkeaw, Manpanpanich and

Juntapremijitt, 2007b, p. 735)
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-User PKC
-Bridge AC
-Role AC

Service
(Attribute Certificate
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Authentication
Service
(User Certificate
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1
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2.2.3. uddsNaaiunslszgne s XACML

91AREUR9 (Rebekah Lepro, 2003) THRNNTHLEResTLLAMUANT TN DaLIL
ngzang (Distributed Authorization System) Tael#dalnsansiian Cardea aiflugaumisg
2489 NASA Information Power Grid ﬁ%ﬂﬁﬁm?ﬁ’l SAML 1ag XACML mslfﬁslumimu@u
N3N anNsinauess LIS ZANY e dednnsaineranuanndtuaynsadenng
ﬁwmmm?{qmeéi@uLLmJﬂ@m’mzﬁwi"umﬂ%iﬂ%muﬁwmﬂﬁm‘ﬂmLuuﬂﬁmﬁmuﬂ:u
Cardea QNWAMIAIENNEN Java wazdullsznauressyuuLlsznausiag SAML  Policy
Decision Point, Attribute Authorities, Policy Enforcement Points, Information
Service/LDAP, XACML context handler, XACML Policy Administration Points, XACML
Policy Decision Point fauaadliunIng 2.6 wAliaAse AT NS e dvEEn 1 udas
XACML  iftegtluniniiien Geaginlfszuufifinnstnuundndlugluunaug 7ilalkerlu

guunin XACML fiagyinlildannsaldeuniuszunnls

A 2.6 1A9943519N199119712849 Cardea (Rebekah Lepro, 2003, p.10)

........ SAML Attributes @Aumﬁzayon Decision Request Received
————— SAML Authorization
Authonzation Dacision

|
|
ML I Statement with appropriate
i LDARIOther : suppart information returned ]

1 3 ) Query AA and XACML
1 9 PDOP locations
1 !
1 = )
i | Vi

Partition AA and »

XACML FDP sgarch space

Generats Authonization
Decision Statement
and forward in

SAML Policy Decision Point :
appropnate FEF

Query approprale
atiribute values

Determine attributes
consigered by policy

- Attribute
i Authority
 XACML Policy
Decision
Point

Make suthonzation 2 —
request Report any local identity associated
with the Authonization ision Statement

CARDEA
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WAL laNUARLT89 (Han Tao, 2005) tneluanud ST XACML 11l
ﬂ’]iﬁ')uﬂuﬂ’]iﬁ]’]ﬁwm Web Service lagiilunnsli Security Assertion Markup Language
13 SAML dusutlasfuntsdedieyalugtluuuresd-Setunznanante XACML delunmn
7l 2.7 WuansgUuuunisnauaunisdindediusy Web Service Kt XACML wilieniagat
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