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v o I 4 ' @
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2.7.2.3 ﬂﬁllﬂ%ﬂiﬁjﬁﬁhu (Password cracking)
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swarru Fadyngnansamnminerndulilasdrades 30 Mlumsidngszuuannilamil
[y 1 4 . . 9
- sfarm T TUNIUIYNTY (Dictionary attacks) 810131NINIINAUHE
Yy v 1o & ad {9 ¥ Y o Y {
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2.7.2.5 "’fJJ’f)‘Uf‘lWi"iNmﬂﬂ"li@ﬂﬂ!L‘]J‘]J (Design ﬂaws)
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2.8 TumounanlUMsYnINANGIz Y
E4
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2.8.1 miﬁﬁnm%y‘mﬁm&'u (Foot printing)
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2.8.3 mM35a1579mM81U52 VY (Enumeration)
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2.8.5 MIINTEAVANTNS IFNUTZUY (Escalating privilege)
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2.8.6 Mmyanasul¥auszU (Pilfering)
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2.9 glnuvlumsyngn
2
[l I~ [ [
Robert Graham (2000) 1114 1114 3 Yszianvdna laaadl
2.9.1 M3d153952VU (Reconnaissance)
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2.10 malulagmssnunnuilasass
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7 | Application Layer

Consists of application programs that use the network

6 | Presentation Layer

Standardizes data presentation to the applications.

5 Session Layer

Manages sessions between applications.

4 Transport Layer

Provides end-to-end error detection and correction.

3 | Network Layer

Manages connections across the network for the upper layers.

2 Data Link Layer

Provides reliable data delivery across the physical link.

1 Physical Layer

Defines the physical characteristics of the network media.

514 2.6 Tuaa OSI’
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* Obert N. Myhre, CCNA Certification: Routing Basics for Cisco Crtified Ntwork Associates Exam 640-407

(NJ : Prentice Hall PTR, 1999), pp. 6
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Application Layer Telnet, FTP, e-mail, etc
Transport Layer TCP, UDP
Internet Layer IP, ICMP, IGMP
Link Layer Device driver and interface card

3 1% 2.7 Tuiea Internet Reference TCP/IP’
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* W. Richard Stevens, TCP/IP Illustrated, Volume 1 The Protocols (Bangalore : Addison Wesley Longman, Inc,
1999), pp. 6



37

- TCP (Transmission Connection Protocol)
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syn Alag 5et/ ALK Fa segment 2
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/ /
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FIN_WAIT 7 |l
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° W. Richard Stevens, TCP/IP Illustrated, Volume 1 The Protocols (Bangalore : Addison Wesley Longman, Inc,

1999), pp. 242
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3-Character abbreviation A5
URG The urgent pointer is valid
ACK The acknowledgement number is valid
PSH Push data to receiving process as soon as possible
RST Reset connection
SYN Synchronize sequence numbers
FIN Sender is finished sending data

A13197 2.2 uead Flag m3iauveslds Tanea TCP Aaniuzaien’

® Ibid., pp.225-230
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