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WS3. Microsoft Office

W3.1 Description:

Microsoft Office is the most widely used email and productivity suite worldwide. The

applications include Outlook, Word, PowerPoint, Excel, Visio, FrontPage and Access.

W3.2 Operating Systems Affected:

Windows 9x, Windows 2000, Windows XP, Windows 2003 are all vulnerable depending

on the version of Office software-installed.

W3.3 CVE Entries:

CVE-2006-5296, CVE-2006-4694, CVE-2006-4534, CVE-2006-3649, CVE-2006-3590,
CVE-2006-3059, CVE-2006-2492, CVE-2006-1540, CVE-2006-1301, CVE-2006-0002
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U2 - Sendmail Vulnerabilities

U2.1 Description:

Sendmail is the program that sends, receives, and forwards most electronic mail
processed on UNIX and Linux computers. Sendmail’'s widespread use on the Internet
makes it a prime target of attackers. Several flaws have been found over the years. In
fact, the very first advisory issued by CERT/CC, in 1988, made reference to an exploitable
weakness in Sendmail. In one of the most common exploits, the attacker sends a crafted
mail message to the machine running Sendmail, and Sendmail reads the message as
instructions requiring the victim machine to send its password file to the attacker’s

machine (or to another victim) where the passwords can be cracked.

U2.2 Systems impacted:

Most versions of Unix and Linux

U2.3 CVE entries:

CVE-1999-0047, CVE-1999-0130, CVE-1999-0131, CVE-1999-0203, CVE-1999-0204,
CVE-1999-0206
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3.2 NMSAANTRITDUAIABAULDITIENITTIANAURSNANITANND

Tudegangaesauain aziinasgnedanngililunistlesiuandenlnressenisin

8 Inaazat ludouansealldu Asuanslugii 3.4

alert tcp $HTTP_SERVERS $HTTP_PORTS -> $EXTERNAL_NET any (msg:"ATTACK-
RESPONSES file copied ok"; flow: established; content:"1 file|28|s|29| copied"; nocase;

reference:bugtrag,1806; reference:cve,2000-0884; classtype:bad-unknown; sid:497; rev:12;)
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1. ANNNANANATDINIIATIRADLTBY AL (Input Validation Error)
2. ANHEANAIATB9TRLIAATaYA (Boundary Condition Error)

3. ANNRANAIA INNTAIIEAaUNITENDN (Access Validation Error)

4. ANHANAIARINTTLFULFNTZUL (Configuration Error)
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5. ANNNANAIARINNITIABNLLLIZLL (Design Error)

6. ANNANAIAAINTAARNEISANNIRIEALNR (Exceptional  Condition
Handling Error)
7. %uj (Other)
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5. aqultlsunsualszeing (Application)
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CWE-1993-0001 : ip_input.c in BESD-derived TCF/IP implementations allows remote attackers to cause a denial of service (crash o1

CWE=-1999-0002Z : Buffer overflow in NFS mountd gives root access to remote attackers, mostly in Linux systems,

CWE-1999-0003 : Execute commands as root via buffer overflow in Tooltalk databaze server &pc.ttdbserverd).

CWE-1993-0004 : MIME buffer overflow in email clients, e,9, Solaris mailtool and Gutlook,

CY%E-1999-0005 : Arbitrary command execution via IMAP Buffer overflow in authenticate command,
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CWE-1993-0010 : Denial of Service wulnerability in BIND & Releases via maliciously formatted DNS messages,

CWE-1993-0011 : Denial of Service wulnerabilities in BIND 4,9 and BIND 8 Releases wia CNAME record and zone transfer,

CYWE-19959-0012 : Some web servers under Microsoft Windows allow remote attackers to bypass access restrictions for files with |

CW%E-1999-0013 : Stolen credentials from SSH clients via szh-agent program, allowing other local users to access remote accoun

CWE-1999-0015 : Teardrop IP denial of zervice,

CWE-199%-001E : Land IP denial of service,

CWE-1993-0017 : FTP servers can allow an attacker to connect to arbitrary ports on machines other than the FTP client, aka FTP

CWE-1995-0015 : Buffer overflow in statd allows root privileges,

CW%E-1995-0019 : Delete or create a file via rpo,statd, due to invalid information,

CWE-1993-0021 : Arbitrary command execution via buffer averflow in Countcgi wwweounty cgi-bin program,

CWE-1999-0024 : DNS cache poizoning via BIND, by predictable query Dz,

CWE-1999-0031 : JavaScript in Internet Explorer 3% and 4%, and Metzcape 2% 3% and 4.x, allows remote attackers to monitor a use

CWE-1999-0035 : Race condition in signal handling routine in ftpd, allowing read/write arbitrary files,

CWE-1995-0037 : Arbitrary command execution via metamail package using message headers, when user processes attacker's me

CWE-1993-0039 : webdist CGI program {webdist.cgi} in SG1 IRIX allows remote attackers to execute arbitrary commands via shell n

CWE-1995-0041 : Buffer overflow in ML (Natural Language Service),

CWE=-1999-0042Z : Buffer overflow in Univerzity of Washington's implementation of IMAP and POP servers,

CWE-1993-0043 : Command exacution vwia =hell metachars in INN daemon (innd) 1,5 uzing "newgroup” and “rmgroup” contral messe

CWE-1999-0045 : List of arbitrary files on Web host via nph-test-cgi script,

CY%E-1995-0046 : Buffer overflow of rlogin program vsing TERKM environmental variable,

CWE-1995-0047 : MIME conversion buffer overflow in sendmail versions 663 and 8,5.4,

CW%E-1999-0045 : Talkd, when given corrupt DNS information, can be used fo execute arbitrary commands with roat privileges,

CWE-1999-0052 : |P fragmentation denial of service in FreeBSD allows a remote attacker to cavse a craszh,

CWE-1995-0053 : TCP RET denial of service in FreeBsD,

CWE-1999-0054 : Sun's ftpd daemon can be Subjected to a denlal of service, o
AT
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Description

CWV55 Score

Severity

Wulnerability Type

Software

Wulnerability Profileing
Vulnerability Type

Genesis - Location v 05 -

Vulnerabity Score

Confendentility > Integrity ) Avalability ¥  System Compromise - Ole

Total Score
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g5 Vulnerability Profile Score et - |ﬂl

Vulnerability Gathering | Seanch Vulnerability | Vulnerabiity Profiing | Estimation

CVE Name |CVE-1995-0002 D\'?

Description Buffer overflow in NFS mountd gives root ccess to remote attackers, mostly in Linwe systems
CVSS Score 10.0

Severty High

Vulnersbilty Type  [input

Software

Lines  Version: 51,50, 42 41,40 303.21,20 -
BSD_0S Version : 1.1
OpenLinux Version : 1.2

Wulnerabilty Profileing

Vulnerability Type
Genesiz  Input Validation Emor - Location T-"lle_M;'nagemerﬂ L 05 UNIXLike -
Vulnerabity Score
Corfendentiity Me Impact  ~ Integrity No Impact = Avalabilty M2 Impact > System Compromise High - Ok

Total Score 3
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5.1 AaaANNlszuasgaaaulus B iuwTus

'
o 1 = ]

annnsannguuazliazuuuqnsauniiaguiuqneaunas Tus e uaaIaniiu

q a

waUARILEL] A.A. 2000-2007 QWAL 649 318n17 uanluqndeunag luszuulfimnig

a

Fulpad AU 377 278019 LL@:fgmﬂ'@uﬁfagﬂm:uuﬂﬁﬁﬁmimzqaquﬂeﬁfimfm 272
$18IN19 %'qregm@'@ul,wi@zﬁﬂmimmmd@lﬁﬁmmmL?ﬁwwié’mnﬂdﬁ 1 e i
AruLLTIaAseuLnT AL @MY AxlisziupaguusAary eviinisliasiuuany
ANIULIILAzHANT9taNA YT a R mMue AT EAY NI s Less s LU RN T
aztlszinnlaidu 1214 azuunluszunlfimnisiulaed uas 711 azuuwlussuudinag

AITNAYUNT ANNTDUAAIINEALIBEAAIAII WA 5.1 — 5.4

F19WN 5.1 ArdatipeNitlizumnlszinnesqngenussulfiRnulneg

Loss Type
No. Genesis Confidentiality | Integrity | Availability | System Total
Compromise
’ Input Validation Error 70 9 9% 332 507
2 Boundary Condition
9 6 58 108 181
Error
3 Access Validation
42 10 10 22 84
Error
4 Configuration Error 7 0 2 9 18
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5 Design Error 75 44 91 161 371

6 Exceptional

3 0 19 5 27
Handling Error
7 Other 2 2 2 0 6
Total 208 91 278 637 1214

1997 5.1 flunasuanuasAziusANilzuesqagaunat useeuey

i
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antfuuaud  Fafluwaneewneglussuulfimnaauined Insuanuasmniszinnaes
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GG naAzwUT e 1214 pziny weananulssianaespa@amafifaainms
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uazAM A El sz LI Naaaiin 637 ALY SepzuLLMATIANTneRI L
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Exceptional Other
Handing
Error
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DesignError

31% Input Validation

Error
43%

Configuration
Error
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Access
Validation Error
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Condition Error
15%
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b

3 5.1 uasedndousyAtazuuuresgaseu Anuluseueanfiudues

u

sruulfimnsiulaed Teutmnulsvinnaesqagen aznudl qnaeunNIrAUATILNIN

NgannuluszuuAe  qedauniinainANianatntednIsnsadedayatindt  (Input

Q U

a

Validation Error) @AaLu 43% wesnzuuuqasauiaonin sesasniiuangeuiiiinain

o o

ANNIANAIATBIN178BNLLIL (Design Error) AALTY 31% IB9AZULLAABEUTIINA SUAL

'
X a

muLﬂuqmﬁﬂuﬁ'Lﬁmmﬂmmamwmmmmﬂume%’mﬂ@ (Boundary Condition Error) T9AA
i 15% mmuuuamﬁﬂuﬁ”\mm muﬁqm}m@'@uﬁlﬁmmﬂmmﬁmwmmmm@m%@@u
nsdndedaya  (Access Validation  Error) ANHEANAIAAINNITIANITTRLNLIU
(Exceptional Handling Error) A NRANAIALEIN1TLS LGNz UL (Configuration Error)

LATANHANAIABUT AR AL

dl 1 oA { dl a ' a oA a
FANTINN 5.2 mmummtﬂmzmqmmmmwmmﬁgm@@ulmxuuﬂgummmuimﬁ

Loss Type
No. Location Confidentiality | Integrity | Availability | System Total
Compromise
’ System Initiation 5 5 5 3 18
2 File
34 5 7 12 58
Management
3 Authentication 24 13 18 16 71
4 Support 19 12 36 134 201
5 Application 126 56 212 472 866
Total 208 91 278 637 1214
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nqasau Insiazuuumaiianisnedunelugluuunsmasnasadsgy 5.2

System File
Initiation Management

1% 5%

Authentication

6%
Application Support
71% 17%

7171 5.2 pouidevnannuasiingesqnseuluszuul fiRnnRulaad

7N 5.2 usssdndonszAumzunulasqaeel v lusneuaesanuuaudues

a A a d! 1 o ' all a ! 1 o ] allal
seuuliAnnsiuland dutamnAiumliinateangel aznudl AuniereasTuLnd
FEALAZUUUANNIALMNENITNNGR Pa dduaedllsunsuilszynsl (Application) TedszAvU
pruudly 71% UB9ATUULIUNG  $998INNAadaLUeqlLaUNaNATLIAUUNN I INIUTRY
seuy_ (Support)  Aaly  17% vedmziuwieudn  ainduitlugaunisiigailiaaa
(Authentication) @unasaanisuladeya - (File Management) uavdaunnsiENsUszLIL

(System Initiation) ATNANAL
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F1979% 5.3 ArdaHANilTzuenNszinneesgpdeulusruulfiRn s agting

a

Loss Type
No. Genesis Confidentiality | Integrity | Availability | System Total
Compromise
Input Validation
1
Error 31 19 45 263 358
2 Boundary
0 0 12 35 a7
Condition Error
3 Access Validation
26 8 5 44 83
Error
4 Configuration
32 16 13 33 94
Error
5 Design Error 17 8 30 51 106
6 Exceptional
4 2 4 10 20
Handling Error
7 Other 0 0 0 3 3
Total 110 53 109 439 711

199N 5.3 unnsuanuasAz AN TLNIe9q Asa ot lus e LY

o/ dj | U dl 1 a oA a 6
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YIUNINTBITTUL 53 AzuuY AN@enadssinngiy@aaninndeslden 109 Azuuw
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Cther Handing Error
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Condition Error
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Access Validation
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Input Validation
Error

50% Configuration

Design Error
15%

U

717 5.3 AnudenauenaulszinmaesapaaulussuuUfiRnsnsznagiing
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7N 5.3 usnsdndonszAunzunuIasqaeel Inulusnauesaniiuaudues

1
a c XK 1

svuunfifnnsmsznagtindg feunndszinnaesqagen aznudn qeeauniszAuAzILLY

U
i 1
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Validation Error) GAnLfln 50% asspzuuuqaeenianun sesasniluqasauiiinain
AINNHANAIALRINITAaNLLY (Design Error) AALIW 15% 289AZIUNAAEUTINNA SUAL
| 1 ndl a a o ' . . tﬁl a
andiluqpgauniinaInANRANAIARINNILUFLLGNIELIL (Configuration Error) @aAmLily
13% ABIATLUURATOUTINNA ANNARI9AEUNNARINANNEANA1ATRINITATIAFDLNT
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AINHANAIARYT AMNAAL



42

F19N 5.4 ArdTHANILTzINmNuasnnqedenluszuul fiRnsRsEnaglind
Loss Type
No. Location Confidentiality | Integrity | Availability | System Total
Compromise
System
1
Initiation 0 2 0 0 2
2 File
14 3 7 17 41
Management
3 Authentication 4 1 3 13 21
4 Support 2 0 0 6 8
5 Application 90 47 99 403 639
Total 110 53 109 439 711
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File
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Tnauismilszinnansan 16A619199 5.5 - 5.6 AuATLIAT999A8aULle A9F19199

5.7 - 5.8 LAYLAAIIILALIDLARINANHTULARIANNIRL N IHAIAN9197 5.9 - 5.10

F1379% 5.5 nan1stlesiuangaunndssinnresqneentesyuulinniuined

Genesis SANS Snort Remain %
Input Validation Error 527 420 107 79.7
Boundary Condition Error 181 152 29 84
Access Validation Error 84 70 14 83.3
Configuration Error 18 11 7 61.1
Design Error 371 216 155 58.2
Exceptional Handling Error 27 19 8 70.3
Other 6 0 6 0
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Input Validation Error  § - . . d 410 2 537
Design Error e 371

Boundary Condition. . 3 2181 BARRiE

Access Validation... E%q B Snort
Exceptional Handing.... [ 154

Configuration Error E LEE
Other i Q.
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F1979% 5.6 nanastladiuqpdeunnilszinnuedqngeutesszuulfimnisying

Genesis SANS Snort Remain %
Input Validation Error 358 227 131 63.4
Boundary Condition Error 47 36 11 76.6
Access Validation Error 83 58 25 69.9
Configuration Error 94 84 10 89.4
Design Error 106 36 70 34
Exceptional Handling Error 20 20 0 100
Other 3 3 0 100
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F1979% 5.7 uannstlasiuqngausnunasiiaqageusesruuL iR sauland

Location SANS Snort Remain %
System Initiation 18 6 12 33.3
File Management 58 41 17 70.7
Authentication 71 58 13 81.7
Support 201 167 34 83.1
Application 866 616 250 711
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Location SANS Snort Remain %
SystemInitiation 2 0 2 0
File Management 41 28 13 68.3
Authentication 21 7 14 33.3
Support 8 2 6 25
Application 639 427 212 066.9
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Various Intrusion Detection Systems (IDS) including (1) Cisco Secure
Intrusion Detection System, (2) Cisco Catalyst 6000 Intrusion
Detection System Module, (3) Dragon Sensor 4.x, (4) Snort before
1.8.1, (56) ISS RealSecure Network Sensor 5.x and 6.x before XPU 3.2,
and (6) ISS RealSecure Server Sensor 5.5 and 6.0 for Windows, allow
remote attackers to evade detection of HTTP attacks via non-standard

"%Uu" Unicode encoding of ASCII characters in the requested URL.

Unknown vulnerability in IP defragmenter (frag2) in Snort before 1.8.3

allows attackers to cause a denial of service (crash).

Snort 1.8.3 does not properly define the minimum ICMP header size,
which allows remote attackers to cause a denial of service (crash and

core dump) via a malformed ICMP packet.

SnortCenter 0.9.5, when configured to push Snort rules, stores the
rules in a temporary file with world-readable and world-writable
permissions, ' which allows' local" users toobtain usernames and

passwords for the alert database servers.

Buffer overflow in the RPC preprocessor for Snort 1.8 and 1.9.x before
1.9.1 allows remote attackers to execute arbitrary code via
fragmented RPC packets.

Integer overflows in the TCP stream reassembly module (stream4) for
Snort 2.0 and earlier allows remote attackers to execute arbitrary code

via large sequence numbers in packets, which enable a heap-based
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buffer overflow.

clarkconnectd in ClarkConnect Linux 1.2 allows remote attackers to
obtain sensitive information about the server via the characters (1) A,
which reveals the date and time, (2) F, (3) M, which reveals 'ifconfig’
information, (4) P, which lists the processes, (5) Y, which reveals the

snort log files, or (6) b, which reveals /var/log/messages.

The DecodeTCPOptions function in decode.c in Snort before 2.3.0,
when printing TCP/IP options using FAST output or verbose mode,
allows remote attackers to cause a denial of service (crash) via
packets with invalid TCP/IP options, which trigger a null dereference.

Stack-based buffer overflow in the Back Orifice (BO) preprocessor for
Snort before 2.4.3 allows remote attackers to execute arbitrary code

via a crafted UDP packet.

The frag3 preprocessor in Sourcefire Snort 2.4.3 does not properly
reassemble certain fragmented packets with IP options, which allows
remote attackers to evade detection of certain attacks, possibly

related to IP option lengths.

The HTTP Inspect preprocessor-(http_inspect) in Snort 2.4.0 through
2.4.4 allows remote attackers to bypass_ "uricontent” rules via a

carriage return (\r)-after the URL and before the HTTP declaration.

Algorithmic complexity vulnerability in Snort before 2.6.1, during
predicate evaluation in rule matching for certain rules, allows remote
attackers to cause a denial of service (CPU consumption and
detection outage) via crafted network traffic, aka a "backtracking
attack."

Integer underflow in the DecodeGRE function in src/decode.c in Snort
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2.6.1.2 allows remote attackers to trigger dereferencing of certain
memory locations via crafted GRE packets, which may cause

corruption of log files or writing of sensitive information into log files.

Stack-based buffer overflow in the DCE/RPC preprocessor in Snort
before 2.6.1.3, and 2.7 before beta 2; and Sourcefire Intrusion Sensor;
allows remote attackers to execute arbitrary code via crafted SMB

traffic.

The frag3 preprocessor in Snort 2.6.1.1, 2.6.1.2, and 2.7.0 beta, when
configured for inline use on Linux without the ip_conntrack module
loaded, allows remote attackers to cause a denial of service
(segmentation fault and application crash) via certain UDP packets

produced by send_morefrag_packet and send_overlap_packet.

Preprocessors/spp_frag3.c in Sourcefire Snort before 2.8.1 does not
properly identify packet fragments that have dissimilar TTL values,
which allows remote attackers to bypass detection rules by using a

different TTL for each fragment.

Directory. traversal vulnerability-in the FTP server in Rhino Software
Serv-U File Server 7.4.0.1 allows remote attackers to create arbitrary

directories via a \..(backslash dot-dot) in an MKD'request.
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