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YUWAT CHUESATHUCHON : THE DESIGN AND DEVELOPMENT OF VISUAL
PASSWORD SOFTWARE USING CHALLENGE-RESPONSE AUTHENTICATION.
THESIS ADVISOR : THONGCHAI ROJKANGSADAN, 89 pp.

Password authentication is necessary in our life, but a lot of users have trouble memorizing
passwords. Visual passwords come fo solve this problem. According to research, human can
remember image better than text. There are two techniques of visual passwords which are recognition-
based and recall-based. This research is recognition-based where the user has to recognize his correct
images in a set. For this type of authentication, the behavior is that the ordering of the authentication
answer does not have to'be the same in each trial. It depends on the user’s recognition. Challenge-
response authentication is incorporated in this research. The behavior is the response between two
parties: one challenge with a question and the other must respond with a correct answer. In this
research, the authentication process starts with the user choosing and registering his keywords from
the database. Each keyword consists of four images. Next, in the authentication phase, the software
randomizes and creates an image set and challenges the user with-a question for authentication. The
image set contains both the user’s images and random images. The authentication completes when the

user selects the correct image pattern with respect to the challenge question.
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a1319 9.1 msaSeuiisusadmevvessdarunuuznmiasldsinmime-aouauesiusarmumuuasnys

¥HAvDITHAN Y szauanulasans

SHANIHUUUA IO NYS 4 aonys 0 faonws 8 Monys 10 faonws 20 Monys 40 faonys

7.807 x 10° 6.898 x 10" 6.096 x 10" 1.111x 10% 2.261 x 10* 2.969 x 10%
swaenumuuglamiaglimenime seefue S£AUNAI 5TV svorn 10 svorn 20 svorn 40

ADUAUDY M | andszana | ar| andszana | w| awlszanar | & | endszanar | @ | andszanar | | madssane
1. Lﬁgﬂzﬂﬂqwdguﬁgﬁqwuﬂiﬂmﬁ@ﬂ 2 | 1011x100 | 2 [ 1.390x10" |2 | L776x10° |2 |2166x10" |2 |4140x10' |2 |8.122x10*
Sasu 1 s 3 1950x10" |3 | 2720x10" |3 | 3500x 10" |3 |4285x10' |3 |8250x10' |3 |1622x10°
4 |5720x10" | 4 | 7.285% 10" |4 | 8.866x10" |4 |1045x10° |4 |1842x10° |4 |3441x10°
5 |3060x10° |5 |3435%10° |5 |332x10° |5 |4684x10° |5 |7.778x10°
6 | 2652x10° [6 | L776x10° |6 |1495x10° |6 |1380x10° |6 |1.882x10°
712131x10 7 |1096x10* |7 |4833x10° |7 |4.89x10°
8 | 1219x10° |8 |173%x10° |8 |2071x10* |8 |1379x10*
0 [1406x10" |9 |1132x10° |9 |4.231x10¢
10 |8.384x10° |10 | 1423x10°
11 19.162x10° |11 |5.293x10°
12 | 1.710x10° |12 | 2.198x 10°
13 17.269x10° |13 | 1.031x 107
14 | 1.679x10% | 14 |5542x 107
15 | 3.465x 10°

8¢


train
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staruuusdmwlagldfiauime sy SLAUNAIY 53AVGI svorn 10 svorn 20 svorn 40
ABLIEUDS M | andszana | d| andszana | M mdssanar | & | endszanar | @ | andszanar | | madssane
1. idengUnmarusaianuaTaaden 16 | 2573x10°
aafu 1 duinis (do) 17| 2326 %107
18 | 2.646 x 10"
19 | 3.953 x 10"
20 | 8.240x 10
21 | 2.622x10°
22 | 1477 x 101
23 | 1.969 x 10%
24 | 1.488 x 107
2, Lﬁ@ﬂgﬂﬂjwd]uﬁ’)ﬁg{jﬁuﬂIﬂﬂgﬁ@ﬂ]ljj 2 | 2527x10° | 2 | 2781x10° |2 | 2961x10" |2 [3.09%x10° |2 |[3450x10° |2 |3.691x10°
Safuia 3 |6500%10° |3 | 6800x10° |3 |7.000x10° |3 |7.142x10° |3 |7500x10° |3 |7.727x10°
2860% 10" | 4 | 2428x 10" |4 | 2216x10" [4 |2000x10' |4 |1842x10" |4 |1720x101
5 | 1530x10° |5 | 1045x10° |5 |8305x10" |5 |5205x10" |5 |4.093x10
6 | 2652x10° |6 | 8.882x10° |6 |4983x10° |6 |L726x10° |6 |1.045x10°
712130x10° |7 |5481x10° |7 |6.904x10° |7 |2.882x10°
8 |173%x10° |8 |[3452x10° |8 |8.624x10°
9 |2265x10° |9 |2821x10°
10 [2.096x10° |10 | 1016 x 10*
11 13054x10° |11 |4.071x10¢

6E


train
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staruuusdmwlagldfiauime sy SLAUNAIY 53AVGI svorn 10 svorn 20 svorn 40
ABLIEUDS M | andszana | d| andszana | M mdssanar | & | endszanar | @ | andszanar | | madssane
2. LﬁaﬂgﬂmwdauﬁaﬁwmTﬂmﬁaﬂ"laj 12 | 8551x10" |12 | 1832x10°
fatuay (de) 13 [7.269x10° |13 | 9.379x 10°
14 | 5542 x 10°
15 | 3.850 x 10’
16 | 3.216 x 10°
17 |3.323x10°
18 | 4.410x 10"
19 | 7.906 x 10"
20 | 2.060 x 10
21 | 8.740x 10"
22 | 1.385x 10"
23 | 1.969 x 10%
3. Lﬁ@ﬂgﬂmwd’mﬁjﬂ?qwﬁﬂﬂmﬁ@ﬂ 4 | 1853x10" |4 | 1.854x10" |4 | 2009x10° |4 |2214x10" |4 |343x10" |4 |6.050x 10"
Sasu 1 s 6 |3094x10" |6 |3028x10" |6 |3162x10" |6 |4465x10" |6 |7.545x 10"
8 | 5537x10" |8 |5202x10" |8 |6.081x10" |8 |[9.409x 10*
10 | 1.064x10° |10 | 8.985x 10" |10 | 1.201x 10
12 | 1.480x10° |12 | 1504 x 10
14 1279 x10° |14 | 2.219% 107
16 |6.248x10° | 16 | 3.268 x 107

0y


train
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staruuusdmwlagldfiauime sy SLAUNAIY 53AVGI svorn 10 svorn 20 svorn 40
ABLIEUDS M | andszana | d| andszana | M mdssanar | & | endszanar | @ | andszanar | | madssane
3. idengamdrudanTanileTauden 18 | 1725x10° |18 | 5.134x10°
aafu 1 duinis (do) 2 | 8673x10°
22 | 1589 10°
24 |3.193x 10°
26 | 7.111x10°
28 | 1.779x 10*
30 | 5.080 x 10°
32 | 1.689 x 10°
4. gﬁ@ﬂgﬂmwdguﬁm?qwﬁﬂﬂmﬁ@ﬂ 4 | 4634x10° | 4 | 3709x10° |4 |3349x10° |4 |3164x10° |4 |2862x10" |4 |2750x10°
Lisasuae 6 | 7.735x10" |6 | 6.05x10° |6 |5270x10° |6 |4.059x10° |6 |3.593x10°
8 | 1384x10" |8 |L1040x10" |8 |6.081x10" |8 |[4704x10°
10 | 2661x 108 |10 | 9.984x10° |10 |6.325x10°
12 [1850x 10" |12 | 8.859x 10°
14 [3991x10" |14 | 1.305x 10*
16 | 1.041x10° |16 | 2.043x 10*
18 |3451x10° |18 | 3.423x 10"
20 |6.195x 10*
22 | 1.223x10°
24 | 2.661 x 10°

17


train
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staruuusdmwlagldfiauime sy SLAUNAIY 53AVGI svorn 10 svorn 20 svorn 40
ABLIEUDS M | andszana | d| andszana | M mdssanar | & | endszanar | @ | andszanar | | madssane
4. idongUnmdrudinTenilalasiden 26 | 6.465x 10°
liidanurao (so) 28 | L779x10°
30 | 5.645x 10°
) Lﬁ@ﬂgﬂmwd’mﬁ’sﬁwuﬂTﬂﬂé’fmﬁagj 2 | 3640x10° |2 [4250%x10° |2 |4714x10° |2 |5.078x10° |2 [6124x10° |2 |6.909x10°
12 1o 3 |3640x10° |3 | 4533x10° |3 |5238x10° |3 |5803x10° |3 |7485x10" |3 |[8793x10°
4 |5005%20° | 4 | 6580x10° (4 | 7.857x10° |4 |8898x10° |4 |1206x10" |4 |1459x 10"
51 1.098x10" |5 | 1343x10" |5 |1545x10" |5 |2168x10' |5 |2.671x 10"
6 | 2013x10"° |6 |2496x10" |6 |28%5x10" |6 |4130x10' |6 |5.129x 10"
714972x108 |7 |5758x10" |7 |8179x10' |7 |1.013x10°
8 | 1214x10° |8 |1672x10° |8 |2.041x10°
90 |3527x10° |9 |4.180x10°
10 | 7.675x10° | 10 | 8.691x 10°
11 [ 1.726x10° |11 | 1.834x10°
12 [4028x10° |12 | 3.929x 10°
13 [9.784x10° |13 | 8.552x 10°
14 | 1.891 x 10*
15 | 4.256 x 10*
16 | 9.749x 10*
17 1 2.214x10°

v


train
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5ﬁaﬁ1ugguuEﬂmwiﬂg“[q’;’ﬁmmﬁ’mm sedudh sTAUNaNd 53AVGI szav 10 szav 20 szav 40
ABLIEUDS M | andszana | d| andszana | M mdssanar | & | endszanar | @ | andszanar | | madssane
) Lﬁaﬂgﬂﬂwwdauﬁ’sﬁwmTﬂﬂé’faqﬁ@g' 18 | 5412x10°
Wa2 1 (#0) 19 | 131410
20 | 3.261x 10°
21 | 8.280 x 10°
22 | 2152107
23 | 5.741x 10
6. lurdengUnmaiuda 1 31 2 12215%x10° | 2 | 2125x10° |2 | 2062x10° |2 |2031x10° |2 |1990x10° |2 | 1986x 10°
312022x10° |3 | 2060%10° |3 |2115%x10° |3 |2166x10° |3 |23%Hx10° |3 |2471x10°
2085x10" | 4 | 2318x10° |4 | 2512x10° |4 |2669x10° |4 |3138x10° |4 |3.497x10°
5 | 2884x10" |5 |3288x10° |5 |3614x10" |5 |4584x10" |5 |[5.335x10°
6 | 3906x10" |6 |4658x10° |6 |5270x10° |6 |7.119x10° |6 |8574x10°
71708x10° [7 |8214x10° |7 |L1162x10' |7 |1434x10*
8 | 1164x10° |8 | 1365x10" |8 |Z1983x10" |8 |[2478x 10"
0 [2427x108 |9 [3526x10" |9 |4405x10°
10 | 4643x 108 |10 | 6523x 10" |10 | 8.034x 10"
11 | 1.255x10° | 11 | 1,500 x 10%
12 | 2518x10° |12 | 2.865% 10°
13 [5.268x10° | 13 | 5592 x 10°
14 1 1.153x10° |14 | 1.124x10°

Er


train
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C% |l Yo td
iﬁﬁN1uﬂﬂﬂgﬂﬂ1WIﬂﬂ1%ﬂ1ﬂ1Nﬂ1ﬂ1ﬂ

foUaHoN

v o
ITAUM

U
ITAUNAN

U
ITAVAN
k')

szorw 10

szoru 20

szoru 40

1

sz

1

mlszane

1

miszan

1

sz

1

sz

1

sz

6. Tudengnmainds 1 31 (de)

15
16
17
18
19
20

2649 x 10°
6.416 x 10°
1647 x 10°
4510x 10*
1329 x 10°
4,262 x 10°

15
16
17
18
19
20
21
22
23
24
25
26
21
28
29
30
A
32
3

2.210x 10°
4722 x 10°
1,003 x 10*
2180 x 10°
4,842 x 10*
1100 x 10°
2562 x 10°
6.116 x 10°
1497 x 10°
3.767 x 10°
9.749 x 10°
2509 x 107
7.151x 107
2034 x 10°
5.996 x 10°
1835 % 10°
5,851 x 10°
1.948 x 10°
6.802 x 10

7y
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gf{mjmgmuEﬂmwiﬂg“[q’;’ﬁmmﬁ’mm sedudh sTAUNaNd 53AVGI szav 10 szav 20 szav 40
ABLIEUDS M | andszana | d| andszana | M mdssanar | & | endszanar | @ | andszanar | | madssane
6. Tiidongilnmaiuda 1 g1 (do) 34 | 2499 x 10"
35 | 9711 x 104
36 | 4.012x 10
37 | L774x 108
38 | 8.467x 10"
39 | 4.400x 10*
40 | 2520 x 10®
1. lidenglnwdiuda 2 g1l 2 | 1516x10" | 2 | 1.020x10~ |2 | 8250x10° |2 |7.222x10° |2 |5447x10" |2 |4.685x10°
3 |6.066x10° |3 |4533x10° |3 |3928x10° |3 |3611x10° |3 |3072x10" |3 |2.852x10°
3707x10° | 4 | 3.000%10° |4 | 2870%x10° |4 |2768x10° |4 |2642x10° |4 |2.630x%10°
5 125%x10° |5 |2583x10° |5 |2610x10° |5 |2774x10° |5 |2.941x10°
6 | 2500x10° |6 | 2662x10° {6 |2811x10" |6 |3207x10" |6 |3.693x10°
713042x10° |7 |3346x10° |7 |4282x10° |7 |5.025x10°
8 |3802x10° |8 |43%x10" |8 |5965x10° |8 |[7.262x10°
9 |6069x10° |9 |8815x10° |9 |1101x10*
10 19.171x10° |10 | 1.373x10" |10 | L.739x 10"
11 | 2.247x108 |11 | 2.846x 10
12 1385510 |12 | 4.808x 10!
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