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Abstract

This paper proposes the authentication and access control framework in the
multi-party collaborative environment. Our access control model is based on Role Based
Access Control and eXtensible Access Control Markup Language (XACML) model.
Public Key Infrastructure is used to support authentication and secure communication
among different parties. Particularly, we present a policy integration technique to handle
the heterogeneity of policy languages implemented by collaborative parties. Policy
mapping is introduced to enable the interoperation of collaborative access control by
convention three different kinds of policy i.e. rule-based, XML-based, and database into
a standard XACML policy. Moreover, we apply Multi Agent System (MAS) to implement
the proposed authentication and authorization. Finally, we describe over prototype

implementation and experiment.
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