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faANUaaanNuaIMIDUNALIOY (Convention for the Suppression of Unlawful Acts Against
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* 18 United States Code Sec. 3121-3127,
' Séction 216.  MODIFIGATION OF JAUTHORITIES RELATING TO USE OF PEN
REGISTERS AND TRAP AND TRACE DEVICES.
(a). GENERAL _LIMITATIONS —Section 3121(c) .of title 18, United States Code, is
amended—
(1) by inserting “or trap and trace device” after “pen register”;
(2) by inserting “, routing, addressing,” after “dialing”; and
(3) by striking “call processing” and inserting “the processing and transmitting
of wire or electronic communications so as not to include the contents of any wire or electronic
communications”.
(b) ISSUANCE OF ORDERS.—
(1) IN GENERAL.—Section 3123(a) of title 18, United States Code, is amended

to read as follows:
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“(a) IN GENERAL.—

“(1) ATTORNEY FOR THE GOVERNMENT.— Upon an application made under
section 3122(a)(1), the court shall enter an ex parte order authorizing the installation and use of a pen
register or trap and trace device anywhere within the United States, if the court finds that the attorney for
the Government has certified to the court that the information likely to be obtained by such installation
and use is rel1evant to an ongoing criminal investigation. The order, upon service of that order, shall
apply to any person or entity providing wire or electronic communication service in the United States
whose assistance may facilitate the execution of the order. Whenever such an order is served on any
person or entity not specifically named in the order, upon request of such person or entity, the attorney
for the Government or law enforcement or investigative® officer.that is serving the order shall provide
written or electronic certification that the order applies to the'person or entity being served.

“(2) STATECINVESTIGATIVE OR LAW-ENFORCEMENT OFFICER.—Upon an
application made under section 3422(a)(2), the court shall enter an ex parte order authorizing the
installation and use of a pen regisiér op'trap/and_trace device within the jurisdiction of the court, if the
court finds that the State law enforcement or: investigative officer has certified to the court that the
information likely to be obtained by such installation and use is relevant to an ongoing criminal
investigation. .

“(3)(A) Where the law enfofégrm_ant agency implementing an ex parte order
under this subsection seeks to do so by installing and uéﬁng its own pen register or trap and trace device
on a packet switched data network of a provider of elég-;t-rc;)_m__ic communication service to the public, the
agency shall ensure that a record will be maintained whic_FWﬁ| identify—

“(i) ahy ‘officer or offi-c-éfé'—i/\_/ho installed-the device and any officer or
officers who accessed the device-ie-ebiain-information-from-the-network;

“(ii) the date and time the device was installed, the date and time the
device was uninstalled, and the.date, time, and duration of each time.the device is accessed to obtain
information;

“(ii) the configuration of the device at the|time of its installation and any
subsequent modification thereof; and

“(iv) any information which has been_collected by_the device. To the
extent that the'\pen registeryor trap andfrace device can be set automatically to ‘record this information
electronically, the record shall be maintained electronically throughout the installation and use of such
device.

“(B) The record maintained under subparagraph (A) shall be provided ex parte
and under seal to the court which entered the ex parte order authorizing the installation and use of the
device with in 30 days after termination of the order (including any extensions thereof).”.

(2) CONTENTS OF ORDER.—Section 3123(b)(1) of title 18, United States
Code, is amended—

(A) in subparagraph (A)—
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(i) by inserting “or other facility” after “telephone line”; and
(i) by inserting before the semicolon at the end “or applied”’; and

(B) by striking subparagraph (C) and inserting the following:

“(C) the attributes of the communications to which the order applies,
including the number or other identifier and, if known, the location of the telephone line or other facility to
which the pen register or trap and trace device is to be attached or applied, and, in the case of an order
authorizing installation and use of a trap and trace device under subsection (a)(2), the geographic limits of
the order; and”.

(3) NONDISCLOSURE REQUIREMENTS.—Section 3123(d)(2) of title 18,
United States Code, is amended—

(A) by inserting “‘or otherfacility” after “the line”; and

(B)by striking “, lor who has been ordered by the court” and inserting
“or applied, or who is obligated by ihe order’

(c) DEFINITIONS.=~ '
(1) COURT OF COMPETENT JURISDICTION.—Section 3127(2) of title 18,
United States Code, is amendedby siriking subparagraph (A) and inserting the following:

#(A) jany district cdurf'- of the United States (including a magistrate
judge of such a court) or any United States court of Vép_peﬁals having jurisdiction over the offense being
investigated; or”. ,fJ-" 7

(2) PEN REGISTER.—Sectior;-'-2;3}27(3) of title 18, United States Code, is
amended— =

(A) by 'Tétriking “elec-:t:r-c';h'l'i-:_ or ‘other jimpulses” and all that follows
through “is attached” and inserting-~dialing;-routing;-addressing-oi-signaling information transmitted by an
instrument or facility from which.a wire or electronic communication is transmitted, provided, however, that
such information shall not include' the contents of any communication”;:and

(B)-by inserting “or process” after “device” each place it appears.

(3) TRAP AND TRACE | DEVICE.~~Section 3127(4)}of title 18, United States
Code, is amended—

(A). by _striking .“of an instrument” and all that" follows through the
semicolon andinserting Yoryother dialing; routing,saddressing, and signaling information reasonably likely
to identify the source of a wire or electronic communication, provided, however, that such information
shall not include the contents of any communication;”; and

(B) by inserting “or process” after “a device”.

(4) CONFORMING AMENDMENT.—Section 3127(1) of title 18, United States
Code, is amended—
(A) by striking “and”; and

(B) by inserting “, and ‘contents after “electronic communication

service”.
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(5) TECHNICAL AMENDMENT.—Section 3124(d) of title 18, United States
Code, is amended by striking “the terms of”.
(6) CONFORMING AMENDMENT.—Section 3124(b) of title 18, United States
Code, is amended by inserting “or other facility” after “the appropriate line”.
* gidan wadu, wenmydadesiuuazUnuunumaneniiu we. 2542 Anmn
stk mstua umamIt wid man amaie” Gnenftwus U5 ol o o sl mikd maed el @ naad

a;wwmmrﬁwﬁwmé'ﬂ, 2548), #1i1 90-91.



101

3) Walngdudnduds Widmihiaunsnrunadayannniisnuiuaiu

ROURIW AU TINE L

4) e M IRLT lanuNIIANWINILUL pen register Wa trap and trace §WIL

a 6 . ' a o (> o ¢ a
BLaa (e-mail) WULALINUANTANNINIINTANT N NUNE

5) i aansndhisdayavesnisgiianianhsnuianaduniwin
VYOI TYINIHIONTNS FUVBIDNTYINT b LT 139U IulAUTMaTsnoud niasuuing
s a I3 v
sudnuadlen tuan

]
v A v v A o

6) Szfisrwndnyniudunuluadasdinidininnvesizgnilesdanild

o9

mmmsazLﬁ@ﬁﬂ%muqﬂﬂamaaﬂizmmu

nslEdwaaad e s indhoialnagauiianizawing uaznguind

watlaaiwindumslwsrwantidhdudvisuaninly aunsznunssiioudnduasginIwas
. 63 0l oo m 48 e o

drzmaulagianie Secion 2157 £ dliduwialuniaiandizifaiuaivesdssmouwnas

* Section 215. ACCESS TOVRECOR_D_.,S JAND OTHER ITEMS UNDER THE FOREIGN
INTELLIGENCE SURVEILLANCE ACT. _ = .
Title V of the Foreign Intelligence Survéﬂlér;ce Act of 1978 (50 U.S.C. 1861 et seq.) is
amended by striking sections 501 through 503 and insel;ti';iﬁj the following:
“Section 504. ACCESS _TO CERTAIN BUSINESS <RECORDS FOR FOREIGN
INTELLIGENCE AND INTERNATIONAL TERRORISM INVESTIGATIONS.
“(a)(1) The Director of the Federal Bureau of Investigation or a designee of the Director
(whose rank shall be no lower than Assistant Special Agent in Charge) may make an application for an
order requiring the production of.any tangible things| (in¢luding books, records, papers, documents, and
other items) for an investigation to protect against international terrorism or clandestine intelligence
activities, provided that_such investigation of a United States’person is not conducted solely upon the
basis of activities protected by the first amendment to the Constitution.
“(2) An investigation conducted under this section shall—
“(A) be conducted under guidelines approved by the Attorney General under
Executive Order 12333 (or a successor order); and
(B) not be conducted of a United States person solely upon the basis of
activities protected by the first amendment to the Constitution of the United States.
“(b) Each application under this section—
“(1) shall be made to—

“(A) a judge of the court established by section 103(a); or
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“(B) a United States Magistrate Judge under chapter 43 of title 28,
United States Code, who is publicly designated by,the Chief Justice of the United States to have the
power to hear applications and granisorders-for the production-ef tangible things under this section on
behalf of a judge of that court; and
“(2) shall#specifythat the records concerned are sought for an authorized
investigation conducted in accordange with subsectiop (a)(2) to protect against international terrorism or
clandestine intelligence activities: =

“(c)(1) Upon an application made pu}sdént to this section, the judge shall enter an ex
parte order as requested, or as modified, approving fh_e release of records if the judge finds that the
application meets the requirements of this sectioh. ! , .

“(2) An order under this subsection sha_H_-r;lq-__disclose that it is issued for purposes of an
investigation described in subsection (a). — ‘

“(d) No person shall disclose to any oiﬁéf"béfson (other-than those persons necessary
to produce the tangible things uadeithis-seclion)-that-the-Federal-Bureau of Investigation has sought or
obtained tangible things underthis section.

“(e) A person.who, in good faith, produces tangible-things under an order pursuant to
this section shall not be liable togany. other person forysuch production. Such production shall not be
deemed to constitute awaiver of.any privilege in any other proceeding or context.

‘“Section 502. CONGRESSIONAL OVERSIGHT.

“(a)..On a_semiannual _basis, the Attorney General shall fully_inform the Permanent
Select Commitiee 'on Intelligence of the ‘House.of Representatives! and the,Select Committee on
Intelligence of the Senate concerning all requests for the production of tangible things under section 402.

“(b) On a semiannual basis, the Attorney General shall provide to the Committees on
the Judiciary of the House of Representatives and the Senate a report setting forth with respect to the
preceding 6-month period—

“(1) the total number of applications made for orders approving requests for the
production of tangible things under section 402; and
“(2) the total number of such orders either granted, modified, or denied.”.

64 o £ o o £ Y @ )
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* Section 213. AUTHORITY FOR DELAYING NOTICE OF THE EXECUTION OF A
WARRANT.

Section 83103a of title 18, United States Code, is amended—

(1).by inserting,“(a).IN GENERAL.—" before “In addition”;"and
(2) by*adding at the end;the following:

“(b) DELAY.—With respect to the issuance of any warrant or court order under this
section, or any other rule of law, to search for and seize any property or material that constitutes
evidence of a criminal offense in violation of the laws of the United States, any notice required, or that
may be required, to be given may be delayed if—

“(1) the court finds reasonable cause to believe that providing immediate
notification of the execution of the warrant may have an adverse result (as defined in section 2705);
“(2) the warrant prohibits the seizure of any tangible property, any wire or

electronic communication (as defined in section 2510), or, except as expressly provided in chapter 121,
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any stored wire' or electronic information, except where the court finds reasonable necessity for the
seizure; and
“(3) the warrant provides for the giving of such notice within a reasonable
period of its execution, which period may thereafter be extended by the court for good cause shown.”.
% Fourth Amendment ﬂ’tynj'aiﬁ “The right of the people to be secure in their person,
house, paper and effects against unreasonable searches and seizures, shall not be violated, and no
warrants shall issue, but upon probable cause, supported by oath or affirmation and particulary describing

the place to be searched and the persons or things to be sized”



105

a A A

F1319ARHAN mamnﬂﬁusquﬁﬁmﬁmﬁ'umﬂensnﬁmnU%@Tﬁ'@ﬁfm‘m’sﬁﬂﬁﬁéwmaﬁa:

€

aTAdugLFad Tamajmanizy Budwiinsudsainadunann s dgadigsIsugy

'
a

2UULA L RNLGNATIN 4

ay

1 o ‘a { 1 67
el USA PATRIOT Act Juniifyniafisenin “uaunay” (sneak and peek)
= 9, [% [y [ o . o & 1Y) o A vy a o
Ty alilIn1Iudsl¥naun1owas (delayed notification) @auu limtnvesigHeauls
=3 e ‘?Jqldl & Y v e v s a 1 v vl
ngninsimansaudalignidwihwinglunsdunmumendaldta 00 Tu Aunisadildan
ATmINiingaunIsIFuna lunsnazaansniiennudseanlulunondsatsgneas gn

nmsFumudauaadanuindud 9 ldanaiis 1w

1) duanedeTiaviailianuladaiueaiyana

-

2) ANNLFELIIARMITLG1EN Y
3) MITNIWEIWRGATAU #30

4) M AR UAR AT DA WA T8I OIS R TRUE I
-.l L

I@meﬂLwameum']umaoﬁumwﬂi “aginazaIaRuns e nWsInTawy
Lﬁnwum’m@lawa%mmumammaummﬂﬂmm L’mu,@Lﬂummﬂﬂg%mﬂﬂmu@%aﬂw
maawmmumammaumm mwamnﬂ@uw}aﬂﬂmaummmﬂmamaame probable
cause lAANaNaINTMUTY ﬂaumm@aulﬂumiaaﬂv\mﬂﬂumammaumm CRGRERY
Moaziduainldinsnssiaiuiao i iialn nsadeaaaiasina1imsiaziiad wlu
aouiifiazidn ldfiuns LLa“@aamm‘:mvu"l@'namuwmwmﬂﬂ@nLuum‘s ol
FUAUNIUAIFBINLNIN TN AR 0RITINABINNITARTANINURANTIU  MIUFAS
probable cause lenaRansanysenaumasaaulaazgievinly LLula"lmaﬂﬂﬂaaaumﬁmlﬂﬂﬂﬂd
InsénriniananodundaianmhldlefifdsinnsnseiaAniasss 9 Gl luly
Tunsan LL@iﬂgﬁme the Foreign Intelligence Surveillance Act (FISA) 1% FBI S8 1uadunse
o v ¢ A v A o | \ v @ " Vo A A
anWslnydwdiialildyaddiauataagasnpesdsung. lganasdudinialdagluaulen
U a A L a = 1 L o v
@033 probable ' cause DuiganId@atudunasnislasiuinlunasaulabilsiaain probable
cause IWT1z probable cause LluianuUszasdauauusnlumsduniamsanialnsdwd danu

v

U udninnasnaves FBI 3901360938 probable cause

o 18 United States Code Sec. 3103a.



106

Section 218" 283 USA PATRIOT Act NaURSNMIAINGTD lannswn iy
nHWae the Foreign Intelligence Surveillance Act (FISA) lagganlw FBI s1a19003296 Um0
snilsTnsdwriita i ldindsweunang1uwldlagusemn probable cause Tednsiosgsssany
wazwnuranuiinuneldnnmdumusalfiduneundngulunsfinsanadld o

qﬂﬂaﬁgﬂ FBl @329A RN WANDTIN8LNIN WL

m‘mqamuﬁﬁa:ﬁmﬂwé’nﬁ'ﬂﬂiumsﬁuﬁﬁum WANITAUANNI AN
A A a o . Y o A Y o A A Aa
FISA %3871t38n31 “black bag jobs Lﬁnﬁu’mmmmLﬂﬂ"lﬂi%ﬂﬂuﬁsaanﬂuwﬂszﬂampmLLa:
ﬁwmsmnﬁﬂeﬂasvlaiﬁﬂﬁaaﬁmss:qamuﬁ $#ana N FISA hiauninitlanadzadiyag
PaVaIaNa FISA 1aliadanniluaaay Iz asitud sl snu1snTassuunduniray le we
A o o Ao A o o Ao Aa aV v o v A .
LaJastiWEmmmLamflgﬂﬂumuma@ﬂﬂam;ammua‘nﬂm‘ummewﬂumamaamaa

ARG LAZRINIINTAITHW e RANRNTA BNl L NWT a9

at9l3fona eadtudnfiansoh wenunangIun ldananmIduwianaanis
Insdmriann Section 218" LwsznIspsziIgna 1 ladiumsllasdsnaann probable
cause m@;Na‘ﬁ'ﬁmmmsJé’wmﬁﬂﬁmmmﬁmﬁﬁymﬂ@ﬂ"lsjf{hﬁaaﬁ probable cause bo
LﬁaomnﬁLﬁufuLiﬁﬁﬁﬂﬁmaa%’gﬁaﬂﬂmmmé‘jLﬁumsﬁ'ugﬁams%”m"lﬁ BIAMUITIUN
Section 218 Husanli hidaddl probable cause Lawﬁz‘miﬁuvﬁ%aé’ﬂﬂﬂmﬁwﬁﬁﬁf@qﬂizmﬁ
fdndny uazlidsuutlasanunilpgais - _

ﬂ‘iz"ni’mElﬁ‘ﬁﬁ&l5’1%‘1’1@3Na’j’lLﬁﬂd_%ﬂ?_ﬁﬁﬁﬁﬁd“ﬁﬂaﬁ’lu’suu’lﬂlua%ﬁ% o
UrrrinudisdesfidnnaBaszlunsauaa udadaglsiiana section 218 laildlfianzriv
eI AN w2 LE T la ) lds ﬁﬂﬁmaawﬁﬁ‘m%ad’\waﬂm’m:gﬂ
Futhuuazanialnsdwildagnsinsate aTgdadnaweurang1u FBI  azvimiduuaz

Junnmsaunw balas lidasi@ua probable cause faea

P | = Qe U o dIA 1 =) a
Tuafg FBI ooty @ lnnislas utanaawald 15 nsFuaiwlagnansm
mﬂgﬁﬁéﬁmaﬁmlﬁama PIANARARLNHIINUNTLN D3GR 0N ILTH TenIT19UaNaNaIT T
1960 DedunaIIve 1970 lddUsnu Cointelpra Wasannilwisgdnuasanullsawanaziiy

€

dawlnatnganuantaesdszmruiiantdn uazludauunziiaeIsgunaiann1inznsig

-2 e3x2

a & Y o L 1 = 1 Y L v
@537 (Attorney General) mmuquﬂﬁ’lfna'mwmna’nmaa FBI A kidinsilasnunnsla

* Section 218. FOREIGN INTELLIGENCE INFORMATION.
Sections 104(a)(7)(B) and section 303(a)(7)(B) (50 U.S.C. 1804(a)(7)(B) and 1823(a)(7)(B) of
the Foreign Intelligence Surveillance Act of 1978 are each amended by striking “the purpose” and inserting

“a significant purpose”.
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