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REQUIREMENTS OF CLOUD PROVIDERS. ADVISOR : ASSOC. PROF. TWITTIE
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Cloud provider assessment is important for cloud consumers to determine, when
outsourcing computing work, which providers can serve their business and system
requirements. Functional requirements described explicitly or as quantitative
information, e.g. platform and computing capacity, are usually easier to determine,
whereas non-functional requirements, e.g. security, have to be checked against
descriptive information on providers’ Web sites and therefore they are more difficult for
cross-provider comparison. This research follows the Goal Question Metric approach
and presents a weighted scoring model for assessing security requirements compliance
of cloud providers. The security goals and questions that address the goals are taken
from Cloud Security Alliance’s Cloud Controls Matrix and Consensus Assessments
Initiative Questionnaire. The questions are transformed into more detailed ones and
metrics are defined to help provide quantitative answers to the transformed questions
based on evidence of security compliance provided by the cloud providers. The scoring
is weighted by the quality of the evidence with respect to their compliance with the
associated metrics and their completeness. A scoring tool is also proposed to support

the assessment.
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CO-01 Clause 4.2.3 e) Monitor & Review the ISMS: e) Are internal ISMS

audits at planned intervals conducted?

CO-03 A.10.6.2 Security of Network Services: Are security

features, service levels and mgmt requirements
of all network services identified and included in
any network services agreement, whether these

services are provided in-house or out-sourced?
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Clause 4.2.3 e) Monitor & Review the ISMS: Activity Tagey
e) Are internal ISMS audits at
planned intervals conducted?

Clause 4.2.3 b) Monitor & Review the ISMS: Productivity Information
b) Are regular reviews of the Security
effectiveness of the ISMS (including Management

meeting of ISMS policy and
objectives and review of security
controls) undertaken?

* Are the results of security audits,
incidents, and results from
effectiveness measurements,
suggestions and feedback from
interested parties taken into

account?

System (ISMS)

Policy
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a) Conform to the requirements of
this standard and relevant legislation

or regulations?
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Goal Goal Code: Goal Question Code: Question Description Evidence Code: Evidence Description
Category Description
CO CO-01: Audit | CO-01.1: What is the quality of the evidence that CO-01.1.1: Information Security
Planning shows that the cloud provider produces audit Management System (ISMS) Policy [20]
assertions, using a structured, industry accepted that follows structured, industry accepted
format (ex. CloudAudit/A6 URI Ontology, format.
CloudTrust, SCAP/CYBEX, GRC XML, ISACA's
Cloud Computing Management Audit/Assurance
Program, etc.)?
DG DG-01: Ownership/ | DG-01.1: What is the quality of the evidence that DG-01.1.1: Information labeling and

Stewardship

shows that the cloud provider follows a structured
data-labeling standard (ex. ISO 15489, Oasis XML

Catalog Specification, CSA data type guidance)?

handling policy and procedures [20] that
follow a structured data-labeling
standard (ex. 1ISO 15489, Oasis XML
Catalog Specification, CSA data type

guidance)

YAS
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Goal Goal Code: Goal Question Code: Question Description Evidence Code: Evidence Description
Category Description
FS FS-01: Policy FS-01.1: What is the quality of the evidence that FS-01.1.1: Physical and environmental
shows that the cloud provider establishes policies protection policy and procedures [5]
and procedures for maintaining a safe and secure
working environment in offices, rooms, facilities and
secure areas?
HR HR-02: Employment | HR-02.1: What is the quality of the evidence that HR-02.1.1: Human resource security
Agreements shows that the cloud provider specifically trains policy and procedures [20] that specify
employees regarding their role vs. the tenant's role | employee training policy
in providing information security controls?
IS IS-05: Policy IS-05.1: What is the quality of the evidence that IS-05.1.1: [*T] Information security and
Reviews shows that the cloud provider notifies their tenants privacy policies and procedures or ISMS

when material changes are made to information

security and/or privacy policies?

policy [20] that are distributed or

published when making change.

8¢
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Goal Goal Code: Goal Question Code: Question Description Evidence Code: Evidence Description
Category Description
LG LG-01: LG-01.1: What is the quality of the evidence that shows | LG-01.1.1: [*T] Confidentiality
Nondisclosure that the cloud provider's requirements for non- | agreement or non-disclosure
Agreements disclosure or confidentiality agreements reflecting the | agreement that identify the
organization's needs for the protection of data and | organization's needs for the protection
operational details are identified, documented and | of data and operational details
reviewed at planned intervals?
OP OP-04: Equipment OP-04.2: If using virtual infrastructure, what is the OP-04.2.1: System maintenance
Maintenance quality of the evidence which shows that the cloud policy and procedures [5] that allow a
provider provides tenants with a capability to restore a | tenant to restore a Virtual Machine to
Virtual Machine to a previous state in time? a previous state in time
RI RI-05: Third Party RI-05.5: What is the quality of the evidence that shows | RI-05.1.1: Disaster recovery and

Access

that the cloud provider provides the tenant the ability

to declare a disaster?

contingency plan and procedures [5]

6¢
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Goal Goal Code: Goal Question Code: Question Description Evidence Code: Evidence Description
Category Description
RM RM-04: Outsourced | RM-04.1: What is the quality of the evidence that | RM-04.1.1: Trustworthiness
Development shows that the cloud provider has controls in place to | information system policy and
ensure that standards of quality are being met for all | procedures [5]
software development?
RS RS-08: Power / RS-08.1: What is the quality of the evidence which RS-08.1.1: Physical and environmental
Telecommunications | shows that the cloud provider provides tenants with protection policy and procedures that
documentation showing the transport route of their identify the transport route of data
data between their systems? between systems [5]
SA SA-15: Mobile Code | SA-15.2: What is the quality of the evidence which SA-15.2.1: System and

shows that the cloud provider prevents all

unauthorized mobile code from executing?

communications protection policy and
procedures [5] that identify mobile

code usage restriction and guidance

ov
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1 o | o = 'S E % 091 %
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919799 3.6

19N 3.6 WntinzesAmun nnIsuanin1sUiRn i unng remdn e

nsuasensUiRnuiunnsvewmdngungds | wefiduinisUfun Wmdn
=2 v
AN AL
o ¢=I|9/ a
wangungnegeieuanstianisdimnanilanung | 100% 1
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o dlsz a K = a oA v
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\WeNLN9gau (Partial Compliance)

TRvangungndedisendngungnsaetalivany | 0% 0

mmsﬂﬁﬁﬁmmﬂwma (Non-compliance)
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ANADAARBINLFITA

Question Code: Evidence Code: Evidence of Cloud Compliance
Question Evidence Description Provider Level
Description
CO-01.1 What is the | CO-01.1.1 Information | - None
quality of the Security Management
evidence that System (ISMS) Policy
shows that the [20] that follows
cloud provider structured, industry
produces audit accepted format.
assertions, using a
C0O-01.1.2 Audit Audit requirements that | Partial

structured, industry
accepted format
(ex. CloudAudit/A6
URI Ontology,
CloudTrust,
SCAP/CYBEX, GRC
XML, ISACA's
Cloud Computing
Management
Audit/Assurance

Program, etc.)?

requirements [20] that
focus on data
duplication, access,
and data boundary
limitations, and use a
structured, industry

accepted format.

identify data
duplication

management.

342  AMNANYINIIRIMANFIUNEN984DS (Quality of Completeness) Axiangtun

LUNUFIULBINITNEINITANTUNITAN 7 e UJiRRINA TR

wWEauaNeunisannislaAsanns (Project  Management) 4usznaufas
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T
a IS4

HMANFIUNE1NBID9 uazuang uNENeasnvet | 50% 05
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a

AUANFIUNEN9BINN uazudngunaneBeieeg | 80% 0.8
sluﬁumumiﬁmmmmzmuau
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T
v 1
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Tudumnauni1stdani1sa1tiiuwnis (Closing
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Question Code: Evidence Code: Evidence of Cloud Compliance
Question Evidence Description Provider Level
Description
CO-01.1 What is the | CO-01.1.1 Information None
quality of the Security Management
evidence that System (ISMS) Policy
shows that the [20] that follows
cloud provider structured, industry
produces audit accepted format.
assertions, using a
CO-01.1.2 Audit Audit requirements that | Closing

structured, industry
accepted format
(ex. CloudAudit/A6
URI Ontology,
CloudTrust,
SCAP/CYBEX, GRC
XML, ISACA's
Cloud Computing
Management
Audit/Assurance

Program, etc.)?

requirements [20] that
focus on data
duplication, access,
and data boundary
limitations, and use a
structured, industry

accepted format.

identify data
duplication

management.

AN9ANUILAZLLUANTUAIANNATAAYLENA A UL l#a N AN 768 1T

AZLUUAINNNUAY (Security Score: Sy) AunLlFann (1

Tmeif

k
Sq.
Zizl gl

Ss = -

< &

Ss A9 AzuUBANTuAT e FIEus (%)

(1)

Se e Azuuwesthvneudn i ln < FeRuenldainannis (2)
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m
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Sg = 7 2)
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ANFIUN AN
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GRNENRN
CO CO-01.1.1: Information - 0 X 0 - 0
Security Management
System (ISMS) Policy [20]
that follows structured,
industry accepted format.
CO-01.1.2: Audit Audit 1 Partial 0.5 Closing 1

requirements [20] that
focus on data duplication,
access, and data
boundary limitations, and
use a structured, industry

accepted format.

requirements
that identify
data
duplication

management.
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a1 (5) azl@qn

AZLULARIFNIA CO-01.1.1 = 0%
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AN (4) azléian
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3.6 TUABUNITWAIUILATRINDRULAYUNUIAE

wwaAn lunsWmuATasieatiuaywInulde Aantsdulennaadunn lilunig

o Y

Fudinya UsTuianaATuWANTUASTadE [ILENN12ARNIA LAZLAAYATLUUAIINTUAIT0Y

©

Y a & 1 -1 a o A V6 ¥ & & 1% '
HLIN19ARNA Iﬂﬂ’ﬂﬂLﬁ]uﬂl'ﬂﬂL’]ULL’ﬂWW@Lﬂﬂ]u AR B;IJIT@’]N']?E]Lmqim\‘l’]ubl,ﬂm@’ﬂﬂmﬂ']m’]u

a

v
vvt!j&LQJQ =R
a

Aulusdines A9t Mmmmmqmqmmmiﬁuﬁﬂﬁmﬁﬁmwmumaﬁﬁﬂﬁumﬁﬂiéﬁ
MABALIAT
3.6.1  N12RANLULILILANNALATY
suAselfeenuuulaseairareaiuuenndindumunis e 1

UNUINLANFANNAY AN 3.2

Scoring System Architecture
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I R
| N
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I
I

Security
Assessment
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4. Compute ebf;":"e\,l
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gliiEn1saanas (16n nans ugy) anmaien1sWitEnsAaas uardnEueng
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o Y a & o A < = o
anwouznisliitinisaanasuardnsniznisauaanaflssinmiaaaii wazly
AR L IHNANF U sTULAZLARAYAT Y 38 N NASANI Up-to-Dateness
Required  tauanaliiiiiudindngiuiufiesnisponinadeetiane tnef
Witnisranadasaztfullpeandnguaiaangaliiiususuduiimun il

ANl Update Interval

Security Checklist

Cloud Provider 0 [ cPOD1 |

Cloud Provider |Amazon |
Description

fears of Experience | 10 |

Character Type Fublic

Service Type laas

Size | Large |
Hyhbrid

PaaS

Up-to-Dateness | Update Interval

Goal Question Evidence Required {Days)

Planning

ICO-01: CO-01:Compliance - Audit  [accepted format (2. CloudAudit/A5 (15027001 5] that follows Iy o Choose File | Mo file chosen

ICO-01.1: What is the quality ofthe
evidence that shows that cloud
providers produce audit assedions,

lising a st R RauETE CO-01.1.1: Information Security

[Management System (ISM3) Policy

URI Ontology, CloudTrust,
[SCAR/CYBEX, GRC XML, ISACA'S
(Cloud Computing Management
Wodit/Assurance Program, etc.),
hat cloud provider produce?

structured, industry accepted
ormat

A 3.3 Utinae Security Checklist

2) Cloud Auditor inutividsziiunangiuzecflitinisaanas Ineliinzuuunis

ﬂﬁu’”ﬁmuﬁ’JmmaLL@mmmmmmﬁmwﬁﬂim (RNAMNN 3.2 AB TURAUTN 2.

Assess Evidence) Hnuuiinas Security Assessment Form TN 3.4 T4

© e3o¢

Usziliuaunsonatlu View Miaadwil Evidence Location LiNeguangiuaesi

o

Wiusnasaanas Winzuuunisdfaaailauuigresndangiuineduil

q

Compliance  Score LL@:W@zuuu@mu@uya‘tﬁmmmﬁvﬂg’mﬁﬂﬂzﬁlﬁ
Completeness Score  wnA1aNdalanglitEnsaaadldlilinangiul’
AN T Existing Score, Compliance Score Lag Completeness Score

Wl o
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Security Assessment Form

Scaring Mo ‘ 5001 ‘

Cloud Provider ‘ Amazan v ‘

Upto- |Update| .
. E

i i Score Ci Score

Goal Question Evidence :
Location| Score

Required | (Days)

CO-01.1: What is the quality of
he evidence that shows that
cloud providers produce audit
assertions, using a structured,
o0l co- industry accepted format (ex
[1:Compliance - Audit [CloudAudit’AS URI Ontology,

CO-01.1.1: Infarmation
Security Management
System (ISMS) Palicy
(IS027001: B] that follows

Planning CloudTrust, SCAR/CYBEX, GRCslructurad industry

ML, ISACA's Cloud Computing accaptad f‘nrmal

Management Audit/Assurance

Prograrn, ete.), that cloud

provider produce?

CO-01.1: What is the quality of

he evidence that shows that CO0T 1.2 Audit

cloud providers produce audit requirements (027001

assertions, using a structured, 4 15.3.1] that focuses on
(Co-01 Co- industry accepted format (ex data duplicetion, decess
p1:Campliance - Audit |CloudAudit/&6 URI Ontology 4 N i) (Y 1 - Please Select-- % | - Please Select-- %
Planning CloudTrust, SCAP/CYEES, GRe[n® date boundary

ML [SAGA's Bloud Compating | T one andusag a

Management Audit/Assurance
Program, etc.), that cloud
provider produce?

structured, industry
accepted format

A 3.4 Utinae Security Assessment Form

3) Cloud Consumer A13190AAZULLAINTUAITEE WLENARIE tneLaans
v v a rall o Y Aa & o v
Aug liLENNsAaNaananla anrznislitInnsAanas antrnis iy
s A o o o dl , % )
Aa19m vselszinnaeuilivuigfiuarntuasnaulaciuniinas Scoring
Report @711dan Criteria A9NINA 3.5 (ANANA 3.2 Ae TuRew 3. Specify
Criteria) Ing1gz 1Az szl NAATLUBAINNUAIIBIE LHLTN1TARIIARN
o = o o a o
FLARNLAZLAAINA (ANNANT 3.2 A TUABUN 4. Compute Score LazdURaw
71 5. Return Result) Knuutinas Scoring Report lun wi 3.6 mndiliiisnng
ARNIANINNGY 1 918 §1H1BN19AAAa N T B UIAZ LUWAII NI LAY
9048 W1iTN13AA19F 1HANA1919UAAIAZULLANNTIAY TNATIARAIATIULTRY

v :: nl/ V6 ¥ A &
wvanesis 11 deginn LL@ZﬁZLLuuﬂQWNNuﬂ\W@\‘Iaiﬂ‘i_lﬁ‘ﬂ’]ﬁ‘ﬁ@’]’m

Scoring Report

Clovd Provider [ -- Please Select -- M |
Service Type [ Paas o l
-- Please Select -- |
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AN9197 4.2 eazideauangueeinueANdlAwed Amazon

Goal No. of No. of No. of No. of Compliance Level Completeness Level Total Score
Category Goal | Question | Evidence |  Cloud No.of | No.of | No.of | No.of | No.of | No.of No. of No. of No. of (%)
Provider’s None Partial Full None Initial Planning Executing Monitoring Closing
Evidence and
Controlling

CO 6 14 20 9 11 7 2 11 0 0 0 3 6 0.0207
DG 8 16 18 7 11 4 3 11 0 0 0 0 7 0.0145
FS 8 9 12 0 12 0 0 12 0 0 0 0 0 0
HR 3 4 4 0 4 0 0 4 0 0 0 0 0 0
IS 34 74 86 16 70 11 5 70 0 0 0 0 11 0
LG 2 4 5 0 5 0 0 5 0 0 0 0 0 0
OP 4 9 9 0 9 0 9 0 0 0 0 0 0
RI S 14 15 4 11 0 4 11 0 0 0 0 4 0.0254
RM 5 6 8 1 7 0 1 7 0 0 0 0 1 0.0521
RS 8 12 13 2 1" 0 2 11 0 0 0 0 2 0.0012
SA 15 32 34 2 32 0 2 32 0 0 0 0 2 0.0004
Total 98 194 224 41 183 22 19 183 0 0 0 3 33 0.0104
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Goal No. of No. of No. of No. of Compliance Level Completeness Level Total Score
Category Goal | Question | Evidence Cloud No.of | No.of | No.of | No.of | No.of | No.of No. of No. of No. of (%)
Provider’s None Partial Full None Initial Planning Executing Monitoring Closing
Evidence and
Controlling
CO 6 14 20 4 16 4 0 16 0 0 0 0 4 0.0089
DG 8 16 18 2 16 2 0 16 0 0 0 0 2 0.0036
FS 8 9 12 0 12 0 0 12 0 0 0 0 0 0
HR 3 4 4 0 4 0 0 4 0 0 0 0 0 0
IS 34 74 86 7 79 5 2 79 0 0 0 0 7 0
LG 2 4 5 0 5 0 0 5 0 0 0 0 0 0
OP 4 9 9 0 9 0 0 9 0 0 0 0 0 0
RI S 14 15 2 13 2 0 13 0 0 0 0 2 0.0095
RM 5 6 8 0 8 0 0 8 0 0 0 0 0 0
RS 8 12 13 0 13 0 0 13 0 0 0 0 0
SA 15 32 34 0 34 0 0 34 0 0 0 0 0 0
Total 98 194 224 15 209 13 2 209 0 0 0 0 15 0.0020
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1997 4.4 eazidaauangureinueaNdiAwed SalesForce

Goal No. of No. of No. of No. of Compliance Level Completeness Level Total Score
Category Goal | Question | Evidence Cloud No.of | No.of | No.of | No.of | No.of | No.of No. of No. of No. of (%)
Provider’s None Partial Full None Initial Planning Executing Monitoring Closing
Evidence and
Controlling
CO 6 14 20 4 16 4 0 16 0 0 0 0 4 0.0089
DG 8 16 18 7 11 7 0 11 0 0 0 0 7 0.0127
FS 8 9 12 0 12 0 0 12 0 0 0 0 0 0
HR 3 4 4 0 4 0 0 4 0 0 0 0 0 0
IS 34 74 86 5 83 5 0 83 0 0 0 0 5 0
LG 2 4 5 0 5 0 0 5 0 0 0 0 0 0
OP 4 9 9 0 9 0 0 9 0 0 0 0 0 0
RI S 14 15 0 15 0 0 15 0 0 0 0 0 0
RM 5 6 8 0 8 0 0 8 0 0 0 0 0 0
RS 8 12 13 0 13 0 0 13 0 0 0 0 0
SA 15 32 34 0 34 0 0 34 0 0 0 0 0 0
Total 98 194 224 16 210 16 0 210 0 0 0 0 16 0.0019
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Flhunne ANDN
Compliance (CO)
CO-01 Audit Planning CO-01.1 What is the quality of the evidence that shows that cloud providers produce audit assertions, using a structured, industry accepted
format (ex. CloudAudit/A6 URI Ontology, CloudTrust, SCAP/CYBEX, GRC XML, ISACA's Cloud Computing Management
Audit/Assurance Program, etc.), that cloud provider produce?
CO-02 Independent Audits C0O-02.1 What is the quality of the evidence that shows that cloud providers allow tenant to view their SAS70 Type II/SSAE 16
SOC2/ISAE3402 or similar third party audit reports?
C0O-02.2 | What is the quality of the evidence that shows that cloud providers conduct network penetration tests of their cloud service
infrastructure that they conduct regularly as prescribed by industry best practices and guidance?
C0O-02.3 | What is the quality of the evidence that shows that cloud providers conduct regular application penetration tests of their cloud
infrastructure as prescribed by industry best practices and guidance?
C0O-02.4 | What is the quality of the evidence that shows that cloud providers conduct internal audits regularly as prescribed by industry best
practices and guidance?
CO-02.5 | What is the quality of the evidence that shows that cloud providers conduct external audits regularly as prescribed by industry best
practices and guidance?
CO-02.6 | What is the quality of the evidence that shows that cloud providers make results of the network penetration tests available to

tenants at their request?
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Flunne ANDN

Compliance (CO)

CO-02 Independent Audits CO-02.7 | What is the quality of the evidence that shows that cloud providers make results of internal and external audits available to tenants
at their request?

CO-03 Third Party Audits CO-03.1 | What is the quality of the evidence that shows that cloud providers permit tenants to perform independent vulnerability
assessments?

C0O-03.2 | What is the quality of the evidence that shows that cloud providers have external third-party conduct vulnerability scans and
periodic penetration tests on their applications and networks?

Data Governance (DG)

DG-01 Ownership / DG-01.1 | What is the quality of the evidence that shows that cloud providers follow a structured data-labeling standard (ex. ISO 15489, Oasis

Stewardship XML Catalog Specification, CSA data type guidance)?

DG-02 Classification DG-02.1 | What is the quality of the evidence that shows that cloud providers provide a capability to identify virtual machines via policy
tags/metadata (ex. Tags can be used to limit guest operating systems from booting/instantiating/transporting data in the wrong
country, etc.)?

DG-02.2 | What is the quality of the evidence that shows that cloud providers provide a capability to identify hardware via policy
tags/metadata/hardware tags (ex. TXT/TPM, VN-Tag, etc.)?

DG-02.3 | What is the quality of the evidence that shows that cloud providers have a capability to use system geographic location as an
authentication factor?

DG-02.4 | What is the quality of the evidence that shows that cloud providers provide the physical location or geography of storage of a
tenant\s data upon request?

DG-02.5 | What is the quality of the evidence that shows that cloud providers allow tenants to define acceptable geographical locations for

data routing or resource instantiation?
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Flunne ANDN
Facility Security (FS)
FS-01 Policy FS-01.1 What is the quality of the evidence that shows that cloud providers established policies and procedures for maintaining a safe and
secure working environment in offices, rooms, facilities and secure areas?
FS-02 User Access FS-02.1 What is the quality of the evidence that shows that cloud providers have pursuant to local laws, regulations, ethics and contractual
constraints are all employment candidates, contractors and third parties subject to background verification?
FS-03 Controlled Access FS-03.1 What is the quality of the evidence that shows that cloud providers implement physical security perimeters (fences, walls, barriers,
Points guards, gates, electronic surveillance, physical authentication mechanisms, reception desks and security patrols)?
Human Resources Security (HR)
HR-01 Background Screening HR-01.1 What is the quality of the evidence that shows that cloud providers have pursuant to local laws, regulations, ethics and contractual
constraints are all employment candidates, contractors and third parties subject to background verification?
HR-02 Employment HR-02.1 What is the quality of the evidence that shows that cloud providers specifically train employees regarding their role vs. the tenant\s
Agreements role in providing information security controls?
HR-02.2 What is the quality of the evidence that shows that cloud providers document employee acknowledgment of training they have

completed?
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Flunne ANDN
Information Security (I1S)
1S-01 Management Program 1S-01.1 What is the quality of the evidence that shows that cloud providers provide tenants with documentation describing their Information
Security Management Program (ISMP)?
1S-02 Management Support / 1S-02.1 What is the quality of the evidence that shows that cloud providers have a policy in place to ensure executive and line
Involvement management take formal action to support information security through clear documented direction, commitment, explicit
assignment and verification of assignment execution?
1S-03 Policy 1S-03.1 What is the quality of the evidence that shows that cloud providers provide information security and privacy policies align with
particular industry standards (ISO-27001, 1SO-22307, CoBIT, etc.)?
1S-03.2 What is the quality of the evidence that shows that cloud providers have agreements which ensure their providers adhere to their
information security and privacy policies?
1S-03.3 What is the quality of evidence of due diligence mapping of cloud providers\s controls, architecture and processes to regulations
and/or standards which is provided by cloud providers?
1S-04 Baseline Requirements 1S-04.1 What is the quality of the evidence that shows that cloud providers have documented information security baselines for every
component of their infrastructure (ex. Hypervisors, operating systems, routers, DNS servers, etc.)?
1S-04.2 What is the quality of the evidence that shows that cloud providers have a capability to continuously monitor and report the
compliance of their infrastructure against their information security baselines?
1S-04.3 What is the quality of evidence to show about information security baselines for every component of your infrastructure (ex.
Hypervisors, operating systems, routers, DNS servers, etc.)?
1S-05 Policy Reviews 1S-05.1 What is the quality of the evidence that shows that cloud providers notify their tenants when they make material changes to their
information security and/or privacy policies?
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Flunne ANDN

Legal (LG)

LG-01 Disclosure Agreements | LG-01.1 What is the quality of the evidence that shows that cloud provider's requirements for non-disclosure or confidentiality agreements
reflecting the organization's needs for the protection of data and operational details identified, documented and reviewed at
planned intervals?

LG-02 Third Party Agreements | LG-02.1 What is the quality of the evidence that shows that cloud provider select and monitor outsourced providers in compliance with laws
in the country where the data is processed and stored and transmitted?

LG-02.2 What is the quality of the evidence that shows that cloud provider select and monitor outsourced providers in compliance with laws
in the country where the data originates?
LG-02.3 What is the quality of the evidence that shows that cloud provider's legal counsel review all third party agreements?

Operations Management (OP)

OP-01 Policy OP-01.1 What is the quality of the evidence that shows that cloud provider established policy and procedures and made available for all
personnel to adequately support services operations roles?

OP-02 Documentation OP-02.1 What is the quality of the evidence that shows that cloud provider made information system documentation (e.g., administrator and
user guides, architecture diagrams, etc.) available to authorized personnel to ensure Configuring, installing, and operating the
information system?

Risk Management (RI)

RI-01 Program RI-01.1 What is the quality of the evidence that shows that cloud provider's organization insured by a 3rd party for losses?

RI-02 Assessments RI-02.1 What is the quality of the evidence that shows that cloud provider's formal risk assessments aligned with the enterprise-wide

framework and performed at least annually, or at planned intervals, determining the likelihood and impact of all identified risks,

using qualitative and quantitative methods?
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Flunne ANDN

Release Management (RM)

RM-01 New Development / RM-01.1 What is the quality of the evidence that shows that cloud provider's policies and procedures established for management

Acquisition authorization for development or acquisition of new applications, systems, databases, infrastructure, services, operations, and

facilities?

RM-02 Production Changes RM-02.1 What is the quality of the evidence that shows that cloud providers provide tenants with documentation which describes your
production change management procedures and their roles/rights/responsibilities within it?

RM-03 Quality Testing RM-03.1 What is the quality of the evidence that shows that cloud providers provide their tenants with documentation which describes their
quality assurance process?

Resiliency (RS)

RS-01 Management Program RS-01.1 What is the quality of the evidence that shows that cloud provider policy, process and procedures defining business continuity and
disaster recovery in place to minimize the impact of a realized risk event and properly communicated to tenants?

RS-02 Impact Analysis RS-02.1 What is the quality of the evidence that shows that cloud providers provide tenants with documentation which describes your
production change management procedures and their roles/rights/responsibilities within it?

RS-02.2 What is the quality of the evidence that shows that cloud providers make standards-based information security metrics (CSA,

CAMM, etc.) available to your tenants?

Security Architecture (SA)

SA-01 Customer Access SA-01.1 What is the quality of the evidence that shows that cloud provider's all identified security, contractual and regulatory requirements

Requirements for customer access contractually are addressed and remediated prior to granting customers access to data, assets and

information systems?

SA-02 User ID Credentials SA-02.1 What is the quality of the evidence that shows that cloud providers support use of, or integration with, existing customer-based

Single Sign On (SSO) solutions to your service?
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Compliance (CO)
CO-01 CO-01.1 CO-01.11 Information Security Management System (ISMS) Policy [ISO27001: 6] that follows structured, industry accepted format.
CO-01.1.2 Audit requirements [ISO27001: A.15.3.1] that focuses on data duplication, access, and data boundary limitations and uses a structured,
industry accepted format.
CO-01.1.3 Audit plans and activities [ISO27001: A.15.3.1] that focuses on data duplication, access, and data boundary limitations and uses a
structured, industry accepted format.
CO-01.1.4 Internal audit reports [GAPP: 10.2.5] that focuses on data duplication, access, and data boundary limitations and uses a structured, industry
accepted format.
CO-01.1.5 Independent audit reports covering controls at service organizations [GAPP: 10.2.5] that focuses on data duplication, access, and data
boundary limitations and uses a structured, industry accepted format.
CO-02 C0O-02.1 C0-02.1.1 Published SAS70 Type2/SSAE 16 SOC2/ISAE3402 or third party audit report
C0O-02.2 C0-02.2.1 Network penetration test result which'is prescribed by industry best practices and guidance
C0-02.3 C0-02.3.1 Application penetration test result which is prescribed by industry best practices and guidance
C0-02.4 C0O-02.4.1 Internal audit reports [GAPP: 10.2.5] that is prescribed by industry best practices and guidance
C0O-02.5 C0O-02.5.1 External audit reports which is prescribed by industry best practices and guidance
C0O-02.6 C0-02.6.1 Network penetration testing policy and procedure [NIST: CA-2] that specified published network penetration test results to tenants policy
CO-02.7 C0O-02.7.1 Audit and accountability policy and procedures [NIST: AC-1] that specified published internal and external audit reports to tenants policy
CO-03 CO-03.1 CO-03.1.1 Vulnerability scanning information policy and procedures which specified independent vulnerability assessments policy
C0-03.2 C0-03.2.1 Vulnerability scanning information policy and procedures which specified the ability of external third-party to conduct vulnerability scans
C0-03.2.2 Penetration testing policy and procedures which specified the ability of external third-party to conduct periodic penetration tests

9.
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Data Governance (DG)
DG-01 DG-01.1 DG-01.1.1 Information labeling and handling policy and procedures [ISO27001: A.7.2.2] which followed a structured data-labeling standard (ex. ISO
15489, Oasis XML Catalog Specification, CSA data type guidance)
DG-02 DG-02.1 DG-02.1.1 Infrastructure and system management policy and procedures [GAPP: 1.2.6] which specified that virtual machines is identified via policy
tags/metadata identification
DG-02.1 DG-02.1.2 Configuration management policy and procedures [NIST: CM-1] which specified scope of guest operating systems management
DG-02.2 DG-02.2.1 Infrastructure and system management policy and procedures [GAPP: 1.2.6] which specified that hardware is identified via policy
tags/metadata identification
DG-02.3 DG-02.3.1 Physical and environmental protection policy and procedures [NIST: PE-1] which specified capability to use system geographic location as
an authentication factor
DG-02.4 DG-02.4.1 Location data acquisition and disclosure policy and procedures [NIST: SC-1]
DG-02.5 DG-02.5.1 Location data acquisition and disclosure policy and procedures [NIST: SC-1] which specified role of tenant to define acceptable
geographical locations.
Facility Security (FS)
FS-01 FS-01.1 FS-01.1.1 Physical and environmental protection policy and procedures [NIST: PE-1, GAPP: 8.2.3]
FS-02 FS-02.1 FS-02.1.1 Physical and environmental protection policy and procedures [NIST: PE-1, GAPP: 8.2.3]
FS-03 FS-03.1 FS-03.1.1 Physical and environmental protection policy and procedures [NIST: PE-1, GAPP: 8.2.3] which specified physical security perimeters

Human Resources Security (HR)

HR-01 HR-01.1 HR-01.1.1 Physical and environmental protection policy and procedures [NIST: PE-1, GAPP: 8.2.3]
HR-02 HR-02.1 HR-02.1.1 Human resource security policy and procedures [ISO27001: A.8.1.2] which specified employee training policy
HR-02.2 HR-02.1.2 Human resource security policy and procedures [ISO27001: A.8.1.2] which specified employee training policy

VA
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Information Security (I1S)
1S-01 1S-01.1 1S-01.1.1 Information Security Management System (ISMS) Policy [ISO27001: 6] which followed structured, industry accepted format.
1S-02 1S-02.1 1S-01.1.2 Information Security Management System (ISMS) Policy [ISO27001: 6] which followed structured, industry accepted format.
1S-03 IS-03.1 1S-03.1.1 Information security and privacy policies and procedures aligned with particular industry standard e.g. ISO-27001, ISO-22307, CoBIT, etc.
IS-03.2 1S-03.2.1 Third party agreement which specified information security and privacy policy adherence
1S-03.3 1S-03.3.1 Information security and privacy policies and procedures OR ISMS policy [ISO27001: 4.2.1]
1S-04 1S-04.1 1S-04.1.1 Information security and privacy policies and procedures [ISO27001: 4.2.1] which specified information security baseline for every
component of cloud provider's infrastructure
1S-04.2 1S-04.2.1 Information security and privacy policies and procedures OR ISMS policy [ISO27001: 4.2.1] which specified a capability to continuously
monitor and report the compliance of cloud provider's infrastructure against cloud provider's information security baselines
1S-04.3 1S-04.3.1 Baseline configuration of information system [NIST: CM-2]
1S-05 IS-05.1 1S-05.1.1 Information security and privacy policies and procedures OR ISMS policy [ISO27001: 4.2.1] which is distributed or published when making
change.
Legal (LG)
LG-01 LG-01.1 LG-01.1.1 Confidentiality agreement OR Non-disclosure agreement which identified the organization's needs for the protection of data and operational
details
LG-02 LG-02.1 LG-02.1.1 Third party personnel security requirements [NIST: PS-7]
LG-02.1.2 External information system service guidance [NIST: SA-9]
LG-02.2 LG-02.2.1 Third party personnel security requirements [NIST: PS-7]
LG-02.3 LG-02.3.1 Third party agreement reviewed result

8.
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Operations Management (OP)

OP-01 OP-01.1 OP-01.1.1 Information system documentation [NIST: SA-5]

OP-02 OP-02.1 OP-02.1.1 Information system documentation [NIST: SA-5]

Risk Management (RI)

RI-01 RI-01.1 RI-01.1.1 Information system documentation [NIST: SA-5]
RI-01.2 RI-01.2.1 Service level agreement
RI-02 RI-02.1 RI-02.1.1 Risk assessment policy and procedures [NIST: RA-1]

RI-02.1.2 Risk assessment result [NIST: RA-3]

RI-02.2 RI-02.2.1 Risk assessment policy and procedures [NIST: RA-1]

Release Management (RM)

RM-01 RM-01.1 RM-01.1.1 Information system documentation [NIST: SA-5]

RM-02 RM-02.1 RM-02.1.1 Configuration change control for information system documentation [NIST: CM-3]

RM-03 RM-03.1 RM-03.1.1 Information system documentation [NIST: SA-5]

Resiliency (RS)

RS-01 RS-01.1 RS-01.1.1 Disaster recovery and contingency plan and procedures [GAPP: 8.2.7, NIST: CP-1]

RS-02 RS-02.1 RS-02.1.1 Configuration change control for information system documentation [NIST: CM-3]

RS-02.2 RS-02.2.1 Information Security Management System (ISMS) Policy [1ISO27001: 6] OR ISO 27001 certification (Clause 4.2.3)

Security Architecture (SA)

SA-01 SA-01.1 SA-01.1.1 The security authorization process for information systems [NIST: PM-10]
SA-02 SA-02.1 SA-02.1.1 Access control policies and procedures [NIST: AC-1, NIST: AC-3, NIST: AC-6]
SA-03 SA-03.1 SA-03.1.1 Data security architecture which is designed using an industry standard

6.
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