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KITISAK JIRAWANNAKOOL: DEVELOPMENT OF INTRUSION DETECTION
SOFTWARE SUITE USING TRAFFIC SAMPLING. THESIS ADVISOR: YUNYONG
TENG-AMNUAY, Ph.D., 46 pp.

The objective of this research is to propese the intrusion detection software suite
based on the open source intrusion detection system (Snort) with Stratified random
sampling. By applying Stratified random sampling, it significantly reduces the amount of
collected data needed for the intrusion detection of the Snort. The proposed solution is
suitable to the computer with low €omputation power (o be able to handle the large amount
data of the large network for intrusion detection.

Snort is the famous network IDS software. Data is collected from the network lo
analyze the traffic pattern and determine if there is any attack to the network. Snort
executes two intrusion detection technigues 1) Behavior-based intrusion detection
technique which analyzes the intrusion traffic pattern and 2) Rules-based intrusion
detection technique which analyzes intrusion signature within the traffic. Snort requires
high performance compuler to handle the large amount of data bf the large network.

Therefore, this research proposes the software suite that includes Snort with
Stratified random sampling. The research investigates the trade-off of applying Stratified
random sampling to_the Snort-in several aspects such as the decreasing amount of
collected data, the, aceuracy of the intrusion detection. By experimented with the real
generated data of the port scan attack, the Snort with Stratified random sampling reduces
the amount of collected data but still provides.the detection accuracy of the Snort in Rule-
based detection. However the Snort with Stratified random sampling reduces the accuracy

of Behavior-based intrusion detection.
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stratified random:

| ol e | el |

take a random member out of each of nbuckets

51 2.1 gﬂLLuﬁ%m:‘@:NLLUU stratified random
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2.2.1 NSASIAAUAILNYANTTHUIBITAYA (Preprocessor)
Lﬂu‘lm@wﬁﬂu‘lﬂiLLﬂimu@'fmm‘iﬂumﬁLmﬁ:ﬁwqﬁm@mmﬂ?mmmi
TH9uszuuLATatng %QQQLmeuummmﬁuLme"TmLLm%uﬁﬂ (threshold) el
Wsunsufiaanusiugnlunsinmsinanieiu %'\1m@m@qm‘“uwqﬁm@mmiﬂmmmum‘m
fiReatunsaununemiulsneydag
2.2.1.1 Open Port
2.2.1.2 TCP/UDP Portscan
2.2.1.3 TCP/UDP Portsweep
2.2.1.4 TCP/UDP Decoy Portscan

2.2.1.5 TCP/UDP Distributed Portscan

2.2.2 M3SASIAALAANG
Tuldsunsuauadntiu gaveang (rules set) Lilwmiiaudayain Wi Fauiay
A ' 2 (=1 =3 1 | A ' = '
visatiuenlildsunsuldlunnsszyuiniindidunisyngnusels uaziingsine) uanune
LarAMFLNNTALNUNESATIUENABNTTE scan.rules TRz LANANHITIBIUANLTATRINIS

9 ! o dl ¥y v 4A 1%
mnuwmmﬂ@xmmmm WAZAIN LT LALAaWALE
2.3 WANANISALNUNDSH

AnsauNuUnNasaLunszuaunislunlsfnfaldfinasn TCP 43a UDP 184tATad

p - A D= o 2 A ' & '
Lﬂ'ﬂ/ﬁlﬁﬂ N’ﬂmﬂixmﬂLW@M?')’M@U')’]NU'a‘ﬂ’]ﬂﬂ‘l_lfm_lu?:i‘l_mw?@ﬁ‘umilfﬂ'ﬂwﬂ'ﬂ M?'ﬂ'ﬂ%ﬁlu

(i)

AUz liiznisls Teandndudupanilesauaaianinaslunislana ldsewmtaitinune

LazfatreamnAAnsaLNune AR 1duA LT ldun
® The Vanilla TCP connect scan
® The TCP SYN (Half Open) scans
® TheTCP FIN scan
® The TCP XMAS scan
® The TCP NULL scan
® The TCP ACK scan

® The TCP Windows scan

IpadnaaziaY A9



2.3.1 The Vanilla TCP connect scan

¥

umatianisaununefaduinugiuiazdiiengn Aaazld connect system

call 7esszuutfiimntslluuszuumeadimung faanalnuinsgiuinzandn TCP three-
way handshake ALl 2.2 iveianisdensialidan wefanitney TnaldAnde nmap -

sT Feazianuivdayansgn 2.3

I 1. client @1 SYM Uy sever l

E— 2. gever @ SYMACK gy client ==-
2. client &1 ACK ey sever —
Client Server

gﬂ‘ﬁ 2.2 ﬁﬂi&fmzmidﬁ@gmm TCP’s three-way handshake

00:22:22.542560 192.168.97.81.4982 > 192.168.97.113.837: S 2198837618:2198837618(0)
win 5840 <mss 1460, sackOK, timestamp 4781298 0,nop,wscale 0> (DF)

00:22:22.542659 192.168.97.81.4983 > 192.168.97.113.2038: S
2192554354:2192554354 (0)

win 5840 <mss 1460,sackOK,timestamp 4781298 0,nop,wscale 0> (DF)

00:22:22.542724 192.168.97.81.4984 > 192.168.97.113.squid: S
2204737681:2204737681 (0)

win 5840 <mss 1460,sackOK,timestamp 4781298 0,nop,wscale 0> (DF)

519 2.3 anwazdeyanasainiA1de nmap —sT

2.3.2 The TCP SYN (Half Open) scans

wAiAdElanAdewAntin SYN lifailvnnauazsanisaauanas dawass
gnidaldillinunaasds SYNJACK nausa nastananatatnenisldAds nmap —sS wazi

Anwnusdayaiagii 2.4

16:34:50.602112 192.168.97.81.53613 > 192.168.97.113.346: S 1540627498:1540627498 (0)
win 3072

16:34:50.602209 192.168.97.81.53613 > 192.168.97.113.4672: S 1540627498:1540627498(0)
win 3072

16:34:50.602312 192.168.97.81.53613 > 192.168.97.113.49400: S 1540627498:1540627498(0)
win 3072

16:34:50.602361 192.168.97.81.53613 > 192.168.97.113.1517: S 1540627498:1540627498(0)
win 3072

519 2.4 anwosdeyanasainliAde nmap —sS

2.3.3 The TCP FIN scan
waRadlanfA e n sdeuingin TCP AwtmAn flag FIN vl 1 (TCP FIN) 1

desruugaamtiodivnng duFunesasing o) illeegaznauauasndulildion RST dounadn



dl a ' (~1 =3 ' ZJ/ o a v o aI/ dj a o
‘VlLﬂﬁ’a\lziﬂ\l@uﬁl@LL‘WﬂLﬂIﬂLM@quuL@EI waznIN1slanmAN ANAY nmap —sF G9RzUaNBUE

fayanagli 2.5

192.168.97.113.13711: F 0:0(0) win 4096
192.168.97.113.1499: F 0:0(0) win 4096
192.168.97.113.511: F 0:0(0) win 4096
192.168.97.113.1366: F 0:0(0) win 4096
192.168.97.113.633: F 0:0(0) win 4096

22:56:43.365785 192.168.97.81.55948
22:56:43.365942 192.168.97.81.55948
22:56:43.366041 192.168.97.81.55948
22:56:43.366133 192.168.97.81.55948
22:56:43.366229 192.168.97.81.55948

vV V V V V

519 2.5 anwousdeyanasainliaA1d9 nmap —sF

2.3.4 The TCP XMAS

gnldinennasnuniasesmtaauntenegluaniug listening Inaazds

a

¥
a

wAniRN1EFaLeT (flag) 1% URG PSH waz FIN wnit SYN ACK waz RST ludquiiaves
TCP hlflanasnaavasaaiiuang vsbianaunannisnsaadulinnign dedwasn TCP

weaipzastimanelney wadaiuiazas RST nauw urdmasatnatfiazliaulauinids

et 1HA149 nmap -sX Teasiidnsnisdayanigiln 2.6

23:44:18.565647 192.168.97.81.54169 >

23:44:18.565742 192.168.97.81.54169 >

23:44:18.565796 192.168.97.81.54169 >

23:44:18.565845 192.168.97.81.54169 > 192.168.97.113.1496: FP 0:0(0) win 2048 urg O
23:44:18.565894 192.168.97.81.54169 >

23:44:18.565942 192.168.97.81.54169 >

23:44:18.565990 192.168.97.81.54169 >

192.168.97.113.1987: FP 0:0(0) win 2048 urg 0
192.168.97.113.704: FP 0:0(0) win 2048 urg O
192.168.97.113.1348: FP 0:0(0) win 2048 urg O

192.168.97.113.1407: FP 0:0(0) win 2048 urg O
192.168.97.113.1432: FP 0:0(0) win 2048 urg O
192.168.97.113.720: FP 0:0(0) win 2048 urg O

51l 2.6 AnwnuzdayanaaainldAIds nmap —sX

2.3.5 The TCP NULL scan

wallallazdewintin TCP 718 sequence number wAlddl flag aanldes
dl v & a 1 ] < < [ % 'S a [~ 1 <
wsaaitimang danasnilaatazdauiniin RST nauwn uidnasmllna fazldaulaudin

Weduiae 14A149 nmap —sN Geasiidnunizdeyansgli 2.7

23:52:42.155569 192.168.97.81.53717 > 192.168.97.113.3052: . win 4096
23:52:42.155771 .192.168.97.81.53717-> 192.168.97.113.3900: . win 4096
23:52:42.155906 192.168.97.81.53717 > 192.168.97.113.695:, . win 4096
23:52:42.156028 192.168.97.81.53717 > 192.168.97.113.589: . win 4096
23:52:42.156153 192.168.97.81.53717 > 192.168.97.113.853: . win 4096

51 2.7 anwouzdeyanasainlia1da nmap —sN



2.3.6 The TCP ACK scan

Hwmneiianld TCP uinfinfd flag 1w ACK delifanasmiprastaianis
dnafmilaag el unnaazds RST naunn wsitdnegiayldawlauwinifinmu T4a4s

nmap -sA dvazianwzdagyafigili 2.8

00:37:02.907732 192.168.97.81.63983 > 192.168.97.113.1496: . ack 3333408271 win 2048
00:37:02.907784 192.168.97.81.63983 > 192.168.97.113.2006: . ack 3333408271 win 2048
00:37:02.907855 192.168.97.81.63983 > 192.168.97.113.967: . ack 3333408271 win 2048
00:37:02.907904 192.168.97.81.63983 > 192.168.97.113.223: . ack 3333408271 win 2048
00:37:02.908018 192.168.97.81.63983 > 192.168.97.113.7010: . ack 3333408271 win 2048

519 2.8 anwaizdeyanasainliA149 nmap —sA

2.3.7 The TCP Windows scan

wanANITaunuiazamadeuneinfilneg Inueddudedindainaan

AnUnAuneatinglun1suasAn TCP. Windows Size 2evinsinaaa TCP/IP TdANds nmap —swW

=K a o ¥ [ % =
TIRTNAN UL 1D AAIILN 2.9

00:54:05.927433 192.168.97.81.33252
00:54:05.927523 192.168.97.81.33252
00:54:05.927613 192.168.97.81.33252
00:54:05.927702 192.168.97.81.33252
00:54:05.927792 192.168.97.81.33252
00:54:05.927891 192.168.97.81.33252

Y s MedVA_AA /A

192.168.97.113.675: . ack 616330702 win 1024
192.168.97.113.3049: . ack 616330702 win 1024
192.168.97.113.668: . ack 616330702 win
192.168.97.113.672: . ack 616330702 win
192.168.97.113.224: . ack 616330702 win
192.168.97.113.725: . ack 616330702 win

1024
1024
1024
1024

51 2.9 anwozdeyanasanliA149 nmap —sW
2.4 ansuzrasngiinganunisaununasnuasllsunsnauasn

e o ~ X 9 =2 anve o
gangaeslisunsnauefniuansn@enauNely Telinanee NlAdawTangang
Tunnsnsadudyngnsine Wliuda dAmiugangaesnisaununesailduineinusaiiuil

ailnanann Bleeding Edge Snort [15] LaZARARENRNNIRNIZTINEITLNTATIAUNT

1
a

yngndszinnawnuwesnsaalilsunan nmap [14] GamaRan1sawnunesni ldlgangaes
Tsunsuanadniu ilesandnsnzaesunniniuuiauiuuinindnsd winnsmsady
n1eyngnuatiuas ld3EN1smIad A N NG ANsINTeuANiR feetnsresgangiinaades

AuNI9mIaduNIsyNINLssinaununefnfagli 2.10




alert ip SEXTERNAL_NET any —-> $HOME_NET any (msg: "BLEEDING-EDGE SCAN NMAP
-sO"; dsize: 0; ip_proto: 21; reference:arachnids,162; classtype:
attempted-recon; sid: 2000536; rev:3; )

alert tcp SEXTERNAL_NET any —> SHOME_NET any (msg: "BLEEDING-EDGE SCAN NMAP
-sS"; fragbits: !D; dsize: 0; flags: S,12; ack: 0; window: 2048;
reference:arachnids, 162; classtype: attempted-recon; sid: 2000537; rev:3; )

alert tcp SEXTERNAL_NET any -> $HOME_NET any (msg: "BLEEDING-EDGE SCAN NMAP
-sA (1)"; fragbits: !D; dsize: 0; flags: A,12; window: 1024;
reference:arachnids, 162; classtype: attempted-recon; sid: 2000538; rev:4; )

alert tcp SEXTERNAL_NET any —-> SHOME_NET any (msg: "BLEEDING-EDGE SCAN NMAP
-sA (2)"; fragbits: !D; dsize: 0; flags: A,12; window: 3072;
reference:arachnids, 162; classtype: attempted-recon; sid: 2000540; rev:4; )

a o
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3.2.3 wanisnagaullsunsy
nmageuinani1stindeyadnuau 32,634,031 WANAA NIN1TENTMNA 10

gaiefidud auau 5 afsataefidus aniuldldsunsuauafniuanuauuininlugn

) Y o oA A pe o =
U LATUINIUIATLRAE ﬁﬂiﬁﬂ\l@@\iﬁ]’]ﬁ"]\m 3.1

A919% 3.1 AuauuRnangngusaalilsunsy

% N3 RIUIUWANLTR

Gy @'m%ﬁl 1 zim%@ﬁl 2 zﬁm%ﬁl 3 zim%ﬁ 4 @'m%ﬁl 5
100 | 32,634,031 | 32,634,031 | 32,634,031 | 32,634,031 | 32,634,031
90 | 29,370,548 | 29,370,550 | 29,370,546 | 29,370,549 | 29,370,544
80 | 26,107,152'| 26,107,153 | 26,107,154 | 26,107,149 | 26,107,150
70 | 22,843,757 | 22,843,760 | 22,843,757 | 22,843,757 | 22,843,759
60 | 19,580,365 | 19,580,362 | 19,580,367 | 19,580,368 | 19,580,364
50| 16,316,968 | 16,316,969 | 16,316,970 | 16,316,969 | 16,316,970
40 | 13,053,576 | 13,053,581 | 13,063,576 | 13,053,578 | 13,053,579
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