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ABSTRACT

Public health in the digital era is a significant aspect and important challenge
for all public health professionals. Public health innovation, technology, and
information are accelerating the advanced technique to improve the understanding
of social, economic and political determinants of health; and these technologies are
used for a population’s health improvement. Today, several modified/improved
technologies are used to support public health professionals to achieve the
availability, affordability, inter-activity, accessibility and portability of access to
health care systems of a population. Therefore, in digital 4.0 era, we as public health
professionals need to improve our perspective and skill to use these advanced and
suitable technologies to support our missions to maximize population health
utilization and benefit.

Summary

The “Digital Era” is characterized by the
development of information and communication
technology with the increases in speed and breadth of
“knowledge turn over” within the society [1]. In the
system we live, sustainability of gains from our
development efforts rely very much on knowledge
turnover. Faster knowledge turnover is advantageous, as
new knowledge is more frequently produced and added,
allowing for organizations to timely adapt to the
changing surrounding environment.

The social implications of the development in
digital era are huge and will increase as the advances in
technological functionality become more “knowledge—
based” [2]. Understanding the digital era in terms of its
evolution will help ensure the balance and sustainability
between socio-cultural and economic developments.
Which positively impact on advancement in the
development and innovation of holistic interventions in
public health. In public health work, information
systems are indeed vital, they help public health
practitioners collect, store and use data that drive the
outcomes of such interventions. For years before and
during the “digital era”, public health agencies have
faced daunting challenges in managing information
systems to ensure effective support to public health
work.

The growing demand for enhanced electronic
exchange of data for information wuse creates
a compelling need for concerned agencies to critically
assess their key information needs and management

capabilities, and they proceeded to developing a toolkit
for improvement of public health information systems.
That is the start of “public health informatics”, it is the
systematic application of information and computer
science and technology to public health practice,
research, and learning [3]. The informatics is intended
to help identify the specific requirements needed for
current information systems to better support public
health functions. These functions include, among other
things, the broad areas of epidemiological investigation
and surveillance, disease prevention and control,
emergency preparedness and response, health
promotion and health maintenance.

Public health informatics and related
population informatics together work coordinately on
several issues of information and communication
technology from the perspective of health of the entire
population or health of groups of individuals in
community. Informatics is an applied information
science that designs the blueprints for the complex data
systems that keep specific information available, secure,
usable and responsive to the users’ needs [3].

Various stages of development in the digital
era, which come along with the development of
informatics, have greatly advanced the information
management and use in public health work. These stages
are from the development of Internet connection and
website, through the use of social media and social
network, as well as data application on smartphone.
These developments have also contributed greatly to the
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ways people taking actions on the care of their own
health.

A range of digitized health promotion practices
have emerged during the digital era. Some of these
practices are voluntarily undertaken by people
themselves who are interested in improving their own
health and well beings, with particular attention to
problem interventions [4]. But, some other practices in
digitized health promotion are employed in the interest
of agencies to render specific services in areas of health
improvement and health maintenance. It should also be
aware that many digitized health promotion strategies
focus on individual responsibility for health, but fail to
recognize adequately the psychosocial, cultural and
political implications of their use.

At the same time, there is increasing blurring
(no clear demarcation line) between voluntary health
promotion practices, professional health promotion,
government and corporate strategies for health
promotion. These areas of haziness require our due
attention and acknowledgement of its implications in
their implementations. There is also increasing
influence of digital media corporations over digital
technologies and the data they generate, which may not
be developed with adequate transparency and fairness.
These issues provoke questions for health promotion in
general, which is a practice, as well as health promotion
as a field of research and development, that hitherto
have been little addressed in information system
development.

The advent and appearance of the internet
technology did lay down foundations for the new
information revolution in the digital era [5]. It is the rise
of the smartphone that really revolutionized electronic
communication toward exponential increase in the use
of internet technology. According to a report of “We are
Social Media and Hot Suite”, over half of the world’s
population owns a smartphone. And about 1% of all the
searches done on smartphone or Google are health
related. While this 1% even represents a huge figure of
millions of searches. This means that people are more
and more inclined toward educating themselves on
health matters, or at least they search online for different
solutions for their health.

Nowadays, we have to recognize that
everything or most of things in the area of information
and communication is affected by the digital progress
and revolution. The opportunities for “interdisciplinary
digital health research and development” bring
computer science to dramatically improve health and
well beings of individuals and population through
various means of public health intervention [5].

The recent technological breakthroughs made
it possible by creation of real-time big data streams,
social media, participatory and context-awareness
systems, as well as infectious disease modelling are the
focus of public health information management [6].
These technological advances are also addressing acute
information needs of natural and manmade disasters to
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leverage opportunities for improving the development
of community resilience, early warning and response to
the emergency situations. Technologies developed in
the digital era are allowing us to be more connected, and
with greater access than ever before to data and
information as needed. And we may be able to say that
mobile phones have now become the most widely
adopted communication technology in human history.

The digital public health, and in particular,
mobile  health-the use of electronic mobile
communication and devices for achieving public health
outcomes—is now at a tipping point [6]. Mobile
communication has some unique assets—not least—
availability, affordability, inter-activity, accessibility
and portability. These assets open up new possibilities
for supporting people to protect and improve their health
more efficiently and cost-effectively. New technological
developments and advancements affect almost every
aspect of our daily life, including in the areas of
healthcare-promotive, preventive and curative [7].

However, successful adoption and sustainable
integration of e-Health and Telemedicine in public
health strategies depend a lot on the relevant knowledge;
and the constant assessment of consumer’s needs,
proficiencies, and preferences. Technologies known as
“Health apps”, has a great potential to improve
individual and community health as said; and
importantly, the Health apps contribute efficiently and
cost-effectively to the prevention of lifestyle diseases,
most of them are chronic and non-communicable [8].
Therefore, these technologies really build an important
pillar of public health strategies and approaches, which
take into account the “Social, Economics and Political
Determinants of Health”. Healthcare providers could
take advantage of consumer—oriented health apps to
assess individual needs of specific target groups, such as
elderly people.

With the accelerated development of health
technologies over the past decade, both patients and care
providers have entered a particular period, in which
much of our information is stored, processed,
transmitted and utilized digitally [9]. We have become
more and more dependent on digital technology to
access and receive care, in health or otherwise; and the
providers of healthcare rely on it to diagnose and deliver
treatment services to people. This rapid progress in the
development of communication technology has gone
beyond the confines of hospitals and clinics, and the
progress has moved health technology into the patients’
hands and homes. With this trend of contacting points,
which has turned “digital”, we are able to communicate
and access health information from the comfort of our
living room.

With modern health technologies, we carry
devices on our bodies to monitor and mitigate our
medical conditions at any time, any place. or we bring
our smartphones to track and share our workouts, and
collect our vital signs as part of our daily routines. There
are mobile apps that help us monitor our sleep, manage
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our stress, calculate our insulin doses, and remind us to
take our medications.

However, at another angle, a manufacturer’s
rush to market, or their lack of adequate concern about
the possible risks of those devices on security and
privacy; such risks have often become an afterthought.
And the users of those technologies have become at
risks, or the victims of development. We must be fully
aware and play important roles in protecting the
confidentiality of our digital health footprints, to ensure
that technologies are used to our benefit and cannot be
used against us. This is in the same way as we protect
our personal and financial information.

Some of the best features in today’s health
technologies are their “ease of use” and “portability”,
which in so many cases require the internet connection
and a Smartphone to enable them. With these
advantages mobile phones and applications have
increasingly become some of the favorite targets of
“hackers” who can steal our personal information for
illegal use, because a smartphone is a mini—computer
with superpowers. It has a Microphone, a Camera,
a GPS, and Antenna to connect from anywhere. And
most importantly, it contains so much of your personal
information, including telephone numbers, addresses,
e-mails, photos, contact and access to your bank
accounts and credit cards, and so on. This is a dangerous
combination, if not secured properly [10].

With health and wellness technologies, we as
users have a great responsibility for what we choose to
use, and where we deposit and share our personal and
health information. These technologies may hold and
transmit our information in the wrong hands that could
potentially be used to harm us in many ways. We are
now very much in the period of technology applications
and big data management, whereby social media and
social network play the key role to facilitate the ease of
such applications.

In the digital era, as we are also aware that we
are entering the “Digital 4.0”. We are attempting to do
our work through the use of “machine to machine”,
reducing human role in the process, by increasing the
use of “Artificial Intelligent (Al)”, developing “tools or
machine with brain” to replace human labor in the
workforce [8]. Machines with intelligence or brain will
communicate and work together automatically without
operational control from man. However, in this regard
“human intellectual potentials” will have to increase to
ensure that man can think beyond the current limit of
their abilities toward the creation of more “new things”,
and ability to control them. Development of machine
with brain is with the purpose to change routine service
to higher value service, to change SME to Smart
Enterprise; and to focus more attention of organizations
or enterprises to consumers’ needs and requirements as
the main target of their services [11].

Now, there is a lot of research work for the
development and application of Al and machine with
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Brain. Indeed, it is a very challenging development at
this point in the digital era. We already have heard about
the use of many Al applications in the medical field,
especially in the curative area. However, we are yet to
hear more about the applications of Al in public health
field, that is in the broad areas of health promotion,
health protection and health maintenance. Whatever and
however, we must always keep in mind in this regards
that Al and machine with brain are made by man, and
man must be able to handle them effectively for the
benefit of mankind. This is with the condition that man
in future must have excellent health with superior brain
and superior intelligence to ensure their superpower
over Al and machine with brain or robot in the future.
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