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Security tlaws in computer ana information systems in an organization mean a serious
damage for the organization. The prevention of the system vulnerabilities and also the attack
activities have to be concerned to reduced the risk of the damage.

From the .lstated reason, many researches and methods have been developed to
prevent the system security vulnerability by extended the security parts in the operating system.
In Linux system, there’re 2 main methods: Hardening the operating system with suitable
configuration, and extending the system access control with more effective methodology.

Ccnsequently, this research is aimed to analyze and evaluate the vuinerability
prevention ability of different protection methods. First, Linux known-vulnerability from CVE list
have been selected and categorized. Then, the architecture and functionality of OS hardening
and LSM which are selected protection methods have been analyzed. Then, the evaluation of
the vulnerability characteristics that can be reduced by applying each method have been
made. The research reveals that each method can prevent different vulnerability characteristic

in overall, the OS hardening prevent more number of vulnerability than LSM.





