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Normally, sending E-mail via Internet svstem uses Simple Mail Transfer
Protocol (SMTP} to manage transicrming data. This protocol has been designed lor
sencral application and 1t 1s not adequate for use m applicalions requiring high level
sccurity. Thus, problems often occurred regarding sccurity issues, for example,
reading, 1mitating, modifying E-mails by unauthorized people. These arc scrious
problems causing decrease in E-mail usage. Presently, new systems of sendimg E-mail
have been developed and implemented for higher security, such as S/MIME, PEM,
and PGP. However, these systems lack management, inspection, and verification. |

This thesis proposed (he sccure E-mail system, called S-mail, having very high
level security. S-matl focus on sceunty of transferring E-mail via Internet. It used the
concepl of central security control, which provides betier sccurity than the distributed
onc. Namely, a server will manage security of the system, including communication
scrvices to users. Then, it encodes data by symmetne and asymmetric cryptosysiems.
This approach helps timprove the management, inspection, and venfication of security
in the emailing system. This will increase confidence of sending importance messages.
S-mail provides many security scrvices such as sel{-destruct E-mail, anonymous E- ;
mail, etc. These services are not provided in other systems, Expenimentally, S-mail is
onc of the highest sccurity E-mail systems. This system can be used for practical
application. This thesis presents the model and structure of S-mail in detail. The
implementation and cxperimentation are also presented. The results are discussed and
cvaluated and the improvements are suggested.




