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[n the era ol electronic mtormation, many clectronie services have been made
available since the mvention of the Internet, Flectronie commeree is one of those
services  and it has been widely  appreciated. Uncomplicated  and widespread
accessibility 1o the Internet also contributes o the growth of clectronic commerce.
LInfortunately, the Internet today provides madeguale seeurtty for abt ol 1is services
especially in linanmcial transactions. Many groups ol researchers are creatung new
feasible methods 10, provide adequate security lor electronic pavment schemes. ol
only lor use in the Internet but also Tor other types o media.

One ol the most signilicant ssues ino electrome commeree s "pay ment
tecchniques.” Electronte payment s the vital starting point lor electronic commeree,
Flectronte commerce will not be practically implemented anless suitable and seeure
paviment techuiques are established, Fortimately. several clectronic payiment standards
exist loday. ST s a standard tor the pavment scheme by using credit card via the
Internet and FiestVirtual s w standard for financial transaction gateway, However,
there is noe standard for clectrome cash svstem that v unplemented moan on-hine or
off-line environments. On-line clectrome cash svstems lave been bemg developed
constantly Tor more than 1O years but oft=hne electrome cash s sl in an immaturg
state, even though it has existed sinee 1988,

The objective ol this thesis s 1o buld an clectronie cash sy sten which
provides users with anonymity and. mspecihic circumstances, an ability 1o revoke any
anonymily. ‘The anonynuly or privacy can be musused lor eriminal activities such as
money laundry and blackmealing, Thus, i the presented scheme. al users have Tull
privacy. but all coms and uses ol anomvimity can be revoked  or suspended
unconditionallyv, by the cooperation of ol tusted avents, This scheme imtroduces
techniques that utthze vernthable seoret sharme and revocable blind signature 1o
archive a desired balance between privacy and authienticity, Such com reguires
group ol trusted agents i order 1o be produced or to be revoked. In other words. 1t
puarantees that o hank cannot trace any com without cooperation trom all trusted
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