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Cross organization coordination becomes increasingly popular and tends to
require system to system integration. To allow other companies to access internal
systems require security policies, which are both strong and flexible at the same time.
Furthermore, the policies must be applicable to ail systems in this virtual organization. To
satisfy these requirements, Liberty Alliance has proposed single sign-on architecture as
a standard authentication method within a virtual organization. As this architecture does
not support some features such as cross virtual organization authentication, it is not

flexible enough to support complex working environments.

The objective of this thesis is to study and design a single sign-on architecture
for cross-virtual organization authentication. We utitize Liberty Alliance architecture as a
foundation and extend its features by considering virtual organization architecture,
cross-organization —authentication protocol, and namespaces for each virtual
organization. In addition, this thesis has developed an authentication application of the
Stock Exchange of Thailand based on our architecture and used it as a case study in
developing single sign-on architecture for authenticating users among trusted virtual

organizations.





