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ABSTRACT

The main objective of this research is to develop the criteria for searching
and extracting a username and password, which are stored in the physical memory
while the computer is operating. The result from the first step is used to develop
pattern searching that is suitable for matching the username and password. The output
of this step is used to trace back to the websites that the user accesses. The researcher
used the signature pattern from known accounts in order to extend the searching and
linking to the account to be found. We linked the signature of the username and the
search criteria stored in the physical memory. We set up the experiment to harvest and
match the search criteria by browsing some social networks, webmail, Internet
banking, and online business shopping websites. By using these search criteria
obtained as a result from the second step, we developed software for searching the
evidence stored in RAM. From the experiment, which we tested on some well known
websites, our software was able to successfully search unencrypted usernames and
passwords and then link to other artifacts, which were useful for the forensic

investigation process.

KEY WORDS: RANDOM ACCESS MEMORY (RAM) / PHYSICAL MEMORY /
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