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ABSTRACT 

Currently, there are several problems regarding the usage of a USB storage 

device. One major concern is in the problem of lacking authorization and in the 

authentication of software and data stored on that storage devices. Many research 

papers offer high-levels of security by adding Two-factor authentication to USB 

devices and use additional equipment such as Smartphones, or Token-Based devices, 

to generate this parameter. These devices help the user to create a second parameter of 

authentication such as OTP (One-time password) or PIN (Personal identification 

number). However, these protocols are still inappropriate in terms of adopting into 

devices for digital forensic applications.  

This thesis reviews some related literatures of authentication protocols. We 

developed the protocol for USB authentication, which was considered to focus on 

light-weight computation and require the minimum number of exchanged messages 

between 2 entities. Then the proposed model was analyzed by using a Coloured Petri 

Net, which is the Formal method tool for modeling and verifying the communication 

system. We also created two difference scenarios of attacker in the model in order to 

show that our purposed protocol had been proven secure. Finally, the prototype 

software of the proposed protocol is implemented thus validating the protocol 

functionality and workflow. 
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ขอ้มูลหลกัฐานทางดิจิทลัแบบ USB  
MODELING AND ANALYSIS OF TWO-FACTOR AUTHENTICATION PROTOCOL FOR 
USB DIGITAL EVIDENCE ACQUISITION DEVICES 
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บทคดัยอ่ 
ปัจจุบนัมีปัญหาหลายประการท่ีเก่ียวกบัการใชง้านอุปกรณ์เก็บขอ้มูล USB ซ่ึงหน่ึงใน

นั้นคือการท่ีปราศจากการอนุญาตให้ใชง้านและการยืนยนัตวัตนของซอฟแวร์และขอ้มูลท่ีถูกเก็บไว้
ภายในอุปกรณ์นั้นๆ มีงานวิจยัหลายฉบบัท่ีน าเสนอระบบความปลอดภยัท่ีสูงข้ึนโดยการใช้ การ
ยืนยันตัวตนโดยใช้ 2 ปัจจัย กบัอุปกรณ์หน่วยความจ าแบบต่อพ่วงชนิด USB โดยมีอุปกรณ์เสริม
อยา่งเช่น สมาร์ทโฟน หรือ อุปกรณ์ท่ีเป็น Token-based ซ่ึงสามารถสร้างสถานะส าหรับการยืนยนั
ตวัตนขั้นท่ีสองได ้เช่นการใชร้หสัผา่นแบบใช้คร้ังเดียวหรือรหัสยืนยนัส่วนบุคคล แต่โปรโตคอล
เหล่าน้ียงัไม่เหมาะสมท่ีจะน ามาใช้กบัอุปกรณ์ท่ีพฒันาข้ึนมาเพื่อใช้ส าหรับงานทางดา้นนิติวิทยา
ดิจิทลั  

งานวิจยัฉบบัน้ีผูว้ิจยัได้ศึกษางานวิจยัอ่ืนท่ีเก่ียวขอ้งกบัโปรโตคอลการยืนยนัตวัตน 
และไดท้ าการพฒันาโปรโตคอลการยืนยนัตวัตนส าหรับอุปกรณ์เก็บขอ้มูลชนิด USB โดยเนน้ไปท่ี
การประมวลผลต ่าและจ านวนขั้นตอนในการแลกเปล่ียนขอ้มูลนอ้ย โดยโปรโตคอลจะถูกวิเคราะห์
ดว้ย Coloured Petri Net ซ่ึงเป็นเคร่ืองมือในการสร้างและทดสอบระบบ โดยจ าลองผูโ้จมตีระบบข้ึน 
2 สถานการณ์เพื่อแสดงให้เห็นว่าโปรโตคอลการยืนยนัตวัตนท่ีถูกพฒันาข้ึนนั้นมีความปลอดภยั 
นอกจากนั้นผูว้ิจยัไดพ้ฒันาโปรแกรมตน้แบบของกระบวนการการยืนยนัตวัตนข้ึน เพื่อตรวจสอบ
ความถูกตอ้งในการท างานของระบบอีกดว้ย 
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CHAPTER I 

INTRODUCTION 

 

 

1.1 Background and State of Problems 

The digital evidence acquisition is the most important process for the 

investigation procedure in digital forensics field, because the essential data can be 

analyzed and extracted. The vital data, which is stored in volatile memory such as 

RAM (Random access memory); are consists of running processes and applications, 

network ports and connections, cache files, and attached device list. Due to the 

sensitivity of the volatile memory, the stored data can be deleted or altered by 

replacing them with the new running process. In order to acquire this sensitive data, 

the investigator needs to minimize the process on the target computer. From this 

reason, the digital evidence acquisition devices have to processes as least as possible 

to acquire the sensitive evidence from volatile memory in order to avoid the data 

altering. 

Another important consideration is when the device has been stolen or 

used by unauthorized client; the data can be accessed and misused without protection. 

The acquired data might be altered and lost its correctness and integrity. Moreover, an 

unauthorized user can duplicate the digital evidence acquisition software installed 

onthe device and use for one’s own sake. In these days, most of commercial Universal 

Serial Bus (USB) digital evidence acquisition devices do not have any data encryption 

function or user authentication process, as well as the feature to prevent the device 

from any unauthorized usages. Using only Username and Password to authenticate the 

user is not secure enough, because the computer with high-computation power is not 

too expensive and be able to crack the predictable password in a couple of weeks. 

Many studies suggest adding an additional layer of security to the devices by using 

additional equipments such as Smartphone or Token-based device. These devices can 

generate the second factor which will be used in the two-factor authentication protocol 



Siripoom Laptikultham Introduction / 2 

such as OTP (One-time password) or PIN (Personal identification number). Many 

proposed protocols, two-factor authentication have been proven that they are more 

secure than the normal authentication. However, these protocols are still inappropriate 

to applied to the digital evidence acquisition devices for used in digital forensic 

applications. 

 

 

1.2 Objectives 

1) To research and compare among several two-factor authentication 

protocols. 

2) To develop an appropriated authentication protocol for USB type data 

storage. 

3) To propose the authentication protocol that can prevent access from 

unauthorized users. 

4) To propose the authentication protocol that can prevent the device from 

abused in an unassigned task and limit the access time. 

5) To propose the authentication protocol that can prevent duplication of 

software from the device to others. 

6) To verify the security of purposed protocol by using formal verification 

tool. 

7) To validate the functionality of the proposed protocol by implementing 

prototype software.  

 

 

1.3 Scope of Research 

1) The proposed authentication protocol be proven and verified the 

correctness in process using formal verification tool. 

2) The proposed authentication protocol is able to apply to USB storage 

devices in order to use them as a digital evidence collecting tool. 

3) The proposed authentication protocol is able to protect data duplication 

from the mass storage device to the others. 
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4) The proposed authentication protocol is able to use on any type of 

external storage devices. 

5) The proposed authentication protocol is able to prevent from an 

unauthorized access. 

6) The proposed authentication protocol is able to limit the number of 

access time. 

 

 

1.4 Results 

1) Understanding the protocol designing process along with advantages 

and disadvantages of each protocol in order to design the proposed protocol. 

2) The proposed authentication protocol can apply to any USB type data 

storage devices. 

3) The unauthorized user cannot access the data stored in the device.  

4) The proposed authentication can prevent the device from abuse and 

limit the number usage. 

5) The proposed authentication can prevent the user from unauthorized 

usage, after duplicating the software and data from the device to others. 

6) The proposed authentication protocol is proven to be secured and 

verified the correctness using formal verification tool. 
7) The functionality of the prototype software is proven to be valid. 
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CHAPTER II 

LITERATURE REVIEW 

 

 

In this section, the literatures and research papers which are related to the 

authentication protocol, especially designed for USB-type external data storage 

devices, will be reviewed. Then, we will review tools for validating and verifying the 

authentication protocol in term of functionality and security. In order to design and 

implement the protocol and apply for use in digital forensic applications. 

 

 

2.1 Authentication Protocol for Mass Storage 

                  In this section, the literatures related to the authentication protocol will be 

reviewed. This research will focus on the authentication protocols which were 

designed for using with USB data storage device. This well-known mass storage 

device is widely used because of its convenient but lack of security. A lot of research 

suggest the way to add security to the device which is the authentication protocol, used 

with other devices i.e., Smartphone or token which contains secret data for use during 

the authentication and verification process. 

                  The first paper Kyungroul Lee et al [1] they show many types of 

authentication protocol for USB type of data storage device and consider their 

exploits. Then, they classified the exploits into 12 categories based-on the 

authentication protocols and demonstrated for each type of vulnerable. The research 

also divided commercial products into 3 groups. The first group is software-only 

approach, which the host-device had to memorized user ID and password of the device 

without encryption in every transaction. Then the important data were stored into the 

memory in plain-text form. Due to the transaction protection, registration and 

authentication process should be done during offline. The second group of commercial 

products is hardware-support partition approach; this type divided the memory storage 
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into partitions. One of the partitions is initially installed software for managing the 

authentication and encryption other partitions. There is not only the usage of private 

session key in the registration phase and public key in the authentication phase, but it 

also stores username and password in plain-text form. If the transactions had been 

sniffed, then the message could be compromised by the brute-force attack and the 

reverse engineering attack to seek for the relation between the session key and the 

encrypted username and password. Lastly, the hardware-based approach, with the 

major characteristic, uses offline registration and challenge-response in authentication 

process. The registration process should have been done in both offline and online to 

create two shared keys for the authentication process. During the authentication 

process, host (server) has to generate random nonce for verify with USB data storage 

device. This approach has more security level than others. But there is some 

vulnerable flaw in the verification process because it is difficult to protect transactions 

from sniffing. Response message in the authentication process could be used for 

replay attack; however using one-time password is an acceptable solution. Besides, 

minimize or maximize number of transactions are also reasonable too. 

                 This study concludes that all three types of authentication protocols for 

commercial USB data storage device focus on data encryption algorithm than the 

authentication protocol. As a result of this, the authentication protocols are vulnerable 

since attackers can use for attack the process. 

                  Another authentication protocol is from Yuw-Yi Yang et al. [2] research 

paper. Without other additional devices, user need to fill username and password 

correctly to gained an access. Otherwise, the transactions between attached USB and 

host computer are prohibited. There are three characteristics on this scheme. First of 

all, only verified user can access the data stored in USB. Secondly, if the USB has 

been stolen, data decryption is impossible without a key. Third, even the legal user is 

going to distribute the data, but if the server suspended the corresponding key then the 

stolen USB could not be accessed anymore. The protocol was split into two phases, 

registration and verification. 

                  In the registration phase, system will block the user from sending packets 

through USB port. User needs to create username and password and send them to the 

server for the authentication and generate an encryption key. When user has been 
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verified through authentication process correctly, the system will allow accessing the 

USB storage. The data packets will be encrypted using the key before sending to USB 

data storage device. This scheme has the completeness of data acquisition, because not 

only it can prevent the data lost but it also needs to pass through the authentication 

process again if user wants to decrypt the data to access the original file. This scheme 

can resist an offline password guessing attack because the attacker will never know the 

random generated session key for each use. The newly nonce will be generated in 

every single use to resist the replay attack. Even the verifier had been stolen; the 

attacker has no knowledge about the private session key to verify with server. This 

authentication protocol needs to communication with server twice only. Therefore, this 

scheme provides the security effectively for the important data. 

The next one is an authentication method for secure data transfer via USB 

interface in order to maintain both security and efficiency. A. N. Magdum et al. [3] 

had developed a secure procedure for USB mass storage devices usage. Starting with 

the registration phase, the user needs to register ID and password at the Authentication 

Server. In the verification phase, the Authentication Server verifies that user. If that ID 

and password are valid and user wants to transmit file to USB, the device needs to be 

accessed by ID and password. In the data encryption-decryption phase, the data which 

are transmitted via USB interface will be encrypted or decrypted by session key, 

which is generated from the previous phase. This research proposes an additional 

security layers to USB storage devices while reducing some convenience to the users 

because they have to add the step of encryption and decryption process on the data 

transmission via USB interface. However, the researcher only tests the developed 

protocol on document files, but the data transfer time possibly will be increased on the 

large file which will make user needs more time to transmit the file. This research has 

a similar characteristic in term of an authentication technique which is able to be 

adopted to and used for our work. 

Another paper studied an authentication protocol for mass storage devices 

by Elderfrawy et al.[4], which uses two factors authentication scheme to enhance the 

security. The study used a Smartphone as the second factor for authentication process. 

Only the user who rightly follows the registration procedure is able to access the data 

stored in the device. The researcher found the vulnerable of Yang et al.[5] proposed 
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protocol based on server private key impersonation attack, so he developed the new 

scheme in order to solve the problem. This scheme separates into two phases; the 

registration phase and verification phase. In the registration phase, the client sends his 

identities and data storage device identity to the server. Then, the server replies 

security information back to client’s Smartphone. During the verification phase, the 

client has to input the correct user ID and password when plug the device to the 

computer. The computer will pass parameters to Smartphone using wireless 

connection then the Smartphone will send to the Authentication Server. After the 

Authentication Server verifies the parameters, if the parameter of the Smartphone is 

valid, the Smartphone will allow the client to access the data storage device. This 

scheme is able to prevent many basic types of attack such as, offline password 

guessing and replay attack. Using Smartphone as an additional factor can limit the 

access of data storage device to only legitimate user. This protocol is appropriate for 

protecting the sensitive data in business such as classified documents or financial 

information. Because the proposed protocol will encrypts the data using the client 

computer before transfers to the USB device. Only legitimated user who has registered 

and possessed the specified Smartphone can access and decrypts the data in the USB 

device. 

Interesting research, the Three-factor authentication protocol method was 

proposed by Lee et al. [6]. This research applies all three types of factor to 

authenticate the user which consists of user account (Username and Password), 

Smartcard, and User’s biometric. However, the protocol needs precisely biometric 

input to authenticate the user identification. Consequently, He et al. [7] introduced the 

enhanced version of the protocol with fuzzy extractor function to give the error-

tolerance to the biometric factor inputs. Both proposed protocols are proven secured. 

Nevertheless, these two protocols are appropriate for business usage due to the need of 

special device for smartcard and biometric inputs. The client’s computer also needs to 

communicate with the Authentication Server for verification, then encrypts the data 

before transferring it to USB device. 

Then Suratose T. et al [8] proposed the two-factor authentication protocol 

for USB-type data storage devices. This scheme uses username and password together 

with HMAC-based one time password (HOTP). The researchers aim to add security 
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level of the devices so an unauthorized user will not allowed to use the device or make 

a copy version and distribute to other devices and run the application. Only the 

authorized users are able to bind the specific USB data storage device with the secret 

code one-by-one. The code-embedded USB device can use for a limited period. After 

that it will be useless and needs to be returned to an authorized user for re-

initialization. The purposed authentication protocol consists of 5 steps during initial 

setup process. By using Diffie-Hellman [9] key exchange parameters, one-way hash 

function, and asymmetric key exchange, these methods has ability to encrypt the 

messages during the secured connection establishment. The researchers claimed that 

the purposed protocol can prevent the messages from many attacks. The strong point 

of this scheme is that only the legitimated user with smart phone can uses the specific 

USB data storage device for the assigned job. Even if the legitimated user wants to 

distribute the data, but the data cannot be distributed to the other device because the 

software had bind the code to the unique parameter of the USB device, 

The next research will focus on One-time Password authentication scheme 

purposed by Jiang et al. [10]. This research purposed a simple and effective scheme 

based-on SM2 algorithm and hash function. Using two pair of asymmetric encryption 

keys and hash function to create strong authentication scheme without needs of 

symmetric encryption keys. This scheme was separated into 2 main phases. In the 

registration phase, the client will send his identities information through secure 

channel to the server. Then the server will generate some values and store for further 

uses. During the authentication phase, client and server will exchange using only 

public keys of data encryption.  

Lastly but not least, the paper studied the One-time password-based two-

factor authentication scheme purposed by Liu et al [11]. The purposed scheme used 

two different hash functions during the process, one for generating the core hash chain 

whereas another one is for plain-text encryption during transmission. The scheme is 

also separated into 2 phases, the registration phase and the authentication phase. In the 

registration phase, user can get two hash functions, which are different from each 

other, for using with the secret key seed to generate the hash chain. Then both user and 

server will discard the seed. In the authentication phase, after user accesses to server 

and enters his username and password, the core hash chain will send as challenge code 
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to the server. The server then creates and sends the challenge answer back to the user. 

The user compares the parameter, if it is correct and the server is trusted. Then the user 

generates OTP and sends to compare with another calculation by server. If both OTP 

is matched, then the server will provide it servers to the user. 

However, most of reviewed is this subsection did not focus on using in the 

Digital Forensic field, so we have to design and implement the authentication protocol 
which is appropriated to use in the Digital Forensic applications.  

 

 

2.2 Verification using Formal Method Tool 

               To ensure that the purposed security protocol achieves the goal, the 

protocol should be deeply examined into each running state. If the finite state of the 

protocol is satisfy the goal, the protocol is secure. The verification is required to 

investigate the completeness and correctness of the purposed protocol.   
Coloured Petri Nets (CPNs or CP-Nets) is a graphical-based mathematic 

method that is able to design and construct models, including simulation and verify the 

system which major in communication, synchronization, and sharing resources. [12, 

13, 14]. CPNs were developed from Petri-Net which has strength in presenting the 

concurrent system together with key feature of programming, which is defining and 

managing the data [15]. These make the model constructed by CPNs, they are also 

able to describe the state in the system or changes between the states. 

As shown in Figure 2.1, the CPNs workspace consists of three things, the 

circles and ellipses are the places which describe the state in the system. The 

rectangles are the transitions which describe the actions. The arrows are the arcs which 

present how the state changes when transition occurs. Arcs only connect between 

place and transition, not between only places or between only transitions. The place 

which has an arc point out to the transition is the input place. On the other hand, the 

place which has an arc point in from transition is the output place of that transition. 

Each place consists of tokens and each token contains the data which are 

corresponding to their types, the tokens are called color. These make CPNs different 

from an old Petri-Net which is a low-level language.  
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Figure 2.1 An example protocol model 

 

The first research of this subsection is the thesis of Ph.D. that was 

introduced by Tritilanunt S. [16]. The thesis was introduced the protection on protocol 

against Denial-of-Service attack (DoS) which is used the CPNs tools for modeling and 

analyzing the protocol. The advantages which CPNs had over other models and 

analysis tools are interactive simulation, time concept, and large number of formal 

analysis methods which can be proved. The most important advantages of using 

Coloured Petri Nets are not only the graphical presentation and dynamic behavior for 

visualize systems, but it also prevents the inconsistency of the message sequences 

among the protocol participants in the design of the protocols. In particular, Coloured 

Petri Nets also have many advantages over original Petri-nets. Since CPNs supports a 

hierarchical modeling concept, CPNs is able to handle large network with a number of 

data set. Moreover, the CPNs have a feature to reduce the complex model size by 

holding many tokens in similar set within a single place. For these reasons, we use 

CPNs tools in this research for modeling and analyzing the authentication protocol in 

order to verify the possible attacks which many occurrences during the establishment 

of the protocol. 

For the research proposed by Basyouni and Tavares [17], this paper 

introduces cryptographic protocol automated analyzing method using Coloured Petri-

Net. The method is based on backward state analysis [18] and the reachability matrix 

description for Coloured Petri-Net [19] which consists of two steps. The first step is 
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Acceptance Check Step (ACS) which use to find the set of modified output data and to 

identify the vulnerable points in the protocol. The second step is the Matrix Analysis 

Step (MAS), which gives the result that can indentify whether the insecure state is 

reachable. The researcher also applied this method to the security protocol which 

presented by Aziz and Diffie [20] for analyzing. The result proved that the analyzed 

security protocol have got some vulnerable states and insecure state which can be 

reachable from the initial state. 

The lastly paper is about the method to model and analyze the security 

protocols proposed by Xu and Xie [21]. However, the researchers found the problem 

on the tradition CP-Nets intruder model which is applicable only one attack and can 

describe one insecure state. To solve the problem, the researchers had proposed the 

new finite state analysis method using CPNs. By modeling the protocol as a CP-Net, 

CPNs tools are used to automate protocol analyzing. Not only purposing the new 

analysis method, but the researchers also presented a new intruder model. In order to 

solve the problem in the tradition intruder model, the researchers considered about the 

abilities of the intruder, participated in the public channel, which consists of many 

types of attack. By the assumption from Dolev-Yao model [22] ,the intruder model is 

adopted to overcome the problem. The new model can be considered as two 

concurrent processes. The first is waiting for the message interception; whereas the 

second process performs the selected attack depending on the protocol sessions. The 

new model constitutes of many types of possible attack on protocol which the intruder 

can combine the attacks depending on the messages to intercept the communication. 

The final contribution, the paper gives an example of using the new method on the 

Andrew secure RPC Protocol. After model checking and state space analyzing, the 

attack was found as same as Gavin Lowe [23] discovered. 

This thesis is going to use the finite state analysis method to analyze the 

proposed protocol. The unsafe state is created to search for the possible attack in the 

model of the protocol. If there is a token in the unsafe state at the final state, the 

analysis process can detect that there is the possible attack in the protocol. 

From reasons above, the CPNs tools was able to use for implementing and 

verifying the authentication protocol. So we choose the CPNs tools and a verification 

tool for the proposed authentication protocol. 
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CHAPTER III 

RESEARCH METHODOLOGY 

 

 

This chapter describes the development process of the proposed protocol 

to add the security layer in USB data storage devices. Our protocol is an authentication 

protocol which is based on two-factor (or two-step) authentication. The username and 

password are the first factor in the authentication process, followed by one-time 

password (or OTP) as the second factor. The OTP is generated from many unique 

factors in order to limit the usage for specific person and devices. The research is 

divided into six phases, including the Studying phase, the Design phase, the 

Verification phase, the Implementation phase, the Validation phase and the Analysis 

phase as shown in Figure 3.1 

 

 
Figure 3.1 Research Methodology 
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3.1 Studying phase 

                 The purpose of this phase is to study the research and review the literatures 

related to designing the authentication protocol and the formal method tool such as 

Coloured Petri-Nets, as shown in Chapter II. Then we compare among the several 

authentication protocols in order to develop the appropriated authentication protocol 

for digital evidence acquisition device. 

 

 

3.2 Design phase 

In this phase, we design the proposed authentication protocol for secure 

the usage of USB data storage device by using two-factor authentication scheme. 

Because the proposed protocol is designed for apply to digital evidence acquisition 

devices in digital forensic applications. The proposed protocol must be able to prevent 

unauthorized access, limit the access time, and the duplication of software from the 

device to others. We also design the protocol with the light-weight communication 

properties between participants, by reducing the number of transmission messages for 

fast connection while maintaining the security level of transmitted messages. 

All abbreviation and acronyms of the purposed protocol will be described 

as the followings. 

 

3.2.1 Abbreviations and Acronyms 

The followings are the parameters and symbols used in this research: 

A. Parties 

 Sv : Server or Administrator 

 CX : User X  

B. Messages 

 IDX : The user Ux’s identity 

 PWX : The user Ux’s password 

 USBX : Unique serial number, PID (product identifier) and 

GUID (globally unique identifier) of USB storage device X 

 IMEI : Unique serial number of Smartphone 
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 OTPX : One-time password which is generated only for user 

X and USB device X 

 EKs(•): Symmetrical encryption using session key Ks on (•) 

 DKs(•): Symmetrical decryption using session key Ks on (•) 

 H(•): Message Digest of Hash function apply on (•) 

 N : Random nonce generated by server 

 T : Timestamp  

 

3.2.2 Protocol Overview 

This subsection presents the model of the proposed protocol as shown in 

Figure 3.2, and describes each message which is transmitted between the participants. 

 

1. CA  Sv: g
x
 mod p,IDA,H(Pass),USBA,IMEI 

First, the client A generates the Diffie-Hellman key exchange parameter g
x
 

under modulation of p, where g is a primitive root under large prime number p, and x 

is a number which is randomly chosen under (p-1). The client A attaches g
x
 mod p with 

the other parameters which consist of user A’s identification (IDA), password in hash  

 

 

Figure 3.2 Protocol Overview 
 

format (H(Pass)), unique number of USB device of client A (USBA), and smartphone 

unique number (IMEI : International Mobile Station Equipment Identity). After 

message creation is finished, the client A sends a requested message to the server. 

When the server receives and separates the message into two parts; session 

key parameters and OTP generation parameters. Before responding to the client, the 
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server needs to authenticate client by checking the identity and hash password of the 

client A. If the value is valid, the server continues to create message in the next step. 

Otherwise, server rejects the packet and closes the session. 

      

2. Sv  CA: g
y
 mod P, EKs(OTPA) 

Server generates g
y
 with the conditions as same as the g

x
. Then the server 

is able to generate the symmetrical session key Ks. While the second part is used for 

generate the One-time password (or OTP) for the USB data storage device, which is 

owned by client A (USBA) according to the unique number of the device. The purpose 

of using user’s parameter and unique parameter of USB bundled with the IMEI code 

of smartphone is that we can limit the usage of USB device for assigned user and task 

only. Moreover, the gathering tool stored in the USB device cannot be distributed to 

other devices, because the OTP generated by using our technique cannot be used by an 

unauthorized user using an USB device which has different serial number. 

By responding to the client, the server encrypts the OTPA by using the 

session key Ks and attaches the encryption with the generated g
y
 mod p before sending 

the message back to the client A. 

 

 

Figure 3.3 Authentication Phase of the proposed protocol 
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3. CA  Sv: EKs(message) 

When the client A receives the message, he separates it into two parts; the 

g
y
 mod p part and the encryption of OTPA. Before the client A is able to decrypts the 

encryption part in order to get the OTP, the client A needs to compute the session key 

Ks by calculating the Diffie-Hellman algorithm. Once the client A obtains OTPA by 

decrypting the second part, the client can start using USB device to collect data 

evidence, as well as to access the data stored in that USB device. 

Optionally, if the client A and the server want to further communicate, 

both principals are able to transmit the messages securely by using this symmetric 

session key Ks. 

 

3.2.3 Creating the proposed protocol in CPN Model 

After we finish designing the protocol model as shown in Figure 3.2. Next, 

we create the protocol model using CPN tool in order to ensure the security and 

correctness of workflow in the protocol.  

3.2.3.1 Declarations 

Similar to other programming languages, the CP-Net also 

needs to declare all the variables which were used in simulation the model. There are 

two category of variable in the CPN Tools; Simple Color sets and Compound Color 

sets. In this proposed model, we uses two type of simple color set and two types of 

compound color set as the following; 

 

Integer color set The basic color set which consists of numeral without 

decimal point. This color set type is used to contain the numeral values. 

String color set Another basic color set which used to contain the string of 

ASCII characters. This color set type is used to store the message token. 

Record color set One of the compound color set which has a fixed-length 

values. Each of the component color sets may be a different type. In this model, the 

record color set will be used as an encrypted message. 

Enumeration color set This is another compound color set which is used in 

the model. The enumerate values are explicitly named as identifiers in the declaration. 
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In this model, the enumeration color set will be used in the condition that may need to 

contain difference value token. 

 

 

Figure 3.4 Declarations of the proposed protocol in CPN tools 

 

Refer to Figure 3.4, two color sets; INT and STRING, are 

declared to the set of integers and strings accordingly. The next nine unit color sets are 

ID for user identification token, PASS for password token, KEY for Diffie-Hellman 

key exchange parameters gx, gy, and gz, SKEY is the symmetric session key generated 

from Diffie-Hellman key exchange parameters for the communication in the protocol 

K_AB, K_AZ, and K_BZ, USB for unique number of USB data storage devices belong 

to client A (USB_A) and Intruder (USB_Z), SEEDSV for initial seed token SEED_SV 

in the server, IMEI for smartphone’s IMEI token, OTP is the One-Time passwords 

which were generated for client A (OTP_A) and intruder (OTP_Z), and MODE for 

scenario selection E1, E2, and E3. The four record color sets, M1, M2, REQ, and RES, 

are declared to the messages which are transmitted in the protocol. The record color 

sets, MX1,  MY1, REQ1, and RES1, are declared to the part of messages which are 

separated by the principles.  We declare variables id and id_n of type ID, key and key1 
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of type KEY, skey and skey1 of type SKEY, pass of type PASS, usb and usb1 of type 

USB, imei of type IMEI, mode of type MODE, m1 of type M1, m2 of type M2, mx1 of 

type MX1, my1 of type MY1, seedsv of type SEEDSV, otp of type OTP, req, reqt, res 

and rest of type REQ, REQT, RES and REST accordingly, and n, p of type INT. 

3.2.3.2 Coloured Petri-Nets Models 

To verify workflow of the proposed protocol, we construct the 

model for protocol validation and verification the workflow. The model participants 

are the client, the server and the intruder. 

 

Protocol model overview 

 

 

Figure 3.5 Protocol overview in CPN tools 

 

Figure 3.5 shows the overview of the proposed protocol and 

how communication messages flows. From the figure, the client begins by sending the 

message M1 to the server pass through the intruder. By this means the intruder can 

choose to intercept the communication message M1 or not. The server receives 

message M1, then the server responses with message M2. At this point, having chosen 

to intercept the message M1, the intruder has to intercept message M2 too. On the 

other hand, if the intruder had left the message M1 and passed to the server without 

intercept, the message M2 will transmit pass through “No Intercept” transition and 

direct to the client. For the further request, the client sends the message REQ to the 

server through place REQ, if there was no intercept from the intruder at the beginning. 
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But if the intruder had initiated the interception the communication, then the request 

message REQ will pass to the intruder through place REQ1 before go to the place REQ 

and to the server accordingly. The response message RES from the server is as same as 

the request message REQ. The concepts of this workflow will be described later in this 

chapter.  

After review the overview and work process of the proposed 

protocol, then we will analyze each participant’s protocol deeply. In order to 

understand how the participants run the communication of the protocol. 

Client side model 

The model of the client consists of many places, each of them 

contains tokens of unique parameters including an identification of client A (ID), a 

password in hash-form (PASS), unique number of USB device owned by client A 

(USB_A), smartphone unique number (IMEI), and Diffie-Hellman key exchange 

parameter (gx). The protocol starts with the “Craft M1” transition binds these tokens 

into a message M1coloured token and sends it to the server. Meanwhile, some tokens 

which are ID and gx are brought back to their place for further use. 

Note that the “Mode” place which contains tokens E1, E2, and 

E3 is the protocol scenario selector for different simulation setting in the model. This 

place will be explained how it works, later in the intruder model topic. 

After receiving the M2 coloured tokens from outside (shown as 

place “C10”), the message is separated into two tokens; the Diffie-Hellman key 

exchange parameter token and the encryption of OTP coloured token. The former 

token is sent to combine with gx token and generate the symmetric encryption key 

token then stored in the place A4. The second coloured token brings the key token 

from where it placed to decrypts the encryption of OTP coloured token, then sends the 

key token back to place A4 after finished the decryption. The client will use the OTP 

token which is retrieved from the decryption, if the OTP token is a valid OTP_A then 

the protocol is secured. If the OTP token is not a valid OTP_A, then the client cannot 

use this OTP which means that there is an intruder in the protocol. The model then 

generates the insecure token and moves it to the “Unsafe” place (shown in red) to 

represent that the protocol is unsafe. 
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Figure 3.6 Client model in CPN tools 

  

For further communication, client uses ID token which is 

encrypted by the generated session key token to create the REQ coloured token for 

requesting a new OTP and sends to the server via place REQ or REQ1. When 

receiving the new OTP response message coloured token (RES) from outside, the 

session key token is needed to be verified by comparing with the previous session key. 

If the result is mismatched, then the protocol will be suspended. After session key 

verification, the new OTP token will be used. If the new OTP is not OTP_A for 

USB_A, then the protocol will also terminated as well. 

Server side model 

After receiving the message M1 coloured token from outside 

(shown as place C2), the server then separate the M1 into three tokens. The first one is 

ID token which will be kept in the database for further verification. The second one is 

a KEY token which is brought to combine with gy key token and generate the session 

key SKEY token. The last one is a coloured token which contains a set of parameters 
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consist: id, pass, usb, and imei tokens. This coloured token is combined with the initial 

seed SEED_SV token in the server to calculate the OTP token. The server encrypts the 

OTP token with SKEY token then attaches with gy key token to create the message 

coloured token M2 and returns M2 to a client. At this point, there are two paths for 

message M2 to be taken which is depend on value of mode token. This will be 

described later in this chapter. 

The new OTP token is generated by using SEED_SV and 

previous OTP token. The counter token will be moved back to the “Counter1” place 

and a tool will increase the number which is used to limit the usage number of USB 

device. When the new OTP token is generated, it will be encrypted with SKEY and 

sent back as a response message RES coloured token. 

 

 

Figure 3.7 Server model in CPN tools 

Intruder side model 

The intruder model is placed between the client and the server 

communication channel and taps the channel for sniffing the messages and/or alters 

them. The way that the intruder taps and alters the message is called Man-in-the-

Middle attack, which is one of the well-known attacks in the network communication. 
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To achieve the goal of the protocol, we create the intruder 

model in the protocol and give the assumption of the intruder’s ability that is able to 

carry out the following actions: 

1. Intruder can intercept the transmission without noticed by both client 

and server 

2. Intruder can modify Diffie-Hellman key exchange parameter and unique 

number of the USB device in the message during the transmission 

3. Intruder can run Man-in-the-Middle attack and modify a pair of session 

keys between client and-intruder and intruder-server. 

3.2.3.3 Scenarios 

To ensure that the proposed model can satisfy the goals, we 

create three scenarios that represent difference attacking simulation from the intruder 

in the same model. We also create Mode Selector place in order to select the scenario 

to run, and control the workflow of each simulation in the model as shown in Figure 

3.9. 
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Figure 3.8 Intruder model in CPN tools 

 

 

Figure 3.9 Mode Selector in CPN tools 

 

The Mode Selector place contains three token at the beginning state, E1, 

E2 and E3 token, which needs to be assigned before starts the simulation, by editing 
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the value of #mode(m1) at the end of the condition string (shown in red). The 

simulation conditions of each mode are also described above the condition string. 

 

Mode E1: The model are not being attacked 

The protocol starts with the client creates M1 coloured token by binding 

the client A token(ID), a password in hash-form token (PASS), unique number of USB 

device, which is owned by client A token(USB_A), smartphone unique number 

token(IMEI), Diffie-Hellman key exchange parameter token(gx) and Mode Selector 

token (E1, E2 or E3). Then the client sends the coloured token M1 out through place 

C1 as shown in Figure 3.11.  

 

 

Figure 3.10 Mode E1 at the beginning state  

 

 

Figure 3.11 Message M1 coloured token before sends out 

 

The intruder receives the message M1 coloured token from the client, then 

forwards the message M1 to the server without changing the message due to mode E1 

does not has any attack from the intruder (as shown in Figure 3.12).  
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Figure 3.12 Intruder forward message M1 to the server without change 

 

After the server receives the originally message M1 from the intruder, the 

server separates the message M1 coloured token into three part (exclude the mode E1 

token). The first one is ID token which is stored for further use. The second one is 

Diffie-Hellman parameter gx token which is brought to combine with gy key token 

and generate the session key K_AB token. The last one is a coloured token which 

contains a set of parameters consist: ID, PASS, USB_A, and IMEI tokens. This 

coloured token is binds with the initial seed SEED_SV token which is generated by the 

server to calculate the OTP_A token for client as shown in Figure 3.13. The server also 

stores OTP_A token for further use as same as the ID token. 

 

 

Figure 3.13 Result from OTP generation and encryption key 

 

The server then encrypts the OTP_A token with generated key K_AB token 

and binds with gy token before send back to the client. Because there is no intercept 

from the intruder (mode E1), the message M2 coloured token is sent through place 

PASS (shown in Figure 3.14). 
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Figure 3.14 Server sends message M2 though place Pass  

 

When the client receives the message M2 coloured token, the message is 

separated into two parts (exclude the mode E1 token). The first part is Diffle-Hellman 

key parameter gy token from the server, which is sent along with gx token from the 

client himself to generate the symmetric encryption key K_AB token. The second part 

is the encryption of OTP_A which will be decrypted by using the generated K_AB. 

After decrypting the encryption of OTP_A, the client gets OTP_A token for use with 

his belonging USB data storage device. 

For further communication or client requests the new OTP for the next 

access permission, the client has to create the request message REQ coloured token by 

using encryption key to encrypt the user ID token and sends to the server. Because this 

is in mode E1 which is no attack from the intruder, the message REQ coloured token is 

sent through place REQ. 

 

 

Figure 3.15 Client sends message REQ though place REQ 

 

The Server receives message REQ coloured token and decrypts by using 

encryption key K_AB to get client ID token. The decrypted ID token will be compared 

with the previous stored ID token to verify the user identification. If the ID token is 

valid, then the server generates the new OTP_A token for the request. Then, the server 

binds the SEED_SV token and previous OTP_A token to create the new OTP_A token. 

This process is controlled by place “Counter”, from Figure 3.16. The condition from 

the transition to place “Counter” is “if n<3, then 1` (n+1), else empty” (indicated with 
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blue message) which means the client can request the new OTP from server only three 

times. In the model, we can change this limitation by editing this value in the 

condition to a favorite number. 

 

 

Figure 3.16 Server generates the new OTP_A token 

 

After generating the new OTP_A token, the server encrypts the token using 

encryption key K_AB token to create response message RES coloured token before 

sending back to the client. Since there is no attack from the intruder in this scenario, 

the message RES coloured token is sent through the place RES following the mode E1 

condition (Figure 3.17). 

 

 

Figure 3.17 Server sends RES coloured token 

 

The client receives the message RES coloured token from server and 

decrypts the message to get OTP_A token by using key K_AB token. Then the client 

can use the new OTP for an assigned task. The client can also request the new OTP 

again until the place Counter’s condition in the server is reached the limit. If the 

condition is reached, then the client cannot request the new OTP anymore (Figure 

3.18). 
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Figure 3.18 Server cannot generate new OTP 

 

This scenario is a normal workflow of the proposed protocol, so we can 

investigate the running process step-by-step to verify the correctness of the protocol in 

normal situation. 

 

Mode E2: The intruder attacks the protocol using Man-in-the-Middle 

attack and changes Diffie-Hellman key exchange parameters 

 

 

Figure 3.19 Intruder intercepts the message M1 
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This scenario starts as same as the Mode E1 scenario, the client creates 

message M1 coloured token and send out to the server through the intruder. But this 

time, the intruder intercepts the message M1 and reroute the message to place C3 as 

shown in Figure 3.19. The intruder initiate the Man-in-the-Middle attack, by replace 

Diffie-Hellman key exchange parameter gx with gz. Then the intruder forwards the 

modified message M1 coloured token to the server while the gx token is stored in 

place gx for further use.  

The server receives the message M1 coloured token and separates the 

message into three parts as same as the previous scenario. But the result of encryption 

key generation is K_BZ instead of K_AB token, because the pair of Diffie-Hellman key 

exchange parameter tokens gz and gy instead of gx and gy (Figure 3.20). 

 

 

Figure 3.20 Encryption generation result 

 

The rest of the process which happens in the server is as same as the 

previous scenario in mode E1. The difference is when the server is going to send the 

message M2 coloured token out, the message M2 transmits through the place C5 

instead of place PASS as shown in Figure 3.21. This is because the intruder intercepted 

the communication and changed the Diffie-Hellman key exchange parameter tokens. 

If the intruder lets this message pass to the client without intercept, then the client will 

notice the attack, because the client cannot decrypt the encryption of the message.  
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Figure 3.21 Server sends the message M2 via place C5 

 

The intruder receives the message M2 and separates into two parts; the 

Diffie-Hellman key exchange parameter gy part and the OTP_A token encryption part.  

The first part binds with the stored gx token to create the symmetric encryption key 

K_AB token, and gz token to create the K_BZ token. The intruder uses the K_BZ token 

to decrypts the encryption of OTP to retrieve the OTP_A token as shown in Figure 

3.22. 

 

 

Figure 3.22 Intruder gets OTP_A token 

 

The intruder also binds the Diffie-Hellman key exchange parameter gx and 

gy to create the encryption key K_AZ token. Then the intruder uses K_AZ token to 

encrypt the OTP_A token and forwards to the client through the place C10. By doing 

this, the intruder can avoid the client noticing the Man-in-the-Middle attack from the 

intruder. After receiving the modified message M2 coloured token, the client separates 

and decrypts the message as same as the process in mode E1. This time the client uses 

the received K_AZ token to retrieves the OTP_A token (Fig 3.23). 
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Figure 3.23 Client gets OTP_A token 

 

For addition OTP requests, the client can also create the request message 

REQ coloured token and send to the server. In this scenario, the request message REQ 

is sent through the place REQ1 instead of REQ due to the value of mode selector token 

is E2 as shown in Figure 3.24. 

 

 

Figure 3.24 Client sends request message REQ 

 

The intruder intercepts the request message REQ then decrypts with K_AZ 

token and re-encrypts with K_BZ token, then forwards the request message to the 

server (Figure 3.25). The reason is if the intruder leaves the request message REQ pass 

without replacing the encryption key, the server is unable to decrypt the encryption 

with K_BZ token. Then the attack will be compromised and the session will be 

terminated. 
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Figure 3.25 Intruder intercept and replace the encryption of the message 

 

The server receives the request message M2 coloured token from the 

intruder, the server decrypts the message and retrieves the ID token. The process and 

conditions of generating the new OTP is as same as in mode E1 simulation. After 

generating the new OTP_A token, the server decrypts OTP_A by key K_BZ and send 

back to the client through the place RES1 (Figure 3.26). 

 

 

Figure 3.26 Server sends response message RES 

 

The intruder also intercepts the response message RES from the server, by 

decrypting with K_BZ and re-encrypting with K_AZ, in order to avoid the client 

notices the attack. 

 

Mode E3: The intruder attacks the protocol using Man-in-the-Middle 

attack and change Diffie-Hellman key exchange parameters and USB unique serial 

number 

This scenario also starts as same as the Mode E1 scenario, the client 

creates message M1 coloured token and sends out to the server through the intruder. 

But this time, the intruder intercepts the message M1 and reroutes the message to place 

C4 as shown in Figure 3.27. The intruder initiates the Man-in-the-Middle attack by 

replacing not only Diffie-Hellman key exchange parameter gx with gz but also 
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replacing USB unique serial number USB_A with USB_Z, then forwards the modified 

message M1 coloured token to the server while the gx token is stored in place gx for 

further use.  

 

 

Figure 3.27 Intruder intercepts the message M1 

 

The server receives the message M1, separates the message and generates 

the encryption key K_BZ as same as the previous mode E2. But the OTP generation is 

different, the server uses OTP_Z token instead of OTP_A token to generate the OTP. 

Figure 3.28 shows the result of the generation is OTP_Z token.  

 

 

Figure 3.28 OTP_Z token is generated 

 

The rest of the message M2 generation process is as same as the previous 

scenarios (mode E1 and E2). The message M2 coloured token consists of Diffie-

Hellman key exchange parameter gy token and OTP_Z token, which is encrypted by 
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K_BZ token. The message M2 is sent through the place C5 because the value of mode 

selector token is E3.  

The intruder receives the message M2 and separates the message into 

parts. The gy token is sent to bind with token gx and gz, to generate the key token 

K_AB and K_BZ accordingly. The key token K_BZ is used to decrypt the encryption of 

OTP_Z token in order to retrieves the OTP_Z token. Because the intruder gets the 

OTP_Z token, the place “Unsafe1” has a token “Intruder gets OTP for his own USB 

device” (Figure 3.29). 

 

 

Figure 3.29 Intruder gets the OTP_Z 

 

The intruder continues to encrypt the OTP_Z token and binds with gz 

token, before sends out to client. The client receives the modified message M2 

coloured token and splits into parts. The Diffie-Hellman key exchange parameters gz 

is taken along with gx to create the encryption key token K_AZ, which is used to 

decrypts the encryption of OTP_Z as shown in Figure 3.30.  

 

 

Figure 3.30 Client decrypts the OTP encryption 
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The client retrieves the OTP_Z token from the encryption, and notices that 

the retrieved OTP is not a OTP_A token. Finally, the place “Session End” has the 

token “OTP is invalid” stored in the place (Figure 3.31). 

 

 

Figure 3.31 Client notices that OTP is invalid 

 

The last scenario we simulate the appearance of the unsafe place with a 

stored token. This means that there is an unsafe state in the workflow of the proposed 

protocol. The unsafe state will be discussed in the next chapter. 

 

 

3.3 Verification phase 

The purpose of this phase is to verify the protocol using the tools provided 

in CPN Tools. The outcome of this phase consists of the simulation results for each 

scenario and generated state space reports for each simulation. These results will be 

described later in the chapter 4.  

 

 

3.4 Implementation phase 

After protocol verification using formal method tool in the previous phase, 

the prototype software has been implemented in order to validate the correctness of the 

protocol’s workflow.  The implemented software demonstrates the 2-step 

authentication process to grant an access to the data storage device. 
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3.4.1 Overview 

The implemented software contains two steps of authentication process. At 

the first step, the user has to input the registered username and password. Then the 

system will show additional user interface window for the user to input the set of 6-

digits number as the second step of authentication. The set of number for input in this 

step will be generated from the system and display in another user interface window. 

The user has to complete both steps, in order to gain access to the system. 

 

3.4.2 Declarations 

The variables that will be used in the implemented software have to be 

unique, because the purpose of the software is to prevent the usage and control the 

access of USB data storage device from improper uses. 

 

 

Figure 3.32 Username and Password declaration 

 

 

 Figure 3.33 USB serial and IMEI serial declaration 

 

The Figure 3.32 and 3.33 show list of the variable which is used in the 

software. Username and Password are the parameters belonged to individual users, 

while IMEI number and USB serial number are variable number related to each 

device. 
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By using the USB unique number (usbserial) and Smartphone IMEI 

(imeiserial) as the factor in OTP generation, the generated OTP can be used with 

specified USB device and Smartphone which have the same value in the source code. 

 

3.4.3 Algorithms 

Most of the algorithms in the implemented software are the conditions 

such as if-else loops and switch, which control the access of the process that initiated 

by the user. The hash function is also applied for digest the string, and the timer 

function is used to control the access and limit the time usage. 

Login Process When compiles the source code, this is the first step in 

authentication process. The client has to input his username and password to proceeds 

to the next step. Incorrect username or password or both of them will not be granted an 

access. 

 

 

Figure 3.34 Username and password verification 

 

OTP Generation The factors which are used in the OTP generation process 

consist of; Username (LoginUsername), Password (LoginPassword), USB unique 

serial number (usbserial), IMEI serial number (imeiserial), Timestamp (timestamp) 

and Random Nonce (random_nonce). These factors are concatenate together and sent 

to SHA-1 hash function. The result is in the form of 6-digits number. 
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Figure 3.35 Factors concatenation 

 

OTP Verification Verifying the input OTP from the client is simple, if the 

input OTP is equals to another one in the system then the client is granted. If they are 

not equals, then the client needs to re-input the OTP again. The problem is how to 

know that the OTP is already used before. To solve this problem, we declare the 

integer variable result_check in order to verify the OTP that is already used or not 

(Figure 3.6). After verifying the use of OTP finished, the result will be displayed in the 

pop-up message dialog box as shown in Figure 3.37. 

 

 

Figure 3.36 Conditions to verify if OTP corrected and was already used or not 

 

 

Figure 3.37 Result of verification shows in message dialogbox  
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Countdown Timer Each generated OTP has life time limitation. The OTP 

is valid only 30 seconds after being generated. Figure 3.35 shows the algorithm of 

countdown timer for each OTP. The timer starts when the user requests the OTP and 

counts from 30 seconds to 0. If the timer reaches the 0, then the current OTP is invalid 

and the user has to request the new OTP. 

 

 

Figure 3.38 Countdown timer algorithm 

 

Rate-limit The rate-limit is the limitation which allows the user inputs the 

OTP in a period of time. In this software, the user can attempt the input three times per 

one OTP. If the limitation is reached, then the system will shutdown itself. 

 

 

Figure 3.39 Rate limitation declarations 

 

 

Figure 3.40 Rate limitation conditions 

 

Request-limit The request-limit allows the user to request the new OTP 

only 3 times. If the user request the new OTP more than three times, the system will 

shutdown itself. 
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Figure 3.41 Request limitation declarations 

 

 

Figure 3.42 Request limitation conditions 

 

 

3.5 Validation phase 

The purpose of this phase is to compile investigate the results of the 

implemented software from many action which may be occurs. Then the implemented 

software will be discussed about the security properties which were provided. This 

will be described in the chapter 4. 

 

 

3.6 Analysis phase 

The purpose of this phase is to compile analyze the result of the proposed 

protocol model from the simulations and the implemented software in order to find the 

result from both model and software are achieved the goal. The security properties of 

the proposed model and implemented software will also be analyzed and studied for 

the improvement. This phase will be described in the chapter 5. 
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CHAPTER IV 

EXPERIMENT RESULT 

 

 

4.1 The CPN model result 

                 From the previous chapter, we implemented model and created scenarios of 

CPNs model for the proposed protocol, in order to ensure that the proposed protocol is 

able to handle specified attacks from the intruder. The first scenario is normal 

workflow of the protocol. In second scenario, the intruder attempts to change Diffie-

Hellman key exchange parameter in order to intercept the protocol. And the last 

scenario, the intruder tries harder to intercept the protocol by changing Diffie-Hellman 

key exchange parameter and USB unique serial number. 

 

                 4.1.1 Scenario 1 

 

 

Figure 4.1 A state from scenario 1 
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Figure 4.2 State Space Report from scenario 1 

 

CPN Tools state space report for: 

/cygdrive/C/Users/Siripoom/Downloads/Coloured Petri Nets/Prototype_001_Man in the 

middle_007.cpn 

Report generated: Tue Apr  7 22:56:39 2015 

 

 Statistics 

------------------------------------------------------------------------ 

  State Space 

     Nodes:  50 

     Arcs:   49 

     Secs:   0 

     Status: Full 

 

  Scc Graph 

     Nodes:  50 

     Arcs:   49 

     Secs:   0 

 

 Boundedness Properties 

------------------------------------------------------------------------ 

  Best Integer Bounds 

                                       Upper      Lower 

     Client'Unsafe2 1          0          0 

     Intruder'Capa 1               1          1 

     Intruder'Capa1 1              1          1 

     Intruder'Intruder_get_K_AB 1    0          0 

     Intruder'K_AZ 1         0          0 

     Intruder'K_BZ 1           0          0 

     Intruder'USBx 1        0          0 

     Intruder'USBz 1         1          1 

     Intruder'Unsafe1 1      0          0 

     Intruder'gx 1                         0         0 

     Intruder'gy 1                     0         0 

     Intruder'gz 1       1          1 

     Server'New_OTP 1         1          0 

     Server'Reject 1           0          0 

     Server'Seed 1             1          0 

     Server'Store_ID 1         1          0 

     Server'Store_OTP 1       1          0 

     Server'Store_Seed 1       1          0 

     Server'Unsafe3 1          0          0 

     Server'Y 1                1          1 
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Figure 4.2 State Space Report from scenario 1 (cont.) 

 

When there is no attack from intruder in this scenario, the result of 

protocol in this scenario is similar to normal workflow. Since the intruder allows the 

message pass without modification, he cannot decrypt the encrypted message which 

contained OTP. This is because the properties of Diffie-Hellman key exchange method 

that the intruder has to modify the message from both sides to get Diffie-Hellman key 

  Best Upper Multi-set Bounds 

     Client'Unsafe2 1    empty 

     Intruder'Capa 1     1`0 

     Intruder'Capa1 1    1`0 

     Intruder'Intruder_get_K_AB 1empty 

     Intruder'K_AZ 1     empty 

     Intruder'K_BZ 1     empty 

     Intruder'USBx 1     empty 

     Intruder'USBz 1     1`USB_Z 

     Intruder'Unsafe1 1  empty 

     Intruder'gx 1       empty 

     Intruder'gy 1       empty 

     Intruder'gz 1       1`gz 

     Server'New_OTP 1    1`OTP_A 

     Server'Reject 1     empty 

     Server'Seed 1       1`SEED_SV 

     Server'Store_ID 1   1`ID 

     Server'Store_OTP 1  1`OTP_A 

     Server'Store_Seed 1 1`SEED_SV 

     Server'Unsafe3 1    empty 

     Server'Y 1          1`gy 

 

  Best Lower Multi-set Bounds 

     Client'Unsafe2 1    empty 

     Intruder'Capa 1     1`0 

     Intruder'Capa1 1    1`0 

     Intruder'Intruder_get_K_AB 1 empty 

     Intruder'K_AZ 1     empty 

     Intruder'K_BZ 1     empty 

     Intruder'USBx 1     empty 

     Intruder'USBz 1     1`USB_Z 

     Intruder'Unsafe1 1  empty 

     Intruder'gx 1       empty 

     Intruder'gy 1       empty 

     Intruder'gz 1       1`gz 

     Server'New_OTP 1    empty 

     Server'Reject 1     empty 

     Server'Seed 1       empty 

     Server'Store_ID 1   empty 

     Server'Store_OTP 1  empty 

     Server'Store_Seed 1 empty 

     Server'Unsafe3 1    empty 

     Server'Y 1          1`gy 
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exchange parameters and generate the session key. In figure 4.1 shows a state of the 

protocol workflow during simulating the scenario 1 that the OTP token is OTP_A 

which is for the client A to use. The State Space Report in Figure 4.2 shows that there 

is no token occurred in Unsafe1, Unsafe2, and Unsafe3 places which mean that the 

protocol is valid in the normal situation. The upper and lower integer bounds of USBx, 

USBz, gx, gy, and gz place in the intruder side are not change. We can confirm there is 

no interception from the Intruder’s places which are showed “empty” in Best Upper 

Bounds and Best Lower Bounds topics. 

 

                 4.1.2 Scenario 2 

 

 

Figure 4.3 Client side in scenario 2 
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Figure 4.4 Intruder side in scenario 2 

 

In this scenario, both server and client do not notice man-in-the-middle 

attack from the intruder. The client can still use the retrieved OTP_A token, and the 

server is able to generate the new OTP for each request. However, the intruder cannot 

use an OTP_A, as shown in the Figure 4.4 because the OTP generation algorithm 

requires the unique serial number of USB data storage device as one of the factor 

which makes OTP_A useless to the intruder. Figure 4.4 demonstrates that the intruder 

gets the Diffie-Hellman key exchange parameters gx and gy by tapping and rerouting 

the messages but he cannot use the OTP which is retrieved from the decrypted 

message. 

 

 

Figure 4.5 Server side in scenario 2 
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Figure 4.6 State Space Report from scenario 2 

CPN Tools state space report for: 

/cygdrive/C/Users/Siripoom/Downloads/Coloured Petri Nets/Prototype_001_Man in the 

middle_007.cpn 

Report generated: Wed Apr  8 00:07:40 2015 

 

 Statistics 

------------------------------------------------------------------------ 

  State Space 

     Nodes:  538 

     Arcs:   591 

     Secs:   0 

     Status: Full 

 

  Scc Graph 

     Nodes:  538 

     Arcs:   591 

     Secs:   0 

 

 Boundedness Properties 

------------------------------------------------------------------------ 

  Best Integer Bounds 

                                        Upper      Lower 

     Client'Unsafe2 1          0          0 

     Intruder'Capa 1           1          0 

     Intruder'Capa1 1          1          0 

     Intruder'Intruder_get_K_AB 1 1          0 

     Intruder'K_AZ 1           1          0 

     Intruder'K_BZ 1           1          0 

     Intruder'USBx 1           0          0 

     Intruder'USBz 1           1          1 

     Intruder'Unsafe1 1        0          0 

     Intruder'gx 1             1          0 

     Intruder'gy 1             1          0 

     Intruder'gz 1             1          0 

     Server'New_OTP 1         1          0 

     Server'Reject 1           0          0 

     Server'Seed 1             1          0 

     Server'Store_ID 1         1          0 

     Server'Store_OTP 1        1          0 

     Server'Store_Seed 1       1          0 

     Server'Unsafe3 1          0          0 

     Server'Y 1                1          1 

 

Best Upper Multi-set Bounds 

     Client'Unsafe2 1    empty 

     Intruder'Capa 1    1`0 

     Intruder'Capa1 1    1`0 

     Intruder'Intruder_get_K_AB 1  1`K_AB 

     Intruder'K_AZ 1     1`K_AZ 

     Intruder'K_BZ 1     1`K_BZ 
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Figure 4.6 State Space Report from scenario 2 (cont.) 

 

Since the intruder changes Diffie-Hellman key exchange parameters in this 

scenario, he can generate the encryption key KAZ for communicating with the client 

and KBZ for communicating with the server. For this reason, the values of integer 

bounds of place K_AZ and K_BZ, which are the session key for communication 

between intruder-client and intruder-server, had been changed as shown in Figure 4.6. 

The place gx, gy, and gz in the State Space Report which are Diffie-Hellman key 

agreement parameters also had been changed due to the interception and alteration 

from the intruder. The upper and lower integer bounds of Intruder_get_K_AB place 

are changed as well since the intruder is able to create the K_AB from the gx and gy 

     Intruder'USBx 1     empty 

     Intruder'USBz 1     1`USB_Z 

     Intruder'Unsafe1 1  empty 

     Intruder'gx 1       1`gx 

     Intruder'gy 1       1`gy 

     Intruder'gz 1       1`gz 

     Server'New_OTP 1    1`OTP_A 

     Server'Reject 1     empty 

     Server'Seed 1       1`SEED_SV 

     Server'Store_ID 1   1`ID 

     Server'Store_OTP 1  1`OTP_A 

     Server'Store_Seed 1 1`SEED_SV 

     Server'Unsafe3 1    empty 

     Server'Y 1          1`gy 

 

  Best Lower Multi-set Bounds 

     Client'Unsafe2 1    empty 

     Intruder'Capa 1     empty 

     Intruder'Capa1 1    empty 

     Intruder'Intruder_get_K_AB 1empty 

     Intruder'K_AZ 1     empty 

     Intruder'K_BZ 1     empty 

     Intruder'USBx 1     empty 

     Intruder'USBz 1     1`USB_Z 

     Intruder'Unsafe1 1  empty 

     Intruder'gx 1       empty 

     Intruder'gy 1       empty 

     Intruder'gz 1       empty 

     Server'New_OTP 1    empty 

     Server'Reject 1     empty 

     Server'Seed 1       empty 

     Server'Store_ID 1   empty 

     Server'Store_OTP 1  empty 

     Server'Store_Seed 1 empty 

     Server'Unsafe3 1    empty 

     Server'Y 1          1`gy 
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token, but it is useless since the intruder has to use K_AZ and K_BZ instead. The 

integer bounds of USBx and USBz place are unchanged, since the intruder left the USB 

serial number unchanged. Finally, all of the Unsafe places (Unsafe1, Unsafe2, and 

Unsafe3) still have no token occurs. As a result, even the intruder had intercepted the 

communication; the protocol is still achieving the goal of security on the OTP-level. 

 

4.1.3 Scenario 3 

 

Figure 4.7 The unsafe state in the scenario 3 

 

 

Figure 4.8 Session end after client notices the intruder 
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 In this scenario, the intruder succeeds to obtain OTP_Z token (shown in 

Figure 4.7) for his own USB data storage device. Also, the ‘Unsafe1’ place, which is 

used to confirm that the unsafe state can occurred during workflow, shows that there is 

a token stored in this place after the simulation finished. Although, the client is able to 

notice the attack and suspend the session (Figure 4.8), the OTP_Z which is generated 

by the server does not belong to a client’s USB data storage device. The protocol is 

still vulnerable to this kind of attack since an intruder is able to obtain OTP and gains 

access to services. Anyways, the intruder obtains the OTP_Z token, not OTP_A, which 

indicates that the intruder is still unable to gain an access to the client’s USB device 

(USBA). 

From the State Space report in Figure 4.9, the values of integer bounds of 

place K_AZ, K_BZ, USBx, USBz, gx, gy, and gz had been changed because the intruder 

intercepted and replaced both Diffie-Hellman key agreement parameters and USB 

unique serial number in this scenario. The integer bound values of Unsafe1 place in 

the intruder model have changed because there is the token occurs, which means this 

simulation environment of the protocol model had an insecure state. However, the 

other Unsafe places (Unsafe2 and Unsafe3) have no changes in the integer bounds 

because the communication had been terminated already. The Session End place at the 

client side also has “OTP is invalid” token represents that the user was able to retrieve 

the OTP, but the client cannot use this OTP on his USB device. Because the OTP was 

generated from altered USB serial number which was replaced by the intruder.  
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Figure 4.9 State Space Report from scenario 3 

CPN Tools state space report for: 

/cygdrive/C/Users/Siripoom/Downloads/Coloured Petri Nets/Prototype_001_Man in the 

middle_007.cpn 

Report generated: Wed Apr  8 00:10:58 2015 

 

 Statistics 

------------------------------------------------------------------------ 

  State Space 

     Nodes:  154 

     Arcs:   207 

     Secs:   0 

     Status: Full 

 

  Scc Graph 

     Nodes:  154 

     Arcs:   207 

     Secs:   0 

 

 Boundedness Properties 

------------------------------------------------------------------------ 

  Best Integer Bounds 

                                      Upper      Lower 

     Client'Unsafe2 1          0          0 

     Intruder'Capa 1           1          0 

     Intruder'Capa1 1          1          0 

     Intruder'Intruder_get_K_AB 1 1          0 

     Intruder'K_AZ 1           1          0 

     Intruder'K_BZ 1           1          0 

     Intruder'USBx 1           1          0 

     Intruder'USBz 1           1          0 

     Intruder'Unsafe1 1        1          0 

     Intruder'gx 1             1          0 

     Intruder'gy 1             1          0 

     Intruder'gz 1             1          0 

     Server'New_OTP 1         0          0 

     Server'Reject 1          0          0 

     Server'Seed 1             1          0 

     Server'Store_ID 1         1          0 

     Server'Store_OTP 1        1          0 

     Server'Store_Seed 1       1          0 

     Server'Unsafe3 1          0          0 

     Server'Y 1                1          1 

 

  Best Upper Multi-set Bounds 

     Client'Unsafe2 1    empty 

     Intruder'Capa 1     1`0 

     Intruder'Capa1 1    1`0 

     Intruder'Intruder_get_K_AB 1 1`K_AB 

     Intruder'K_AZ 1     1`K_AZ 

     Intruder'K_BZ 1     1`K_BZ 

     Intruder'USBx 1     1`USB_A 

     Intruder'USBz 1     1`USB_Z 

     Intruder'Unsafe1 1  1`"Intruder gets OTP for his own USB device" 

     Intruder'gx 1       1`gx 
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Figure 4.9 State Space Report from scenario 3 (cont.) 

 

In conclusion, we can ensure that the proposed protocol is able to tolerance 

the Man-in-the-Middle attack from the intruder. However, there is some vulnerable in 

the model that let the intruder be able to obtain the OTP_Z token, that can be used with 

the USBZ device which is possessed by the intruder. Besides, the OTP_Z token is can 

be used with the USBZ device only, the USBA device is still safe from the attack and 

the intruder is unable to access the target USB device. 

 

 

4.2 The implemented Software result 

                   After protocol verification using formal method tool, the source code has 

been implemented in order to validate the correctness of the protocol’s workflow.  The 

     Intruder'gy 1       1`gy 

     Intruder'gz 1       1`gz 

     Server'New_OTP 1    empty 

     Server'Reject 1     empty 

     Server'Seed 1       1`SEED_SV 

     Server'Store_ID 1   1`ID 

     Server'Store_OTP 1  1`OTP_Z 

     Server'Store_Seed 1 1`SEED_SV 

     Server'Unsafe3 1    empty 

     Server'Y 1          1`gy 

 

  Best Lower Multi-set Bounds 

     Client'Unsafe2 1    empty 

     Intruder'Capa 1     empty 

     Intruder'Capa1 1    empty 

     Intruder'Intruder_get_K_AB 1  empty 

     Intruder'K_AZ 1     empty 

     Intruder'K_BZ 1     empty 

     Intruder'USBx 1     empty 

     Intruder'USBz 1     empty 

     Intruder'Unsafe1 1  empty 

     Intruder'gx 1       empty 

     Intruder'gy 1       empty 

     Intruder'gz 1       empty 

     Server'New_OTP 1    empty 

     Server'Reject 1     empty 

     Server'Seed 1       empty 

     Server'Store_ID 1   empty 

     Server'Store_OTP 1  empty 

     Server'Store_Seed 1 empty 

     Server'Unsafe3 1    empty 

     Server'Y 1          1`gy 
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implemented software demonstrates the 2-step authentication process to grant an 

access to the data storage device. In this thesis, we implement the prototype software 

using JAVA programming language and the NetBeans IDE 8.0.2 as a compiler. The 

reason of implementing the software using JAVA is that we can design the user 

interfacing with graphical wizard tool. 

 

 

Figure 4.10 MainLogin User interface 

 

 

Figure 4.11 OTP-Display User interface 
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Figure 4.12 OTP-Input User interface 

 

The software has three GUIs (graphic user interface) which are 

MainLogin, OTP-Display, and OTP-Input (Figure 4.10 to 4.12). When the program 

starts, the MainLogin interface appears and client has to input username and password 

as a first step of authentication. If the client inputs wrong username or password or 

both, the system dialog box will appear and notice the client that the inputs are 

incorrect as shown in Figure 4.13. 

 

 

Figure 4.13 Warning message dialog box 

 

                 After client inputs the valid username and password, two additional 

interfaces will appear. The OTP-Display user interface appears with 6-digits number 

and 30-seconds countdown timer. Another interface is OTP user interface which 

displays a textbox window for entering the set of correct number. In this step, the 

client has to put the 6-digit number, which is shown in OTP-Display user interface, 

into the empty textbox on the OTP-Input user interface to complete the second step of 

authentication. If the client inputs the OTP from the OTP-Display user interface into 

the OTP-Input user interface correctly, the client will gain an access to the system 

legally (Figure 4.14). 

 



Siripoom Laptikultham  Experiment Result / 54 

 

Figure 4.14 Access granted dialog box 

 

                 However, the client has only 30 seconds to enter the correct OTP before the 

current OTP will be expired (Figure 4.15), this condition will prevent the system from 

offline-password guessing attack. After the current OTP is invalided, the client needs 

to get the new set of number by click “Get OTP” button in the OTP-Display user 

interface. Moreover, client can attempt the input only three times per one OTP. If the 

client cannot input the OTP correctly in three times, the system will shutdown itself 

automatically. This is called “Rate-limiting” which is used to prevent the system from 

the brute-force attack and offline-guessing attack. 

 

 

Figure 4.15 Time-out dialog box 

 

Another prevention feature is called “Request-limiting”, which allows the 

user to request the new set of OTP for three times only. If the user requests the forth 

OTP, the warning dialog box will appear as shown in Figure 4.16. This feature is used 

to prevent the system from the user flooding the request message to the server which 

may lead to DOS attack. 
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Figure 4.16 Request-limit dialog box 

 

Username and Password are the parameters belonged to individual users, 

while IMEI number and USB serial are variable number related to each device. By 

using the USB unique number (Usb serial) and Smartphone IMEI as the factor of OTP 

generation, the generated OTP can be used with specified USB device and 

Smartphone which have the same value in the source code. 

From the reasons above, only a legitimated client, who possesses the 

specified Smartphone and USB data storage device and passes the registration 

procedure appropriately, is able to access the data stored in the USB storage device. 

Anyone who did not registered and/or possessed the specified Smartphone and USB 

device, is unable to gain the permission to access the device. 

Finally, the Figure 4.17 shows the flowchart process of the implemented 

software. The implemented software workflow starts with the appearance of 

MainLogin window. After user inputs the username and password correctly, OTP-

Display and OTP-Input window will appear. The user has to input the OTP, which is 

six-digit number shows in OTP-Display window, in order to gain an access. If the user 

inputs incorrect OTP more than three times, the software will shutdown itself. If the 

OTP is used already or OTP is timed out, the user has to request the new OTP or the 

software will shutdown itself too. Finally, if the user had request the new OTP three 

times already, the software will also shutdown itself. 
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Figure 4.17 Flowchart of implemented software 
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CHAPTER V 

ANALYSIS 

 

 

                   In this chapter, we present a protocol analysis to ensure that our proposed 

protocol model and implemented software, both of them provide basic security 

properties much enough to achieve our defined goals. 

 

 

5.1 Protocol model analysis 

This subsection analyses the security properties of the proposed protocol 

by running the simulation model which were built in CPNs tool.  

 

5.1.1 Integrity 

Having an integrity property will ensure the original of the exchanged 

message between two parties. If the message had been changed, the protocol 

participants should be able to detect the changes and reject the message. Since our 

protocol applies only symmetric encryption technique with hash function on some 

parameters; for example, the protocol still has enough integrity in the OTP-level as in 

the scenario 2. Although the intruder changed both Diffie-Hellman key exchange 

parameter and symmetric session key, the client still can decrypts the modified 

message and use the received OTP without any problem because the OTP generation 

process employs unique number of USB data storage device as one of the factor. 

However, the intruder cannot modify this parameter. If he does, the result will be 

another OTP for the USB device which has the modified unique number parameter. 

 

5.1.2 Confidentiality 

Confidentiality prevents unauthorized persons from accessing and reading 

the messages between intended participants. However, our protocol aims to have a 

light-weighted computation. With confidentiality requirement, the message encryption 
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will apply only on the important information parameters. Although the intruder can 

decrypt the encrypted message (as in Scenario 2), but he is still unable to use the 

retrieved OTP freely. For this reason, our protocol has a property of confidentiality on 

an OTP-level. 

 

5.1.3 Authentication 

This is the primary concern of our proposed protocol because we attempt 

to develop an authentication protocol for protecting USB storage devices. To generate 

a unique OTP for a specific USB data storage device from many identical factors, the 

protocol is able to provide an authentication service to both client and server using this 

method. 

 

5.1.4 Replay Attack 

The proposed protocol is able to prevent the OTP from an intruder. By 

using ID and USB’s serial number, which both of them are unique, as the factors to 

generate a unique OTP for specified user and USB devices. If the intruder had 

changed ID information, then the server will realize that there is another user request 

for OTP. Even the intruder tries to change serial number of USB device from the 

original to his own device, then the server will generated OTP which is for his own 

USB, not for an original one. Anyways, if an intruder has changed the serial number of 

USB, then the client is able to detect and notice about this situation since the received 

OTP is different from the one which is belonged to a client. 

 

5.1.5 Prevent unauthorized users or authorized users from 

unauthorized use 

By using unique factor such as ID, USB unique serial number, and 

Smartphone IMEI code, the unique OTP is created for each set of factors. An 

unauthorized user is unable to use an OTP because it is only for the USB device on 

client’s hand. Even the unauthorized user changes information, the OTP output is for 

the modified information set. However, there is a vulnerable occurred in the scenario 3 

when an intruder replaces Diffie-Hellman key exchange parameter g
x
 with g

z
 and 

replaces USB device unique number USBA with USBZ in the message M1. In the 
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message M2, the intruder can retrieve the OTPZ by decrypting the OTP encryption 

because the OTPZ was generated from the USBZ owned by the intruder. This situation 

causes a client to notice about the existence of intruder in the protocol, so a client will 

terminate the session. Nonetheless, this situation may occur if the registration database 

system uses the “one person-many devices” scheme or the intruder possesses the 

stolen USB device and there is no update on the USB device status. If the 

administrator uses “one person-one device” database scheme or update the status of 

the USB device, then the situation can be prevented from occur.  

 

 

5.2 Implemented Software analysis 

This subsection considers the security properties of the implemented 

software resulting from the previous chapter. 

 

5.2.1 Prevent unauthorized user from access 

Because the OTP is generated from many unique factors which are 

belonged to specified user and device. Username and Password are belonged to the 

registered client, USB unique serial number is belonged to the specific USB device, 

and IMEI is belonged to specific Smartphone. The result shows that generated OTP 

can be used by the legitimate user who possesses the specific USB device and 

Smartphone. Consequently, the other users who did not registered cannot use the OTP 

to access the device. 

 

5.2.2 Password guessing and Brute-Force attack 

The implemented software can prevent USB device from password 

guessing and brute-force attack from the intruder. Because our OTP was generated 

randomly from many unique factors, the output OTP is impossible to calculate in the 

30 seconds. Moreover, the generated OTP is in 6-digits form, and “rate-limiting” 

property which allows the user can attempt to input the password only three times per 

one OTP. This makes the intruder cannot attack the system using the brute-force 
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method to find the correct OTP. Subsequently, the implemented software is safe from 

such the attacks. 

 

5.2.3 Replay attack 

The implemented software code has protected the used OTP from being 

re-used. This property will be activated after the client inputs the correct OTP and 

gains the access, then the client or anyone cannot reuse the used OTP again. Similarly, 

the intruder cannot use the OTP to launch the replay attack on the system. Thus, the 

implemented software is always safe from the replay attack. 

   

5.2.4 Prevent duplication of software from the device to others 

Because the OTP is generated by using many unique factors such as 

Username, Password, USB serial number, and Smartphone IMEI , which made OTP is 

only for specific device. Even the intruder duplicates the software and data from the 

USB device to others, the data still cannot be accessed. This is because the software 

was bound to the serial number of the former USB device. Duplicating the software 

cannot change this specific parameter to other value. 

 

 

5.3 Computational Cost Comparison 

In this subsection, the proposed protocol (Fig 3.3) is compared with Yang 

et al. protocol [5], Lee et al. protocol [6], and He et al. [7] in term of computational 

cost. We divide and analyze both protocols’ operation in crypto-operations term. Then, 

the protocols were computed using the relative computational times which were 

calculated as before in [24]. The notations are as follows: 

 

Thash : Computational cost of one-way hash function  

Tsym : Computational cost of symmetric key cryptography 

Tpm : Computational cost of elliptic curve point multiplication 

Tme : Computational cost of modular exponentiation operation 

Tfe : Computational cost of fuzzy extractor 
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To calculate precisely, it requires 0.00032s to execute the one-way hash 

function, 0.0056s to execute the symmetric encryption/decryption, 0.0171s to execute 

an elliptic curve point multiplication and 0.0192s to execute a modular exponential. 

The computational cost comparison shows in the Table 5.1. Since the random 

operation has execution time much less than hash function operation, we assume that it 

spends 0 second and is excluded from the calculation. From the Table 5.1, Yang et al. 

protocol has execution time more than other protocols in both User/Client side and 

Authentication Server side. The second most execution time protocol is He et al. 

protocol following by Lee et al. protocol. The proposed protocol has the least 

execution time in the comparison due to the less number of crypto-operations.  

It should be noted that the Tfe is only available in He et al. [7] and assumed 

that the computational cost is the same as the elliptic curve point multiplication. 

 

Table 5.1 Computational cost comparison table 

Protocol User/Client 
Authentication 

Server 
Total 

Yang et al. 

[5] 

3Thash+1Tsym+4Tme    

≈ 0.08336s 

3Thash+1Tsym+ 6Tme 

≈ 0.12176s 

6Thash+2Tsym+10Tme 

 ≈ 0.20512s 

He et al. [24] 
5Thash + 1Tsym + 2Tpm 

+ Tfe ≈ 0.0585s 

4Thash + 1Tsym + 2Tpm 

≈ 0.04108s 

9Thash + 2Tsym + 4Tpm 

+ Tfe  ≈ 0.09958s 

Lee et al. 

[23] 

5Thash + 1Tsym + 2Tpm 

≈ 0.0414s 

4Thash + 1Tsym + 2Tpm 

≈ 0.04108 

9Thash+2Tsym +4Tpm   

≈ 0.08248s 

Proposed 

Protocol 

1Thash + 1Tsym + 2Tme 

≈ 0.04432s 

2Thash + 1Tsym + 2Tme 

≈ 0.04464s 

3Thash + 2Tsym + 4Tme 

≈ 0.08896s 

 

The comparison from the table shows that the proposed protocol has less 

execution time than Yang et al. [5] and He et al.[7] but slightly more than Lee et al.[6] 

protocol. However, both Lee et al.[6] and He et al. [7] protocol are inappropriate for 

using in the digital evidence acquisition process. This is because the AS needs to 

verify inputs from the user via the PC which means many operations will be computed 

in the PC and altered the data in RAM. 
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All data and running process which were stored in RAM are very 

important to Digital evidence acquisition process. These data should not be altered or 

keep the changes as little as possible during the process due to the trust of evidence 

acquisition. Our proposed protocol aims to minimize the computation process in the 

target PC, so we use the Smartphone as an auxiliary device to communication with the 

AS. This makes our proposed protocol more appropriate for digital evidence 

acquisition process than other. 

 

 

5.4 Comparison of the proposed technique with Google Authenticator 

 

Figure 5.1 Google authenticator application on iPad (iOS) 

 

“The Google authenticator is the application implements TOTP (Time-

based One-time Password) security tokens from RFC 6238 in mobile apps made by 

Google” (Wikipedia.org) 

The google authenticator provides 6-digit one-time password for user to 

log into the Google services. The application can also generates codes for third-party 

application too. Normally, users  have to install the application on their Smartphone. 
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When log into services or sites that need two-factor authentication, such as Google 

mail service, the user has to input the user account and password to the site and the 

application provide the 6-digit OTP. When the user inputs the correct number, the site 

will authenticate the user and give the permission to access. 

If any intruder wants to access the service, he has to know the shared 

secret of access the device which is installed the application physically. Another way 

to attack is man-in-the-middle attack: if the user’s computer has been infected, then 

the attack will be able to obtain and alter the username, password and OTP to gain the 

permission to access. Google authenticator is available for many operating system 

platforms: iOS, Andriod, and Blackberry. Also many third party implementations are 

available too. 

The Google authenticator also has the countdown timer to limit the 

lifetime of each generated OTP. The small circle on the right will disappear slowly 

which equal to 30 seconds approximately. When the small circle disappears, the OTP 

set will change into new one. 

Since the application does not have any button, so the user has to wait until 

the timer reset in order to obtain the new OTP. It implies that the application does not 

need the “request-limiting” feature to control the request message at the server. The 

reason is that the server possibly does not want to handle the request message from 

many clients, which might be thousand or million request messages, in the same time. 

The source code of the application in the original version does not have the 

“rate-limiting” feature. The clients can attempt the wrong OTP as many times as they 

want before timing out. This vulnerable may lead the intruder who be able to launch 

the brute-force attack the 6-digit number of OTP. If the attack processes on 

supercomputer, then the OTP can be exposed. However, the application becomes an 

open source software, which means the user can edit the source code of the application 

to whatever they want. In the case, the user can add the “rate-limiting” feature by 

adding the code to limit the number of OTP attempts before the OTP status is invalid. 

In addition, most of the user leaves the source code of the application as the original 

from the app store. 
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CHAPTER VI 

CONCLUSION AND FUTURE WORKS 

 

 

The main objective of this research is to design the authentication protocol 

in order to add the security layer on digital evidence acquisition devices. We proposed 

the light-weighted 2-step authentication protocol which uses only Diffie-Hellman key 

exchange method to create a symmetric session key and hash function. We ensured a 

correctness and security of the proposed protocol by using the formal method tool: the 

CPNs Tools to create the model of the protocol for verification. We also implemented 

the prototype software of the protocol for validation the process of 2-step 

authentication. To prove security of the protocol, we created the intruder model that is 

able to modify Diffie-Hellman key exchange parameter and USB device unique ID 

number. We constructed the intruder model and scenarios in the CPNs Tools, 

according to the assumptions which are given to the intruder. Then we simulated the 

protocol for every scenario to check the unsafe states that might be undiscovered by 

manual checking. The following is a summary of our work related to these proposed 

objectives. 

1) To research and compare among several two-factor authentication 

protocols. 

We studied the two-factor authentication protocols and Formal method 

tool in Chapter 2. Then we compared the advantages and disadvantages among those 

protocols to create the Two-factor based authentication protocol for USB digital 

evidence acquisition devices. 

2) To develop an appropriated authentication protocol for USB type data 

storage. 

In Chapter 3 we conducted and developed the authentication protocol 

which will apply on the digital evidence acquisition devices, especially. The proposed 

protocol model and implemented prototype software are proven to be secured for 

specific applications usages in Chapter 4. 
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3) To propose the authentication protocol that can prevent access from 

unauthorized users. 

4) To propose the authentication protocol that can prevent the device from 

abused in an unassigned task and limit the access time. 

5) To propose the authentication protocol that can prevent duplication of 

software from the device to others. 

As shown in Chapter 4, our proposed authentication protocol is proven to 

be able to prevent the devices from any unauthorized users, prevent the device from 

abused in an unassigned task and limit the access time, and prevent duplication of 

software from the device to others. The proposed authentication protocol can prevent 

illegal access. Because, we used many unique factors such as username and password, 

USB serial number, and Smartphone IMEI to generates the OTP. The output OTP is 

only for the person who knows the correct username and password, possessed the 

specified data acquisition device and Smartphone. Although the intruder  

6) To verify the security of purposed protocol by using formal verification 

tool. 

The formal verification tool which was used in this research is CPN tools. 

The proposed authentication protocol was designed and verified using CPN tools as 

shown in Chapter 3 and 4, respectively. The verification result showed that the 

proposed protocol is proven to be able to provide basic security properties for digital 

evidence acquisition process. 

7) To validate the functionality of the proposed protocol by implementing 

prototype software.  

In Chapter 3 we implemented the prototype software in order to validate 

the functionality of the proposed authentication protocol using JAVA language. The 

validation result shown in Chapter 4, the implemented prototype software is proven to 

be able to prevent an unauthorized access as same as the result from protocol model 

simulation. The implemented prototype software is able to prevent not only password-

guessing attack and brute-force attack, but also replay attack too. 

                  In summary, we can ensure that our proposed protocol satisfies all basic 

security properties, especially in the authentication purposes. This is because the 

intruder cannot use the OTPA which is only for USBA even he can retrieves the OTPA 
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by decrypting the encrypted message in the scenario 2. However, there was some 

vulnerable in our protocol when the scenario 3 is simulated. If the intruder replaces the 

unique number of USBA with his own USBZ in the message M1, then he can retrieved 

the OTPZ for his own USB device by decrypting the encrypted message M2. The 

intruder now can use the retrieved OTPZ along with his own USB for the illegal 

usages. 

                To solve this problem, we can modify the protocol by inserting a digital 

signature scheme. This scheme has been widely used in a research community to 

prevent man-in-the-middle attack effectively. By using this technique, an intruder is 

unable to generate signed messages using a server’s private key. Both client and server 

have more ability to verify and authenticate each other from this technique. However, 

a digital signature which is an application of asymmetrical encryption algorithm 

introduces another trade-off to our proposed scheme. This is because a major 

disadvantage of asymmetrical encryption algorithm requires high computation. This 

weakness violates our goal to design light-weighed computation scheme that can be 

implemented in Smartphone or tablet, including the previous mobile phones which had 

low computation power. Another possible solution includes the full registration phase 

to register User ID, password, USB device unique number, and Smartphone IMEI to 

the server and stored in the database for verification. 
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