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ABSTRACT

Currently, there are several problems regarding the usage of a USB storage
device. One major concern is in the problem of lacking authorization and in the
authentication of software and data stored on that storage devices. Many research
papers offer high-levels of security by adding Two-factor authentication to USB
devices and use additional equipment such as Smartphones, or Token-Based devices,
to generate this parameter. These devices help the user to create a second parameter of
authentication such as OTP (One-time password) or PIN (Personal identification
number). However, these protocols are still inappropriate in terms of adopting into
devices for digital forensic applications.

This thesis reviews some related literatures of authentication protocols. We
developed the protocol for USB authentication, which was considered to focus on
light-weight computation and require the minimum number of exchanged messages
between 2 entities. Then the proposed model was analyzed by using a Coloured Petri
Net, which is the Formal method tool for modeling and verifying the communication
system. We also created two difference scenarios of attacker in the model in order to
show that our purposed protocol had been proven secure. Finally, the prototype
software of the proposed protocol is implemented thus validating the protocol
functionality and workflow.

KEY WORDS: TWO-FACTOR AUTHENTICATION / COLOURED PETRI NET
MODEL / CPN TOOLS / USB DATA STORAGE DEVICE
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