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¥ Automatic Distributed Firewall Rule Configuration Teol

Ulaarw
® 116112042, % 1401921 * 80, Alow
® 2161.120%,* 140182 % 21, Allow
3 140.192.2,*, 161 12033 *, 23, Aliow
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|
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| Set Firewal Links | Insert Rules | Remove Ruies | Automated Rule Reconfiguration | !
rinter-firewall Anomaly Discovery Algorithm
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_1 is shadowed by R[24]/FV_2.

| | 8 Z1FWD
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| Set Firewal Links | Insert Rules | Remove Rules | Automated Rule Reconfiguration | L Formet |

~inter-firewal Anomaly Discovery Algorthm—— W S
" ©Bhow TotiRued © @ nter-frewst Anomaly
{ | 21 Frewan Rues A : [1]/F¥_l is shadowed by R[24]/FV_2, -~
& Pt { | R{2)/F¥_1 is shadowed by R[14]/Fu_0.
@ 1:161.12011,%,140182° " B0, Alow || | R[2]/FU_1 1s shadowed by R[16]/FU 2.
@ 2161.120%%%,140182°% 21, Alow  §| | R[2]/FU_L is shadoved by R[24]/FV_2. |
® 3140182:"% 16112033+, 23, Alow ¥l | R137/Py | allows spurious traffic to R{14)/F¥ O |
: ;j :g: :g” 3 '1-::'13;29; :‘1;:-‘:2‘” | RI3)/FV_L sllos spurious traffic to R{24)/FU 2 |
4 BIdhi T o et aaae e ;mow"" =1 | Rraysrv_L 1s shedoved by R[14]/FU_0. |
P 7'—"-'-’."."-."'.'.08‘7\! PR . ;RH]/!‘II_I is shadowed by R[24]/FV_2. vf
. 18 R T PR R >
| ® 8161120 * 140192 * 00, Aliow
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| Set Frewel Links | Insert Rules | Remove Rues | Automated Rue Reconfigura
.. kaummm R P — e

~Show XML File —— -1 Allocation of Rules ——

MNN 7.24 LAANDY XML Format

10U XML Format Ysznouais 2 @ wazifu 4 1fu dail

(1) @9u Show XML File ifuduilFuanssionmsveangidlfimsdaasnain
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(XMLSchema) Winiudsnz musnihdayamelundudeyalihiaude 1dedsgnde
fmTuTlsunsinlszgnati gluuylnssadaveadudeyayiia xm 19¥011
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<?xml version="1.0" encoding="windows-874"7>
<xs:schema attributeFormDefault="unqualified"
elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="Policy">
<xs:complexType>
<Xs:sequences:
<xs:choice maxOccurs="unbounded"s
<Xs:element name="Order" type="Xs:unsignedByte" />
<xs:element name="SrcIp" type="xs:string" /s
<xs:element name="SrcPort" type="xs:string" />
<xs:element name="DstIp" type="xs:string" />
<xs:element name="DstPort" type="xs:string" /s
<xs:element name="Action" type="xs:string" /s
</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schemas

MW A.25 1AAY XMLSchema voauludoyaiia xml figndea (Policy.xsd)

<?xml version="1.0" encoding="windows-874"?>
:PGliCy}
<Order>l</Orders
<Srclp>161.120.*%.*</SrciIps
<SrcPorts>*</SrcPorts
<DstIp>140.192.*.%</DstIp>
<DstPort>80</DstPort>
<Action>Allow</Action>
<Order>2</0Order>
<SrcIp>161.120.%.*</Srclp»
<SrcPorts*</SrcPorts
<DstIp>140.192.22.5</Dstlp>
<DstPort>21</DstPort >
<Actions>Deny</Actions
<Order>3</Orders
<Srelp>161,120.*.*</Srclp>
<SrcPort>*</SrcPort>
<DstIp>140.192.*%. %*</DstIp>
<DstPort>21</DstPort >
<Action>Allow</Actions
<Order>4</Order>
<Srelp>*.*.% *</Srclps>
<SrcPort>*</SrcPort>
<Dstips*.*. %, *</DstIp>
<DstPort>*</DstPort>
<Action>Deny</Actions>
</Policys

AN A.26 uaasiiadagUuuunliioyania xml Agndsa (Policy.xml)



130
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(=1[E3)

| Set Firewall Links | Insert Rules | Remove Rules | Automated Rule Reconfiguration | XML Format

——Allocstion of Rules

—

b

<0rder>1</Order>
<Srclp>161.120.%.*</Srclp>
<SrcPort>*</SrcPort>
<DstIp>140.192.*.*</Dstip>
<DstPorc>B0</DstcPort>
<Action>Allow< /Actiors
<0rder>2</0rder>
<5rclp»161.120.*.%¢/Srclp>
<SrcPort>*</SccPory>
<Dstlp>140.192.22.5</DacIp>
<DstPort>21</DstPorts
<Actiom>Deny</Action>
rder>3< /Order>
SLrIny 1Al 120 % 2 iSreTny

gt

[ ] [ ) [
| =

MNN A.27 1AAIAIY Show XML File 111101 XML Format

| 3 ' ] o e o
(2) @M Allocation of Rules (Huduilfuansmadninnmsiaassionsves

3 W oy & ar - ~ '
ngaislunfudoyaaalulniioadudazdrluaiedio Tasswnisvesnginls ingadazgn

Y - = " " o o = o = § 211
asvaouuazun lvanuEadndss v ing lulWsaeadiRedrdu saudamsasvaeunazud b

o P \ Pe 7y

anuralnAveIngszra v Ieadd e
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uenuinitluduasumsinasing minwuhideyaluudazwatayaveinglang
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it lignAes iy wadeyalofinn 140,192 kkk*, mmmm, alal 489 Huradiuiiiu
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f= |
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e

DYAYDINIIAD geg, 788888, h 1a4 frvpavatoyareama lildidudnavdang 0-65536 (16

e
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iia) w30 hiviidueiesnuneasniy (+) n3ouatoyaudndude allow. deny, ann 9 717193
3 L ™) I P s d ' w Ld o -
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¢ Automalic Distributed Firewall Rule Configuration Tool [:.—HEI_H§|

| Set Firowad Links | Insert Rules | Remove Rules | Automated Rule Reconfiguration | XML Format |

~Firewall Rule Configuration - —
| Shnmeb - : — of Rules ———————
i i . 1, RuleB4 : 161.120.33.7, *, 140.1920X.*, A
I <Actior>Deny</Action> =
|
[| <RS2 Sc/Mnaers FU_l, Rule@S : 161.120.%.%, *, 140.192.37.7,
I | <Srclp>161.120.24. "< /Srclp> =
[[] SSEcrorerc/sicriec FU_L, Rule@6 : 140.192.%.%, *, 161.120.7.%, :
||| <pstIp»140.192.7.v</Dstip>
[ | <DstPort>25</DstPort> [FU 1, Rule@? : BoRRLR, %, moEw e v Deny
| | <hction>Allow</Action> -

|| <Order»26</0Order> uies of Firewall:
‘ ‘ LSECIREYIN. NG/ Srelpa FU_0, RuleBl : 161.120,%.%, *, 140.192.7.%, { |
[ <SrcPort>*</Srchores = ) !
|||  <PstIp®.®.*.%</Dstlp> FU_0, Rule@2 : 161.120.%.%, *, 140,192.7.7, :

| <DatPort>*</DacPore> =
[ || . Shceiom>Denyc/Accion> Fi_0, Rule@3 : 140.152.%.%, *, 161.120.33.7
{ | k/Policy >
. '.n,“.: .24 N MmueRa « 161 120 393 = = 140 1@ "!
| B | SR ke o AR i s i i A i b - > |
f ‘ \\_/ ==

Load XML File Allocats Ruses ‘ Outpit XML Fie

MNAN A.28 LAAIAIU Allocation of Rules 111101 XML Format

(3) 1w Load XML File iilutjunsniiogdiuarsdnoiiogaluioy XML Format

o

3/ =t

Aldsznadiodosmaimdudoyasiia xm  WigTsunsulszgnd Taondudoyadoad

Wuuufigndsaan XMLSchema 1vinfuiaszannsadaasndoyanmoluniludoyadhd
Tsunsuszyndldedagndas

(@) 1Ju Allocate Rules 11u1juda1niu Load XML File Rogdua a4 oiio lu

= 33 3 T @ = o 3 R I o«

10U XML Format igl¥acnaiionsimivaasssiemsvesngmindunailuudas 1vsaead

lantragndeaTauld Rule Allocation Algorithm nazvuziaassnguzdas lifianufining

' v 4 =) o W 1 - - 1 v o o =)

sewanngluinireadidoany ua: LimannuAalndveangszniteldioad Tauns 14

Intra-firewall Anomaly Discovery Algorithm 118% Inter-firewall Anomaly Discovery Algorithm

MuAIAY
(5) 1y Clear (Furludiaviniju Allocate Rules fing@maadioiiolunan XML

; 4 - .
Format N 14vznatiodoamsaudaniiuluaiu Show XML File 1ag Allocation of Rules 91
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| Set Firswal Links | Insert Rules | Remove Rules | Automated Rule Reconfiguration | XML Format
!_F'GMMCMWM — e — e -

~Show XML File Alocation of Rules ——— -

! <DStPort>Zs</bstyorts ~||[FU_0, Rule@5 : 161.120.*.7, =, 140,192.37.%, o
| .' <Action>Deny</Action> =3 - -
|l <Order>25</0rder> || IFU_0, Rule@s : 140.192.%.%, *, 161,120.7., :
[ <Srclp>161.120,24.7</Scclp> | i
[ | <SrcPort>*</SrcPore> || FW_0, Rule@7 : w.® # % « w »v =z  x Deny |

<DatIp>140.192,%.*</DarIp>
[ <DstPort>25</DstPort> Rules of firewall:
| i <hcrion>Allow</Action> ||[Fo_2, RuleBl : 161.120.%.%, =, 140.192.%.%, ¢ |
<Order>26</0rder>
‘ ‘ <Srclp>*.¥.*.7¢/Srclp> FU_2, Rulef2 : 161.120.%.%, *, 140.192.22.5%, ":‘
| <SrcPort>*</SrcPorc>
| | <DstIp>*.%.*. *</Dstip> || |F¥_2, Rulef3 : 161,120.®,*, =, 140,192.7.%, .
| | <DatPort>*</DatPore>
| <Actior>Deny</Action> o | IF¥_2, RuleR4 : 140.192.%.*%, *, 161.120.33.%,
| | K/Policy> —?
| | lsize: 24 M| ! Fu 2, RuleBS : 161.120.33.%, =, 140.182.%.%, ¥
e e Ry ey (P o e >
| L — - S ———
Lo ] [ [ =] )
—

A 7.29 1aaatly Load XML File, Allocate Rules 1182 Clear @148 1811
(6) 14 Output XML File ifhufuiiogduarsvniiogaluunuxmr Formar g4

4 o = " 4 - ]
wnaledesnsadududeyanadniyiia xml (XML File) ¥a1uTsunsinlszonail 18

=] a

o g w . Pt 3/ L

fnuadeufludoyanadnsio Policy outputxml eiwdudoyaii l1Fnuaaldads
] 5 = ¢ Y v & d e w s

azadnuazdioiu e llsunsulszgnaadaududeyanadnsiad S vuiovndnzuany

toanuluau Allocation of Rules A1 Built an xml file already. => Policy output.xml
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# Automatic Distributed Firewall Rule Configuration Tool E“g][g{
| Set Frewal Links || insert Rules | Remove Rules | Automated Rule Reconfiguration | XML Format
~Firewall Rule Configurstion ) o
| i-mm_Fh" Alocation of Rules ——
CDITPOTES LSS /DSthores o) | [FU_2, Huleys ©I6L 120, 33.Y, ¥, AU Lv2.TY, L)
| <Actiom>Deny</Action> 1 |
<Orders>25</0rder> || [Fu_2, Rule@s : 161.120.24.%, ¥, 140,152.37.3, |
<Srclp>16L,120.24,7¢</Scclp> (|
<SrcPorts*</SrcPorts || [Fu_2, Rule@? : 161.120.24.%, ¥, 140,192.22.5 | I
! <DstIp>140,192,%.%</Datlp: i
v <DstPore>25</DstPor> | FW_2, Rule@B : 161.120.%.%, *, 140,192.37.",
! <hction>Allow< /Action> |
|| <Order>zé6</order> []|Fo_2, Rule@9 : 140.18z.%.%, *, 161.120.%.%, :
[ <Srelp>*.*. %, *</Srclp> | |
L1 <SrcPort>*</SrcPorts || [Fe_2, Rule@lo : *.%,*.*, », = * v .x =+ Deny '
<Datlps>*.*. %, "¢ /Daclp> |
! <DstPort>*</DstPort> ( Built an xml file already.
| <Action>Deny</Action> => Policy output.xml
| | k/Policy» =
: :isize_: 24 !‘ :
| £, 5 " > K 4 i
I -| - —- e l | N jar
Load XML File i l Allocate Rules ‘ [ Clear |

NN A.30 uaaswadnt InMsuindoyauaz i)y Output XML File Tuioy XML Format
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Alddosmsimnngues I Hoaddronfludeyariia xml W mnduasuda il
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1) wssyswnisraingiasinisaaaonidng llsunsudsegnaaiugluupves
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