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10.

11.

12.

13.

1

[y
L

16.
17.
18.
19
20.

e

any

muflegduma  Yesmafuma  vfegilmems  Yesmadaems
140.192.37.10 any 161.120.33.1¢ 21
140.192.37.10 any 161.120.33.20 21
140.192.37.1G any 161.120.33.30 21
140.192.37.10 any 161.120.33.40 21
140.192.37.10 any 161.120.33.50 23
140.192.37.10 any 161.120.33.10 22
140.192.37.10 any 161.120.33.20 22
140.192.37.10 any 161.120.33.30 22
140.192.37.10 any 161.120.33.40 22
140.192.37.10 any 161.120.33.50 22
140.192.37.10 any 161.120.33.10 23
1:41},192.37'.10 anv 161.120.33.20 23
140.192.37.10 any 161.120.33.30 23
140.192.37.10 any 161.120.33.40 23
140.192.37.10 any [161.1200.33.50 23
140.192 3716 ANy 161.12G.33.10 25
140.192.37.16 any 161.120G.33.20 23
140.192.37.10 any 161.120.33.30 25
140.192.37.10 any 161.120.33.40 23
140.192.37.1G 161.120.33.50 25
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21,
22,
23.
24.
25.
26,
27,
28,
29,
30.
31,
32,
33.

34,

36.
37,
38.
39.
40.
41.
42,
43,
44,

45.

140.192.37.10
146.192.37.10
140.192.37.10
140.192.37.10
140.192.37.10
140.192.37.20
140.192.37.20
140.192.37.20
140.192.37.20
140.192.37.20
140.192.37.20
140.192.37.20
140.192.37.20
140.192.37.20
140.192.37.20
140.192.37.20
140.192,37 .20
140.192.37 20
140.192.37.20
140,192.37.20
140.192.37.20
140.192.37.20
140.192.37.20
140.192.37 .20

140.192.37.20

any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any

anv

anv
21

any

161.120.33.10
161.120.33.20
161.120.33.30
161.120.33.40
161.120.33.50
161.123.33.10
161.12(.33.20
161.120.33.30
161.120.33.40
161.126.33.50
161.120.33.10
161.120.33.20
161.120.33.30
161.120.33.40
161.120.33.50
161.120.33.10
161.120.33.20
161.120.33.30
161,120.33.40
161.120.33.50
161.120.33.10
161.120.33.20
161.120.33.30
161.12G.33 .40
161.120.33.5¢

80
80
&0
80
80
21
21
21
21

21

R 2 [
Y £F 1L

f~d
12

2
L4
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46.
47.

45.

61.
62.
63.
64,
65.
66.
67.
68.
69,
70

140.192.37.20
140.192.37.20
140.192.37 20
140.192.37.20
140.192.37.20
140.192.37.30
140,192.37.30
140.192.37.30
140.192.37.30
140.192.37.30
140.192.37.30
140.192.37.30
140.192.37.30
14G.192.37.30
140.192.37 30
140.192.37.3G
140.192.37.30
146.192.37.30
140.192.37.30
140.192.37.30
140.192.37.3G
140.192.37.30
140.192.37.30
140.192.37.30
140.192.37.30

any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
any
ANy

any

any
any
any
any
any

any

[61.120.33.10
161.120.33.20
161.120.33.30
161.120.33.40
161.120.33.50
161.120.33.10
161.120.33.20
161.120.33.30
161.120.33.40
161.120.33.50
161.120.33.10
161.120.33.20
161.120.33.30
161.120.33.40
161.120.33.50
161.120.33.10
161.120.33.20
161.120.33.30
161.120.33.40
161.120.33.50
161.120.33.10
161.120.33.2¢
161.120.33.30
161.120.33.40
161.120.33.50

80
80
&0
80
80
21
21
21
21
21
22
22
22
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[
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b
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viegduma  Yeamadums aviegaeme  Yaemalaema
7V 140.192.37.30 any 161.120.33.10 80
72, 140.192.37.30 any 161.120.33.20 80
73, 140.192.37.30 any 161.120.33.30 80
74, 140.192.37.30 any 161.120.33 40 80
75, 140.192.37.30 any 161.120.33.50 80
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. 140.192.22.1 any 161.120.24.1 21
2. 1403.192.22.1 any 161.120.24.3 21
3. 140.192.22.1 any 161.120.24.5 21
4, 140.192.22.1 any 161.120.24.1 2z
5. 140.192.22.1 any 161.120.24 3 22
6. 140.192.22.] any 161.120.24.5 22
7. 140.192.22.] any 161.120.24.1 23
8. 140.192.22.1 any 161.120.24.3 23
9. 140.192.22.1 any 161.120.24.5 23
10. 140.192.22.1 any 161.120.24.1 2
1E. 140,192.22 1 any 161.120.24.3 2
12. 140.192.22.1 any 161.120.24.5 p
13. 140.192.22.1 any 161.120.24.1 80
14, 140.192.22.1 any 161.120.24.3 B
15. 140.192.22.1 any 161.120.24.5 8(}
16. 140.192.22 1 any 161.120.33.1 21
17. 140,192 221 any 161.120.33.3 iy
18. 140,192.22.1 any 161.120.33.5 2]
19 140.192.22.1 anv 161.120.33.1 3
20, 140.192.22 1 any 161.120.33.3 22
21. 140,192,221 any 161.120.33.5 22
22, 140.192.22.1 any 161.120.33.1 23
23. 14(.192.22.1 any 161.120.33.3 23
24, 140.192.22.1 any 161.120.33.5 23
25, 140.192.22.1 any 161.120.33.1 R
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26. 140.192.22.1 any 161.120.33.3 25
27. 140.192.22.1 any 161.120.33.5 235
18. 140.192.22.1 any 161.120.33.1 80
29. 140.192.22.1 any 161.120.33.3 g0
30. 140.192.22.1 any 161.120.33.5 80
31. 140.192.22.3 any 161.120.24.1 21
32. 140.192.22.3 any 161.120.24.3 21
33. 140.192.22.3 any 161.126.24.5 21
J4. 140.192.22.3 any 161.120.24.1 22
35. 140.192.22.3 any 161.120.24.3 22
36. i40.192.22.3 an}; 161.120.24.5 22
37. 140.192.22.3 any 161.120.24.1 23
38. 140.192.22 .3 any 161.120.24.3 23
39, 140.192.22.3 any 161.120.24.5 23
40. 140.192.22.3 any 161.120.24.] 25
41, 140.192.22 3 any 161.120.24.3 25
42. 140.192.22.3 any 161.120.24.5 g5
43, 140.192.22.3 any 161.120.24.1 &)
44 140.192.22 .3 anv 161.120.24.3 S
435, 140.192.22.3 any 161.120.24.5 X{)
46. 140.192.22 .3 any 161.120.33.1 21
47. 140.192.22 3 any 161.120.33.3 21
48. 14(.192.22.3 any 161.120.33.5 21
49, 140.192.22.3 any 161.120.33.1 23

5G. 140.192.22.3 any 161.120,23.3 22




79

L a L ¢ £
nguveyamniulviteaduuunsyae

mﬂﬁgfﬁ'uma ¥BINIIANUNI mmﬁagjﬁmﬂma yaniaarwnis
51. 140.192.22.3 any 161.120.33.5 22
52, 140.192.22.3 any 161.120.33.1 23
53. 140.192.22.3 any 161.120.33.3 23
54 140.192.22.3 any 161.120.33.5 23
55. 140.192.22.3 any 161.120.33.1 25
56. 140.192.22.3 any 161.120.33.3 25
57, 140.192.22.3 any 161.120.33.5 25
58, 140.192.22.3 any 161.120.33.1 30
59, 140.192.22.3 any 161.120.33.3 80
60. 140.192.22.3 any 161.120.33.5 30
61 140.192.22.5 any 161.120.24.1 21
62. 140.192.22.5 any 161.120.24.3 21
63. 140.192.22.5 any 161.120.24.5 21
64, 140.192.22.5 any 161.120.24.1 22
65. 140.192.22.5 any 161.120.24.3 22
66. 14(0.192.22 5 any 161.120.24.5 22
67. 140.192.22.5 any 161.120.24.1 23
68. 140.192.22.5 any 161.120.24.3 23
69. 140.192.22.5 any 161.120.24.3 23
70. 140.192.22.5 any 161.120.24.1 25
71. 140.192.22.5 any 161.120.24.3 28
72. 140.192.22.5 any 161.120.24.5 25
73. 140.192.22.5 any 161.120.24.1 30
74, 140.192.22.5 any 161.120.24.3 20
78 140.192.22.5 anv 161.120.24.5 NG
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76. 140.192.22.5 any 161.120.33.] 21
77, 14G.192.22.5 any 161.120.33.3 21
78, 14(G.192.22.5 any 161.120.33.5 2]
T4, 140.192.22.5 any 161.120.33.] 22
80. 140.192.22.5 any 161.120.33.3 22
g1 140.192.22.5 any 161.120.33.5 22
82 140.192.22.5 any 161.120.33.1 23
83. 140.192.22.5 any 161.120.33.3 23
g4, 140,192.22.5 any 161.120.33.5 23
85. 140.192.22.5 any 161.120.33.1] 25
86. 140.192.22.5 any 161.120.33.3 235
87, 140.192.22.3 any 161.120.33.5 25
88. 143,192.22.5 any 161.120.33.1 &0
89, 140.192,22.5 any 161.120.33.3 80
90. 140,192,225 any 161.120.33.5 8
91. 14(.192.37.1 any 161.120.24.1 21
Q2. 140.192.37 .1 anv 161.120.24.3 21
93. 140.192.37.1 anv 161.120.24.5 21
94, 140.192.37.1 any 161.120.24.1 22
95, 140.192.37 1 any 161.120.24.3 22
96. 140.192.37.1 any 161.120.24.5 22
97. 140.192.37.1 any 161.120.24.1 23
G&. 140.192.37.1 any 161.120.24.3 23
99, 14¢.192.37.] any 161.120.24.5 23

100. 143.192.37.] any 161.120.24.1 o>
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101.
102.
103.
104.
103,
106.
107.
108.
109.
110.
111.
112.
113.

121.
122.
123.
124.
125.

140.192.37.]
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37.1
140.192.37 1
140.192.37 1
1403.192.37 14
140.192.37 1
140,192.37.3
140.192.37.3
140.192.37.3
14(.192.37.3

140.192.37.3

any
any
any
any
any
any
any
any
any
any
any
any
any
any

any

any

vaansdaranis
161.120.24 3 25
161.120.24.5 25
161.120.24.1 80
161.120.24 3 80
161.120.24.5 80
161.120.33.1 21
161.120.33.3 21
161.120.33.5 21
161.120.33.] 22
[61.120.33.3 22
161.120.33.5 22
161.120.33.1 23
161.120.33.3 23
161.120.33.5 23
161.120G.33 1 23
161.126.33.3 23
161.120.33.5 25
161.120.33.1 80
161.126.33.3 K0
161.120.33.3 R0)
161.120.24.1 21
161.120.24.3 21
161.120.24.5 21
161.120.24.1 22

161.120.24.3

T
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126. 140.192.37.3 any 161.120.24.5 22
127. 140.192.37.3 any 161.120.24.1 23
128. 140.192.37 .3 any 161.120.24.3 23
129. 14G.192.37.3 any 161.120.24.5 23
130. 140.192.37.3 any 161.120.24.1 25
i31. 1400.192.37.3 any 161.120.24.3 25
i32. 140.192.37.3 any 161.120.24.5 25
133. 140.192.37 .3 any 161.120.24.1 80
134. 140.192.37.3 any 161.120.24 .3 80
135. 140.192.37.3 any 161.120.24.5 %0
136. 140.192.37.3 any 161.120.33.1 2]
137. 140.192.37.3 any 161.120.33.3 21
138, 140.192.37.3 any 161.120.33.5 21
139, 140.192.37 3 any 161.120.33.1 22
140. 140.192.37.3 any - 161.120.33.3 22
141. 140.192.37.3 anv 161.120.33.5 22
142. 146.192 373 anv 161.120.33.1 23
143. 140.192.37.3 any 161.120.33.3 23
144, 140.192.37 .3 any 161.120.35.5 23
145. 140.192.37 .3 any 161.120.33.1 23
146. 140.192.37.3 any 161.120.33.3 25
147. 140.192.37 .3 any 161.120.33.5 e
148. 140.192.37.3 any 161.120.33.1 8()
149, 140.192.37 .3 any 161.120.33.3 80

150. 140.192 37 3 any 161.120.33.5 x{}
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151. 140.192.37.5 any 161.120.24.] 21
152. 140.192.37.5 any 161.120.24.3 21
153, 140.192.37.5 any 161.120.24.5 21
154, 140.192.37.5 any 161.120.24 | 22
155. 140.192.37.5 any 161.120.24.3 22
136 140.192.37.5 any 161.120.24.5 22
157. 140.192.37.5 any 161.120.24.1 23
158. 146.192.37.5 any 161.120.24.3 23
159. 140.192.37.5 any 161.120.24.5 23
160. 140.192.37.5 any 161.120.24.1 25
16]. 140.192.37.5 any 161.120.24.3 25
162. 140.192.37.5 any 161.120.24.5 25
163, 140.192.37.5 any 161.120.24.1 &0
164. 140.192.37.5 any 161.120.24 .3 20
165, 140.192.37.5 any 161.120.24.5 80
166 140.192.37.5 any 161.120.33.1 21
167. 140.192.37.5 any 161.120.33.3 21
168. 140.192.37 5 any 161.120.23.5 21
165. 140.192 .37 .5 any 161.120.33.1 22
170. 140.192 37 5 any 161.120.33.3 o2
[71. 140.192.37.5 any 161.120.33.5 22
172 140.192.37.5 any 161.120.33.1 23
173. 140.192.37.3 any 161.120.33.3 23
174. 1400.192.37.5 any 161.120.33.5 23

175. 14G.192.37.5 any 161.120.33.1 !
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176 140.192.37.5 any 161.120.33.3 25
177, 140.192.37.5 any 161.120.33.5 25
178, 140.192.37.5 any 161.120.33.1 80
179, 140.192.37.5 any 161.120.33.3 R0
180. 140.192.37.5 any 161.120.33.5 80
181. 161.120.24.1 any 140.192.22.1 21
182, 161.120.24.1 any 140.192.22.3 21
183. 161.120.24.1 any 140.192.22.5 21
184, 161.120.24.1 any 140.192.22.1 22
185. 161.120.24.] any 140.192.22.3 22
186. 161.120.24 | any 140.192.22.5 22
187, 161.120.24.1 any 140.192.22.1 23
188. 161.120.24.1 any 140.192.22.3 23
189, 161.120.24.1 any 140.192.22.3 23
190, 161.120.24.1 amy 140.192.22 1 25
191, 161.120.24.1 any 140.192.22.3 25
192, 161.120.24.1 any 140.192.22.5 25
193 161.120.24.1 any 146.192.22.1 50
194, 161.120.24.1 any 140.192.22.3 80
195. 161.120.24.1 any 140,192.22.5 20
196, 161.120.24.1 any 140.192.37.1 21
197, 161.120.24.1 any 140.192.37.3 21
198, 161.120.24.1 any 140.192.37.5 21
199. 161.126.24 1 any 140.192.37.1 22
200. 161.120.24 1 any 140.192.37.3 22
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201,
202.
203.
204.
205
206.
207.
208.
209.
210.
211.
212.
213,
214.
215.
216.
217.
218.
219,
220.
221,
222,
223,
224,
225,

161.120.24.1
161.120.24.1
161.120.24 ]
161.120.24 1
161.120.24.1
161.120.24.1
161.120.24.1
161.120.24.]
161.120.24.1
161.120.24.1
161.120.24.3
161.120.24 3
161.120.24.3
161.120.24.3
161.120.24.3
161.120.243
161.120.24.3
161.120.24 3
161.120.24 3
161.1200.24 3
161.120.243
161.120.24 3
161.120.24.3
161.1243.24 3

161.120.24.3
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yasmalaiwnig
any 140.192.37 .5 22
any 140.192.37 1 23
any 140.192.37 .3 23
any 140.192.37.3 23
any 140.192 371 25
any 140.192.37.3 25
any 140.192.37.5 25
any 140.192.37.1 80
any 140.192.37.3 80
any 140.192.37 .5 80
any 140.192.22.1 21
any 140.192.22.3 21
any 140.192.22.5 21
any 140.192.22.1 22
any 140.192.22.3 22
any 140.192.22.3 22
any 140.192.22.1 23
any 140.192.22 .3 23
any 140.192.22.5 23
anv 140.192.22.1 23
any 140.192.22.3 23
any 140.192.22 5 25
any 140.192.22.1 80
any 140.192.22.3 8O
any 140.192.22.5 80
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226. 161.120.24.3 any 144.192.37.1 21
227. 161.120.24.3 any 140.192.37 .3 21
228. 161.120.24.3 any 140.192.37.5 21
229. 161.120.24.3 any 140.192.37.1 22
230. 161.120.24.3 any 140.192.37.3 22
231, 161.120.24.3 any 140.192.37.5 22
232, 161.120.24.3 any 140.192.37.1 23
233. 161.120.24 .3 any 140.192.37.3 23
234. 161.120.24.3 any 140.192.37.5 23
235. 161.120.24.3 any 140.192.37.1 25
236. 161.120.24.3 any 140.192.37 3 25
237. 161.120.24.3 any 140.192.37.5 25
238. 161.120.24.3 any 140.192.37.1 80
239. 161.120.24.3 any 140.192.37.3 8
240, 161.120.24 3 any 140.192.37 53 80
241. 161.120.24.5 any 140.192.22.1 21
242, 161.120.24 5 any 140.192.22.3 21
243 161.120.24.3 any 140.192.22.5 21
244 161.120.24 5 any 146.192.22 ] 22
245, 161.120.24 5 anv 140.192.22.3 22
246. 161.120.24.5 any 140.192.22.5 22
247. 161.123.24.5 any 140.192.22.1 23
248, 161.120.24.5 any 140.192.22.3 23
249, 161.120.24.5 any 140.192.22.5 23
250, 161.120.24.5 any 140.192.22.1 25
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251. 161.120.24.5 any 140.192.22.3 25
252, 161.120.24.5 any 140.192.22.5 25
253, 161.120.24.5 any 140.192.22.1 80
254, 161.120.24.5 any 140.192.22.3 30
255, 161.120.24.5 any 140.192.22.5 80
256, 161.120.24.5 any 140.192.37.1 21
257. 161.120.24.5 any 140.192.37.3 21
258, 161.120.24.5 any 140.192.37.5 21
259. 161.120.24.5 any 140.192.37.1 22
260. 161.120.24.5 any 140.192.37.3 22
261. 161.120.24.5 any 140.192.37.5 22
262. 161.120.24.5 any 140.192.37.1 23
263. 161.120.24.5 any 140.192.37.3 23
264, 161.120.24.5 any 140.192.37.5 23
265. 161.120.24.5 any 140.192.37.1 23
266, 161.120.24.5 any 140.192.37.3 23
267. 161.120.24.5 any 140.192.37.5 25
268. 161.120.24.3 any 140.192.37.1 30
269. 161.120.24.5 any 140.192.37.3 R0
270. 161.120.24.5 any 140.192.37.5 R0
271, 161.120.33.1 any 140.192.22.1 21
272. 161.120.33.1 any 140.192.22.3 21
273, 161.120.33.1 any 140.192.22.5 21
274, 161.120.33.1 any 140.192.22.1 22
275. 161.120.33 1 any 140.192.22.3 22
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276. 161.120.33. 1 any 140.192.22.5 22
277, 161.120.33.1 any 140.192.22.1 23
278, 161.120.33.1 any 140.192.22.3 23
279. 161.120.33.1 any 140.192.22.5 23
280. 161.120.33.1 any 140.192.22.1 25
281. 161.120.33.1 any 140.192.22.3 25
282. 161.120.33.1 any 140.192.22.5 25
283, 161.120.33.1 any 140.192.22.1 80
284, 161.120.33.1 any 140.192.22.3 80
285. 161.120.33.1 any 140.192.22.5 80
286. 161.120.33.1 any 140.192.37.1 21
287, 161.120.33.1 any 140.192.37.3 21
288. 161.120.33.1 any 140.192.37.5 21
289. 161.120.33.1 any 140.192.37.1 22
290, 161.120.33.1 any 140.192.37.3 22
291, 161.120.33.1 any 140.192.37.5 22
292, 161.120.33.1 any 140.192.37.1 23
293 161.120.33.1 any 140.192.37.3 23
204, 161.120.33.1 any 140.192.37.5 23
2953, 161.120.33.1 any 140.192.37.1 23
296. 161.120.33.1 any 140.192.37.3 25
297. 161.120.33.] any 140.192.37.5 25
208. 161.120.33.1 any 140.192.37.} 80
299, 161.120.33.1 any 140.192.37.3 80
300, 161.120.33 1 ANY 140.192 .37 .3 a0
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301. 161.120.33.3 any 146.192.22.1 21
302. 161.120.33.3 any 140.192.22.3 21
303. 161.120.33.3 any 140.192.22.5 21
304. 161.120.33.3 any 140.192.22.1 22
305. 161.120.33.3 any 140.192.22.3 22
306. 161.120.33.3 any 140.192.22.5 22
307. 161.120.33.3 any 140.192.22.1 23
308. 161.120.33.3 any 140.192.22.3 23
309, 161.120.33.3 any 140.192.22.5 23
310. 161.120.33.3 any 140.192.22.1 25
311. 161.120.33.3 any 140.192.22.3 25
312. 161.120.33.3 any 140.192.22.5 25
313. 161.120.33.3 any 140.192.22.1 30
314. 161.120.33.3 any 140.192.22.3 30
315. 161.120.33.3 any 140.162.22.3 30
316. 161.120.33.3 any 140.192.37.1 21
317. 161.120.33.3 any 140.192.37.3 2]
318 161.120.33.3 any 140.192.37.5 21
319. 161.120.33.3 any 140.162.37.1 22
320. 161.120.32.3 any 140.192.37 3 22
321. 161.120.33.3 any 140.192.37.5 22
322. 161.120.33.3 any 140.192.37.1 23
323, 161.120.33.3 any 140.192.37.3 23
324. 161.120.33.3 any 140.192.37.5 23
325, 161120333 any 140.192.37.1 25
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326. 161.120.33.3 - any 144,192 .37.3 25
327, 161.120.33.3 any i40.192 37 .5 25
328, 161.120.33.3 any 140.192.37.1 80
329, 161.120.33.3 any 140.192.37.3 80
330. 161.120.33.3 any 140.192.37.5 80
331. 161.120.33.5 any 140.192 22.1 21
332. 161.120.33.5 any 140.192.22.3 21
333, 161.120.33.5 any 140.192.22.5 21
334 161.120.33.5 any 140.192.22.1 22
335, 161.120.33.5 any 140,192 22.3 22
336. 161.120.33.5 any 140,192.22.5 22
337. 161.120.33.5 any 140.192 . 22.1 23
338, 161.120.33.5 any [40.192.22.3 23
339 161.120.33.5 any 140,192 22.5 23
340, 161,120,335 any 140.192.22.1 23
341, 161.120.33.5 any 140.192.22 .3 25
342, 161.120.33.5 any 140.192.22.5 25
343, 161.120.33.5 any 140.192.22.1 30
344. t61.124.33.5 any 140,192 22.3 8()
345, 161 120,335 any 140,192 22.3 X0
346. 161.120.33.5 any 140.192.37.] 21
347, 161.120.33.5 any 140.192.37.3 21
348, 161.120.33.5 any 140.192.37.3 21
349, i61.120.33.3 any 140.192.37.1 22
350. 161120335 any 140.192.57 .3 22
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351. 161.120.33.5 any 140.192.37.5 22
352. 161.120.33.5 any 140.192.37.1 23
353, 161.120.33.5 any 140.192.37.3 23
354, 161.120.33.5 any 14G.192.37.5 23
355. 161.120.33.5 any 140.192.37.1 25
356. 161.120.33.5 any 140.192.37.3 25
357 161.120.33.5 any 140.192.37.5 23
358. 161.120.33.5 any 140.192.37.1 80
359, 161.120.33.5 any 140.192.37.3 80
360. 161.120.33.5 any 140.192.37.5 80
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1) Mvginsgiliniounedmivunsieadidon

140.192.37.*

Internet

Firewall Rules

Source Destination
Qrder Action
Address Port Address Port

I E40.192.37.20}F any e OROL denw

2 b40.192.37* any *EEFEOBOl allow

3 v oany) 161.§20.33.407 80| allow

4 140.192.37.%| any| £61.120.33.40¢ 80| denv

5 140.192.37.30| any *eEr 21 allow

— P 6 140,192 37 *| any *EEMOOZ2 O deny

161,126.33.* 7| 140.92.37% any] 16112033900 21| allow

K 140192, 38.*| any] 161.12035% 21| allow

] * A any *AEF any|  deny

-=' & 0 o T g :r’.:l
2) aghnmsnaasidt it Iiitoanden
Source Destination
Order Action
Address Port Address Port

] 1401923720 any *EEF B denv
2 F4.192.37. % any *EEFOBO O allow
3 *F** any 161.1203340 80 aliow
4 14G.192.37.% any 161.120.33.40 R0  denv
5 143.192.37.30 any *EEE 2D allow
6 140.192.37.* any ¥FAEX 21 denv
7 P40.192.37*%  any 161.120.33.40 21  allow
X FHO192.38*%  any  161.12033* 21 allow
9 FEFE O any *EEX any  deny
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v - = :
3) wadusinnnsAurinnuRalndveenguldseading,

tiung 2 ngusnidn 1uiu s ead
w o
HOOWT : R[2)/FW_] is a generalization of R[1 }FW _1.

1IUMUAY : 2

wung i 319110 W5 ead
HEANS : R[2VFW_1, RI3VFW 1 are disjoint.
RIIVFW_L, R[3}/FW_1 have a correlation anomaly.

TIUIUAS : 3

wung 4 1911 W5 004

HAdWS : R[4FW 1 is shadowed by R[3/FW 1.

R{4)/FW_1 is shadowed by R[2)/FW 1.

R{IVFW 1, R[4V/FW 1 are disjoint.

VIUIUAY : 3

tinngh 59 1) i 0a8a

ol &
HAOWh : R
R

R

3]FW 1.R

23 FW 1R

{JFW IR

4]/FW 1 are disjoint.

4)/FW 1 are disjoint.

4]

/FW_1 are disjoint.

IUIUAY : 4

winngi 6 @4 1d1u s 10ad

or .
HABWT - 2

JFW_1 is a generalization of R[4)FW 1.

LFW 1, RISVFW _1 are disjoInt.

e

I'FW 1, R[5)/FW _1 are disjoint.

I FW 1, R[3]'FW I are disjoint.

IUIUAY S



G5

g 718110 WS 0ad

WAGWE : R[6JFW_I is redundant to R[SJ/FW 1.
RI4VFW 1, R[6)/FW 1 have a correlation anomaly.
R[3IFW_1, R[6/FW _{ are disjoint.

Ri2/FW_1, R[6]/FW _1 are disjoint.

R{1JFW_1, RI6)/FW | are disjoint,

IUIUNY ;5

tung ¥ 8 W 1y uivs0ad
NAAYS : R[6] in Firewall FW 1 is irrelevant.

11HIUNG : 5

tang A 9w 1y IWsead
HAANS : RI6JFW_1 is a generalization of R[5]JFW 1.
R{4)/FW 1, R[6)/FW 1 are disjoint.

6}/ FW _1 is a generalization of R[3]FW 1.

24
R{6]/FW_1 is a generalization of R[2)FW 1.
R{I1]'FW 1, R[6]/FW 1 are disjoint.

DIHIUAG - 6

4y wadwsnnnsud lvanudandvoangTuniesaine,

Source Destination
Order Action
Address Port Address Port
1 140.192.37.20 any FEEY 30 deny
2 140.192.37.* any rERF R0 allow
3 ¥ x* % gpy 1611203340 B0 4jow
4 140.192.37.30 any PEEE 2D geny
5 140.192.37.%  any EEEOZD Gllow

* ok kK .
6 *EFF* any - any o deny
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5) e lanvaaunseviod msuldseaduuunss o

[40.192.37.*

T T T I I L T I S

I‘ )

1
1
1
1
1
1
1
1
1
1
L]
1
1
1
1

Source Destination
Chrder Action
Address Fort Address Part

1. alg2a :oany (40,092 %% 80, allow
N 1 0 e T 140192225 - 21, denw
Foonalia20* any 140 192 =% . 7| allow
4 40192 %+ any (6112033 % . 23 | allow
3o 1611HE33 Y any B0 922 23 0 allow
B [O1.120.24.%  anv 404923793 25, deny
T Ieb120028*  amy 40192225 . 25, deny
g 16l 1200 - any 1409237 . 25,  allow
9 EeLI0R* | oany vEEE BG . allow
100 1400192.%* - uny vAEr 25, allow
I EEEX ANy (40, 192.%" - 25 allow
(2 140 (92" " : any lat 120.+* - 80 .  deny
13: 160.02033.2 : apv 140192371 ¢ 23 . deny
14 161.0i20.%* . any |40.192.* = . 12 deny
13 161120 *  any 140,152 % * . gny allow
6 140.192"* . any fe1. 120 - anv allons
i7: 1&8E120%* : anv 140192 %% - B0 . albow
PR 140.092.% % : am 161.120.** 80 . altow
19: 16L.120** - any [40.192.22.8 - 21 allowr
200 16120334 - anyv |40 192 37* 0 23 deny
21 E81120<*  an |43 492 *% . 22 gllow
220 161120247 uny 14923732 - 25 0 denv
23 0 Be1A2024.7 0 am T4l (U2 *> 3% aliow
24 rEEr ounw SRR any danv
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6) NYNNINITNAReNd@ WSy I 1eaduuunszae

Source Destination
Order Action
Address Port Address Port
1 161.120.*.* any E40.192 > * 30 allow
2 161.120.*.* any 140.192.22.5 21 deny
3 161.120.%.* any 140.192,*% * 21 allow
4 140,162 * * any 161.120.33.* 23 allow
5 161.1290.33.% any 140.192.*.* 23 allow
6 161.120.24.% any i40.192.37.3 25 deny
7 161.120.24.* any 146.192.22.5 25 deny
8 161.120.*.* any 140.192.37.* 25 atlow
9 161.120.%.* any kR K K S0 allow
10 140.192 *.* any * R R K 25 allow
11 * ok xx any 140.192.* * 25 allow
12 140.192.*.* any 161.120.%.* 80 deny
13 161.120.33.% any 14G.192.37.1 23 deny
14 161.120.*.* any 140.192,* * 22 deny
15 161.120.*.* any 14(.192.* % any allow
16 140.192.* * any 161.120.*.* any allow
17 161.120.*.* any 140.192.* * 80 aflow
I8 140.192.* * any 161.120.*.* 80 allow
19 161.120.*.* any 140,192.22.5 21 allow
20 161.120.33.* any 140.192.37.* 23 deny
21 i61.120.%.* any 140,192 *.* 23 allow
22 161.120.24.% any 140.192.37.3 25 deny
23 161.120.24.* any 140.192.% * 25 allow
24 KA K * any kK any deny

& ¢ =, Fo) o ey = '3
7) wagwinnnsAumanutalndveingd iy s eaduuunszas

(¥uaouls 3 aunInd 4.10)

HAGTE - Spuriousness(§)
RET9FFW O allows spurious traffic to R[1]'Fw 1.
Spuriousness(8)
R[33}FW_2 allows spurious traffic to R[1JFW 1.
Spuriousness(8)
R[19}/FW_0 allows spurious traffic to R{2],FW 1.
Shadowing(3)

RI2VFW_1 is shadowed by R[23)/FW 2.
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Spuriousness(8)

R{33)/FW_2 allows spurious traffic to R[2}/FW .
Shadowing(4)

R[20J/FW_0 is shadowed by R[3J/FW 1.
Shadowing(4)

R[34)/FW_2 is shadowed by R[3]/F'W 1.
Spuriousness(8)

R[19]/FW 0 allows spurious iraffic to R[4)/FW 1.
Spuriousness(8)

R[33}/FW_2 allows spurious traffic 1o R[4]/FW 1.
Spurtousness(8)

R[18)/FW_0 allows spurious traffic to R[S}/FW 1.
Spuricusness(R)

R{I9)/FW_0 allows spurious traffic to R[5]/FW _I.
Shadowing(3)

R[SIFW_1 is shadowed by R[27}/FW 2.
Spuriousness(8)

R[31}/FW_2 allows spurious traffic to R[S} FW 1.
Spuriousness(8)

R{33]J/FW_2 allows spurious traffic to R[5} FW 1.
Shadowing(4)

R{20J/FW_0 is shadowed by R[6]/FW 1|
Shadowing(4)

R[34}FW 2 is shadowed by R[6}FW 1,
Spuncusness(8)

R[7]/FW_I allows spurious traffic to R[16]J FW ¢
Correlation(12)

R{7IFW_1 and R{19)'FW_0 have a correlation anemaly.
Spuriousnessi7)

R[7VTW_1 allows spurious traffic to R[27]FW 2.
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Spuriousness{7)

R[7V/FW _1 allows spurious traffic to R[28/FW 2.
Spurtousness(8)

R[7}/FW_t allows spurious traffic to R[29}/FW 2.
Correlation(12)

R[7JFW _1 and R{33FFW 2 have a correlation anomaly.
Shadowing(3)

R{20J/FW_0 is shadowed by R{BJ/FW 1.
Shadowing(3)

R[34]/FW_2 is shadowed by R[SI/FW 1.
Shadowing(4)

R[9VFW_1 is shadowed by R{12}/FW 0.
Shadowing(4)

R[91/FW _I is shadowed by R{13]/FW 0.
Shadowing(4)

R[9]/FW_1 is shadowed by R{15}/FW 0.
Shadowing(4)

R[9V/FW_1 is shadowed by R[16]/FW_0.
Correlation(12)

RI1R]'FW_0 and R{9]/FW 1| have a correlation anomaly.
Shadowing(4)

RISI'FW_1 is shadowed by R[22]FW 2.
Shadowing(3)

R{9)FW 1 is shadowed by R[23J/FW 2.
Shadowing(4)

R[9)JFW 1 is shadowed by R[24]/FW 2.
Shadowing(4)

RI9JFW 1 is shadowed by R[26/FW 2.
Shadowing(3)

RISFFW _1 is shadowed by R[27}/FW 2.



Shadowing(3)

R[9}/FW_1 is shadowed by R[28]/FW 2.
Shadowing(4)

R[9)FW_1 is shadowed by R[29]/FW 2.
Correlation(12)

R{311/FW_2 and R[9]/FW _1 have a correlation anomaly.
Shadowing(3)

R[9JFW_I is shadowed by R[32]FW _2.
Spuriousness(8)

R{10)/FW_L allows spurious traffic to R[14[/FW 0.
Spuriousness(8)

R[10VFW _1 allows spurious traffic to R{17]/FW 0.
Spuriousness(8)

RI1GJ/FW_I allows spurious traffic to R[25VFW 2.
Spuriousness(R)

R[10)FW_1 allows spurious traffic 1o R[30//FW 2.
Spuricusness(§)

R[33]/FW _2 allows spurious traffic to R[12]/FW 0.
Shadowing(3)

R[13LFW 0 is shadowed by R[23]'FW 2.
Spuriousness(8)

R{33)’FW_2 allows spurious traffic to R[13J;FW 0.
Shadowing(4)

R[34]°FW_2 is shadowed by R[14}FW 0.
Spunousness(8)

R[33J'FW 2 allows spurious traffic to R[ I5]FW 0.
Shadowing{3)

R{16}FW _0 is shadowed by R[27] FW 2.
Spuriousness(g)

R{31}FW_2 allows spurious traffic to R[16]FW 0.
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Spuriousness(8)

R[33)/FW_2 ailows spurious traffic to R[16}/FW 0.
Shadowing(4)

R[341/FW_2 is shadowed by R[1 THFW 0.
Spurtousness(7}

R[181/FW_0 allows spurious traffic 1o R[27}/FW 2.
Spuriousness{7)

R[18]/FW_0 allows spurious traffic to R[28}FW 2.
Spuriousness(8)

R[18)FW_0 allows spurious traffic to R[29)/FW 2.
Correlation(12)

R{I8/FW_0 and R[33}/FW _2 have a correlation anomaly.
Shadowing(4)

RI19)/FW_0 is shadowed by R{22) FW 2.
Shadowing{3)

R[i19VFW_0 is shadowed by R[23]/FW 2.
Shadowing(4)

R[18J/FW_0 is shadowed by R[24}FW 2.
Shadowing(4)

RE19IFW_0 1s shadowed by R[26].FW 2.
Shadowing{3)

R[19]/FW_0 is shadowed by R[27]FW 2.
Shadowing(3)

RL191FW_0 is shadowed by R[28):FW 2.
Shadowing(4)

RIIS}FW_Q is shadowed by R[291FW 2.
Correlation(12)

R{31I'FW_2 and R{19)/FW _0 have a corelation anomaty,
Shadowing(3)

R[19)FW _0 is shadowed by R[32}/FW 2.
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Spuriousness(§)

R{20)/FW_0 allows spurious traffic to R[251/FW 2.

Spuriousness{8)

R{20]/FW_0 allows spurious traffic to R[30[/FW 2.
VIUIUAG : 35

8) wadninnnsud lvanuAndnAvangd v s naduuunszae

o o o L
ngdmivinioad FW_|

Source Destination
Order Action
Address Port Address Port
] 161.120.* * any 140.192.* % 80 allow
2 161.120.*.* any 140.192 % * 21 allow
3 140.192.* * any 161.120.33.* 23 allow
4 161.120.33.* any 140.192 % * 23 allow
5 161.120.*.* any  140.192.37.* 25 allow
6 140,192 * * any 161.120.* * 25 allow
7 FAREF any *EER any deny

4 ar g o )
npdmiviioad Fw o

Source Destination
Order Action
Address Port Address Port
1 161.120.*.* any 140,192 % * R0 allow
2 161.120.% * any 140,192 % * 21 allow
3 140.192.* * any  161.120.33.* 23 atlow
4 161.120,33.* any 140,192 * * 23 allow
5 161.120.% * any 140.192.37.* 23 allow
& 140.192.* * any [61.120.* * 25 allow
! *FER any *EEE any deny
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o @ B o o
ndmiulvsioad Fw 2

Source Destination
Order Action
Address Port Address Port
l 161.120.% * any 14G.192 * * 80 ailow
2 161.120.*.* any  140.192.22.5 21 deny
3 161.120.* * any 140.192 * * 21 allow
4 140.192.* * any 161.120.33.% 23 allow
3 161.120.33 % any 140.192.* * 23 allow
6 i61.120.24.* any 140.192.37 3 25 deny
7 161.120.24.* any 140.192.22.5 25 deny
8 161.120.* * any 140.192.37.% 25 allow
9 140.192 * * any 161.120,* * 25 allow
10 *EEH any *ERF any deny




