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ABSTRACT

Title of Thesis  Automatic Firewall Anomaly Discovery and Correction

Author Miss Supawadee Hiranpongsin
Degree Master of Science {Computer Science)
Year 2006

Firewall has been a fundamental device that plays a crucial role in protecting a
network from attacks and unauthorized accesses. Inserting or modifying rules within a
firewall is a non-trivial task and can cause policy anomalies. The task is more
complicated when multiple firewalls are connected to a network with complex
tﬂpélngy. Several types of anomalies may occur in this environment. In this paper, we
present graph-based techniques to discover and correct anomalies in both single and

distributed firewall environments. These techniques can be used (o assist
administrators in configuring filtering rules, automating rule allocation according to a

security policy, as well as validating rule insertions and updates.
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