MINITULFIAUNAGTIUTINT (JISB) 09 3 alufl 4 dau AaAN-TUINAL 2560 Wil 86
a I3 %]
UNINITURWBIFD

1U3en1e1 a8I90Y

UAINYIRLIRLAN 1T

doi: xxxx

Fifth Edition 1 i Title: Guide to computer forensics and

GUIDETO COMPUTER FORENSICS DRSNS
AND |NVEST|GAT|0NS Author: Bill Nelson, Amelia Phillips, Chris Steuart

PROCESSING DIGITAL EVIDENCE Edition: 2015
Publisher: Cengage learning

Bill Nelson, Amelia Phillips, Chris Steuart

Number of pages: 690

7#IFa Guide to computer forensics and
investigations  tJurtsFENNEINLAIINN WA
daaansuaznsianzdasawinanduddnan
v = a & A @ o

satfivluesuiaaesinelfidunangiulunns
Wastasdald wiiFaraniazlioniioany

Tunaulun139a¥in computer forensics NaNgIH

LLa:m”u@aulumiﬁ'@Lﬁmj’agamﬂ E-mail and social

a wva

media, Mobile device, Cloud computing LLa:i:uUﬂQU@m’ﬁ@i’mﬁ] i’J&lﬁ\‘in’lﬁmi’lzﬁﬁa”ng’muazmﬂ‘ﬁ'

w3asflauazlsunsutisiafiuuasiiansinanguiiduddva dedwnangufin3daifivain E-mail and
social media, Mobile device, Cloud computing ﬁﬂv\‘lﬁ
wangwiiTaifiu Gaad
1. fadnanguiinassaiinain E-mail

- copy e-mail message Lﬁa@ e-mail header, e-mail message, L8z e-mail log 31N server
2. ﬁaammé'ﬂgmﬁm‘ﬁmﬁmnﬂ Social media (1% facebook, twitter LIww)

- fuua:nma%q@ﬁmﬁqﬂﬂa log on 1" 14 social media

- e-mail address ﬁlﬂuﬂﬂi log on

- M1 configuration social media 114 T¥nnausunIngTayalu facebook et 1dudu

- iaga‘ﬁl post 4 social media

- dlavhanuaugdayalu social media 114 facebook (Hudu
3. MatanaNgHAAIIALALIIN Mobile device

- uilelsidayanazdunangmlu RAM asagileld mobile angaliaasdaedas

- disconnect N17 synchronize AU user's laptop

- laptop Nfimslaugayaain mobile liid1aziilu picture wia video



MINTIVUMNIAUNAGIUTING (JISB) 1 3 a1fUf 4 16w aa1au-FuaIAN 2560 ik 87

- OTG ﬁiauiagamﬂ mobile
- I mobile atlu airplane mode weldlWizendanunmonenld Lﬁadmﬂmﬁmzmauﬁagﬂﬁ %300719
ALAY mobile 1u faraday cage
- fagmrd{mﬂuu mobile 31N network provider
4. atanANgIHAAIIIALILIIN Cloud computing

- 27N cloud service provider (CSP) Usznauaas
ﬁ&muﬁgﬂﬁﬂmlﬁﬁ'@miﬁuﬁﬁﬁa:Lﬁ@ﬁ'u cloud
SLA (service level agreement) ‘ﬁlﬁ’mw‘i_lgﬂﬁﬁ 13znauae service hours, restriction applied to the
customer, availability of the cloud, levels of support, response time for data transfers, limitation,
contingency plan, business continuity and disaster recovery plan, fees, security measures L&
terminology of the cloud’s systems and applications 1ag business continuity and disaster
recovery plan a:ﬁﬂﬁmmmvlﬁﬂ]”agaﬁﬁﬂu cloud ﬂé’ﬂﬁummﬂﬁﬂ]’agamﬂﬁ
cloud topology, policies Was data storage methods LLa:qﬂnstﬁ@ms] {oRTINIEINT
IauiuTayaIn cloud lanTala 13U 70 remote cloud storage Liludn

v A

lunsdif cloud §n13 run snapshot §9t8in5lE MD5 %38 SHAT sy linulainnuazidua

@ a a a . & o 1Y o .
“Uﬂﬁa&lﬂ’lil,ﬂaﬂul,l,ﬂmﬂiavm uaﬂﬁ]’m%mET’I%J’I‘SEW]S’]‘]JVLWEI’IWJ%LL@:L’Jm‘lla\‘i file

o

ﬁagaﬁﬁmﬁﬂu disk (data at rest) ﬁayaﬁﬁﬁmdﬂﬂlum%aﬂw (data in motion) LLa:ﬂTaaaﬁaglu
RAM (data in use) im3sdnsnanie i ﬁwﬁﬁao“uaﬁﬁﬁlﬁ“’lummamﬁ'amm{fwaﬁagaﬁa CSP
M lilwddanadasreanuuiannnuwaany

- 9110 cloud customer U3znavuaag
data NNABNNILABINIA mobile Va9 customer
web browser’s cache file
CSP’s application ‘ﬁlgﬂamﬁzﬂu mobile el user application folder

- ymdwnaiiafiiieniu coud Sl
Architecture m’sﬁmu@amuﬁ%ﬁ'@LﬁuiagmﬁaﬁwmLﬂu%fi’ﬂg’mﬁm forensic fiaut 9N
§M3U cloud 189910 CSP ainvzLfiusauiiasvasnaufaaeiflwusng doud 1Hiiuanudy
Analysis of cloud forensic data @assiulaluin clock 289 server @33 synchronized 88"
andad
Anti-forensics 1ag hacker mﬂ"ﬁmﬂﬁﬂlumiﬂ%'uLﬂﬁlﬂuw%mauiaga \Iu dautoyadionly
data-hiding utilities wioUsuiAnn timestamp ¥inl#B1ndan133a¥in timeline maamqmitﬁ $1)1)
¢ wanNigsTInaen13le hash value LﬁﬂLﬂ%ﬂuLﬁm_l'j'u,l,ﬁmﬁasgagﬂﬂ%'uLﬂﬁﬁuvﬁa"l,&i
Incident first responders Lflw.l_“lﬂﬂaﬁvl,@ﬁ"_l_lﬂ’liaﬂNulﬁﬁﬁﬁﬁﬁﬁ@miﬁil network incidents 813
Tailwanusndalunslvdayaldizunu
Role management lun1sdumwangiuanainidudasmay access controls Faanavilsiszyldin
pﬂ@mﬂ@”%’ummmmﬁmﬁﬂﬁ
Standards and Training TumIdumInANzIUAINTILAS common standard 7 CSP hanldean

a8 standard ﬁﬁ]zlﬁﬁaga L7 privacy agreements, security measures, questionnaires D uan



