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## 4471422321 : MAJOR COMPUTER SCIENCE

KEY WORD: LINUX/SECURITY / PROGRAM / SCANNING / REDHAT
NARUCHAI SRISANGYU : DEVELOPMENT OF A BASIC SECURITY SCANNING
PROGRAM FOR RED HAT LINUX OPERATING SYSTEM. THESIS ADVISOR
SETHA PAN-NGUM,Ph.D, THESIS COADVISOR : THONGCHAI
ROJKANGSADAN,M.Sc, 108 pp. ISBN : 974-53-1072-7

Nowadays, RedHat Platform of Linux Operating System is chosen widely as an
operating system in many organizations. The management system in Linux is easy to use
for system administrator. However, there is no security checking tool that help user
directly. An experienced user might be able to identify any security holes in their systems.
Anyhow, Linux operating system is so complicated that less experience users might not
be able to. This research is therefore to develop a program to help user to efficiently

identify security holes as well as make the system more convenient to use.

Perl Programming Language and Perl TK development tool is used for the
research. Perl TK is used to develop a program that connects users which are separated
into two types system users and system administrator. At the beginning, the program
contains several functions to check out the system such as function to check permission
of file and directory, function to check user ID and password, function to check TCP/IP
setting and other services such as web server, file transfer, and mail server. The
reliability check of the programs is based on Unix Security Checklist v.2.0 of CERT and
AusCERT. The result of the operation is displayed according to the language setting from
Linux version installed. Furthermore, the program can be run as a background process
which will increase its checking capability. When problems occur, the program will
automatically e-mail the problems to corresponding users to help protect the system and

solve further problems.
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