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49309314 : MAJOR : INFORMATION TECHNOLOGY
KEY WORD : TRAFFIC DATA/IDENTIFICATION

TIPSRIN  PORNPITICHAROEN : NETWORK TRAFFIC DATA MANAGEMENT
SYSTEM CASE STUDY CAT CUSTOMER SERVICE OFFICE - WESTERN REGION
DEPARTMENT. INDEPENDENT STUDY ADVISOR : ASSOC.PROF. CHANTANA
CHANTRAPORNCHAI, Ph.D. 167 pp.

This research purpose is to develop the network ftraffic data management
system. Support Act on Computer Crime 2007 according to the Announcement of Ministry of
Information and Communication Technology. We applied the Open Source software for
saving the budget.

The system includes three subsystems. The subsystems are the user subsystem,
administration subsystem and executive subsystem. We had installed, edited and improved
the server by setting the user privilege and authentication configuration and defining the
accessed data and saving the data to another server following the security policy. The
sending process has to encrypt the data and been improved to support the Announce of
Ministry of Information and Communication Technology. The administrator uses the friendly
user interface via the web application. The duties of administrators are to control the system,
assign the privilege to users, and print the reports to the executives.

For evaluation, we have the users, administrators, and executives testing the
usability of the system. It is found that satisfaction scores average level is 4.17 out of 5,
which is very positive. Thus, the developed system can help the WEST CAT customer service
office following this Act and Announcement of Ministry and help saving the budget by without
purchasing the new hardware and software.

Department of Computing Graduate School, Silpakorn University Academic Year 2010
Student's signature .........ccccceeviiiiee i
Independent Study Advisor's Signature .........ccccceeeeeeeeeeeeciieeee e
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File 1A%

File 1 1

=S
SWEIﬁgl’t‘)fJﬂﬂ"lilLfE]Al"ll

1. File : add_user.php ilﬁqﬂizﬁﬂﬁ': |

A g A 9 A 2
W%)Lﬂ“lJﬁfJazLﬂﬂﬂ‘ll’e)ylmwummlu

$username = $firstname = $lastname

—nn,

= $password = $password2 ="";

$username5 = $idn = $firstname =
$lastname = $mailaddr = $addr = $tel

—nmn,

= $password5 = $password2 ="";

WY idn ,mailaddr,addr,tel
wazlasuniaanlsen

I
username nJu usernames

# check firstname
if(empty($firstname)) {
Serror[0] = true;
H
# check lastname
if(empty($lastname)) {
Serror[1] = true;
}
# check username
if(empty($username)) {
Serror[2] = true;

}

# check Group
if(empty($group)) {
$error[100] = true;
H
# check ID Number
if(empty($idn)) {
Serror[10] = true;
}
# check firstname
if(empty($firstname)) {
Serror[0] = true;
H
# check lastname
if(empty($lastname)) {
Serror[1] = true;
H
# check mailaddr
if(empty(Smailaddr)) {
Serror[2] = true;

}

AT ARUAIIVRITad
A A A

NNUA® Group,ID
Number,Mail Address ,
Address ,Tel , username
) g =
Naeeluua1ieve

A 9 ¥
aunsoiutoya 1
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File Lall File !Lf%,llﬁll 518ﬂ$1§ﬂﬂﬂ"ﬁll’f§]ﬂlﬂl
# check username
if(empty($usernames5)) {
$error[3] = true;
b
$sql = "INSERT INTO account $sql = "INSERT INTO account iusTlas
VALUES" VALUES" idn,mailaddr,addr,tel

"

."("$username’,"" .substr(md5($passw
ord),0,15).","

. "$firstname’, '$lastname', '0",". "'0',
0,10, -

" date("Y-m-d H:i:s").",

vmdsl’vlv)n;

."("$username3',"" .substr(md5($passw
ord5),0,15).","

. "$firstname’, '$lastname', '0'," . "'0',
0,0, -

" date("Y-m-d H:i:s").",
'mds') 1" $idn.","

Smailaddr.”,"". $addr."","" $tel."" )",

<tr>

<td align="right">1ava 5152 31%U
</td><td><label>

<input name="idn" type="text"
class="inputbox-normal" id="idn"
style="width:110px;background: <?
if($error[10]) echo "#FFFOFQ"; 7>"
value="<?= $idn ?>" size="13"
maxlength="13" />

<span class="red"><? if($error[1]) {
echo "&laquo; NFAINTONLAY
Uszasualensy;
7></span></label></td>

</tr>** 495 UAMAYNIATUTLH1WY

<tr>
<td align="right">N0g :</td>

"

<td><textarca name="addr"

MiyFeadmsusua vy

A0 idn, addr,tel ;mailaddr
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File 1A%

File tf 1

=S
518ﬁ$18ﬂﬂﬂﬁl!’fgﬂﬂl

class="inputbox-normal" id="addr"
style="width:250px;background:<?
if($error[11]) echo "#FFFOF0";
?7>"><?=$addr 7>

</textarea>

<span class="red"><? if($error[1]) {
echo "&laquo; ﬂ;mmiﬂﬂﬁﬂg
Alvaumensu; }
?7></span></label></td>

</r>** ¥pIT UMY

<tr>

<td align="right">11183 AAA® :</td>
<td><input name="tel" type="text"
class="inputbox-normal" id="tel"
style="width:90px;background:<?
if(Serror[12]) echo "#FFFOF0"; 72>"
value="<?= §tel 2>" size="10"
maxlength="10" />

<span class="red"><? if($error[1]) {
echo "&laquo; NTAINTONILDSANGD
fensu"; } 2></span></label></td>

] @ 1 4 [ o
<ftr> ** ¥995UANUDS INTANN

<tr>

<td align="right">Email :</td>

<td>

<input name="mailaddr" type="text"
class="inputbox-normal"
id="mailaddr"

style="width:250px;background:<?
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File 1A%

File tf 1

=S
SWEIﬁgl’t‘)fJﬂﬂ"lilLfE]Al"ll

if($error[2]) echo "#FFFOFO0"; 72>"
<td align="right">Email :</td>
<td>

<input name="mailaddr" type="text"
class="inputbox-normal"
id="mailaddr"
style="width:250px;background:<?
if($error[2]) echo "#FFFOFO0"; ?2>"
value="<?= $mailaddr ?>">

<span class="red"><? if($error[1]) {
echo "&laquo; ﬂ;mmiﬂﬂ%mﬁ'
AlFausmensu”; }
></span></label></td>

</tr> ** N5 VAT e-Mail

<input name="password2"
type="password" class="inputbox-
normal" id="password2"
style="background: <? if($error[6] ||
$error[7] || $error[8]) echo
"#FFFOFQ"; ?>" value="<?7=

$password2 ?>">

<input name="password2"
type="password" class="inputbox-
normal" id="password2"
style="background: <? if($error[7] ||
$error[8] || $error[9]) echo

"#FFFOFOQ"; 7>" value="12345678">

MIMUUAAT default
THANUYDUANTZUY
o Y A
mvuald Ims
5uulasulnilae

o 1 I
AMrUAAI default 11lu
12345678 Az 19

annsaud lu'ld

2. File : add_multi_user.php Auldndariunuanilseneudlelid PHPExcel 1ag folder upload 1o

3 N o s A o a3 4
mnuseya inguseasdioinddoyanilulwg Excel

o s & v
3. File : manage_user.php Janiszasaiie 1¥dguassuuannsonsnaousiariuueds 15 1a

<td align="center" valign="top"
bgcolor="<?= $bgcolor ?>"><?=

substr($users->dateregis,0,10) 7>

<td align="center" valign="top"
bgcolor="<?= $bgcolor

?7>"><?=$users->password ?>

U5unlasumsuaan

NMIUAAIAIINIUN
o o { 2

ainssunlasily

HEAITH AR

1% A = o 1% A s A =
4. File : manage_interface.php USunlasugtuuusudmsuni login Hiagdssasdiionlaougiuuy

= Y Y
sulaaudeans

Y

. . Ao s A
5. File : user_online.php mmqﬂsgaqmwa@;ﬁwwmzuu
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File 1A%

File tf 1

=S
SWEIﬁgl’t‘)fJﬂﬂ"lilLfE]Al"ll

$shell_command='/bin/echo "User-
Name="$ REQUEST['user']."" |
/usr/bin/radclient -x 127.0.0.1:3779

disconnect myradiussecret';

$shell command='/bin/echo "User-
Name='$ REQUEST['user']."" |
/usr/bin/radclient -x 127.0.0.1:3779

disconnect testing123';

umsUsunlasum
secretkey 91 A

A 2
myradlussecret!,ﬂ‘u

testing123

o s A s {
6. File : clearuser.php 1inqilszasaiomassdldaunsieluszu

shell_exec("sudo /bin/bash
/var/www/html/sam/admin/include/c

learuser.sh");

shell_exec("sudo /bin/bash
/var/www/hotspot/admin/include/clea

ruser.sh");

USuwlaeu path 910 sam

W hotspot

shell_exec("sudo /bin/echo 'User-
Name = $user’ |
/ust/local/bin/radclient -x
localhost:3799 disconnect

myradiussecret");

shell_exec("sudo /bin/echo 'User-
Name = $user' |
/ust/local/bin/radclient -x
localhost:3799 disconnect

testing123");

1/aeu secret ket M1uA

v
AAMNTSUY

. . Ao s A wn v
7. File : user_history.php Uiagilszasnmogiszians l5nussuuy

<?
$start = $end = date("Y-m-d");
if(isset($_REQUEST['submit'])) {
$start =$ REQUEST]'start'];
$end = $ REQUEST['end];

}

7>

<?
$start = $end = date("Y-m-d");
$user="";
if(isset($_REQUEST['submit'])) {
$start =$ REQUEST('start'];
$end =$ REQUEST['end'];
Suser =$ REQUEST(['user'];

b

yod

Muuama s Suser =

",
s

LAY

—n

user id :<input name="user"
type="text" class="inputbox"
id="user" value="<?= $user 7>"

style="width: 100px; text-

align:center; padding-left:2px" />

IO UAIDINVDIAN

< P
lﬂuﬂﬁllﬁﬂﬂﬂl@y‘ﬁiﬂﬂ

o Ad g L
UNTUAULASTUTA
)

' = A )
MUU IUNVBDIAUNN

MINFoR 1% Ao
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File 1A%

File tf 1

=S
518ﬁ$18ﬂﬂﬂﬁl!’fgﬂﬂl

if($_REQUEST['user']==""){

$sql = "select * from radacct,account
where radacct.acctstarttime >=

".$ REQUEST('start']." 00:00:00'
and radacct.acctstarttime <=

".$ REQUEST['end']." 23:59:59" and
radacct.username = account.username

order by radacct.acctstarttime ";

2 = 9 A
NUNTIAIUDYDINTO

g

<tr>
<td width="69" height="30"
align="center" class="key">ﬁ1ﬁ‘]J
</td>
<td width="196" height="30"
align="center" class="key">"?;"f) -
weana</td>
<td width="156" height="30"
align="center" class:"key">LQi'3Jiv'gl}u
TFu<itd>
<td width="116" align="center"
class="key">vu18gav [P</td>
<td width="92" height="30"
align="center" class:"key">l,1djul’.lm
</td>

</tr>

<tr>

<td width="52" height="30"
align="center" class="key">NO.</td>
<td width="300" height="30"
align="center" class:"key">°§@ -
wana</itd>

<td width="120" align="center"
class="key">ID</td>

<td width="270" align="center"
class="key">MAC Address</td>

<td width="302" height="30"
align="center" class="key">é3JGSI}uGl‘]95}
NU</td>

<td width="107" height="30"
align="center" class:”key">l1dJuL’Jm
</td>

</tr>

INUFDUAAINT MAC

Address , ID

<td width="120" align="center"
valign="top" bgcolor="<?= $bgcolor
7>"><7= §data->username ?></td>
<td width="270" align="center"
valign="top" bgcolor="<?= §bgcolor
7>"><7= §data->callingstationid

7>&nbsp;</td>

mufdaaasatoya
username Li@& mac

address




13199 17 (9)

74

File 1A%

File tf 1

=S
518ﬁ$18ﬂﬂﬂﬁl!’fgﬂﬂl

A o s A o 1
8. File : manage service.php mmﬂizmmﬁami@ status N1TNINIUVDY Service AN

$radiusdstring =
trim(shell_exec("sudo -u root ps -A |

grep radiusd | awk {'print \$4'}"));

S$radiusdstring =
trim(shell_exec("sudo -u root ps -A |

grep radius | awk {'print \$4'}"));

aeuA1910 radiusd 151

. A .
radius INDY status service

case 'firewallrestart' :
shell_exec("sudo /sbin/service
firewall restart");

break;
case 'httpstart' :shell _exec("sudo
/sbin/service httpd start");
echo "<meta http-equiv=refresh
content='1;url=index3.php?option=
manage_service™"; break;
case 'httpstop' :

shell_exec("sudo
/sbin/service httpd stop");
echo "<meta http-equiv=refresh
content="1;url=index3.php?option=
manage_service™";

break;
case 'httprestart' :shell_exec("sudo
/sbin/service httpd restart");
echo "<meta http-equiv=refresh
content='1;url=index3.php?option=
manage_service™";

break;
case 'radiusstart' : shell_exec("sudo
/sbin/service radiusd start");
echo "<meta http-equiv=refresh
content='1;url=index3.php?option=
manage_service™";

break;

case 'firewallrestart' :shell_exec("sudo
/etc/init.d/chilli.iptables");

break;
case 'httpstart' : shell exec("sudo
/etc/init.d/apache?2 start");
echo "<meta http-equiv=refresh
content='1;url=index3.php?option=m
anage service™";

break;
case 'httpstop' : shell_exec("sudo
/etc/init.d/apache? stop");
echo "<meta http-equiv=refresh
content='1l;url=index3.php?option=m
anage service™";

break;
case 'httprestart' : shell exec("sudo
/etc/init.d/apache?2 restart'");
echo "<meta http-equiv=refresh
content='l;url=index3.php?option=m
anage_service™";

break;
case 'radiusstart' : shell_exec("sudo
/etc/init.d/ radius start");
echo "<meta http-equiv=refresh
content='1;url=index3.php?option=m
anage_service™";

break;

lagum service U049
firewall 910 firewall 1134
gy . <
chilli.iptables , httpd 11l
. <
apache2 1191¢ radiusd 11l

radius
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File 1A%

File tf 1
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case 'radiusstop' : shell_exec("sudo
/sbin/service radiusd stop");
echo "<meta http-equiv=refresh
content='1;url=index3.php?option=
manage_service™";

break;
case 'radiusrestart' :shell _exec("sudo
/sbin/service radiusd restart");
echo "<meta http-equiv=refresh
content='1;url=index3.php?option=

manage_service™"; break;

case 'radiusstop' :shell_exec("sudo
/etc/init.d/ radius stop");
echo "<meta http-equiv=refresh
content='1;url=index3.php?option=m
anage service™";

break;
case 'radiusrestart' :shell_exec("sudo
/etc/init.d/radius restart");
echo "<meta http-equiv=refresh
content='1;url=index3.php?option=m
anage service™";

break;

$pos = strpos($httpdstring, "httpd");
if($task == "service httpd stop")
{
Shttpdstart = false;
}
else if ($pos == false || $task ==
"service httpd start")
{

$httpdstart = true;

$pos = strpos($httpdstring,
"apache2");
if($task == "service httpd stop")
{

Shttpdstart = false;
H
else if ($pos == false || $task ==
"service apache? start")
{

$httpdstart = true;
H

1asuan httpd 11

apache?2

$pos = strpos(Shttpdstring, "httpd");
if($task == "service httpd stop")
{

$httpdstart = false;

}
else if ($pos !== false || $task ==

"service httpd start")

$pos = strpos($httpdstring,
"apache2");

if($task == "service httpd stop")
{

Shttpdstart = false;

1JasuA191n httpd 3

apache?2
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File Lall File LLf%,hlﬁU STEIﬂglafJﬂﬂ"lﬁllfsﬂ‘U
{ else if ($pos !== false || $task ==
$httpdstart = true; "service apache? start")
} {
Shttpdstart = true;
b

$pos = strpos($radiusdstring,

"radiusd");
if($task == "service radiusd stop")
{
$radiusdstart = false;
¥

else if ($pos == false || $task ==
"service radiusd start")

{

$radiusdstart = true;

$pos = strpos($radiusdstring,

"radius");

if($task == "service radius stop")

{

$radiusdstart = false;

H
else if ($pos == false || $task ==
"service radius start")

{

$radiusdstart = true;

. \ . <
1/aeun191n radiusd 11l

radius

$result .= shell _exec("sudo -u root
/var/www/html/authen/admin/includ

e/checkwan.pl $checkporttext");

$result .= shell_exec("sudo -u

root ping —¢5 $checkporttext");

MuuagUuUMS check

Y o & .
status wan AYATN ping

1A o

i 23 o a ¢ <
9. File : access_log.php  AgulWaynli iiagiszasdiiieg status m3ldanusumesiia

a
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Check IP/Port

mtrnimumﬂ;lﬁamsiamad IP/Port

» aga Tda 1P wia Port fidaenrsaTiaday
IP ! Port: 10.23.51.167
diade @ 192.188.0.101
1592.188.0.101:80
20

The result of 10.23.51.167 R

E==========sSsS=S====S=S=SS=S=====S=S=S=S=S====S==S=S============== 5
[ Source Destination Status
:====================================================:
: 0 010.23.51.254:3128 10.23.51.167:52780 TIME_WAIT

: 0 010.23.51.254:3128  10.23.51.167:52785 ESTABLISHED

: 0 010.23.51.254:3128 10.23.51.167:52784 TIME_WAIT

: 0 010.23.51.254:3128  10.23.51.167:52783 TIME_WAIT

: 0 010.23.51.254:3128  10.23.51.167:52782 TIME_WAIT
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tunA w50 Y o g . A a o
Yy 1%?”1451]@]33%@'@1]@, Log U8 squid L?Ji’]ﬂﬂﬂﬁ]gﬂi"lﬂaﬂﬂﬂ"lw

~ = B ) ' v a s 3
Nn71 muﬁmmagamﬂmmmq 9 mmgﬂmmaumasmmimwu

View Squid Log
g Log #av Squid

10.0.0.1
'10.23.51.167 - - [14/Jan/ 2011:22:30:56 +0700] "GET http://10.23.51.254/p .
'10.23.51.167 - - [14/Jan/2011:22:30:58 +0700] "GET http:/ /10.22.51.254/h
'10.23.51.167 - - [14Jan/2011:22:30:58 +0700] "GET http:/ [10.22.51.254[h —
'10.23.51.167 - - [14/Jan/2011:22:31:50 +0700] "GET http:/ /10.22.51.254/p
'10.23.51.167 - - [14/Jan/2011:22:31:50 +0700] "GET http://10.22.51.254/p
'10.23.51.167 - - [14/Jan/2011:22:31:56 +0700] "GET http://10.22.51.254/p
'10.23.51.167 - - [14/Jan/2011:22:31:57 +0700] "GET http://10.22.51.254/p
'10.23.51.167 - - [14/Jan/2011:22:32:09 +0700] "GET http:/ /10.22.51.254/h
'10.23.51.167 - - [14/Jan/2011:22:32:10 +0700] "GET http://10.22.51.254/h
'10.23.51.167 - - [14/Jan/2011:22:33:05 +0700] "GET http:/ /10.22.51.254/h
'10.23.51.167 - - [14/Jan/2011:22:33:06 +0700] "GET http://10.22.51.254/h
'10.23.51.167 - - [14/Jan/2011:22:33:07 +0700] "GET http:/ /10.22.51.254/h
'10.23.51.167 - - [14/Jan/2011:22:33:07 +0700] "GET http:/ /10.22.51.254/h
'10.23.51.167 - - [14/Jan/2011:22:33:08 +0700] "GET http:/ /10.22.51.254/h
'10.22.51.167 - - [14Jan/2011:22:33:08 +0700] "GET http:/ /10.23.51.254[h
'10.23.51.167 - - [14/Jan/2011:22:33:09 +0700] "GET http:/ /10.22.51.254/h
'10.23.51.167 - - [14Jan/2011:22:33:09 +0700] "GET http:/ /10.23.51.254/h
'10.23.51.167 - - [14/Jan/2011:22:33:10 +0700] "GET http:/ /10.22.51.254/h
'10.23.51.167 - - [14/Jan/2011:22:33:10 +0700] "GET http://10.23.51.254[h —
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= g.’l v Jd v
§1Eli1$!Bﬂﬂﬂluﬂﬂuﬂ1ﬁﬂiﬂ!!mwﬁﬂ1ﬂ 9 VB33V

Login A8 user ﬁ‘l‘gﬁﬂﬁuaﬂ%&

ialda1u root

$sudo passwd

[sudo] password for tipsrin : [‘i’jauwm 350 user]

Enter new UNIX password: [G‘a{’ﬁ password root]

Retype new UNIX password: [ﬁllﬁ password root %ﬂﬂ%ﬂ]
passwd: password update successfully;

$exit

Login I3iA 28 user root

it)al#9194 Internal LAN card (093 LAN Card 2 1v)

#vim /etc/network/interfaces

auto lo

iface lo inet loopback

auto eth0 # MTA WAN

iface ethO inet static
address 202.129.12.51 # 11 IP Address Card WAN
netmask 255.255.255.0
network 202.129.12.0
broadcast 202.129.12.255
gateway 202.129.12.1 # 11 IP ¥4 Router
dns-nameservers 61.19.245.245 # 1dA1 DNS ¥09 CAT

dns-search west.cat.net.th
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A o e 4 <
auto ethl mnyussnadl 1l ety Card LAN
F) 2K o K
wq! #nA ESC MUA8 :wq! viuedaiufiniazoon

uf’ﬂsllmlﬂi;‘il /etc/resolv.conf

#vim /etc/resolv.conf

nameserver 61.19.245.245 #laA1 DNS 04 ISP
nameserver 61.19.245.246 #1aA1 DNS 494 ISP
9 = =
wq! # A ESC M1A18 :wq! vueunnuazeon

ia Forward TP
#vim /etc/sysctl.conf
net.ipvd.ip_forward=1 #U3TNAN 28 1 UATOINNY # 0ONANUIVTTNAN 28

wq! # A ESC MUAY :wq! vixnedatiufiniazeon

gal#dmanun Jaglidag Reboot 10304

# echo 1 | tee /proc/sys/net/ipv4/ip_forward

= d 1]
SaM15N Network 1w

# /etc/init.d/networking restart

d‘ \J =S v =S A d‘ \
NAGDUADNIUZNIILYOINAD (iﬂﬂ!ﬁﬂﬂﬁ1ﬂ!!ﬂ1!!ﬁu!ﬂﬂ) A9 A1ENNIDIN Router) NOU
#mii-tool

ethO : negotiated 100baseTXxFD flow-control, link ok HEAINATIUD Ej 1 etho 1dn
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J d' & Y A o
NAAIUINNIDY Server i’]’ﬂﬂ!uﬂulﬂ‘ﬁii’)ﬂﬂ

#ping www.yahoo.com

Yy A a s Yy v 3 A o A
DUATIDY Server @aﬂeumaim@‘lmzm %L‘]Jummummww 73

Frre—m 00— = [P=rEr ===

MNN 73 a1 1aa1nns ping www.yahoo.com

1173 Update

# apt-get update (mfnumag'ﬁ #)

M3AAAY Freeradius ttaz U3unng
Y
# apt-get install —y freeradius freeradius-mysql  #MAAY freeradius , freeradius-mysql

#vim /etc/freeradius/radiusd.conf #!ﬁlsﬁ‘ﬂ 5ULAIAT radiusd.conf

V339AN 65
run_dir = ${localstatedir}/run/radiusd
uiilu

run_dir = ${localstatedir}/run/freeradius



UIINAN 113
pidfile = ${run_dir}/radiusd.pid
iy

pidfile = ${run_dir}/freeradius.pid

122

wq! # A ESC MUAY :wq! vixnedatiufiniazoon

m%i]!!’z]lil restart freeradius 1ﬁ3j

/etc/init.d/freeradius restart

¥ 1 v v v ¢
@313 Authen Jagl¥g1udioya Mysql tnums Authen @111¥la user luszvu
#mysql -uroot —pmysqlsecret
b4 A . v dy
@313 database 10 radius A9U
CREATE DATABASE radius;
Y d'da (¢ [ dw
@514 user NNANTY database A3H

GRANT ALL PRIVILEGES ON radius.* to 'radius'@'localhost' IDENTIFIED BY

'mysql@cattelecom’;
FLUSH PRIVILEGES;
29N210 mysql AEAIN

quit;

) Y Y Y
‘Iﬂ!‘lﬂiﬂiﬁﬁiNgﬂJ“UﬂHa
#mysql -uroot —pmysqlsecret radius < /etc/freeradius/sql/mysql/ippool.sql
#mysql -uroot —pmysqlsecret radius < /etc/freeradius/sql/mysql/nas.sql

#mysql -uroot —pmysqlsecret radius < /etc/freeradius/sql/mysql/schema.sql

Add user lugudioya mysql #az NATOU
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# echo “INSERT INTO radcheck (username,attribute,value) VALUES

(“tipsrin’,’pasword’, ’tipsrin’);” | mysql —uroot —-pmysql@cattelecom radius

udlalvia /etc/freeradius/sql.conf IWOI¥i freeradius aﬂdi’)ﬁvg 1146%1’?)33%1 radius
# vim /etc/freeradius/sql.conf
U331iAN 36,3738 LAz 41

# Connection info:

36 server = "localhost"

37 login = "radius"

38 password = "mysql@cattelecom"

39

40 # Database table configuration for everything except Oracle

41 radius_db = "radius"

:wq! #nA ESC MuAI8 :wq! Hiedetiuiiniazesn

up1v'l9@ /etc/freeradius/sites-enabled/default
# vim /etc/freeradius/sites-enabled/default
v331iAd 152

151# See "Authorization Queries" in sql.conf

152 sql #10 # nrhussiaiiesn

us3itAf 197 - 202

195 # Autz-Type Status-Server {
196 #

197 # }

v 2
198 noresetcounter # 1NNV TNATL
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100 dailycounter # Lﬁ'ﬁJ UTT wﬂ‘ﬁ
200 monthlycounter # Lﬁll UIT ﬁﬂ‘ﬁ
201

202 }

us31TAT 346

345 # See "Accounting queries" in sql.conf

346 sql #U1 # oML IAL
vssiiaf 377

376 # See "Simultaneous Use Checking Queries" in sql.conf

v
377 sql #111 # 99NINUTNUITHAT
378 h
Y =K o =K
wq! # 0A ESC 7148 :wq! HUIIDIUUNNLATDDN

= d

913N radius

# /etc/init.d/freeradius restart
YUADUMIAANT Coova-Chilli
AARN9 Coova-Chilli

Tasn13 Download Coova-Chilli 910 web f47)

# wget http://ap.coova.org/chilli/coova-chilli_1.0.12-1_i386.deb

# dpkg —i coova-chilli 1.0.12-1 i386.deb

udl' W@ setc/default/chilli
# vim /etc/default/chilli

START CHILLI=0
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il
START CHILLI=1
Y =2 o N
wq! # 0A ESC AMUA8 : wq! HU8DUUNNLUDZDDN
uplolvla config Y94 coova-chilli A9i
# cp /etc/chilli/defaults /etc/chilli/config

# vim /etc/chilli/config

13 # HS WANIF=ethO # WAN Interface toward the Internet
14 HS LANIF=ethl # Subscriber Interface for client devices
15 HS NETWORK=10.23.51.0 # HotSpot Network (must include

HS UAMLISTEN)

16 HS NETMASK=255.255.255.0 # HotSpot Network Netmask

17 HS UAMLISTEN=10.23.51.254 # HotSpot IP Address (on subscriber network)
18 HS UAMPORT=3990 # HotSpot Port (on subscriber network)
19

20 #HS DYNIP=10.23.51.200/24:10.23.51.201/24

21 #HS DYNIP_ MASK=255.255.255.0

22 HS STATIP=10.23.51.0

23 HS STATIP._ MASK=255.255.255.0

24 #HS DNS_DOMAIN=

25 HS DNS1=61.19.245.245

26 HS_DNS2=61.19.245.246

27
28 Hit#
29 # HotSpot settings for simple Captive Portal

30 #
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32

33

34

35

36

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

HS NASID=nas01

HS UAMSECRET=uamsecret mnilouny'lig /var/www/hotspotlogin.php

HS_RADIUS=127.0.0.1
HS_RADIUS2=127.0.0.1
HS_RADSECRET=testing123

HS UAMALLOW=10.23.51.0/24,202.129.12.51

# create the final chilli 'uamserver' url configuration.

HS UAMSERVER=10.23.51.254

# Use HS UAMFORMAT to define the actual captive portal url.
# Shell variable replacement takes place when evaluated, so here
# HS UAMSERVER is escaped and later replaced by the pre-defined
# HS UAMSERVER to form the actual "--uamserver" option in chilli.

HS UAMFORMAT=https://10.23.51.254/hotspotlogin.php

# Same principal goes for HS UAMHOMEPAGE.
#HS UAMHOMEPAGE=http://10.23.51.254:3990/prelogin

HS_UAMHOMEPAGE=http://10.23.51.254/welcome.html

# This option will be configured to be the WISPr LoginURL as well

# as provide "uamService" to the ChilliController. The UAM Service is

# described in: http://coova.org/wiki/index.php/CoovaChilli/UAMService

#

HS UAMSERVICE=https://10.23.51.254/hotspotlogin.php
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wq! # A ESC MUAY :wq! vixnedatiufiniazeon

Restart Coova-chilli

# /etc/init.d/chilli restart

NAFOUIN chilli TUNTOE

# ifconfig

o T A 3 1 °

dunAn119¢A09l interfaces tun0 11 (18 1P 11 10.23.51.254) naasnwiousinauudy
) . A T W ] Y Y o

@150 Access Point W UFONABND $09 LAN Card ethl léiag (Aoslla Tviua DHCP 404

Access Point)

M3USuuAg Firewall § 15U Transparent Proxy
591 Transparent proxy A M3ITFDIFIASEA client DENBUIMBILTA TAHL Proxy
Server (port 3128) U5z Temideinsnd client Lol muanuiomylofinazmnomunesa
UB Proxy Server
# chmod +x /etc/init.d/chilli.iptables
# In —s /etc/init.d/chilli.iptables /etc/rcS.d/S41/chilli.iptables
auitervedlilé
# vim /etc/init.d/chilli.iptables
#!/bin/sh
# Firewall script for ChilliSpot
# A Wireless LAN Access Point Controller
# Uses SEXTIF (eth0) as the external interface (Internet or intranet) and

# SINTIF (eth1) as the internal interface (access points).

# SUMMARY
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# * All connections originating from chilli are allowed.

# * Only ssh is allowed in on external interface.

# * Nothing is allowed in on internal interface.

# * Forwarding is allowed to and from the external interface, but disallowed
# to and from the internal interface.

# * NAT is enabled on the external interface.

IPTABLES="/sbin/iptables"
EXTIF1="eth0"

INTIF="eth1"

S$IPTABLES -F

$IPTABLES -t nat -F

S$IPTABLES -P INPUT DROP
SIPTABLES -P FORWARD ACCEPT

S$IPTABLES -P OUTPUT ACCEPT

#Allow related and established on all interfaces (input)

$IPTABLES -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

#Allow releated, established and ssh on $EXTIF. Reject everything else.

$IPTABLES -A INPUT -i $SEXTIF1 -p tcp -m tcp --dport 22 --syn -j ACCEPT

SIPTABLES -A INPUT -i $EXTIF1 -j REJECT

#Allow ssh tun0



$IPTABLES -A INPUT -i tun0 -p tcp -m tcp --dport 22 --syn -j ACCEPT

$IPTABLES -A INPUT -i tun0 -p tcp -m tcp --dport 3306 --syn -j ACCEPT

#Allow related and established from $INTIF. Drop everything else.

$IPTABLES -A INPUT -i $INTIF -j DROP

#Allow http and https on other interfaces (input).

#This is only needed if authentication server is on same server as chilli
$IPTABLES -A INPUT -p tcp -m tep --dport 80 --syn -j ACCEPT
$IPTABLES -A INPUT -p tcp -m tep --dport 443 --syn -j ACCEPT

$IPTABLES -A INPUT -p udp --dport 53 -j ACCEPT

#Allow for Network Time Protocol

$IPTABLES -A INPUT -p udp --dport 123 -j ACCEPT

SIPTABLES -A OUTPUT -p udp —-sport 123 -j ACCEPT

#Allow 3990 on other interfaces (input).

$IPTABLES -A INPUT -p tcp -m tep --dport 3990 --syn -j ACCEPT

#Allow transparent proxy 1/2

$IPTABLES -A INPUT -p tcp -m tep --dport 3128 --syn -j ACCEPT

#Allow everything on loopback interface.

$IPTABLES -A INPUT -i lo -j ACCEPT

#Allow transparent proxy 2/2

129
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$IPTABLES -t mangle -A PREROUTING -i tun0 -p tcp -m tcp --dport 3128 --syn -j DROP
$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tep -d 10.0.0.0/24 --dport 80 -j RETURN
$IPTABLES -t nat -A PREROUTING -i tun0 -p tcp -m tcp --dport 80 -j REDIRECT --to-ports

3128

# Drop everything to and from $INTIF (forward)
# This means that access points can only be managed from ChilliSpot
$IPTABLES -A FORWARD -i $INTIF -j DROP

SIPTABLES -A FORWARD -o $INTIF -j DROP

#MSN Service

$IPTABLES -t mangle -A PREROUTING -i $EXTIF1 -p tcp -m tcp --dport 1683 -j MARK --set-
mark 1
$IPTABLES -t mangle -A PREROUTING -i $EXTIF1 -p udp -m udp --dport 1683 -j MARK --

set-mark 1

#Enable NAT on output device
$IPTABLES -t nat -A POSTROUTING -0 $SEXTIF1 -j MASQUERADE

:q! # na ESC G]T?JSF?])’JEJ :q! ﬂuiﬂﬁﬂi’]@ﬂ%"lﬂi%'ﬂ'ﬂ

Run Script chilli.iptables

# /etc/init.d/chilli.iptables



msdSuuas Apache Web Server itaz SSL
@514 Virtualhost
# vim /etc/apache2/sites-available/hotspot
NameVirtualHost 10.23.51.254:443
<VirtualHost 10.23.51.254:443>
ServerAdmin webmaster@pt-lmr.com
DocumentRoot "/var/www/hotspot"
ServerName "10.23.51.254"
<Directory "/var/www/hotspot/">
Options Indexes FollowSymLinks MultiViews
AllowOverride None
Order allow,deny
allow from all

</Directory>

Alias "/dialupadmin/" "/usr/share/freeradius-dialupadmin/htdocs/"
<Directory "/usr/share/freeradius-dialupadmin/htdocs/">
Options Indexes FollowSymLinks MultiViews
AllowOverride None
Order allow,deny
allow from all

</Directory>

ScriptAlias /cgi-bin/ /var/www/hotspot/cgi-bin/
<Directory "/var/www/hotspot/cgi-bin/">

AllowOverride None
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Options ExecCGI -MultiViews +SymLinksIfOwnerMatch
Order allow,deny
Allow from all

</Directory>

ErrorLog /var/log/apache2/hotspot-error.log

LogLevel warn

CustomLog /var/log/apache2/hotspot-access.log combined

ServerSignature On
SSLEngine on
SSLCertificateFile /etc/apache2/ssl/apache.pem

</VirtualHost>

i@ SSL virtualhost
# a2ensite hotspot

# /etc/init.d/apache? reload

@314 Listen port
# vim /etc/apache2/ports.conf
# If you just change the port or add more ports here, you will likely also

# have to change the VirtualHost statement in
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# /etc/apache2/sites-enabled/000-default

NameVirtualHost *:80 #191# 00N
Listen 80 #1901 # 90N
Listen 443 #1971 # 90N

#<IfModule mod_ssl.c>
# SSL name based virtual hosts are not yet supported, therefore no
# Name VirtualHost statement here

# Listen 443

#</IfModule>

wq! # A ESC MUAY :wq! Hixnedatiufiniazeon

udlalna

# vim /etc/apache2/sites-available/default

<VirtualHost *:80>

(i3t Server Name 10.23.51.254 UIINAVUGA
# vim /etc/apache2/apache2.conf

ServerName 10.23.51.254

uflu1vld hosts

# vim /etc/hosts

10.23.51.254  hotspot.domain.org hotspot # la%® Host 1182 domain name Y0151

Restart apache

# /etc/init.d/apache2 restart
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Reboot Server 1 391
# shutdown —r now

v
U

FuneuMsAnfa Squid Proxy Server

?lﬂél:'\‘i Squid Proxy Server

# apt-get install squid

uplulvla squid.conf

# ---- NETWORK OPTIONS

http_port 0.0.0.0:3128 transparent no-connection-auth

hierarchy stoplist cgi-bin ? \.info$ \.ini$ \.dlI$ \.inf$ \.php$ \.html$ \.htm$ \.cgi$ \.jsp$ \.js$ \.asp$
\.aspx$ \.phtml$ \.ctf$ \.cfg$ \.txt$ \.xml$ \.xtp$ \.ver$ version \.md5$ \.config$ update.ver \.css$
10\.0O\.1\.1 \.php

# ---- ACL CONTROLS

acl all src 0.0.0.0/0.0.0.0

acl net src 10.23.51.0/24

acl 2blockweb url regex -i "/etc/squid/website.txt"

acl 2download url_regex -i "/etc/squid/filename.txt"

http_access deny 2blockweb

http_access deny 2download

deny_info http://10.23.51.254/deny.html 2blockweb

deny_info http://10.23.51.254/deny.html 2download

acl QUERY url_regex cgi-bin [*z]\? photos[1-9] \.D$ \.ini$ \.dlI$ \.inf$ \. Xt \.xtp Loader\.exe 1st$
update.cfg\? urlinfo\.ini$ updatelist notice popup ProjectG.exe.zip$ start/ucg \.php UCG\.DATS
UCGA?\.exe$ version\.cfg$ 10\.0\.1\.1

cache deny QUERY
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http_access allow net

# ---- DNS OPTIONS

ipcache size 3072

# ---- MEMORY CACHE OPTIONS
cache mem 700 MB
maximum_object size in_memory 8 MB
memory_replacement policy heap GDSF
ipcache high 98

ipcache low 93

# ---- DISK CACHE OPTIONS

cache dir aufs /var/spool/squid 6144 16 256
maximum_object_size 32 MB

cache replacement policy heap GDSF
store_dir_select_algorithm round-robin
cache swap high 98

cache swap low 93

cache dir null /dev/null

# ---- HTTP OPTIONS
ie refresh on

vary_ignore_expire on

#----- Log Format
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logformat squid %ts.%03tu %6tr %>a %Ss/%03Hs %<st %rm %ru %un %Sh/%<A Y%mt
logformat squidmime %ts.%03tu %6tr %>a %Ss/%03Hs %<st %rm %ru %un %Sh/%<A %mt
[%>h] [%e<h]

logformat common %>a %ui %un [%tl] "%rm %ru HTTP/%rv" %Hs %<st %Ss:%Sh
logformat combined %>a %ui %un [%tl] "%rm %ru HTTP/%rv" %Hs %<st "% {Referer}>h"

"%{User-Agent}>h" %Ss:%Sh

# ---- LOGFILE OPTIONS

# cache access log /var/log/squid/access.log
access_log /var/log/squid/access.log
access_log syslog:local0.notice combined
cache log /var/log/squid/cache.log

cache store log none

logfile rotate 90

pid_filename /var/run/squid.pid

buffered logs off

strip_query_terms off

# ---- MISCELLANEOUS

pipeline prefetch on

# OPTIONS FOR FTP GATEWAYING

ftp_passive on

ftp_sanitycheck on

# ---- OPTIONS FOR TUNING THE CACHE
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quick abort min 0 KB

quick abort max 0 KB

refresh_pattern -i .(class|pdfirtfldoc|wp|wp3|ps|prn)$ 1440 80% 1440 override-lastmod override-
expire reload-into-ims ignore-reload

refresh_pattern -i .(movl|avijmpg|wav|au/midjmp3)$ 1440 100% 1440 override-lastmod override-
expire reload-into-ims ignore-reload

refresh_pattern -i .(zip|gz|pkglarj|lha|lzh|dat|rar|tgz|tar|Z)$ 1440 100% 1440 override-lastmod
override-expire reload-into-ims ignore-reload

refresh pattern -i .(jpg|giflipeg|png|css|js)$ 1440 100% 1440 override-lastmod override-expire
reload-into-ims ignore-reload

refresh_pattern -i .(bmpltifitiffixbm)$ 1440 100% 1440 override-lastmod override-expire reload-
into-ims ignore-reload

refresh_pattern -i .(png|swf)$ 1440 18000% 1440 override-lastmod override-expire reload-into-
ims ignore-reload

refresh_pattern -i .(exe|db|daf]pak|fsh|dI)$ 1440 100% 1440 override-lastmod override-expire
reload-into-ims ignore-reload

refresh_pattern ~http://.*\.*$ 0 20% 1440

refresh_pattern “tp://.*¥\.*$ 0 20% 1440

refresh_pattern *ftp: 0 20% 1440

refresh_pattern “gopher: 0 0% 1440

refresh_pattern . 0 20% 1440

# ---- OPTIONS INFLUENCING REQUEST FORWARDING

prefer_direct on

# ---- TIMEOUTS
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half closed clients off

# ---- ADMINISTRATIVE PARAMETERS
cache mgr tipsrin.p@cattelecom.com

visible hostname www.west.cat.net.th

start squid

# /etc/init.d/squid restart

fada NTP

#apt-get install ntp

#ls —1 /etc/localtime

#In —sf /usr/share/zoneinfo/Asia/Bangkok /etc/localtime

1 1E Jete/ntp.conf Taoneuazuily doudoniiezlddredunawesdilny asreaeuna
Taeldds

#ntpdate timel.nimt.or.th

#ntpdate time.navy.mi.th

#ntpdate clock.nectec.or.th

'
2

1 ~ 9 & A 1 Yo
NOUNITATIVAOULIAT ABIAN stop ntp IUIATEINOU TaglEmeas
#/etc/init.d/ntp stop

A A Y =1 o ] 3 A g’;
LiJ’E)LZ‘]’E)ﬂllﬂ’J"ﬁ]gLVIEJUL'JZﬂﬂ‘U server 51]?)\11’?1.!38\111.!1@ NIWY server 111!114! ntp.conf Iﬂﬂ
# vim /etc/ntp.conf
TRV
server timel.nimt.or.th
server time.navy.mi.th
server clock.nectec.or.th

‘wq! #nA ESC AR : wq! U899 stiufinesnanssuy
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= d 14 o W
3aMIN NTP a@gniag

# /etc/init.d/ntp restart

v
o

ATIVAOUMITTNIUVN ntpd Taeldmds

#ntptrace

sreazidean1sud 1y File 19 9 §1501A5 09 Centralized log Server namsaaaa T1sunsu
ubuntu

# apt-get install syslog-ng

azalsingdonim dseluil

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages will be REMOVED:

klogd sysklogd ubuntu-minimal

The following NEW packages will be installed:

syslog-ng

0 upgraded, 1 newly installed, 3 to remove and 4 not upgraded.

Need to get 209kB of archives.

After this operation, 188kB of additional disk space will be used.

Do you want to continue [Y/n]? Y /h@aen Y Lﬁ'@ﬁmﬁﬁuﬁ)uﬁﬁmiaﬂgﬁ
Get:1 http://th.archive.ubuntu.com hardy/universe syslog-ng 2.0.9-1ubuntul [209kB]
Fetched 209kB in 0s (1724kB/s)

(Reading database ... 124401 files and directories currently installed.)

Removing ubuntu-minimal ...

Removing klogd ...

* Stopping kernel log daemon...

...done.

Removing sysklogd ...

* Stopping system log daemon...



...done.

Selecting previously deselected package syslog-ng.

(Reading database ... 124377 files and directories currently installed.)
Unpacking syslog-ng (from .../syslog-ng_2.0.9-1ubuntul i386.deb) ...
Setting up syslog-ng (2.0.9-1ubuntul) ...

* Starting system logging syslog-ng

...done.

MMINATOUNITNINIUVDY Syslog-ng Tagda
# /etc/init.d/syslog-ng restart
HAZAIAIY
# logger -i -t logtest -- ""logtest"
FIMIATIADUMITEU log Y04 Syslog-ng Aaufdassde /il
# tail /var/log/syslog
waitIdhzlsing wade il
Nov 15 01mail syslog-ng[]: Termination requested via signal, terminating;
Nov 15 0lmail syslog-ng[]: syslog-ng shutting down; version="0'
Nov 15 01mail syslog-ng[]: syslog-ng starting up; version="0'
Nov 0145 mail logtest[9302]: logtest

1aAIIN Syslog-ng 135U laudH
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2 4 g9 o 44 Lm L A4 4
duponlumsud luie ¥ syslog-ng 39951 log MAATeedY Taenalihiu nesiaziiau

& g ¢ 0w 1o w
111 Centralized log Server umﬂ%’qmmmmmgmﬁ@ udp 514(a1 35U syslogd) LATIHITU

o g’z [ o 1 o { 14 4
Syslog-ng 11139911974 1819 udp/tep 514 azdaausotSuuaaldmaunneinouldon

a 1 [ o I . o 4
Tagnd syslog-ng 3% 113095UM39119110)1 Centralized log Server 32NN 1y Fadl

Tldanazinlavimsudlufe “syslog-ng.cont” Falaoialilazegh “ete/syslog-

v Y Y
ng/syslog-ng.conf” Tuntazhmstlanesnlunsauna wp/udp 514
!!i’ﬂsllmlﬂi;‘il syslog-ng.confiﬂmﬁu port 514 u539ah 88 - 91

87 # Source from remote client

88 source s_client {
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89 tcp(ip(0.0.0.0) port(514) keep-alive(yes) max-connections(300));

90 udp(ip(0.0.0.0) port(514));

o1 §;

Uiiﬁﬂ“ﬁ 103 -107 f'imuﬂgﬂu‘uu File Log ¥914 squid ﬁﬁ]%ﬁ'\‘l Log

103 destination d_squid {

104 file("/var/log/SHOST/$YEAR/$SMONTH/squid.$YEAR-SMONTH-$DAY"
105 owner(root) group(adm) perm(665)

106 create dirs(yes) dir perm(0775));

107 §;

swq! #nA ESC MuAI8 :wq! Hinedetiufiniazesn

wa1 I 1ATimsiu Port 514 nazimuagiuuumads Log 11 Tuda 1dvins restart
syslog-ng feda
# /etc/init.d/syslog-ng restart

o o s Ao X
MmsasdeumsIinauveInesanilaiy
# netstat -an |grep 514

Y
=

tep 00 0.0.0.0:514 0.0.0.0:* LISTEN  /masaiidlavuan

Y
=<

udp 00 0.0.0.0:514 0.0.0.0:* /mesanilavuin
udp 00 10.23.51.197:45918 10.23.51.254:514 ESTABLISHED //im3iaeuae

1 U o d .
LLEANI syslog-ng 5095UM 3T Y Centralized log server 1an
w \ N Ad' a2\ o w J
M35U500AS Firewall tWaila port §115UM a9 Log
# vim /etc/init.d/firewall.iptables
X ¢
quitemvelila
#!/bin/sh

# a simple iptables ruleset
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iptables="/sbin/iptables"

# flush any existing chains and set default policies
$iptables -F INPUT
$iptables -F OUTPUT

$iptables -F FORWARD

# set default parameters
$iptables -P INPUT DROP
$iptables -P OUTPUT ACCEPT

$iptables -P FORWARD DROP

# this is our main rule, to allow established connections in

$iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

# allow all packets on the loopback interface (so that gnome can function)
$iptables -A INPUT -i lo -j ACCEPT

$iptables -A OUTPUT -o lo -j ACCEPT

$iptables -A INPUT -p tep --dport 22 -j ACCEPT
$iptables -A INPUT -p tcp --dport 514 -j ACCEPT

$iptables -A INPUT -p udp --dport 514 -j ACCEPT

$iptables -A INPUT -p udp --dport 123 -j ACCEPT
$iptables -A INPUT -p tep --dport 123 -j ACCEPT

$iptables -A OUTPUT -p udp --sport 123 -j ACCEPT
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wq! # A ESC MUAY : wq! ¥uNeDetiufiniazeon

= d ]
a5 firewall 1y

# /etc/init.d/firewall.iptables

318az198AN39 Stunnel gﬁamm1Ja'e)ﬂﬁ'ﬂmmmidﬁ'egmminmém Authentication
Server N Centralized log Server

319 Certificate Taufd

root@Log-ntp:/etc/stunnel# openssl req -new -x509 -days 3650 -nodes -out stunnel.pem -keyout
stunnel.pem

Generating a 1024 bit RSA private key

writing new private key to 'stunnel.pem’

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]:th

State or Province Name (full name) [Some-State]:ratchaburi

Locality Name (eg, city) []:moung

Organization Name (eg, company) [Internet Widgits Pty Ltd]:cattelecom Ltd

Organizational Unit Name (eg, section) []:marketing

Common Name (eg, YOUR name) []:tipsrin

Email Address []:tipsrin.p@cattelecom.com
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LAY stunnel.pem

root(@Log-ntp:/etc/stunnel# cat stunnel.pem

MIICXQIBAAKBgQDKPeYrFbpwgymo/vohk7LE)/W++kHRwSpSIUDS5+L1aG6c¢5BOff
JPUmItWcZsmNIMYDUmPvenFAkg80znfGY pG644gwAIrtIPZ2F7LQiiGXKLFFcNDw
Ah8FXgQHbGkoqgvl1J0uSBWVa8rLA6BqjsMePQNTYjOwaSHYHalOseBLvQIDAQAB
AoGBAMBEoqp5SLsoZxXL/0XbSctnh+TdBHAGZVaZWK2NJW8h9ROJcXGaMBpUsZW0
Po8WBkooLOv6b+LEOQKp+0K2ePV0JvGU96SSzi5b2cWZdV5FtOYzvMZssARVdA7t9
fgFKalm4BGobKz9u0lQu7MdgxnMPUb3Dd/vL{+Va0IMOMwohAKEAS5pY 6khyblyp8
14XdUUm2a97z72Y fLIAUWXCrEbOU5a26K XdnJazXLS/5jul510Pi6XzN32soRy78
sYS6ILJIdQIBAOCH8bBwWYVSqqN1ulDyKleDYSag5ovpWtUNga9wvMvx2grqTXRqa
517Z3/vS0jsq8u3G/JRN1wz3M7DuPRSVViykCQEm6gVHUud8044-+jaueh9SU39ev3
MEKUcx3HD5viWtgxmNPHbQC76jV10IsV3Z48n2Je21j2f3N7T6sKTnyD7TOCQQDT
EtIBHZRSDJDsgSihtUJKeelcbLpqjiKesUEUX4aV0S76CFiJDz1+ulWCY06tBhIM
R2pupYNPdyB7SB6hV1pAkA+caWtyS/SVL1yWXVvx1+vligLVMnlgllZtsYz+7g6+

HrRUAB2cKLDY V7U3XxEOOO0Tcmp2Uipc2+3KtqradyU2mF

MIIDuDCCAyGgAwIBAglJAP6y18k+a9YzMAOGCSqGSIb3ADQEBBQUAMIGaMQswCQYD
VQQGEwWJUSDETMBEGA1TUECBMKUmMF0Y2hhYnVyaTEOMAwWGA 1UEBxMFbW91bmcxF
zAV

BgNVBAoTDmNhdHRIbGVjb20gTHRKMRIWEAYDVQQLEwWItY XJrZXRpbmcxEDAOBgNV
BAMTB3RpcHNyaW4xJzA1BgkqhkiGO9wOBCQEWGHRpcHNyaW4ucEBjY XROZWx1Y 29t

LmNvbTAeFwOxMTAxMjQwODMxMjhaFwO0yMTAxXxMjEwODMxMjhaMIGaMQswCQYDVQ

QG
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EwJUSDETMBEGA1UECBMKUmMF0Y2hhYnVyaTEOMAwWGA1UEBxMFbW91bmcxFzAVB
gNV

BAoTDmNhdHRIbGVjb20gTHRKMRIWEAYDVQQLEwWItY XJrZXRpbmcxEDAOBgNVBAMT
B3RpcHNyaW4xJzAIBgkqhkiGOwOBCQEWGHRpcHNyaW4ucEBj Y XR0OZWxIY29tLmNv
bTCBnzANBgkqhkiGOWOBAQEFAAOBjQAwgYkCgYEAyj3mKxW6cIMpqP7+0Z0yxIv1
vvpBOcEqUiFA+{i9WhunOQdH3yT1JpbVnGbJjSDGA 1Jj73JxQJIPNMS53xmKRuuOI
MAPa7SD2dhey0lohl5CxRXDQSAIfBV4EB2xpKKoL5dSdLkgVIWvKywOgao7DHj0D
U21zsGuR2B2pTrHgS70CAWEAAaOCAQIwgfSwWHQYDVROOBBYEFN+HZawsg5SITK 8¢
3XjRAHYRgVVvIMIHPBgNVHSMEgccwgcSAFN+HZawsg5SITK8g3 XjRAHYRgVvIoY Gg
pIGAMIGaMQswCQYDVQQGEwJUSDETMBEGA1UECBMKUmMFOY2hhYnVyaTEOMAwWG
A1UE
BxMFbW91bmcxFzAVBgNVBAoTDmNhdHRIbGVjb20gTHRKMRIWEAYDVQQLEwWItY XJr
ZXRpbmcxEDAOBgNVBAMTB3RpcHNyaW4xJzAIBgkqhkiGOwOBCQEWGHRpcHNyaW4u
cEBjYXROZWxIY29tLmNvbYIJAP6y18k+a9YzZMAWGA1UdEWQFMAMBAf8wDQYJKoZI
hveNAQEFBQADgYEAxKaP93SEZipZgUXOf6zl hHXWpI9I2HrgmWKiOm77cCuu+yAUU
0g390tta09jQOHUCc5H730FZ5fpdu7svT3RBZMt4kVeRY 70q3UQUbSPOPhL8fVE4F

KRgVOpsbdp0q0kydbSUWIB1X4jgU9VWOMgDMS8sKUGPVsZE1VdI7gaOeTFBs=

START SSL TUNNEL Server

root@Log-ntp:~# /etc/init.d/stunnel4 start

Starting SSL tunnels: [Started: /etc/stunnel/syslog-server.conf] stunnel.
root@Log-ntp:~# netstat -an | grep 514

tep 0 00.0.0.0:60514 0.0.0.0:* LISTEN

tcp 0 00.0.0.0:61514 0.0.0.0:* LISTEN

tep 0 061.19.42.172:60514  202.129.12.51:48892 ESTABLISHED
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udp 0 00.0.0.0:60514 0.0.0.0:*

unix 2 [] STREAM CONNECTED 5514

START SSL TUNNEL Authentication Server

root@authen:~# /etc/init.d/stunnel4 start

Starting SSL tunnels: [Already running: /etc/stunnel/syslog-client.conf] stunnel
root@authen:~# netstat -an | grep 60514

tcp 0 0127.0.0.1:60514 0.0.0.0:* LISTEN

tcp 0 0192.168.1.11:57148  61.19.42.172:60514 ESTABLISHED

%

1 A 4 1 @ 4
Tumsdadoyas1asnouiuaes 19 syslog-ng 53U Openssl 1ag Stunnel tivord 13 alu

9
[ v

' J A g [ Y v v Y A A ] o Y Y A <
FEUINNITAN LWE)I]’E)\‘lﬂuﬂﬁal‘lfiﬂillﬂillﬂﬂﬁ]ﬂﬂlﬂl]uﬁﬂﬁ\iWWHLﬂi@Glﬂﬂ ﬂﬂ“ri'GlJ’E)NQﬂ AMNVUY

U

a oA A A K
HUANUUUBDDDENNNINUU

aﬂéfﬂ syslog-ng Lﬂ%ﬁ]i Authentication Server
# apt-get install syslog-ng

# /etc/init.d/syslog-ng restart !ﬁ’éﬁﬁ M3N syslog-ng AaulFau
aﬂ@%ﬂ openssl 181% stunnel

# apt-get install openssl stunnel
a¥nouiln a5y stunnel

#vim /etc/stunnel/syslog-client.conf
#ModLoad imuxsock

debug =7

client = yes

[syslog-ng]

accept = 127.0.0.1:60514
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connect = [61.19.42.172]:61514

ud 1 E fete/default/stunnels

# vim /etc/default/stunnel4

ENABLED=1
FILES="/etc/stunnel/syslog-client.conf”

153 TW5 1958 stunnel

#/etc/init.d/stunnel4 start

nagoy

#netstat -an |grep61514

tcp0 0 127.0.0.1:61514 0.0.0.0:* LISTEN
ud bl d /etc/rsyslog.conf LLZ%}’JLﬁliJ
**@@127.0.0.1:61514

I,Q'aliJ rsyslog Tl

# /etc/init.d/rsyslog restart

] ]
A A

N394 Centralized log server

aﬂéfﬂ openssl 48 stunnel

#vim apt-get install openssl stunnel

#3714 Certificate

#cd/etc/stunnel

# opensslreq-new-x509 -days 3650 -nodes -out stunnel.pem-keyoutstunnel.pem
a¥1nouiln a5y stunnel

# vim /etc/stunnel/syslog-server.conf

# /etc/init.d/stunnel4 start

cert = /etc/stunnel/stunnel.pem

debug =7
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[syslog-ng]

accept =61514

connect = 60514

ud 1@ Jete/default/stunnel4

ENABLED=1
FILES=""/etc/stunnel/syslog-server.conf”

53 TN 1Y stunnel

# /etc/init.d/stunnel4 start

un b 'lnld /etc/default/syslog-ng
SYSLOG_NG_OPTIONS="-m 0-r -t 61514*
G"iJ syslog-ng

# /etc/init.d/syslog-ng restart

naaoy

# netstat-an| grep 514

tcp0 0 0.0.0.0:60514 0.0.0.0:* LISTEN

tcp0 0 0.0.0.0:61514 0.0.0.0:* LISTEN
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v
U

IUADUMIAANT Ubuntu 9.10

1. ldudu@d donynain CDROM  denmu iy English §an i 74

Language

Amharic Galego Marsk hokmal
Arabic Gujarati Norsk nynorsk
Asturianu Hebrew Funjabi (Gurmukhi)
BeEnapycKad Hindi Polski
BrArapckn Hrvatski Portugués do Brasil
Bengali Magyar Portugugs
Bosanski Bahasa Indonesia Romana
Catala Italiano Py CCKAN
Cestina HAE Samegillii
cumraeg Jofmymo Slovencina
Dansk a3d Slovenscing
Deutsch Khmer Shoip
Dzongkha =0 CPMCKK
EhANULED Kurdi Svenska
English Lietuvizkal Tamil
Esperanto Latviski Thai
Espafiol MakeaoHCKK Tagalog
Euskara Malayalam Tirkece
Suomi Marathi YKpalHCeKS
Frangais Mepali Tiéng viét
Gaeilge Nederlands Holof

F1 Help F2 L: F3 Keumap F4 Modes F5S Ac bility F6 Other Options

7NN 74 M3IYNIN CDROM

a g’J <3 Y] ~
2. 1ensznnmsnaaaiili Install Ubuntu Server A41WAN 75



untu Enter
disc f

F1 Help F2 3 nap  Fd M Il = bility F6 Other Options

H v
NINN 75 Lﬁﬁ]ﬂﬂizlﬂ‘ﬂﬂWi@ﬂ@ﬁ

< A Hq 9o 1% a ¥ g . [ A
3. Wumsi@enmunlsdvsumsann 1Wu English 290100 76

[!!] Choose language |

Please choose the language wsed for the installation process. This
language will bhe the default language for the final sustem.

chonse a language:

& Mo localization
rilbanian Sholp
Arabic et
Asturian Astur-lanu
Basgue Euskara
Belarusian bEenapycran
Bosn Lan Bosanski
Bulgarian EhArARCER
Catalan Catala
thinese (Simplified) o () )
Chinese (Traditional) thr ()
Croat ian Hrvatsk i
Czech Cest ina
Danish Dansk
Dutch Neder lands

<50 Back>

A A A
MNN 76 LUFAAINTHINIADN
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9 v a ¥ g @ { 4 1 .
4. 1800 Uszma dwmsuaaauily Other A9 IWA 77 1109910 113 Thailand

A A A
NN 77 Llﬁﬂ\?ﬂiglﬂﬁ‘ﬂm@ﬂ

A . I . v A
5.1a90 Region 111 Asia A4 IWN 78

= A . 3 .
NINN 78 UFAINITLADN Region 11U Asia
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A A . < . Y A i o A
6. 1101aN Region 11/ Asia 91/51n) country 1¥11a@n Thailand A301WN 79

[1!] Chonse language

Choose a country, terrifory or area:

Oman L
Fakistan
Palestinian Territory, Occupied
n
*

Phillppines

Uatar

Saudi Arabia
Singapare

Sri Lanka

Syrlan Arab Republic
Taiwan

T ——————
Timor=Leste

Turkey

Turkmenistan

United frab Emirates

Uzbek iztan

Wiet Ham

Yem2n

<GB0 Back:

A A
NINN 79 Llﬁﬂ\‘lﬂ"ﬁlﬂﬂﬂﬂigl‘ﬂﬁ“lﬂﬂ

v 1
7. ITUVUAAAIIEATIVADY keyboard layout 189N Yes AININH 80

[17 Ubuntu installer main menu |

¥ou can try to have wyour keuboard lauout detected by pri:ung 3
series of keys. If you do not want to do this, you will be able tn
select your keyboard lagout from a list.

Detect keyboord layout?
G Back»

{ o o J J
NN 80 LAAINMIMUUANTINNIUVDIAIUDTA
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8. Mviualvdonluadunizn na Alt+Shift @917 81

1 [!] Ubuntu installer main menu

You will need a way to togdle the keyboard betwsen the national
layout and the standard Latinm lawout.

Right Alt or Caps Lock keus are often chosem for ergonomic reasons
(in the latter case, use the combination Shift+Caps Lock for normal
Caps toggle). Alt+Shift is also a popular combinatlion: it will
however lose its wsual behavior in Emacs and other programs that use
it for specific needs.

Hot all listed keys are present on all kegboards.
Hethod for toggling betwsen national and Latin mode:

Caps Lock
Right ALt
Right Control
Right shift
Right LOgo key
Hlﬁ ﬁ

ComirolsShift

5 (Enlery actlivales butlons

A A U [
NN 81 LLﬁﬂx‘lﬂ"liLﬂ?Jﬂ‘]JiJﬁﬁ‘Uﬂ"lHW

9 1
9. 3T UVILAUUUNTAAAT Component AIn A 82

| Loading additional comporents |

11%

Retrieving finish-install

A s 2 o a &
NINN 82 !Lﬁﬂﬂ!ﬂ@i!%uﬁﬂWiﬁﬂ@N
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Y 1
10. S2UVITAUTUMIAAAT TasAun DHCP 1411800 Cancel AININAN 83

| Configuring the network with DHCFP |

This may take some time.

1 S
AN 83 LEAINTINANNIAAAT DHCP

12. 190N Configure network manually AININT 84

1 [11] Configure the network |

From here you can choose to retry DHCP network autoconf iguration
{which may succesd if your DHCF Server takes a long time to respond)
or to configure the metwork manually. Some DHCP servers requlre a
DHCF hostname to be sent by the client, £0 you can also choose to
retry DHCP network autoconflguration with a hostname that you

prov ide.

Hetwork conf igurat ion method:

Retry network autocont igurat ion

Retry network autocon( igurat ion with a DHCF hostname

Do not configure the network at this time

G0 Dack:

1 9
N 84 Llﬁﬂ\‘lﬂ"ﬁlﬁﬂﬂ@]\iﬂﬁz‘]J‘]JLL‘]J‘]Jﬁ"I‘Viumi’N
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. 4 as s o {
13. Glﬁ“l’i‘iﬂﬁll,ﬂ"llul't)ﬁllﬂmﬂ‘iﬁ Lﬂ%@ﬂl%iwn@i AININN 85

[11] configure the network |

The IP address is unigue to your computer and consists of four
numbers separated by periods.  If you don't know what to use here,
consult your network administrator.

IF address:

<Go Back: <Continues

A o ' ~ ) @ A ad 4
NINN 85 ﬂmuﬂm"lawuammﬁ RN IGERNG AL P GH

14. laviuneay Netmask IP U909 Network A4ATNN 86

[11] Configure the network |

The netmask is used to determine which machines are local to your
network. Consult your network administrator if you do not know the
value, The netmask should be entered as four numbers separated by
periods.

Netmask :

<Go Back: <Cant inuex

NN 86 UAAINT MANUAY Netmask IP
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15. lannemy 1P N1 Gateway V99 Network Aan 1WA 87

][] Configure the network |

The gateway is an IP address (four numbers separated by periods) that
indicates the gateway router, also known as the default router. ALl
traffic that goes outside your LAN (for instance, to the Internet) is
sent through this router. In rare circumstances, Jou may have no
router: in that case, you can leave this blank. I you don't know
the proper answer to this guestion, consult your network
administrator.

Gateway:

<Go Back: <Cant inuex

AN 87 LaaIN s larueav Gateway IP

16. ldvimeay 1P Miilu DNS Server U949 Network a9 88

1 [11] Conflgure the network |

The name servers are used to look wup host names on the network.
Flease enter the IP addresses (not host names) of up to 3 name
servers, separated by spaces. Do not use commas. The first name
server In the 1lst will be the first to be guerled. If you don't wamt
10 use amy name server, just leave this fleld blank.

Mame Server addresses:
A
lCont fnue:]

NN 88 UAAINT haHuIe@y IP Y99 DNS Server



158

17. Glﬁ%ﬁ] Hostname ¥4 Server A4N1WN 89

['] Configure the network f

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the
network. If uou don't know what your hostname should be, consult your
network administrator. If you are setting up your own home network,
Jou can make something up here.

Hostname:

<Go Back: <Cant inuex

NN 89 1eraIn 3 1a%o Hostname U949 Server

18. ‘1?'(%6 Domain name U893 Server AN INN 90

[1] Configure the network |

The domain name is the part of uour Internet address to the right of
your host name. It is often something that ends in .com, .net, .edu,
or .org. If uou are setting up a home network, you can make
something up, but make sure you use the same domain name on all your
computers.

Domain name:

<Go Back: <Cant inuex

NN 90 1aAIN T 1a%e Domain name VDI Server
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19. Partition disks AIMUAAINAT default tAON Guided-use entire disk and set up

LVM @409 91

1 [11] Partition disks |

If you choose gulded partitloning for an entire disk, uou will next
be asked which disk should be used.

Fartitioning method:

Guided - use entire disk and set up encrupted LW
Hanual

460 Back:

et ivates buttons

NN 91 LAAINITIADANITLAUN Partition

20. 1IBIZUUVINTLN Partition disks [F8UFDIUAT 1ADN Yes UUNNNT

1Wasunalas Partition disks #9n1NWN 92
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[11] Partition disks |

If you continue, the changes listed below will be weitten to the
disks. Otherwise, you will be able to make further changes manually.

HWARKING: This will destroy all data on any partitions you have
removed as well as on the partitlons that are golng to be formatted.

The partition tables of the following devices are changed:
SC5I1 (0,0,0) (=sda)

The following partitions are going to be formtted:
partition #1 of SC5I1 (0,000 (=da) as extd
partition #5 of SC5I1 (0,0,0) (sda) as swap

Hrite the changes to disks?

21. ienamiudindoya szuvzANTUMT Install 9010 93

1 Installing the base system |

validating 1ibcwldgetd...

1 9
2NN 93 LEAIADIUE MIAAAITEL
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22. ﬁW‘iuﬂ%@ Full name for new user A4NINT 94

[11] Set up users and passwords |

A user account will be created for you to use instead of the root
account for non-administrative activities.

Flease enter the real name of this user. This information will be
used for instance as default origin for emails sent by this user as
well as any program which displauys or uses the user's real name. Your
full name is a reasonable choice.

Full name for the new user:

<Go Back>

A ° A g Y q9
NINN 94 Llﬁﬂﬂﬂ15ﬂ1ﬂuﬂ%ﬂﬁjﬂ’ﬂgﬂlﬂﬁlfiz‘]J‘]J

23. fIMUA Username (NOMNTZUU AININA 95

[11] Set up users and passwords |

Select & username for the new account. Your first name is a
reasonable choice. The username should start with a lower-case
letter, which can be followed by any combination of numbers and more
lower-case letters.

Username for your account:

<Go Back>

NN 95 UAAINTAMHUA Username
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24. MUUA Password @145 User 301NN 96

[11] Set up users and passwords

A good password will contain @ mixture of letters, numbers and
punctuation and should be changed &t regular intervals.

Choose & password for the new user:

2NN 96 LAAINTAKUA Password

Y ]
25. §UHU Password DNASI AININN 97

1 (V1] Set up users and passwords |

Please enter the same wser password again to verify wou have typed it
correct ly.

Re-enter password to verifuy:
TE— 1
:Cont bue]

] Y
NN 97 HEAAINTIUTU Password DANSA
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26. 5LVVILADUDINIUTUNT Encrypt 111880 No Aan1ni 98

i [!]1 5et up users and passwords |

You may configure your home directory for encruption, such that any
files stored there remain prlvate even 1f your computer is stolen.

The system will seamlessly mount your encrypled home directory each
time you login and automatically unmount when you log out of all

act ive sessions.
Encrypt your home directory?
<60 Back:

<Tabe moves; <8pacer salects; <Enter: activates buttons

A ° ' I Y w
NINN 98 ﬂ’lﬁuﬂﬂflll@'ﬂ\n"lnicﬁﬁ

27. HTTP Proxy Aanaen Continue  AININH 99

[11 Conflgure the package manager

If you need to use & HTTP proxy to access the outside world, enter
the proxy information here. Otherwise, leave this hlank.

The proxy information should be given in the standard form of
"mttp:ss [luser] [:pass] @lhost [:port] .

HTTP proxy information (blank for none):

v 9
MNN 99 uaaImsInsLUUAAAY Proxy
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9 v
28. ITUVILANAIAT config AN 9 AININA 100

1 Conflguring apt |
T
Retrieving file 1 of 10

cCance Lo}

A s 2 a &
NINN 100 LLﬁﬂ\i!ﬂ@ﬁ!%HﬁﬂTﬁﬁﬂ@NﬂW config

A . A g [ [ A
29. 199N No automatic updates lWE)GI’E)\‘]ﬂTiI]‘i‘UI]';:QL’EN ANNINN 101

1 [1] Select and Install software |

Applying updates on a freguent baesis is an bmportant part of keeping
your System Secure.

By default, updates need to be applied manually using package
marsagement tools. Alternatively, you can choose to have this system
automatically dounload and Install sscurity updates, or you can
choose to manage this system over the web as part of a group of
systems uslng Canonical's Lamdscape service.

How do you want to manege upgrades on this system?

Install security updates automatically
Hanege system with Landscape

Tk moyesi (5 oo s locts: CEnters activates bultons

MU 101 LAAIN5LABNAITS No automatic updates
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30. 149N software install 151 LAMP server , OpenSSH server AININTN 102

[11 Software selection |

At the moment, only the core of the system is installed. To tune the
system to your needs, you can choose to install one or more of the
following predefined collections of software.

Choose software to install:

<Tab» moves hetween items selects; <Enter: activates buttons

A A s s a ¥
NN 102 memsLaaﬂma@]mnimz@mm

Y ] ]
31, 52UVILAANT software NIADAAY Server AINTNA 103

| s2lect and install software |

AL

Preparing 1lbx11-6

~ - a & s @
NINN 103 Llﬁﬂﬂlﬂ’ﬂ'B'LG])'uﬁﬂﬁﬁﬂG]\‘iG]SfJi‘V\l!L’Ji
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i a ¥ g £ o 1 2 . 4
32. Lﬁﬂﬁﬂﬁ\ilﬁiﬂﬁu iwmzu%}ﬂﬁ}muwu CD-ROM oaniagnan Continue Lﬁﬁ]

Reboot [ATDY AINIWN 104

1 [11]1 Finizsh the Installation
Installation complete
Inztallation is complete, so it is time to boot Imto wour new sustem.

Make sure to remove the installation media (CO-ROM, floppies), 5o

that you boot Into the mew system rather than restarting the

installation.
[:cant inues]

<60 Back:

A a ¥ Y <3 Y
DINN 104 LFAAINTITAAAILANTTY Llagiﬁ Reboot
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