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ensures reliable operations and the use of proper techniques. Information systems are
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This research is quantitative, using three methodologies: documentary research,
questionnaires and interviews.
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CHAPTER |
INTRODUCTION

Information is vital to the banks. Preventive and detective information is
essential for reliability and maintaining customer confidence to ensure that necessary
decisions can be made for customers. If information is disclosed to or exchanged with
unauthorized persons, the bank will suffer the impact in the form of negative reputation and
payment of damages to customers.

Information security is an operating process that secures systems, devices and
equipment critical to the operation. Banks need to maintain stability and protect the privacy
of customer information. Furthermore, business continuity plans should be made for
circumstances where businesses are unable to operate or systems do not work such as during
system errors, blackouts and floods, etc.

The information security systems of banks ensure reliable operations and
proper techniques. Information systems are considered business processes established for
the purpose of confidentiality, integrity, accuracy and completeness of data for use in
effective resource allocation and regulation compliance. Checking the security of
information systems focused on the system can be run as scheduled for safety and
preventing unwanted and potentially harmful compromise to banking systems. Banks are
under obligation to manage and prevent information systems for less vulnerability and
negative impact.

Risk assessment is the process of identifying vulnerabilities, threats and impact.
Organizations that follow appropriate policy or comply with information systems gain
adequate security. Accordingly personnel are ensured of understanding policy with skilled
practice.

Banks need to control systems and security in order to prevent customer from
refusing to make financial transactions and denying liability. Taking into account integrity
and reflecting on responsibility helps banks reduce fraud and corruption for both customers

and banks.
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1.1. Significance of the Problem

Information security is critical to banks because banks have important
customer data and sensitive information. Banks need instill confidence and reliability
in customers regarding security. Information is not disclosed without permission and
accurately. Today’s threats are varied. For example, hackers can disrupt computer
operations, gather sensitive information, gain access to private computer systems or
modify data files to perform some type of harmful activity on the information systems
of banks. Because natural disasters or protests might affect bank operations and
require banks to halt services, banks should have business continuity plans (BCP).
Weaknesses may result in operation vulnerability for systems and employees. For
example, bank employees might engage in corrupt practice by modifying the
transactions of customers, even though the bank should train employees regarding
information systems and the penalties involved. However, banks should also prevent
threats and weaknesses by managing risks with feasibility studies, risk assessment,
problem-solving and follow-up. Therefore, the study of information system security
audit-guided practices for banks by using the Bank of Thailand Guideline to help
secure information by covering risks applicable to standards such as ISO 27001 and
GTAG, etc. Help is available to ensure the effectiveness and efficiency of information

security systems for banks.

1.2. Objectives

1.2.1. To know risks affecting the operations and information systems of
banks.

1.2.2. To create information security guidelines for banks.

1.2.3. To ensure that IT officers have knowledge, understanding and

awareness about information security.
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1.3. Expected Outcomes/Benefits of Study
1.3.1. Reduced IT risks for banks.
1.3.2. Application of information security guidelines.
1.3.3. Knowledge, understanding and awareness of information security for IT

officers.

1.4. Scope
The scope of this research was aimed at studying the risk for information
systems and information security guidelines then creating an information security manual

for banks by applying the Bank of Thailand Guidelines for information security.

1.5. Duration of Study
Tablel.1. Duration of Study

Month
Details Jun Jul | Aug | Sep | Oct | Nov | Dec | Jan | Feb
2013 | 2013 | 2013 | 2013 | 2013 | 2013 | 2013 | 2014 | 2014

Feasibility of
Study

Data -—

Collection

Creation and

A
v

Testing of
Questionnaire

Survey by
Using

A
v

Questionnaire

Summary and

Analysis «—>
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1.6. Research Methodology

1.6.1. To study information system security audit-guided practices by
using the Bank of Thailand Guidelines, framework and standards.

1.6.2. Analysis to determine whether or not the operations follow policy,
compliance, framework and standards.

1.6.3. Creation of questionnaires for information technology employees and
managers.

1.6.4. Improvement and survey of questionnaires.

1.6.5. Analysis of the results in order to define the risks and vulnerability,
including suggested information security for banks.

1.6.6. Summary and recommendations suggested by findings.

1.7. Definitions

1.7.1. Access

With respect to privacy, an individual’s ability to view, modify, and
contest the accuracy and completeness of personally identifiable information collected
about him or her. (Global Technology Audit Guide 5: Managing and Auditing Privacy
Risks, Appendix 7, 7.8 Glossary of Terms, page 32)

1.7.2. Authentication

The act of verifying the identity of a system entity (e.g., user, system,
network node) and the entity’s eligibility to access computerized information.
Designed to protect against fraudulent log on activity. Authentication can also refer to
the verification of the correctness of a piece of data. (Global Technology Audit Guide

5: Managing and Auditing Privacy Risks, Appendix 7, 7.8 Glossary of Terms, page 32)

1.7.3. Authorization
The act of verifying the identity of a user and the user’s eligibility to

access computerized information
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Scope Note: Assurance: Authentication is designed to protect against
fraudulent logon activity. It can also refer to the verification of the correctness of a

piece of data. (COBIT 5 Framework, Appendix H Glossary, page 89)

1.7.4. Availability
Availability is one of the information quality goals under the accessibility

and security heading. (COBIT 5 Framework, Appendix H Glossary, page 89)

1.7.5. Business continuity

Preventing, mitigating and recovering from disruption. The terms
‘business resumption planning’, ‘disaster recovery planning’ and ‘contingency
planning’ also may be used in this context; they focus on recovery aspects of
continuity, and for that reason the ‘resilience’ aspect should also be taken into account.

(COBIT 5 Framework, Appendix H Glossary, page 89)

1.7.6. Business process control
The policies, procedures, practices and organizational structures designed
to provide reasonable assurance that a business process will achieve its objectives

(COBIT 5 Framework, Appendix H Glossary, page 89)

1.7.7. Compliance

Compliance in the sense that information must conform to specifications is
covered by any of the information quality goals, depending on the requirements.
Compliance to regulations is most often a goal or requirement of the use of the
information, not so much an inherent quality of information. (COBIT 5 Framework,
Appendix F Comparison between the COBIT 5 Information Model and COBIT 4.1

Information Criteria, page 63)

1.7.8. Confidentiality

Confidentiality corresponds to the restricted access information quality
goal. (COBIT 5 Framework, Appendix F Comparison between the COBIT 5
Information Model and COBIT 4.1 Information Criteria, page 63)
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1.7.9. Control

The means of managing risk, including policies, procedures, guidelines,
practices or organizational structures, which can be of an administrative, technical,
management or legal nature. Also used as a synonym for safeguard or countermeasure.

(COBIT 5 Framework, Appendix H Glossary, page 91)

1.7.9. Data controller

Organizations or functions that control access and processing of personal
information. (Global Technology Audit Guide 5: Managing and Auditing Privacy
Risks, Appendix 7, 7.8 Glossary of Terms, page 32)

1.7.10. Data security

Protection of data from accidental or unauthorized modification,
destruction, or disclosure through policies, organizational structure, procedures,
awareness training, software, or hardware that ensure data is accurate, available, and
accessed only by those authorized. Maintenance of confidentiality, integrity, and
availability of information. (Global Technology Audit Guide 5: Managing and
Auditing Privacy Risks, Appendix 7, 7.8 Glossary of Terms, page 33)

1.7.11. Effectiveness

Information is effective if it meets the needs of the information consumer
who uses the information for a specific task. If the information consumer can perform
the task with the information, then the information is effective. This corresponds to the
following information quality goals: appropriate amount, relevance, understandability,
interpretability, objectivity. (COBIT 5 Framework, Appendix F Comparison between
the COBIT 5 Information Model and COBIT 4.1 Information Criteria, page 63)

1.7.12. Efficiency

Whereas effectiveness considers the information as a product, efficiency
relates more to the process of obtaining and using information, so it aligns to the
‘information as a service’ view. If information that meets the needs of the information

consumer is obtained and used in an easy way (i.e., it takes few resources—physical



Fac. of Grad. Studies, Mahidol Univ. M.Sc (Tech. of Inform. Sys. Manag.) / 7

effort, cognitive effort, time, money), then the use of information is efficient. This
corresponds to the following information quality goals: believability, accessibility,
ease of operation, reputation. (COBIT 5 Framework, Appendix F Comparison between
the COBIT 5 Information Model and COBIT 4.1 Information Criteria, page 63)

1.7.13. GTAG

Global technology audit guide (Global Technology Audit Guide 5:
Managing and Auditing Privacy Risks, Appendix 7, 7.9 Glossary of Acronyms, page
36)

1.7.14. Identification

The relating of personal information to identifiable individual. (Global
Technology Audit Guide 5: Managing and Auditing Privacy Risks, Appendix 7,
7.8Glossary of Terms, page 33)

1.7.15. Information

An asset that, like other important business assets, is essential to an
enterprise’s business. It can exist in many forms: printed or written on paper, stored
electronically, transmitted by post or electronically, shown on films, or spoken in
conversation. (COBIT 5 Framework, Appendix H Glossary, page 91)

1.7.16. Integrity

If information has integrity, then it is free of error and complete. It
corresponds to the following information quality goals: completeness, accuracy.
(COBIT 5 Framework, Appendix F Comparison between the COBIT 5 Information
Model and COBIT 4.1 Information Criteria, page 63)

1.7.17. Inputs and outputs

The process work products/artifacts considered necessary to support
operation of the process. They enable key decisions, provide a record and audit trail of
process activities, and enable follow-up in the event of an incident. They are defined at

the key management practice level, may include some work products used only within
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the process and are often essential inputs to other processes. The illustrative COBIT 5
inputs and outputs should not be regarded as an exhaustive list since additional
information flows could be defined depending on a particular enterprise’s environment

and process framework. (COBIT 5 Framework, Appendix H Glossary, page 91)

1.7.18. Policy
Overall intention and direction as formally expressed by management.
(COBIT 5 Framework, Appendix H Glossary, page 92)

1.7.19. Process

Generally, a collection of practices influenced by the enterprise’s policies
and procedures that takes inputs from a number of sources (including other processes),
manipulates the inputs and produces outputs (e.g., products, services)

Scope note: Processes have clear business reasons for existing,
accountable owners, clear roles and responsibilities around the execution of the
process, and the means to measure performance. (COBIT 5 Framework, Appendix H

Glossary, page 92)

1.7.20. Reliability

Reliability is often seen as a synonym of accuracy; however, it can also be
said that information is reliable if it is regarded as true and credible. Compared to
integrity, reliability is more subjective, more related to perception, and not just factual.
It corresponds to the following information quality goals: believability, reputation,
objectivity. (COBIT 5 Framework, Appendix F Comparison between the COBIT 5
Information Model and COBIT 4.1 Information Criteria, page 63)

1.7.21. Risk
The combination of the probability of an event and its consequence
(COBIT 5 Framework, Appendix H Glossary, page 93)
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1.7.22. Security

The protection of data from unauthorized access, misuse, or abuse and
destruction or corruption of data. (Global Technology Audit Guide 5: Managing and
Auditing Privacy Risks, Appendix 7, 7.8 Glossary of Terms, page 34)

1.7.23. Sensitive personal information

Personal information that requires an extra level of protection and a higher
duty of care (Global Technology Audit Guide 5: Managing and Auditing Privacy
Risks, Appendix 7, 7.8 Glossary of Terms, page 35)

1.7.24. System

A system consists of five key principles organized to achieve a specified
objective. The five principles are: infrastructure (facilities, equipment, and networks);
software (systems, applications, and utilities); people (developers, operators, users,
and managers); procedures (automated and manual); and data (transaction streams,
files, databases, and tables). (Global Technology Audit Guide 5: Managing and
Auditing Privacy Risks, Appendix 7, 7.8 Glossary of Terms, page 35)

1.7.25. System of internal control

The policies, standards, plans and procedures, and organizational
structures designed to provide reasonable assurance that enterprise objectives will be
achieved and undesired events will be prevented or detected and corrected (COBIT 5

Framework, Appendix H Glossary, page 93)

1.7.26. Vulnerability

Any weakness or exposure of IT asset that could lead to a compromise of
the asset’s confidentiality, integrity, or availability. (Global Technology Audit Guide
6: Managing and Auditing IT Vulnerabilities, Appendix 5,5.5 Glossary of Terms, page 15)
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CHAPTER Il
LITERATURE REVIEW

2.1. Risk Assessment

2.1.1. Risk Definition

Risk has many interpretations, and is often used to describe dangers or
threats to a particular person, environment, or business. The following are some of the
definitions of risk:

Risk is a function of the likelihood of a given threat-source’s exercising a
particular potential vulnerability and the resulting impact of that adverse event on the
organization (PCI DSS Risk Assessment Guidelines November 2012, page 3).

Risk is a function of the combination of the probability of an event and its

consequence (COBIT 5 Framework, Appendix H Glossary, page 93).

2.1.2. Defining Risk Assessment

Risk assessment is a systematic process for identifying and evaluating events
(i.e., possible risks and opportunities) potentially affecting the achievement of
objectives either positively or negatively. Such events can be identified in the external
environment (e.g., economic trends, regulatory landscape and competition) and within an
organization’s internal environment (e.g., people, process, and infrastructure). When these
events intersect with an organization’s objectives—or can be predicted to do so—they
become risks. Risk is, therefore, defined as “the possibility that an event will occur and
adversely affect the achievement of objectives” (Committee of Sponsoring

Organizations, Enterprise Risk Management—Integrated Framework (2004), p.16.).

2.1.3. Selection of Risk Assessment Methodology
2.1.3.1. There are many risk assessment methodologies available
from which the IS auditor may choose. These range from simple classifications of high,

medium and low, based on the IS auditor’s judgments, to complex and apparently
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scientific calculations to provide a numeric risk rating. 1S auditors should consider the
level of complexity and detail appropriate for the organization being audited.

2.1.3.2. IS auditors should include, at a minimum, an analysis,
within the methodology of the risks to the enterprise resulting from the loss of and controls
supporting system availability, data integrity and business information confidentiality.

2.1.3.3. All risk assessment methodologies rely on subjective
judgments at some point in the process (e.g., for assigning weightings to the various
parameters). The IS auditor should identify the subjective decisions required to use a
particular methodology and consider whether these judgments can be made and validated to
an appropriate level of accuracy.

2.1.3.4. In deciding which is the most appropriate risk assessment
methodology, IS auditors should consider as the following:

2.1.3.4.1. The type of information required to be
collected (some systems use financial effects as the only measure - this is not always
appropriate for IS audits).

21.34.2. The cost of software or other licenses
required to use the methodology.

2.1.3.4.3. The extent to which the information
required is already available.

2.1.3.4.4. The amount of additional information
required to be collected before reliable output can be obtained, and the cost of
collecting this information (including the time required to be invested in the collection
exercise).

21.345. The opinions of other users of the
methodology, and their views on how well the methodology has assisted them in improving
the efficiency or effectiveness of their audits.

2.1.3.4.6. The willingness of management to accept
the methodology as the means of determining the type and level of audit work carried out.

2.1.3.5. No single risk assessment methodology can be expected
to be appropriate in all situations. Conditions affecting audits may change over time.
Periodically, the IS auditor should re-evaluate the suitability of the chosen risk

assessment methodologies.
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2.1.4. Use of Risk Assessment
2.1.4.1. IS auditors should use the selected risk assessment
techniques in developing the overall audit plan and in planning specific audits. Risk
assessment, in combination with other audit techniques, should be considered in making
planning decisions such as the following:
2.1.4.1.1. The nature, extent and timing of audit procedures.
2.1.4.1.2. The areas or business functions to be audited.
2.1.4.1.3. The amount of time and resources to be

allocated to an audit.

2.1.4.2. The IS auditor should consider each of the following types

of risk to determine their overall level:

2.1.4.2.1. Inherent risk

Inherent risk is the susceptibility of an audit area to
error in a way that could be material, individual or in combination with other errors,
assuming that there were no related internal controls. For example, the inherent risk
associated with operating system security is ordinarily high, since changes to, or even
disclosure of, data or programs through operating system security weaknesses could result
in false management information or competitive disadvantage. By contrast, the
inherent risk associated with security for a stand-alone PC, when a proper analysis
demonstrates it is not used for business-critical purposes, is ordinarily low.

Inherent risk for most IS audit areas is ordinarily high
since the potential effects of errors ordinarily span several business systems and many users.

In assessing the inherent risk, the IS auditor should
consider both pervasive and detailed IS controls. This does not apply to circumstances
where the IS auditor’s assignment is related to pervasive IS controls only. At the
pervasive IS control level, the IS auditor should consider to the level appropriate for the audit
area in question:

- The integrity of IS management and IS management
experience and knowledge

- Changes in IS management
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- Pressures on IS management that may predispose
them to conceal or misstate information (e.g., large business-critical project overruns
hacker activity).

- The nature of the organization’s business and
systems (e.g., the plans for e-commerce, the complexity of the systems, the lack of
integrated systems).

- Factors affecting the organization’s industry as a
whole (e.g., changes in technology, IS staff availability).

- The level of third-party influence on the control
of the systems being audited (e.g., because of supply chain integration, outsourced IS
processes, joint business ventures, and direct access by customers).

- Findings from and dates of previous audits.

At the detailed IS control level, the IS auditor
should consider the level appropriate for the audit area in question:

- The findings from and dates of previous audits in
this area.

- The complexity of the systems involved.

- The level of manual intervention required.

- The susceptibility to loss or misappropriation of the
assets controlled by the system (e.g., inventory, payroll).

- The likelihood of activity peaks at certain times
during the audit period.

- Activities outside the day-to-day routine of IS
processing (e.g., the use of operating system utilities to amend data).

- The integrity, experience and skills of
management and staff involved in applying the IS controls.

2.1.4.2.2. Control Risk

Control risk is the risk that a potential error in an
audit area that could be material, individual or in combination with other errors will
not be prevented or detected and corrected on a timely basis by the internal control system.
For example, the control risk associated with manual reviews of computer logs can be

high because activities requiring investigation are often easily missed owing to the volume
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of logged information. The control risk associated with computerized data validation
procedures is ordinarily low because the processes are consistently applied.

The IS auditor should assess the control risk as high
unless relevant internal controls are:

- Identified

- Evaluated as effective

- Tested and proved to be operating appropriately

2.1.4.2.3. Detection Risk

Detection risk is the risk that the IS auditor’s
substantive procedures will not detect an error that could be material, individual or in
combination with other errors. For example, the detection risk associated with
identifying breaches of security in an application system is ordinarily high because
logs for the whole period of the audit are not available at the time of the audit. The
detection risk associated with identifying a lack of disaster recovery plans is ordinarily
low, since existence is verified easily.

In determining the level of substantive testing
required, IS auditors should consider both of the following:

-Assessment of inherent risk

- Conclusions on control risk post-compliance testing

The higher the assessment of inherent and control
risks, the more audit evidence IS auditors should normally obtain from the
performance of substantive audit procedures (ISACA, IS Audit guideline, G13 Use of Risk
Assessment in Audit Planning. 2008; p.4).
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2.1.5. Degree of Risk

h

High High

Impact
= - Tad e

High High High

Moderate | Moderate | High Hizh

Low Moderate | Moderate Hizh Hizh

Low Low Moderate Moderate | High

1 2 3 4 5
Likelihood

Figure 2.1 risk assessment

Table 2.1 definition of risk

Level of Risk Definition

Extreme Risk tolerance; improve process within 1 month.
High Risk tolerance; improve process within 3 months.
Medium Risk appetite; improve process within 6 months.
Low Risk appetite; improve process within 1 year.
2.2. IT Risks

The definition of ‘IT Risk’ becomes important at this stage. There is a common

misperception in the industry that IT risks include only security-related IT risks. The

ISACA’s Risk IT Framework defines IT risks as “the business risks associated with the use,

ownership, operation, involvement, influence and adoption of IT within an enterprise”.

The Risk IT Framework covers all IT-related risks as follows:

2.2.1. Not achieving IT value

2.2.2. Late project delivery

2.2.3. Compliance issues

2.2.4. Misalignment with business objectives
2.2.5. Obsolete or inflexible IT architecture

2.2.6. IT service delivery problems
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2.2.7. IT skills shortage
(IT risk management: Drivers, challenges and enablers for Australian organizations @
2013, ISACA Sydney Chapter and ISACA Melbourne Chapter)

2.3. Security Controls Implementation Using Bank of Thailand
Standards

2.3.1. Logical Administrative Access Control

2.3.1.1. Access Rights Administration

Financial institutions should have effective access rights to
information and systems.

-. Access rights to resources in the system. User is compliant
with appropriate individual duties.

- Access rights to improving immediate modifications.

- A review of access rights to set periods related to risks of
applications and systems.

- Users should sign acceptable-use policies.

2.3.1.2. Authentication

Authentication is identifying the rights by using unique credentials
with entitlements for individuals by evidence-specific persons such as shared secrets, tokens
and biometrics. Financial institutions may also use multi-factor authentication. Multi-factor
authentication makes security stronger than using a single method. Authentication
maintains the confidentiality of data and makes a clear responsibility in systems for
identity of the transaction.

Financial institutions should have efficiency authentication
with the level of risk that financial institutions are experiencing. The procedures are as
follows:

- Selecting actual authentication mechanisms considered appropriate
in conjunction with programs, services and systems.

- Determining the suitability of using multi-factor authentication

that should be identified as a significant increase in services and electronic payments.
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- Encryption is used for authentication, e.g. passwords, PIN
codes, digital certificates and biometric templates etc. during transmission and storage on the
network.

2.3.1.3. Network Access

Financial institutions should provide security by accessing control
to various network hierarchies to prevent unauthorized access as follows:

- Grouping network servers, programs and information in terms
of who is entitled access to security domains such as untrustworthy external networks,
third-party providers or users).

- Properly establishing requirements for internal access and
among security domains by covering access control, software permission, dedicated lines,
filtering routers, firewalls, remote access servers and virtual private networks, etc.

- Properly using control measures in order to comply with
regularly access.

Financial institutions reduce the vulnerability of the network
by reducing less-trusted domains and less secure connections whereby financial institutions
should determine how to use protocols, filtering routers, firewalls, gateways and
demilitarized zones (DM2Z).

2.3.1.4 Operating System Access

Financial institutions provide reliable security for access to devices
on operating systems.

- Accessing control systems to assist system utilities.

- Restricting and monitoring access right authentication or privilege
access.

- Logging and monitoring access right authentication. If programs
access sensitive data, the access should be an alert event when violation is a security
event.

-. Improving operating systems by using security patches.

- Securing physical and logical devices which can be connected to

the operating system.
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2.3.1.5. Application Access

Financial institutions should access control to applications by
the following methods:

- Selecting authentication and authorization methods by transactions
appropriate with the risks of the system.

- Monitoring and accessing rights to ensure limited access on a
need-to-know basis to ensure that users are required to enable their effective and
protected use in such a way that no other person (not similarly entrusted with that
component) can observe or otherwise obtain the component.

- Using time of day to allow users to use.

- Keeping access logs, event logs and recording security events.

- Selecting a rapid analysis of user activities at once.

2.3.1.6. Remote Access

Financial institutions should secure remote access, then access
to the system by giving consideration to the following:

- Blocking remote access when business is unnecessary.

- Requiring prior approval for remote access by management
with a mandatory process for monitoring compliance in the future.

- Installing appropriate control systems in order to prevent
incorrect use of the system.

- Logging and monitoring for remote access.

- Security for remote access devices.

- Using strict authentication and encryption to enhance communication

security.

2.3.2. Physical Security

Financial institutions should define demilitarized zones (DMZ) by
considering priority and risk. Control and measure are installed for appropriate preventive
and detective demilitarized zones (DMZ) in order to prevent risks by taking the following
into consideration:

- Unauthorized persons

- Damage of external environment
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- Interference of electromagnetic waves

If physical security is not strong, it cannot maintain the confidentiality,
integrity and availability of information to ensure that financial institutions reduce
risks by installing program or providing policy for demilitarized zones (DMZ).

Demilitarized zones (DMZ) are defined as physical division by providing
security policy depending on the importance of information and electronic equipment. An
example of a demilitarized zone of the financial institutions requires most stringent security
but the location of the branch may have lower security. Financial institutions set
different demilitarized zones whether demilitarized zones are located in the same
building or computer system.

2.3.2.1. Data Center Security

The important objective is to select the location of the data
center. Financial institutions limit risks from internal and external factors by
considering locations with the least risk for disasters such as fires, floods, explosions and
other natural disasters. In addition, measures are required to prevent or deter intruders
from external organizations such as security fences, barricades, motion detectors and
other devices.

2.3.2.2. Cabinet and Vault Security.

Cabinet and vault security is required to protect from fire and
theft to meet standards and must have the ability to show a level of protection placed
on lockers and safes. Therefore, organizations should use safes in relation to the level
of importance of the data stored.

2.3.2.3. Physical security for distributed computer systems

Financial institutions consider the importance of the location
on computers, data and systems such as the computers located in the front lobby at
branches by giving consideration to the following:

- Set the counter to prevent access to personal computers.

- Set keyboard locks on personal computers.

- Removing the disk drives of personal computers.

- Use screensaver passwords.

- Use automated cut-off systems.
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Financial institutions should establish policies to protect
personal computer from risks.

- Power fluctuations may cause damage to data and personal
computers.

- Using personal computers causes a release of static
electricity. There are effects on the components of personal computers or damage to
memory on personal computers.

- Security of equipment, data stored on file serverd and media
can be moved.

- To prevent unauthorized access to networks, systems or data
transmission, banks should secure the following if personal computers are used for
fund transfers:

- Lock personal computers.

- Protect failed electricity.

- Provide security guards.

- Use magnetic card readers to prove user identity.

- Control access to network devices such as data files, file systems
and applications. Financial institutions should be allowed to use personal computers only as
necessary.

- Control work stations by using passwords and monitoring activity.

- Insulate communication lines to prevent wiring exposure to
publicly accessible places and too close to power grids.

- Prevent malicious wusers from capturing data and
compromising networks.

- Prevent capture of data from the distribution of the spectrum.
Walls must be covered in aluminum plate attached to the back room and windows closed

with insulation.

2.3.3. Encryption
Financial institutions should use encryption to reduce the risk of data stored and
transmission data. Data may be disclosed and changed. The following factors must be taken

into consideration when using the encryption method:
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- Sufficient strength of encryption in protecting disclosed data.
- Effectiveness and efficiency of key management.
- System reliability.

- Properly encrypted security for data transmission.

2.3.4. Malicious Code Security Control
Financial institutions should be able to prevent the risk of malicious code
by implementing the following:
2.3.4.1. Antivirus software should be installed on both the client
and host computers.
2.3.4.2. Determine the scope of network communication to protect
the strategic plan as necessary.
2.3.4.3. Filter and allow specific information to be passed into the
application system.
2.3.4.4. Train employees.
2.3.4.5. Enforce appropriate policies.

2.3.5. System Development, Acquisition and Maintenance
Financial institutions should secure the development of new systems,
improve existing systems and supply new systems from third parties.
2.3.5.1. Banks need to establish security measures before
development and procurement of a new system.
2.3.5.2. Use security standard guidelines.
2.3.5.3. Use security control, audit trails and logs of input data and
processing in addition to changing control processes for effectiveness as follows:
2.3.5.4. Customize parameters or patch programs and help strengthen
the security system before the system is actually used.
2.3.5.5. Update installed patch program processes to support new
risks.
2.3.5.6. Control software vendors to protect the integrity,
accuracy and confidentiality of the source code.
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2.3.6. Personnel Security Control
Financial institutions should reduce risks caused by internal users by
giving consideration to the following:

2.3.6.1. Check the backgrounds of new employees by considering
both crimes and financial history in relation to the importance of the task and the level
of access to the system. Generally, the financial institution should consider character
references as well as work, education and identity documents issued by the
government. Financial institutions should monitor employees because environmental
changes may affect employees in the organization, thereby making the system invalid
or corrupt.

2.3.6.2. Hiring contracts should cover the responsibilities of
the staff such as confidentiality, nondisclosure and authorized use. Financial institutions
have a duty to protect confidential customer information and organizational structures.
If financial institutions cannot keep secrets, the following consequences will ensure:

- Disclosure to competitors.

- Increasing risk of fraud.

- Damage to corporate reputation.

- Data breach of customer rights.

- Violation of the law.

Therefore, financial institutions must define confidentiality in
contracts to inform new employees and contractors. Contracts should also be drafted before
access to the system by new employees and contractors.

2.3.6.3. Determine employee responsibilities, accountability of
security in job descriptions, employment contracts and training.

2.3.6.4. Provide training to ensure that employees are aware of

and observe operations in compliance with policy.

2.3.7. Electronic and Paper-Based Media Handling.

Financial institutions should control and protect access to all types of storage
media, including paper, film or any other media. Methods for prevents damage or loss
to information are as follows:

2.3.7.1. Set policy and manage the storage of data.
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2.3.7.2. Ensure protection and disposal of sensitive information.
2.3.7.3. Monitor the security of data on media in transit and the

transfer of information to third parties.

2.3.8. Logging and Data Collection
In the process of collecting and gathering transaction data, financial
institutions should perform the following:
2.3.8.1. Determine system components to ensure logging in
complete transactions.
2.3.8.2. Consider the level of data logged in each element.
2.3.8.3. Establish security policy.
2.3.8.4. Analyze log files.

2.3.9. Business Continuity Management
Financial institutions should consider the significant problems in preparing
business continuity planning.
2.3.9.1. Define the key personnel who will serve in the
implementation of business continuity plans, including the training of personnel with
such functions.
2.3.9.2. Secure back-up sites and alternative communication

networks.

2.3.10. Data Security
Financial institutions must control and protect access to storage media
such as all types of paper, tape and other media to prevent damage or loss of data as
follows:
2.3.10.1. Establish policies and controls for the management and
storage of data.
2.3.10.2. Establish a system to ensure protection and security.
Dispose of sensitive media.
2.3.10.3. Secure information in transit and transfers of

information to third parties.
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2.3.11. Service Provider Oversight
Financial institutions should govern and control outsourced operations or
service providers related to security issues as follows:
2.3.11.1. Exercise measures of analysis find service providers (due
diligence).
2.3.11.2. Service providers must make a contractual assurance to
guarantee security responsibility in operations control and reporting.
2.3.11.3. Contracts must define non-disclosure agreements on
systems and information.
2.3.11.4. Third-party reviews must assess the security systems of
service providers with appropriate audit processes and testing.
2.3.11.5. Incident response policies and contractual notification

requirements should be consistent.

2.3.12. Insurance
Financial institutions should consider scope and coverage to obtain
compensation for all risk types and risk reduction by taking advantage of protection under

insurance policy.

2.4. COBITS5 for Information Security
Drivers

In COBIT 5, the processes APO13 Manage security, DSS04 Manage
continuity and DSS05 Manage security services provide basic guidance on how to
define, operate and monitor a system for general security management. However, the
assumption made in this publication is that information security is pervasive
throughout the entire enterprise, with information security aspects in every activity and
process performed. Therefore, COBIT 5 for Information Security provides the next
generation of ISACA’s guidance on the enterprise governance and management of
information security. The major drivers for the development of COBIT 5 for
Information Security include:

1. The need to describe information security in an enterprise context including:
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— The full end-to-end business and IT functional responsibilities of
information security

— All aspects that lead to effective governance and management of
information security, such as organisational structures ,policies and culture

— The relationship and link of information security to enterprise objectives
2. An ever-increasing need for the enterprise to:

— Maintain information risk at an acceptable level and to protect information
against unauthorised disclosure, unauthorised or inadvertent modifications, and possible
intrusions.

— Ensure that services and systems are continuously available to internal
and external stakeholders, leading to user satisfaction with IT engagement and
Services.

— Comply with the growing number of relevant laws and regulations as
well as contractual requirements and internal policies on information and systems
security and protection, and provide transparency on the level of compliance.

— Achieve all of the above while containing the cost of IT services and

technology protection.

Enterprise Enablers

COBIT 5 Enterprise Enablers

2 p 3. Organisational 4. Culture, Ethics
- Frocesses Structures and Behaviour

t

[ 1. Principles, Policies and Frameworks j

6. Services,
Infrastructure
and Applications

Resources

7. People,
Skills and

Competencies

Source: COBIT 5, figure 12

Figure 2.2 COBIT 5 Enterprise Enablers

COBIT 5 for Information Security provides specific guidance related to all enablers.
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2.4.1. Principles, Policies and Frameworks

Principles, policies and frameworks refer to the communication mechanisms
put in place to convey the direction and instructions of the governing bodies and
management, including:

- Principles, policies and framework model

- Information security principles

- Information security policies

- Adapting policies to the enterprises environment

- Policy life cycle

Policy Framework

L Information Security Principles
Information Security Palicy

Input

Mandatory
Information Security

Standards,
Frameworks and
Models

Specific Information Security |
Policies

Information Security Procedures

N Information Security Requirements
and Documentation

Source: COBIT 3 for information Security, figure 10. @ 2012 ISACA® All rights reserved

Figure 2.3 COBIT 5 Policy Framework

411

Policies provide more detailed guidance on how to put principles into
practice. Some enterprises may include policies such as:

- Information security policy

- Access control policy

- Personnel information security policy

- Incident management policy

- Asset management policy

2.4.2. Processes
Processes including information security-specific details and activities The

COBIT 5 process reference model subdivides the IT-related practices and activities of the
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enterprise into two main areas governance and management with management further
divided into domains of processes:

-The Governance domain contains five governance processes; within each
process, evaluate, direct and monitor (EDM) practices are defined.

-The four Management domains are in line with the responsibility areas of
plan, build, run and monitor (PBRM).

2.4.3. Organisational structures

COBIT 5 examines the organisational structures model from an information
security perspective. It defines information security roles and structures and also examines
accountability over information security, providing examples of specific roles and
structures and what their mandate is, and also looks at potential paths for information

security reporting and the different advantages and disadvantages of each possibility.

2.4.4. Culture, ethics and behaviour
In terms of culture, ethics and behaviour, factors determining the success of
information security governance and management
Examines the culture, ethics and behaviour model from an information security
perspective providing detailed security specific examples of:
2.4.4.1. The Culture Life Cycle measuring behaviours over time to
benchmark the security culture some behaviours may include:
- Strength of passwords
- Lack of approach to security
- Adherence to change management practices
2.4.4.2. Leadership and Champions need these people to set
examples and help influence culture:
- Risk managers
- Security professionals
- C-level executives
2.4.4.3. Desirable Behaviour; a number of behaviours have been

identified that will help positively influence security culture:
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- Information security is practiced in daily
operations.

- Stakeholders are aware of how to respond to
threats.

- Executive management recognises the business

value of security.

2.4.5. Information
Information is not only the main subject of information security but is also
a key enabler.
2.4.5.1. Information types are examined and reveal types of
relevant security information which can include:
- Information security strategy
- Information security budget
- Policies
- Awareness material
- Etc.
2.4.5.2. Information stakeholders as well as the information life
cycle are also identified and detailed from a security perspective. Details specific to
security such as information storage, sharing, use and disposal are all discussed.

2.4.6. Service capabilities
The services, infrastructure and applications model identifies the services
capabilities that are required to provide information security and related functions to
an enterprise. The following list contains examples of potential security-related services that
could appear in a security service catalogue:
- Provide security architecture.
- Provide security awareness.
- Provide security assessments.
- Provide adequate incident response.
- Provide adequate protection against malware, external attacks and

intrusion attempts.
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- Provide monitoring and alert services for security related

events.

2.4.7. People, skills and competencies
To effectively operate an information security function within an enterprise,
individuals with appropriate knowledge and experience must exercise that function.
Some typical security-related skills and competencies listed are:
- Information security governance
- Information risk management
- Information security operations
COBIT 5 for Information Security defines the following attributes for each of the skills and
competencies:
- Skill definition
- Goals
- Related enablers

2.5.1SO27001 Information Security

2.5.1. Security policy

2.5.1.1. Information security policy

Objective: To provide management direction and support for
information security in accordance with business requirements and relevant laws and
regulations.

-Information security policy document, an information security
policy document shall be approved by management and published and communicated
to all employees and relevant external parties.

-Review of the information security policy, the information
security policy shall be reviewed at planned intervals or if significant changes occur to

ensure its continuing suitability, adequacy, and effectiveness.
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2.5.2. Organization of information security

2.5.2.1. Internal organization

Objective: To manage information security within the organization.

-Management commitment to information security, management
shall actively support security within the organization through clear direction, demonstrated
commitment, explicit assignment, and acknowledgment of information security responsibilities.

-Information security coordination, information security activities
shall be co-ordinated by representatives from different parts of the organization with
relevant roles and job functions.

-Allocation of information security responsibilities, all information
security responsibilities shall be clearly defined.

-Authorization process for information processing facilities,

a management authorization process for new information processing facilities shall be
defined and implemented.

-Confidentiality agreements, requirements for confidentiality
or non-disclosure agreements reflecting the organization’s needs for the protection of
information shall be identified and regularly reviewed.

-Contact with authorities, appropriate contacts with relevant
authorities shall be maintained.

-Contact with special interest groups, appropriate contacts with
special interest groups or other specialist security forums and professional associations
shall be maintained.

-Independent review of information security, the organization’s
approach to managing information security and its implementation (i.e. control objectives,
controls, policies, processes, and procedures for information security) shall be reviewed
independently at planned intervals, or when significant changes to the security
implementation occur.

2.5.2.2. External parties

Objective: To maintain the security of the organization’s
information and information processing facilities that are accessed, processed,

communicated to, or managed by external parties.
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-ldentification of risks related to external parties. The risks to
the organization’s information and information processing facilities from business
processes involving external parties shall be identified and appropriate controls
implemented before granting access.

-Addressing security when dealing with customers. All identified
security requirements shall be addressed before giving customers access to the
organization’s information or assets.

-Addressing security in third party agreements, agreements with
third parties involving accessing, processing, communicating or managing the organization’s
information or information processing facilities, or adding products or services to

information processing facilities shall cover all relevant security requirements.

2.5.3. Asset management

2.5.3.1. Responsibility for assets

Objective: To achieve and maintain appropriate protection of
organizational assets.

-Inventory of assets, all assets shall be clearly identified and an
inventory of all important assets drawn up and maintained.

-Ownership of assets, all information and assets associated with
information processing facilities shall be owned by a designated part of the organization.

-Acceptable use of assets, rules for the acceptable use of
information and assets associated with information processing facilities shall be identified,
documented, and implemented.

2.5.3.2. Information classification

Objective: To ensure that information receives an appropriate
level of protection.

-Classification guidelines, information shall be classified in terms
of its value, legal requirements, sensitivity and criticality to the organization.

-Information labeling and handling, an appropriate set of
procedures for information labeling and handling shall be developed and implemented
in accordance with the classification scheme adopted by the organization.
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2.5.4. Human resources security

2.5.4.1. Prior to employment

Objective: To ensure that employees, contractors and third
party users understand their responsibilities, and are suitable for the roles they are
considered for, and to reduce the risk of theft, fraud or misuse of facilities.

-Roles and responsibilities, security roles and responsibilities
of employees, contractors and third party users shall be defined and documented in
accordance with the organization’s information security policy.

-Screening Control, background verification checks on all
candidates for employment, contractors, and third party users shall be carried out in
accordance with relevant laws, regulations, ethics, and proportional to the business
requirements, the classification of the information to be accessed, and the perceived
risks.

- Terms and conditions of employment, as part of their contractual
obligation, employees, contractors and third party users shall agree and sign the terms
and conditions of their employment contract, which shall state their and the organization’s
responsibilities for information security.

2.5.4.2. During employment

Objective: To ensure that all employees, contractors and third
party users are aware of information security threats and concerns, their responsibilities,
liabilities and are equipped to support organizational security policy in the course of
their normal work and to reduce the risk of human error.

-Management responsibilities, management shall require
employees, contractors and third party users to apply security in accordance with
established policies and procedures of the organization.

- Information security awareness, education and training; all
employees of the organization and, where relevant, contractors and third party users
shall receive appropriate awareness training and regular updates in organizational policies
and procedures, as relevant for their job function.

-Disciplinary process, there shall be a formal disciplinary process
for employees who have committed a security breach.
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2.5.4.3. Termination or change of employment

Objective: To ensure that employees, contractors and third party
users exit an organization or change employment in an orderly manner.

-Termination responsibilities, responsibilities for performing
employment termination or change of employment shall be clearly defined and assigned.

-Return of assets; all employees, contractors and third party
users shall return all of the organization’s assets in their possession upon termination
of their employment, contract or agreement.

-Removal of access rights; the access rights of all employees,
contractors and third party users to information and information processing facilities
shall be removed upon termination of their employment, contract or agreement, or

adjusted upon change.

2.5.5. Physical and environmental security

2.5.5.1. Secure areas

Objective: To prevent unauthorized physical access, damage
and interference to the organization’s premises and information.

-Physical security perimeter, security perimeters (barriers such
as walls, card controlled entry gates or manned reception desks) shall be used to
protect areas that contain information and information processing facilities.

-Physical entry controls, secure areas shall be protected by
appropriate entry controls to ensure that only authorized personnel are allowed access.

-Securing offices, rooms and facilities; physical security for
offices, rooms, and facilities shall be designed and applied.

- Protecting against external and environmental threats; physical
protection against damage from fire, flood, earthquake, explosion, civil unrest and
other forms of natural or man-made disaster shall be designed and applied.

-Working in secure areas, Physical protection and guidelines
for working in secure areas shall be designed and applied.

- Public access, delivery and loading areas; access points such

as delivery and loading areas and other points where unauthorized persons may enter
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the premises shall be controlled and, if possible, isolated from information processing
facilities to avoid unauthorized access.

2.5.5.2. Equipment security

Objective: To prevent loss, damage, theft or compromise of
assets and interruption to the organization’s activities.

-Equipment siting and protection, equipment shall be sited or
protected to reduce the risks from environmental threats and hazards, and opportunities for
unauthorized access.

-Supporting utilities, Equipment shall be protected from power
failures and other disruptions caused by failures in supporting utilities.

-Cabling security, power and telecommunications cabling carrying
data or supporting information services shall be protected from interception or damage.

-Equipment maintenance; equipment shall be correctly maintained
to ensure its continued availability and integrity.

-Security of equipment off premises, security shall be applied
to off-site equipment taking into account the different risks of working outside the
organization’s premises.

-Secure disposal or re-use of equipment, all items of equipment
containing storage media shall be checked to ensure that any sensitive data and licensed
software has been removed or securely overwritten prior to disposal.

-Removal of property; equipment, information or software shall

not be taken off-site without prior authorization.

2.5.6. Communications and operations management
2.5.6.1. Operational procedures and responsibilities
Objective: To ensure the correct and secure operation of information
processing facilities.
-Documented operating procedures; operating procedures shall
be documented, maintained, and made available to all users who need them.
-Change management, changes to information processing facilities

and systems shall be controlled.
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-Segregation of duties, duties and areas of responsibility shall
be segregated to reduce opportunities for unauthorized or unintentional modification
or misuse of the organization’s assets.

- Separation of development, test and operational facilities;
development, test and operational facilities shall be separated to reduce the risks of
unauthorised access or changes to the operational system.

2.5.6.2. Third party service delivery management

Objective: To implement and maintain the appropriate level of
information security and service delivery in line with third party service delivery
agreements.

-Service delivery; it shall be ensured that the security controls,
service definitions and delivery levels included in the third party service delivery
agreement are implemented, operated and maintained by the third party.

-Monitoring and review of third party services; the services,
reports and records provided by the third party shall be regularly monitored and
reviewed, and audits shall be carried out regularly.

-Managing changes to third party services; changes to the provision
of services, including maintaining and improving existing information security policies,
procedures and controls, shall be managed, taking account of the criticality of business
systems and processes involved and re-assessment of risks.

2.5.6.3. System planning and acceptance

Objective: To minimize the risk of systems failures.

-Capacity management; the use of resources shall be monitored,
tuned and projections made of future capacity requirements to ensure the required
system performance.

-System acceptance; acceptance criteria for new information
systems, upgrades and new versions shall be established and suitable tests of the system(s)
carried out during development and prior to acceptance.

2.5.6.4. Protection against malicious and mobile code

Objective: To protect the integrity of software and information.
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- Controls against malicious code; detection, prevention, and
recovery controls to protect against malicious code and appropriate user awareness
procedures shall be implemented.

- Controls against mobile code; where the use of mobile code
is authorized, the configuration shall ensure that the authorized mobile code operates
according to a clearly defined security policy, and unauthorized mobile code shall be
prevented from executing.

2.5.6.5. Back-up

Obijective: To maintain the integrity and availability of information
and information processing facilities.

-Information back-up; back-up copies of information and software
shall be taken and tested regularly in accordance with the agreed backup policy.

2.5.6.6. Network security management

Obijective: To ensure the protection of information in networks
and the protection of the supporting infrastructure.

-Network controls; networks shall be adequately managed and
controlled, in order to be protected from threats, and to maintain security for the
systems and applications using the network, including information in transit.

-Security of network services; security features, service levels,
and management requirements of all network services shall be identified and included
in any network services agreement, whether these services are provided in-house or
outsourced.

2.5.6.7. Media handling

Objective: To prevent unauthorized disclosure, modification,
removal or destruction of assets, and interruption to business activities.

-Management of removable media, there shall be procedures in
place for the management of removable media.

-Disposal of media; media shall be disposed of securely and
safely when no longer required, using formal procedures.

-Information handling procedures, Procedures for the handling
and storage of information shall be established to protect this

information from unauthorized disclosure or misuse.
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-Security of system documentation, system documentation shall be
protected against unauthorized access.

2.5.6.8 Exchange of information

Objective: To maintain the security of information and software
exchanged within an organization and with any external entity.

-Information exchange policies and procedures; formal exchange
policies, procedures, and controls shall be in place to protect the exchange of information
through the use of all types of communication facilities.

-Exchange agreements, agreements shall be established for the
exchange of information and software between the organization and external parties.

-Physical media in transit; media containing information shall
be protected against unauthorized access, misuse or corruption during transportation
beyond an organization’s physical boundaries.

-Electronic messaging, information involved in electronic
messaging shall be appropriately protected.

-Business information systems; policies and procedures shall
be developed and implemented to protect information associated with the interconnection
of business information systems.

2.5.6.9. Electronic commerce services

Objective: To ensure the security of electronic commerce services,
and their secure use.

-Electronic commerce; information involved in electronic commerce
passing over public networks shall be protected from fraudulent activity, contract dispute,
and unauthorized disclosure and modification.

-On-line transactions; information involved in on-line transactions
shall be protected to prevent incomplete transmission, mis-routing, unauthorized message
alteration, unauthorized disclosure, unauthorized message duplication or replay.

-Publicly available information, the integrity of information being
made available on a publicly available system shall be protected to prevent unauthorized
modification.

2.5.6.10. Monitoring

Obijective: To detect unauthorized information processing activities.
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-Audit logging; audit logs recording user activities, exceptions,
and information security events shall be produced and kept for an agreed period to
assist in future investigations and access control monitoring.

-Monitoring system use, procedures for monitoring use of
information processing facilities shall be established and the results of the monitoring
activities reviewed regularly.

-Protection of log information, logging facilities and log information
shall be protected against tampering and unauthorized access.

-Administrator and operator logs, system administrator and system
operator activities shall be logged.

-Fault logging; faults shall be logged, analyzed, and appropriate
action taken.

-Clock synchronization, the clocks of all relevant information
processing systems within an organization or security domain shall be synchronized

with an agreed accurate time source.

2.5.7. Access control

2.5.7.1. Business requirement for access control

Obijective: To control access to information.

-Access control policy shall be established, documented, and
reviewed based on business and security requirements for access.

2.5.7.2. User access management

Objective: To ensure authorized user access and to prevent
unauthorized access to information systems.

-User registration, there shall be a formal user registration and
de-registration procedure in place for granting and revoking access to all information
systems and services.

-Privilege management, the allocation and use of privileges
shall be restricted and controlled.

-User password management, the allocation of passwords shall

be controlled through a formal management process.
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-Review of user access rights, management shall review users
access rights at regular intervals using a formal process.

2.5.7.3. User responsibilities

Objective: To prevent unauthorized user access, and compromise
or theft of information and information processing facilities.

-Users shall be required to follow good security practices in the
selection and use of passwords.

-Unattended user equipment, users shall ensure that unattended
equipment has appropriate protection.

-A clear desk policy for papers and removable storage media
and a clear screen policy for information processing facilities shall be adopted.

2.5.7.4. Network access control

Objective: To prevent unauthorized access to networked services.

-Policy on use of network services, users shall only be provided
with access to the services that they have been specifically authorized to use.

-User authentication for external connections, appropriate
authentication methods shall be used to control access by remote users.

-Equipment identification in networks, automatic equipment
identification shall be considered as a means to authenticate connections from specific
locations and equipment.

-Remote diagnostic and configuration port protection; physical
and logical access to diagnostic and configuration ports shall be controlled.

-Segregation in networks; groups of information services, users,
and information systems shall be segregated on networks.

-Network connection control; for shared networks, especially those
extending across the organization’s boundaries, the capability of users to connect to the
network shall be restricted, in line with the access control policy and requirements of the
business applications

-Network routing control shall be implemented for networks to
ensure that computer connections and information flows do not breach the access

control policy of the business applications.
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2.5.7.5. Operating system access control

Objective: To prevent unauthorized access to operating systems.

-Secure log-on procedures, access to operating systems shall
be controlled by a secure log-on procedure.

-User identification and authentication; all users shall have a
unique identifier (user ID) for their personal use only, and a suitable authentication
technique shall be chosen to substantiate the claimed identity of a user.

-Systems for managing passwords shall be interactive and shall
ensure quality passwords.

-The use of utility programs that might be capable of overriding
system and application controls shall be restricted and tightly controlled.

-Session time-out, inactive sessions shall shut down after a defined
period of inactivity.

-Restrictions on connection times shall be used to provide
additional security for high-risk applications.

2.5.7.6. Application and information access control

Obijective: To prevent unauthorized access to information held
in application systems.

-Information access restriction, access to information and application
system functions by users and support personnel shall be restricted in accordance with
the defined access control policy.

-Sensitive systems shall have a dedicated (isolated) computing
environment.

2.5.7.7. Mobile computing and teleworking

Objective: To ensure information security when using mobile
computing and teleworking facilities.

-Mobile computing and communications; a formal policy shall
be in place, and appropriate security measures shall be adopted to protect against the
risks of using mobile computing and communication facilities.

-Teleworking; a policy, operational plans and procedures shall
be developed and implemented for teleworking activities.



Fac. of Grad. Studies, Mahidol Univ. M.Sc (Tech. of Inform. Sys. Manag.) / 41

2.5.8. Information systems acquisition, development and maintenance
2.5.8.1. Security requirements of information systems

Objective: To ensure that security is an integral part of information
systems.

-Statements of business requirements for new information systems,
or enhancements to existing information systems shall specify the requirements for security
controls.

2.5.8.2. Correct processing in applications
Obijective: To prevent errors, loss, unauthorized modification or misuse of information
in applications.

-Input data validation; data input to applications shall be validated
to ensure that this data is correct and appropriate.

-Control of internal processing; validation checks shall be
incorporated into applications to detect any corruption of information through processing
errors or deliberate acts.

-Message integrity; requirements for ensuring authenticity and
protecting message integrity in applications shall be identified, and appropriate
controls identified and implemented.

-Output data validation; data output from an application shall
be validated to ensure that the processing of stored information is correct and
appropriate to the circumstances.

2.5.8.3. Cryptographic controls

Objective: To protect the confidentiality, authenticity or integrity
of information by cryptographic means.

-A policy on the use of cryptographic controls for protection of
information shall be developed and implemented.

-Key management shall be in place to support the organization’s
use of cryptographic techniques.

2.5.8.4. Security of system files

Objective: To ensure the security of system files.

-Control of operational software; there shall be procedures in

place to control the installation of software on operational systems.
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-Protection of system test data; test data shall be selected carefully,
and protected and controlled.

-Access to program source code shall be restricted.

2.5.8.5. Security in development and support processes

Objective: To maintain the security of application system software
and information.

-Change control procedures; the implementation of changes shall
be controlled by the use of formal change control procedures.

-Technical review of applications after operating system changes.
When operating systems are changed, business critical applications shall be reviewed and
tested to ensure there is no adverse impact on organizational operations or security.

-Restrictions on changes to software packages; modifications
to software packages shall be discouraged, limited to necessary changes and all changes
shall be strictly controlled.
-Information leakage; opportunities for information leakage shall be prevented.

-Outsourced software development shall be supervised and
monitored by the organization.

2.5.8.6. Technical Vulnerability Management

Objective: To reduce risks resulting from exploitation of published
technical vulnerabilities.

-Control of technical vulnerabilities; timely information about
technical vulnerabilities of information systems being used shall be obtained, the
organization's exposure to such vulnerabilities evaluated, and appropriate measures

taken to address the associated risk.

2.5.9. Information security incident management
2.5.9.1. Reporting information security events and weaknesses
Objective: To ensure information security events and weaknesses
associated with information systems are communicated in a manner allowing timely
corrective action to be taken.
-Information security events shall be reported through appropriate

management channels as quickly as possible.
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-Reporting security weaknesses; all employees, contractors and
third party users of information systems and services shall be required to note and report
any observed or suspected security weaknesses in systems or services.

2.5.9.2. Management of information security incidents and
improvements

Objective: To ensure a consistent and effective approach is
applied to the management of information security incidents.

-Responsibilities and procedures; management responsibilities
and procedures shall be established to ensure a quick, effective, and orderly response
to information security incidents.

-Learning from information security incidents; there shall be
mechanisms in place to enable the types, volumes, and costs of information security
incidents to be quantified and monitored.

-Collection of evidence; where a follow-up action against a
person or organization after an information security incident involves legal action
(either civil or criminal), evidence shall be collected, retained, and presented to

conform to the rules for evidence laid down in the relevant jurisdiction(s).

2.5.10. Business continuity management

2.5.10.1. Information security aspects of business continuity
management

Objective: To counteract interruptions to business activities and to
protect critical business processes from the effects of major failures of information systems
or disasters and to ensure their timely resumption.

-Including information security in the business continuity
management process, a managed process shall be developed and maintained for business
continuity throughout the organization that addresses the information security requirements
needed for the organization’s business continuity.

-Business continuity and risk assessment; events that can cause
interruptions to business processes shall be identified, along with the probability and

impact of such interruptions and their consequences for information security.
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-Developing and implementing continuity plans including
information security; plans shall be developed and implemented to maintain or restore
operations and ensure availability of information at the required level and in the
required time scales following interruption to, or failure of, critical business processes.

-Business continuity planning framework; a single framework
of business continuity plans shall be maintained to ensure all plans are consistent, to
consistently address information security requirements, and to identify priorities for
testing and maintenance.

-Testing, maintaining and reassessing business continuity plans;
business continuity plans shall be tested and updated regularly to ensure that they are

up to date and effective.

2.5.11. Compliance

2.5.11.1. Compliance with legal requirements

Objective: To avoid breaches of any law, statutory, regulatory
or contractual obligations and of any security requirements.

-ldentification of applicable legislation; all relevant statutory,
regulatory and contractual requirements and the organization’s approach to meet these
requirements shall be explicitly defined, documented, and kept up to date for each
information system and the organization.

-Intellectual property rights (IPR); appropriate procedures shall
be implemented to ensure compliance with legislative, regulatory, and contractual
requirements on the use of material in respect of which there may be intellectual
property rights and on the use of proprietary software products.

-Protection of organizational records; important records shall
be protected from loss, destruction and falsification, in accordance with statutory,
regulatory, contractual, and business requirements.

-Data protection and privacy shall be ensured as required in
relevant legislation, regulations, and, if applicable, contractual clauses.

-Prevention of misuse of information processing facilities;
users shall be deterred from using information processing facilities for unauthorized

purposes.
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-Regulation of cryptographic controls; cryptographic controls
shall be used in compliance with all relevant agreements, laws and regulations.

2.5.11.2. Compliance with security policies and standards,
and technical compliance

Objective: To ensure compliance of systems with organizational
security policies and standards.

-Compliance with security policies and standards; managers
shall ensure that all security procedures within their area of responsibility are carried
out correctly to achieve compliance with security policies and standards.

-Technical compliance checking; information systems shall be
regularly checked for compliance with security implementation standards.

2.5.11.3. Information systems audit considerations

Objective: To maximize the effectiveness of and to minimize
interference to/from the information systems audit process.

-Information systems audit controls, audit requirements and
activities involving checks on operational systems shall be carefully planned and agreed to
minimize the risk of disruptions to business processes.

-Protection of information systems audit tools, access to information

systems audit tools shall be protected to prevent any possible misuse or compromise.

2.6. Information System Components

Hardware: The term hardware refers to machinery. This category includes
the computer itself, which is often referred to as the central processing unit (CPU), and
all of its support equipments. Among the support equipments are input and output
devices, storage devices and communications devices.

Software: The term software refers to computer programs and the manuals
(if any) that support them. Computer programs are machine-readable instructions that
direct the circuitry within the hardware parts of the system to function in ways that
produce useful information from data. Programs are generally stored on some input /

output medium, often a disk or tape.
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Peopleware: Every system needs people if it is to be useful. Often the most
over-looked element of the system are the people, probably the component that most
influence the success or failure of information systems.

Data: Data are facts that are used by programs to produce useful
information. Like programs, data are generally stored in machine-readable form on
disk or tape until the computer needs them.

Procedures: Procedures are the policies that govern the operation of a
computer system. "Procedures are to people what software is to hardware" is a

common analogy that is used to illustrate the role of procedures in a system.

2.7. Theory Classified by Information System Components

2.7.1. Hardware
Table 2.2 Theory classified by hardware

Security Control

Implementation using

COBIT5 ISO 27001
Bank of Thailand
Guidelines
- Service capability - Security policy - Physical Security
- Physical and Control

environmental security
- Communications and

operations management

Hardware security compares three theories in which COBIT 5 focuses on
corporate governance and management, including services, infrastructure and
application enablers covering security architecture, adequate security and configured
systems aligned with security requirements, security architecture, monitoring and alert
services for security-related events.

ISO27001 focuses on security policy as well as physical and

environmental security with communications and operations management.
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Security controls implementation using Bank of Thailand guidelines

focuses on physical security control.

2.7.2. Software

Table 2.3 Theory classified by software

COBIT5

ISO 27001

Security Controls
Implementation Using
Bank of Thailand

Guidelines

- Service capability

- Security policy

- Communications and
operations management
- Access Control

- Information systems
acquisition, development
and maintenance;
information security

incident management

- Access control

- Encryption

- Malicious code security
Control

- System development,
Acquisition and

maintenance

Software security compares three theories in which COBIT 5 focuses on

corporate governance and management, including secure development, adequate
security and configured systems aligned with security requirements and security
architecture, user access and access rights in line with business requirements, adequate
protection against malware, external attacks and intrusion attempts, adequate incident
response, security testing and monitoring and alert services for security-related events.
ISO27001 focuses on security policy, physical security, environmental
security, communications operations management and operations management.
Security controls implementation uses Bank of Thailand guidelines

focused on physical security control.
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2.7.3. Peopleware

Table 2.4 Theory classified by peopleware

Security Controls
Implementation Using

COBIT5 ISO 27001
Bank of Thailand
Guidelines
- Principles, policies and - Security policy - Personal security control
frameworks - Internal organization

- Organizational structures | - Human resources security

- Processes - Communications and
- Culture, ethics and operations management
behavior

- People, skills and

competencies

Peopleware security compares three theories in which COBIT 5 focuses on
corporate governance and management, including principles, policies and frameworks;
organizational structures; APO13 management security processes, DSS04
management continuity and DSS05 Management security services; culture, ethics and
behavior; people, skills and competency.

ISO27001 focuses on security policy, internal organization, human
resources security, communications and operations management.

Security controls implementation uses Bank of Thailand guidelines

focused on personal security control.
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2.7.4. Data
Table 2.5 Theory classified by data
Security Controls
ol S — Implementation Using
Bank of Thailand
Guidelines
- Information security - Security policy - Electronic and paper-
- Asset management based media handing
- Communications and - Logging and data
operations management collection
- Data security

Data security compares three theories in which COBIT 5 focuses on
corporate governance and management, including information security strategy,
budget, planning, policies, requirements, awareness material, review reports and
dashboard.

ISO27001 focuses on security policy, asset management, communications
management and operations management.

Security controls implementation uses Bank of Thailand guidelines
focused on electronic and paper-based media handing, data security, logging and data

collection.

2.7.5. Procedures
Table 2.6 Theory classified by procedure

Security Controls

Implementation Using

COBIT5 ISO 27001
Bank of Thailand
Guidelines
- Principles, policies and - Security policy - Service provider

frameworks - Communications and oversight
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Table 2.6 Theory classified by procedure (cont.)

Security Controls
ol S — Implementation Using
Bank of Thailand
Guidelines
- People, skills and operations management - Business continuity
competencies - Business continuity management
management - Insurance
- Compliance

Procedures compares three theory in which COBIT 5 focuses on corporate
governance and management, including principles, policies and frameworks; people,

skills and competencies.

2.8. Benefits

2.8.1. Benefits of COBIT 5

Using COBIT 5 for information security brings a number of information
security-related capabilities to the enterprise which can result in a number of enterprise
benefits such as the following:

- Reduced complexity and increased cost-effectiveness due to improved
and easier integration of information security standards, good practices and/or sector-
specific guidelines.

- Increased user satisfaction with information security arrangements and outcomes.

- Improved integration of information security in the enterprise.

- Informed risk decisions and risk awareness.

- Improved prevention, detection and recovery.

- Reduced (impact of) information security incidents.

- Enhanced support for innovation and competitiveness.

- Improved management of costs related to the information security function.
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- Better understanding of information security.

2.8.2. Benefits of ISO 27000 Information Security

ISO 27001 is the only auditable international standard that defines the requirements
for an information security management system (ISMS). The standard is designed to ensure the
selection of adequate and proportionate security controls. ISO 27001 helps protect information
assets and gives confidence to interested parties, including an organization’s customers. The
standard adopts a process approach for establishing, implementing, operating, monitoring,
reviewing, maintaining and improving an organization’s ISMS.

- Fewer incidents.

- Fewer disruptions.

- Less time spent in responding to accidents and incidents.

- More time to spend on proactive measures.

- Lower client audit requirements.

Less negative press meaning less time and money spent on damage

limitation measures.

- Fewer resources spent on finding new customers and investors.

- Opportunities for positive PR.

- Greater productivity.

- Less time and money spent in responding to incidents.

- Understanding of business information processes.

- Better ability to reassure customers and internal parties.

2.8.3. Benefits of security controls implementation using Bank of
Thailand Guidelines

- Improved integration of information security in the enterprise.

- Improved information technology governance in the enterprise.

- Suggestions for information security.

- Less time and money spent in responding to incidents.

- Use of information security audits.

- Customer assurance.

- Reduced information security risks.
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CHAPTER Il
MATERIALS AND METHODS

3.1. Population Sampling
The population for the present study was composed of information
technology officers and managers as follows:
3.1.1. IT Developers responsible for the following:
- Development and maintenance of computerized systems for

requirements in analyses related to business needs.

Development and improvement of computerized systems

used on the job.

Planning, resource management, monitoring and control of

implementing plans.

Offering advice to users in checking computer systems
(UAT).

Training users to use computerized systems in related
departments.

- Making and preparing user manuals.

- Preparing documentation for delivery systems.

- Joining in the development of operations with vendors for
education on the requirements for analysis of systems related to bank compliance.

- Applying version control and document control.

- Maintaining storage controllers such as applications and
documents of computer systems for enhancing the operations of the organization.

- Reviewing project plans and information systems
development of banks and consultation.

- Tracking and reporting on the implementation of project
plans or system development.

- Analyzing the problems and risks in project implementation.
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- Evaluating the of use information systems by users.

3.1.2. Network administrators responsible for the following:

- Supervising the processing of data by computers at data
centers and disaster recovery centers to ensure continuous and efficient work flow.

- Maintaining computers and devices to work normally;
controlling information and reporting to authorities.

- Supporting and studying information processes on computers at
data centers and disaster recovery centers.

- Monitoring, analyzing and troubleshooting programs for
continuous and efficient operations.

- Maintaining information systems.

- Creating, removing and changing branches on systems.

3.1.3. Security administrators responsible for the following:

- Governing the operations of various departments to ensure
compliance with security policies.

- Assessing risks and reviewing security policy, including
suggestions to prevent and reduce risks.

- Considering system development concerning information
security.

- Assessing systems and information technology equipment
concerned with information security.

- Managing bank accounts.

- Monitoring, conducting surveillance and analyzing events
when information security is breached.

- Managing logs.

- Designing and installing antivirus programs, controlling systems,
and protecting against computer viruses.

- Analyzing and fixing problems caused by viruses.

3.1.4. IT Operation administrators responsible for the following:
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-Analysis, design, installation, maintenance and troubleshooting

software on host computers.

-Monitoring and evaluation of the efficiency of using resources on

host compulters.

The roles of the population compared to 12 criteria used in the research
that each population will focus on information security as follows:
1. Information technology officers

- IT developers will focus on information security and access
control, system development, acquisition and maintenance, encryption, personal
security control, insurance, service provider oversight, electronic and paper-based
media handing and personal security control.

- Network administrators will focus on information security
access control, physical security control, business continuity management and data
security.

- Security administrators will focus on information security
access control, malicious code security control, logging and data collection and data
security.

- IT operation administrators will focus on the information
security access control, electronic and paper-based media handing, logging and data

collection and data security.

2. Information technology managers will focus on security information as
follows:
- Access control
- Physical security control
- Encryption
- Malicious code security control
- System development, acquisition and maintenance
- Personal security control

- Electronic and paper-based media handing
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- Logging and data collection

- Data security

- Service provider oversight

- Business continuity management

- Insurance

3.2. Sample Size
The sample size for IT officers was calculated based on Yamane's
formula (Yamane, 1967) as follows:
n = N
1+Ne?

where n = the sample size
N = population size
e= 5 percentage point error

Case 1: IT Departments using a fail system; (N = 42; e = 0.05)
n = N
1+Ne?
= 42 =38
1+42(0.05) 2
Case 2: IT Department under normal circumstances. (N = 148; e = 0.05)
= 148 =108
1+42(0.05) 2

3.3. Sampling

Purposive sampling was employed for selecting the sample based on
appropriate inclusion criteria for study. In the present study, the researcher considered
officers using the information technology of banks. Hence, the information is reliable,
consistent with facts and can be used for benefit. The researcher will collect data from
IT officers and managers of banks.
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3.4. Research Criteria

The study of concepts, theories and research make it possible to set
independent variables. The category of security controls implementation from
information system security audit-guided practices by using Bank of Thailand
Guideline involves the following 12 categories:

- Access control

- Physical security control

- Encryption

- Malicious code security control

- System development, acquisition and maintenance

- Personal security control

- Electronic and paper-based media handing

- Logging and data collection

- Data security

- Service provider oversight

- Business continuity management

- Insurance

3.5. Research Instrumentation
3.5.1. Questionnaire
This research will use a questionnaire containing a survey opinion sample. The
sample is information technology officers and managers. The questionnaire is divided into
the following three parts:
Part 1 - Background of respondents
- Gender
- Age
- Education
- Occupation

- Position
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Part 2 - Opinions of users divided into 12 categories according to the
research criteria. Each criterion will consist of 5 questions. The findings are discussed

in terms of the 12 categories as follows:

1. Access Control
1.1. Do you think priority rights to access and improvements

access rights should be periodically changed? If so, how often?

Table 3.1 Question 1 of access control

Frequency Score
Immediately 5
Monthly 4
Every 3 months 3
Every 6 months 2
Over one year 1

1.2.How often your friends show or share user names and

passwords?

Table 3.2 Question 2 of access control

Frequency Score

Never 5
About 1-5 times per month 4
About 5-10 times per month 3
About 10-15 times per month 2

Always 1

1.3.How often do you change the password on your system?

Table 3.3 Question 3 of access control

Frequency Score

Monthly 5
Every 3 months 4
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Table 3.3 Question 3 of access control (cont.)

Frequency Score
Every 6 months 3
Over one year 2

Never

1.4. How long did you wait to change your default password

after receiving it?

Table 3.4 Question 4 of access control

Frequency Score
Immediately 5
1 month 4
3 months 3
6 months 2
Over one year 1

1.5. Do you have operation access control to your bank? (More

than one choice possible)

1.5.1. Restricted authority
1.5.2. Tracking and monitoring
1.5.3. Granting privilege access
1.5.4. Logging

1.5.5. Security Patches

Table 3.5 Question 5 of access control

Number of Control Types Score
5 types 5
4 types 4
3 types 3
2 types 2
1 or no types 1
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2. Physical Security Control
2.1. What security controls does the bank use at the datacenter?

(More than one choice possible)

2.1.1. A security guard before entering the building.

2.1.2. ID card exchange before entering the building.

2.1.3. Log building entries and exits.

2.1.4. Submit written application forms before entering
the data center.

2.1.5. Place a security guard before entering the
data center.

2.1.6. Exchange cards before entering the data center.

2.1.7. Log data center entries and exits.

Table 3.6 Question 1 of physical security control

Number of Control Types Score
7 types 5
5-6 types 4
4 types 3
2-3 types 2
1 or no types 1

2.2. To what kinds of disaster has your bank data center been

exposed? (More than one choice possible)

2.2.1. Fire

2.2.2. Flood

2.2.3. Earthquake

2.2.4. Explosion

2.2.5. Propagation of electromagnetic waves

2.2.6. Power interruption

2.2.7. Plane crash

2.2.8. Chemical hazard
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Table 3.7 Question 2 of physical security control

Number of Disaster Types Score
None 5
1-3 types 4
4 types 3
5-7 types 2
All types 1

2.3. What kinds of warnings and information are provided

during data center emergencies? (More than one choice possible)

2.3.1.Auto warning switch when the circuit is cut off

2.3.2. Detection equipment lighting

2.3.3. Radar equipment to record video images of
the perpetrator

2.3.4.CCTV

2.3.5. Gas Fire

2.3.6. Smoke detectors

2.3.7. Elevated floor computer room

2.3.8. Heat detectors

Table 3.8 Question 3 of physical security control

Number of Control Types Score
8 types 5
5-7 types 4
4 types 3
1-3 types 2
No control 1

2.4 What safety or cabinet features are provided for information
security? (More than one choice possible)
2.4.1. At least 1 hour of heat prevention

2.4.2. Theft prevention or difficult movement
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2.4.3. Moisture prevention
2.4.4. Shock absorption
2.4.5. Passwords and locks

Table 3.9 Question 4 of physical security control

Number of Control Types Score
5 types 5
4 types 4
3 types 3
2 types 2
1 types 1

2.5. How are physical security measures or settings established

for the distributed computing system? (More than one choice possible)

2.5.1. Demarcation of work.

2.5.2. PC key locks.

2.5.3. Screensaver passwords for monitors.

2.5.4. Automated system cut-off.

2.5.5. UPS protected power outage to prevent data
corruption.

2.5.6. PC user names and passwords.

2.5.7. Are there security settings to prevent

unauthorized access to files such as set passwords, limited rights and others?

Table 3.10 Question 5 of physical security control

Number of Security Settings Score

7 security settings 5
5-6 security settings
4 security settings

2-3 security settings

—_— N W

1 or no security settings
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3. Encryption
3.1. What parts of the information technology environment are
encrypted? (More than one choice possible)
3.1.1. Operation system
3.1.1. Middleware or equipment
3.1.1. Applications
3.1.1. File system
3.1.1. Protocol

Table 3.11 Question 1 of encryption

Number of Encryption Types Score
5 types 5
4 types 4
3 types 3
2 types 2
1 or no types 1

3.2. How many strong encryption techniques are used to

protect disclosure of information to other organizations?

Table 3.12 Question 2 of encryption

Number of Disclosures Protected Score

No disclosures 5
One disclosure per year
4 disclosures per year

12 disclosures per year

i\ ° BLYS B AN

12 disclosures per year

3.3. Did you think the banking system is reliable in protecting
things such as customer information, financial information, etc? (More than one
choice possible)

3.3.1. Information is non-disclosed.
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3.3.2. Information integrity is maintained and
completely protected.

3.3.3. System authentication is employed.

Table 3.13 Question 3 of encryption

Number of Reliable Protection Types Score
3 types 5
2 types 3
1 type or no types 1

3.4. What encryption management does the bank use? (More
than one choice possible)
3.4.1. Data Handing
3.4.2. Key Management
3.4.3. Actual Encryption

Table 3.14 Question 4 of encryption

Number of Encryption Management Types Score
3 types 5
2 types 3
1 or no types 1

3.5. Do you think encryption techniques are effective when

intruders attempt to change information?

Table 3.15 Question 5 of encryption

Frequency of Information Changes with Permission Score
Never 5
Once per year 4
4 times per year 3
12 times per year 2
More than 12 times per year 1
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4.Malicious Code Security Control
4.1. Do you think malicious code protection is important for
banks?

Table 3.16 Question 1 of malicious code security control

Frequency Score
Very important 5
Important 4
Moderately important 3
Slightly important 2
Least important 1

4.2.Do you have an anti-virus program installed on your

computer?

Table 3.17 Question 2 of malicious code security control

Response Score
Yes 5
No 1

4.3. How often do you update the anti-virus software on your

computer?

Table 3.18 Question 3 of malicious code security control

Anti-Virus Update Frequency Score
Weekly 5
Monthly 4
Every 3 months 3
Every 6 months 2
Over a year or never 1
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4.4. Do you think malicious code surveillance is necessary?

Table 3.19 Question 4 of malicious code security control

Response Score
Yes 5
No 1

4.5. Do you have bank channels for employee awareness of

information security? (More than one choice possible)

4.5.1. Training

4.5.2. Bank magazine

4.5.3. Intranet/Internet

4.5.4. Information security activities

4.5.5. Bank advertisements

4.5.6. E-mails

4.5.7. Social networks

Table 3.20 Question 5 of malicious code security control

Number of Bank Channels for IT Awareness Score
7 channels 5
5-6 channels 4
4 channels 3
2-3 channels 2
1 or no channels 1

5.System Development, Acquisition and Maintenance
5.1. Do you use information security policy for application
development? If so, how? (More than one choice possible)
5.1.1. Define security measures before developing
or procuring new systems.
5.1.2. Documented approval for using system.

5.1.3. Store development of document writing
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5.1.4. Use of international standards for information
security

5.1.5. Use of audit trails.

5.1.6. Logging.

5.1.7. Patch programs to help strengthen security

when there are system changes.

Table 3.21 Question 1 of system development, acquisition and maintenance

Number of IT Policies for Application Development Score
7 policies 5
5-6 policies 4
4 policies 3
2-3 policies 2
1 or no policies 1

5.2. Do you have information security standards for data input
to the system? (More than one choice possible)
5.2.1. Controlling access to input and change data.
5.2.2. Checking errors in input data.
5.2.3. Verifying unusual or suspicious activity.

5.2.4. Reviewing and approving for sensitive data.

Table 3.22 Question 2 of system development, acquisition and maintenance

Number of Information Security Controls for Input Score
4 controls 5
3 controls 4
2 controls 3
1 controls 2
No control 1

5.3. Do you have information security standards for processing
data in the system? (More than one choice possible)
5.3.1. Batch control totals
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5.3.2. Hashing data after processing data
5.3.3. Information is changed that it should show
information.

5.3.4. Check process in order

Table 3.23 Question 3 of system development, acquisition and maintenance

Number of Data Processing Control Types Score
4 controls 5
3 controls 4
2 controls 3
1 control 2
No control 1

5.4. Is approval required before program changes?

Table 3.24 Question 4 of system development, acquisition and maintenance

Response Score
Yes 5
No 1

5.5. Do you have version control when changing programs?

Table 3.25 Question 5 of system development, acquisition and maintenance

Response Score
Yes 5
No 1

6. Personal Security Control

6.1. Do you have a bank that checks new employee backgrounds?
If so, how? (More than one choice possible)
6.1.1. History of old organization
6.1.2. Criminal history
6.1.3. Financial history
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6.1.4. Family background
6.1.5. Educational history

Table 3.26 Question 1 of personal security control
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Number of Checks Applied Score
5 checks 5
4 checks 4
3 checks 3
2 checks 2
1 checks 1

6.2.What is the definition of contract significance? (More than

one choice possible)

6.2.1. Non-disclosure of sensitive information

6.2.2. No violation of customer information and rights

6.2.3. No violation of the organization

6.2.4. No damage to bank’s reputation

6.2.5. No criminal violation of the law.
6.2.6. Prohibition of fraud in the work.

Table 3.27 Question 2 of personal security control

Number of Control Types Score
6 types 5
4-5 types 4
3 types 3
1-2 types 2
No control 1
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6.3. Do you have policy awareness acknowledgements for your
bank?

Table 3.28 Question 3 of personal security control

Response Score
Yes 5
No 1

6.4. Does your bank hold training for awareness of information

security policy or law?

Table 3.29 Question 4 of personal security control

Response Score
Yes 5
No 1

6.5. How can information security training be described?
(More than one choice possible)
6.5.1. Acceptable use of policy
6.5.2. Desktop security
6.5.3. Log-on requirements
6.5.4. Password administration guidelines

6.5.5. Social engineering guidelines

Table 3.30 Question 5 of personal security control

Number of Information Security Training Control Types Score
5 types 5
4 types 4
3 types 3
2 types 2
1 or no types 1
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7.Electronic and Paper-Based Media Handing
7.1. How should the bank’s sensitive data be stored? (More
than one choice possible)
7.1.1. Paper documents
7.1.2. Back-up tapes
7.1.3. Disks
7.1.4. Cassettes
7.1.5. Optical storage

Table 3.31 Question 1 of electronic and paper-based media handing

Number of Sensitive Data Storage Control Types Score
5 types 5
4 types 4
3 types 3
2 types 2
1 or no types 1

7.2. Has your bank ever been able to access storage media
from an intruder? (More than one choice possible)
7.2.1. Exposure of corporate secrets
7.2.2. Breaches in customer confidentiality
7.2.3. Alteration of data
7.2.4. Disruption of business activities
7.2.5. Intruder damage storage media

Table 3.32 Question 2 of electronic and paper-based media handing

Number of Intrusion Types Score
1 or no intrusion types 5
2 types 4
3 types 3
4 types 2
5 types 1
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7.3. How often does the bank review policy and storage media

procedures?

Table 3.33 Question 3 of electronic and paper-based media handing

Frequency of Policy Review & Storage Media Procedures Score
Monthly 5
Every 3 months 4
Every 6 months 3
Annually 2
No reviews 1

7.4. How does your bank protect handling and storage? (More
than one choice possible)
7.4.1. Fire protection
7.4.2. Flood protection
7.4.3. Limited access
7.4.4. Tracking
7.4.5. Logging

Table 3.34 Question 4 of electronic and paper-based media handing

Handling & Storage Protection Control Types Score
5 types 5
4 types 4
3 types 3
2 types 2
1 or no types 1

7.5. How does your bank security control storage media for
transit data? (More than one choice possible)
7.5.1. Strict selection of company or personnel for
supplying storage media
7.5.2. Verification of storage media

7.5.3. Establishment of storage media methods
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7.5.4. Use of encryption for transit sensitive data
7.5.5. Establishment of non-disclosure agreements

with transit data personal

Table 3.35 Question 5 of electronic and paper-based media handing

Number of Storage Media Control Types Score
5 types 5
4 types 4
3 types 3
2 types 2
1 or not types 1

8. Logging and Data Collection
8.1. What benefits do you think bank data storage security will

yield? (More than one choice possible)

8.1.1. Identification of responsible parties

8.1.2. Response to security

8.1.3. System monitoring

8.1.4. Enforcing employee, customer and partner
compliance with information security policies.

8.1.5. Review and analysis of unauthorized system
access

8.1.6. Report support to human resource management

8.1.7. Awareness of security violations

8.1.8. Assistance in compromised system reconstruction

Table 3.36 Question 1 of logging and data collection

Number of Data Security Benefits Score

7-8 benefits 5
5-6 benefits 4
4 benefits 3
2-3 benefits 2
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Table 3.36 Question 1 of logging and data collection (cont.)

Number of Data Security Benefits

Score

0-1 benefits

8.2. What logs does your bank keep? (More than one choice

possible)

8.2.1. Transaction by internet channels
8.2.2. Firewall logs

8.2.3. Event logs

8.2.4. Operation system logs

8.2.5. Access logs

8.2.6. Remote access logs

Table 3.37 Question 2 of logging and data collection

Number of Log Types Score
6 types 5
4-5 types 4
3 types 3
1-2 types 2
No logs 1

8.3. Do you have log details? (More than one choice possible)

8.3.1. Transaction ID

8.3.2. Terminal ID

8.3.3. Date and time

8.3.4. Access system behavior
8.3.5. Request service

8.3.6. Transaction
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Table 3.38 Question 3 of logging and data collection

Number of Log Details Score
6 details 5
4-5 details 4
3 details 3
1-2 details 2
No details 1

8.4. How do you think your bank controls and monitors logs?

(More than one choice possible)

8.4.1. Log encryption

8.4.2. Log integrity

8.4.3. Log back-up and disposal

8.4.5. Log storage independently and separately
from other computers.

8.4.6. Writable log storage media (not once, but
multiple times).

8.4.7. Centralized logging

8.4.8. Parameter configuration that cannot be edited.

Table 3.39 Question 4 of logging and data collection

Number of Log Control and Monitoring Types Score
7-8 types 5
5-6 types 4
4 types 3
2-3 types 2
0-1 types 1

8.5. Do you have your bank monitor violations on security
systems for analysis and response to events?
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Table 3.40 Question 5 of logging and data collection

Response Score
Yes )
No 1

9. Data Security
9.1. Do you have a bank with established data security policy?

Table 3.41 Question 1 of data security

Response Score
Yes )
No 1

9.2. Do you have a bank that focuses on protection and

disposal of storage media?

Table 3.42 Question 2 of data security

Response Score
Yes 3)
No 1

9.3. Do you think your bank focuses on security of transport

and transfers of information between organizations?

Table 3.43 Question 3 of data security

Response Score
Yes 5
No 1

9.4. Does your bank focus on classified information, defining

the use of data file protection and setting priority of information?
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Table 3.44 Question 4 of data security
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Response Score
Yes 5
No 1

9.5. Does your bank limit employee rights?

Table 3.45 Question 5 of data security

Response Score
Yes 5
No 1

10. Service Provider Oversight
10.1. Do you think your bank has

and selection of service providers?

Table 3.46 Question 1 of service provider oversight

analyzed the procurement

Response Score
Yes 3)
No 1

10.2. Do you think banks focus on confidentiality and integrity

of information by contracts with service providers?

Table 3.47 Question 2 of service provider oversight

Response Score
Yes 5
No 1

10.3. Does you banks verify by external auditors in order to

assess the security of the services?
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Table 3.48 Question 3 of service provider oversight

Response Score
Yes )
No 1

10.4. Is your bank consistent in terms of response policies with
service provider compliance in order to provide service alerts regarding violation

events?

Table 3.49 Question 4 of service provider oversight

Response Score
Yes 5
No 1

10.5. Does your bank gain verification from external audits?

Table 3.50 Question 5 of service provider oversight

Response Score
Yes 3)
No 1

11. Business Continuity Management
11.1. How important does your bank consider having sufficient

computers and printers for use?

Table 3.51 Question 1 of business continuity management

Response Score
Very important 5
Important 4
Moderately important 3
Slightly important 2
Least important 1
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11.2. Does your bank use efficient computers and printers

compared to usage?

Table 3.52 Question 2 of business continuity management

Frequency of Computer/Printer Failures Score

Over a year to never 5
Every 6 months 4
Every 3 months 3
Monthly 2
Weekly 1
11.3. Do you think business continuity planning is important to
business?

Table 3.53 Question 3 of business continuity management

Response Score
Very important 5
Important 4
Moderately important 3
Slightly important 2
Least important 1

11.4. How often does your bank prepare business continuity
planning by department?

Table 3.54 Question 4 of business continuity management

Response Score
Every 3 months 5
Every 6 months 4
Annually 3
Every 2 years 2
Never 1
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11.5. Is your bank aware of business continuity planning?

Table 3.55 Question 5 of business continuity management

Response Score
Yes 5
No 1

12. Insurance

12.1. Does your bank’s insurance cover system risks?

Table 3.56 Question 1 of insurance

Response Score
Yes 5
No 1

12.2. Do you have additional insurance coverage when new

system risks occur?

Table 3.57 Question 2 of insurance

Response Score
Yes 5
No 1

12.3. What risks do you think insurance covers? (More than

one choice possible)

12.3.1. Editing text on website.

12.3.2. Denial of service attacks.

12.3.3. Loss of income

12.3.4. Information theft

12.3.5. Violation of customer confidentiality

12.3.6. Data destruction or changes by intrusion

12.3.7. Counterfeited customer information
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Table 3.58 Question 3 of insurance

Number of Risks Covered by Insurance Score
7 risks 5
5-6 risks 4
4 risks 3
2-3 risks 2
0-1 risks 1

12.4. Do you think insurance offers sufficient coverage for

reputation risks?

Table 3.59 Question 4 of insurance

Response Score
Yes 5
No 1

12.5. Do you think insurance offers sufficient coverage for

customer confidentiality risks?

Table 3.60 Question 5 of insurance

Response Score
Yes 5
No 1

Discussion of research findings from questionnaire use of interval scale
Interval scale = (Maximum — Minimum) / Range
= (5-1)/5
=0.80
4.21 — 5.00 means Excellent
3.41 —4.20 means Good
2.61 —3.40 means Normal

1.81 — 2.60 means Few
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1.00 — 1.80 means Poor

Interval scale = (Maximum — Minimum) / Range
= (5-1)/3
=1.33

3.67 — 5.00 means Excellent

2.33 — 3.66 means Normal

0.99 — 2.32 means Poor

Interval scale = (Maximum — Minimum) / Range
= (5-1)/2
=2

3.00 — 5.00 means Excellent

0.99 — 2.99 means Poor

Part 3 - Opinions of managers divided into 12 categories according to the
research criteria. Priority was ranked by scores of 1-5 points (High =1; Low =5).

- Access control

- Physical security control

- Encryption

- Malicious code security control

- System development, acquisition and maintenance

- Personal security control

- Electronic and paper-based media handing

- Logging and data collection

- Data security

- Service provider oversight

- Business continuity management

- Insurance
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3.5. Research Methodology
3.5.1. Review of information system security audit guide practices for the
Bank of Thailand and other theories.
3.5.2. Collection of theories to prepare research criteria by using the
criteria of information system security audit guide practices for the Bank of Thailand.
3.5.3. Creation of a questionnaire for officers and managers separated into the
following three parts.
Part 1 - Background of respondents
- Gender
- Age
- Education
- Occupation
- Position
Part 2 - Opinions of users divided into 12 categories according to the research
criteria. Each criterion will consist of 5 questions. The findings will be discussed in terms of
each of the 12 categories as follows:
Part 3 - Opinions of managers divide into 12 categories according to the

research criteria with priority ranked by scores of 1-5 points (High =1; Low =5).

3.5.4. The questionnaires were tested with approximately ten sets of IT
officers and IT managers. The IT officers and IT managers were able to understand the
questionnaires. Accordingly, the questionnaires were involved with information
system security audit guide practices for the Bank of Thailand. The questionnaires
were then improved.

3.5.5. The questionnaires were used to ask the samples as follows:

3.5.5.1. IT Department had caused system failures.

3.5.5.2. IT Department had caused system success.

3.5.5.3. IT Manager concerned with the research criteria from
failure of the IT department and the IT department in general.

3.5.6. The questionnaires concluded as internal benchmarking with a
comparison of the findings on the IT Department in general and on IT department

failure. The bank is aware of IT operational ability.
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3.5.7. The research findings were analyzed.
3.5.7.1. Bank operations information security strengths and
weaknesses were determined.
3.5.7.2. Information security risk protection guidelines were
established.

3.6. Data Collection
3.6.1. Study of theories.
Study of the Information System Security Audit Guide Practices for Bank
of Thailand then information systems completely ensure security.
3.6.2. Collection
3.6.2.1. Information System Security Audit Guide Practices for
Bank of Thailand
3.6.2.2. ISO 27001 Information Security Management Systems
3.6.2.3. Benchmarking
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CHAPTER IV
RESULTS

Survey Results of Sample Population Characteristics
1.Classified by Gender

1.1. Population of Successful Project

Successful Project

m Male

m Female

Figure 4.1 Population of Successful Project
Figure can be described as follows:

Table 4.1 Population of successful project details classified by gender

Gender Sample Number Percentage
Male 43 27.9
Female 721

111
Total 154 100

Results / 84
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1.2. Population of Failed Project

Failed project

= Male
m Female

Figure 4.2 Population of Failed Project

Figure can be described as follows:
Table 4.2 Population of failed project details classified by gender

Gender Sample Number Percentage

Male 14 35

Female 26 65
Total 40 100

2.Classified by Age and Education

m Successful departure

m Failed departure

Figure 4.3 Classified by Age

Figure can be described as follows:
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Table 4.3 Population of successful project and failed details classified by age and

education
Age Gender/ Successful Project Failed Project

Education | Number | Percentage | Number Percentage

<=25 Male
-Bachelor 3 10.71 2 16.67
-Master 2 7.14 2 16.67

Female
-Bachelor 11 39.29 3 25.00
-Master 12 42.86 5 41.67
28 100 12 100

26-35 | Male
-Bachelor 14 33.33 1 10.00
-Master 1 2.38 2 20.00

Female
-Bachelor 9 21.43 3 30.00
-Master 18 42.86 4 40.00
42 100 10 100

36-45 | Male
-Bachelor 7 12.96 2 20.00
-Master 1 1.85 0 0.00

Female
-Bachelor 33 61.11 8 80.00
-Master 13 24.07 0 0.00
24 100 10 100

46-55 | Male
-Bachelor 10 35.71 2 25.00
-Master 5 17.86 3 37.50

Female
-Bachelor 9 32.14 2 25.00
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Table 4.3 Population of successful project and failed details classified by age and

education (cont)

A Gender/ Successful Project Failed Project
e
J Education | Number | Percentage | Number Percentage
-Master 4 14.29 1 12.50
28 100 8 100
>=56 | Male
-Bachelor 0 0 0 0
-Master 0 0 0 0
Female
-Bachelor 2 100 0 0
-Master 0 0 0 0
2 100 0 0
3.Classified by position
140
124
120 -
100 -
80 -
m Officer
60 - = Manager
41
40 -
20 -
O .
Successful departure Failed departure

Figure 4.4 Classified by position
Figure can be described as follows:
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Table 4.4 Population of successful project and failed details classified by position

Position | Success departure dFallure
eparture
Officer 30 5
Manager 124 41

4. Classified by departure

120 102
100

80

60
40 34

m Successful departure

m Failed departure

Figure 4.5 Classified by departure
Figure can be described as follows:

Table 4.5 Population of successful project and failed details classified by departure

Position Success departure | Failure departure
IT Developers 104 0
IT Operation administrators 34 9
Security administrators 8 9
Network administrators 8 22

Survey results

The questionnaires were used to add data to Microsoft Excel in two separate
projects, one of which was a success project and the other a failure. The successful project
contained 154 samples. The failed project contained 40 samples as in the following samples:
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Table 4.6 background of respondents

No. Work .
App. Gender | Age Educate Period Position Departure

T1 Female | 26-35 MASTER <=5 OFFICER IT Development
T2 Female | 36-45 | BACHELOR | 16-20 OFFICER | IT Development
T3 Female | 26-35 MASTER 6-10 OFFICER IT Development
T4 Male 26-35 | BACHELOR <=5 OFFICER | IT Development
T5 Female | 36-45 | BACHELOR | 11-15 OFFICER IT Development
T6 Female | <=25 MASTER 21-25 OFFICER IT Development
T7 Female | 36-45 | BACHELOR | 11-15 OFFICER | IT Development
T8 Female | <=25 | BACHELOR <=5 OFFICER IT Development
T9 Female | 36-45 MASTER 11-15 OFFICER IT Development
T10 Female | 46-55 | BACHELOR | 21-25 MANAGER | IT Development

Table 4.6 can be described background of respondents such as number

questionnaire, gender, age, education, work period, position and departure

Table 4.7 Example Data in Objective 1-2

No. App. 1. Access Control 2. Physical Security Control
11 [ 121314152122 [23[24] 25

T1 2 [ s | 3|53 ]2]5]a4]3]1

T2 1 41213 2]a4]a]2]2

T3 4 [ s | 11124271272

T4 3 | 4 als|[3]5 ][5 [2]1]2

TS5 4 212155325 ]2]1]1

T6 3 s |3 |3[1]2]5]2]3]2

T7 4 | 5 3|5 3][5] 5[ a]s] a4

T8 4 |4l 211425 a]3] s

T9 5 [ 4|2 53] 2]4]3]4]3
T10 4 |5 15|15 ] a]2]3]2
Total | 505 | 673 | 336 | 546 | 364 | 434 | 714 | 434 | 420 | 350
Q“eSt'O””a'g‘;i 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154
Total Amount | 3.28 | 4.37 | 2.18 | 3.55|2.36 | 282 | 464 | 282 | 2.73 | 2.27
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Table 4.8 Example Data in Objective 3-4

3 Encrvbotion 4.Malicious Code Security
No.App ' yp Control

31 ] 323334 [35] 41| 42 [ 43 [44] 45

T1 2 | 5 5 3 | 5] 4 5 4 | 5] 4

T2 1 | 4 1 1 | 4| 4 4 1 | 4| 4

T3 1 | 4 1 3 | 4] 4 5 1 | 5| 2

T4 2 | 5 5 1 | 4] 5 5 5 | 5| 3

T5 1 | 5 3 1 | 5] 5 5 5 | 5| 3

T6 3 | 5 1 1 | 3] 5 5 5 | 5| 3

T7 1| 5 5 3 | 5] 5 5 3 | 5] 2

T8 4 | 5 3 3 4] 5 5 5 | 5| 1

T9 1| 5 5 1 | 5] 5 5 5 | 5] 4

T10 2 | 5 1 1 | 5] 4 5 3 | 5] 5
Total | 294 | 742 | 434 | 266 | 658 | 662 | 717 | 521 | 748 | 39
Q“es“"””a'gi 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154
Total Amount | 1.91 | 482 | 282 | 1./3 427 | 430 | 466 | 338 | 486 | 257

Table 4.9 Example Data in Objective 5-6

ST develop_ment, 6.Personal Security Control
No.App Acquisition and Maintenance
51 | 52 | 53 | 54 | 55| 61| 62| 63| 64 6.5
T1 4 5 4 5 5 5 4 5 5 1
T2 2 3 1 4 4 1 1 4 4 4
T3 2 3 3 5 5 2 2 5 5 2
T4 3 1 2 5 5 4 5 5 5 5
T5 2 2 3 5 5 3 5 5 5 1
T6 4 1 1 5 5 2 4 5 5 1
T7 2 3 5 5 5 2 5 5 5 5
T8 4 5 2 5 5 5 4 5 5 1
T9 3 3 3 5 5 2 5 5 5 4
T10 1 2 2 5 5 2 5 5 5 2
Total | 409 | 381 | 756 | 756 | 420 | 616 | 756 | 756 | 482 | 662
Questionnaires Set | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154
Total Amount | 2.66 | 247 | 491 | 491 | 273 | 4.00 | 491 | 491 | 3.13 | 430
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Table 4.10 Example Data in Objective 7-8

7.Electronic and paper-based 8.Logging and Data
No.App media handing Collection

71|72 | 73|74 |75|81|82| 83| 84|85
T1 5 3 1 3 2 4 5 2 1 5
T2 2 4 1 1 1 3 3 2 1 1
T3 1 4 4 2 2 2 2 2 2 5
T4 1 5 5 4 1 4 4 3 1 5
T5 2 5 4 1 1 2 4 4 1 5
T6 1 1 1 1 1 1 1 1 1 1
T7 3 5 2 3 5 2 4 5 3 5
T8 3 3 3 3 2 3 0 3 5 5
T9 2 5 2 3 3 2 3 4 2 5
T10 4 5 2 2 1 4 2 2 2 5
Total | 350 | 588 | 364 | 336 | 294 | 392 | 406 | 406 | 280 | 602
QUESt'O””a'g 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154
Total amount | 2.27 | 3.82 | 2.36 | 2.18 | 1.91 | 2.55 | 2.64 | 2.64 | 1.82 | 3.91

Table 4.11 Example Data in Objective 9

No.App 9.Data Security
9.1 9.2 9.3 94 | 95
T1 5 5 5 5 5
12 4 1 1 1 4
T3 5 5 5 5 5
T4 5 5 5 5 5
T5 5 5 5 5 5
T6 1 1 1 1 1
T7 5 5 5 5 5
T8 5 5 5 5 5
T9 5 5 5 5 5
T10 5 5 5 5 5
Total | 644 | 602 | 602 | 602 | 644
Questionnairesset | 154 | 154 | 154 | 154 | 154
Total amount | 418 | 3.91 | 391 | 391 4.18
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. . . 11.Business Continuity
No.App 10.Service Provider Oversight Management
10.1 | 10.2 | 10.3 | 104 | 105|111 | 112 | 113 | 114 | 115
T1 5 5 5 5 5 4 5 4 3 5
T2 1 4 4 4 1 2 4 4 4 1
T3 5 5 5 5 5 3 4 3 2 1
T4 5 5 5 5 5 5 5 5 3 5
T5 5 5 5 5 5 4 5 3 3 5
T6 1 1 1 1 1 1 1 1 1 1
T7 5 5 5 5 5 5 5 5 3 5
T8 5 5 5 5 5 4 4 4 5 5
T9 5 5 5 5 5 3 4 5 1 5
T10 1 5 5 5 1 3 4 4 3 5
Total | 946 | 644 | 658 | 644 | 546 | 490 | 602 | 546 | 406 | 546
Q“es“or‘”a“;ii 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154 | 154
Total amount | 3.55 | 4.18 | 4.27 | 4.18 | 3.55 | 3.18 | 3.91 | 3.55 | 2.64 | 3.55
Table 4.13 Example Data in Objective 12 and summary
12.Insurance
No.App Summary | sum/60
121 | 122 | 123 | 124 | 125
T1 5 5 5 5 5 245 4.08
T2 1 1 3 1 1 146 2.43
T3 5 5 2 5 5 199 3.32
T4 1 5 4 1 5 236 3.93
T5 5 5 2 5 5 222 3.70
T6 1 5 1 5 5 140 2.33
T7 5 5 5 5 5 259 4.32
T8 5 5 5 5 5 241 4.02
T9 5 5 4 5 5 239 3.98
T10 5 5 5 1 1 209 3.48
Total | 546 | 700 | 518 | 546 | 658
Q”eSt'O””a'g‘éi 154 | 154 | 154 | 154 | 154
Total amount | 3.55 | 4.55 | 3.36 | 3.55 | 4.27




Fac. of Grad. Studies, Mahidol Univ. M.Sc (Tech. of Inform. Sys. Manag.) / 93

Table 4.7 - Table 4.13 can be described. Researcher inputs data from
questionnaire to Microsoft excel including information security objective 12 categories
and each category has 5 questions.

After using result by totaling the score of the objectives

Total/Questionnaire Set = Total Number
Total Number of Objectives / 5 = Result

Table 4.14 Summary of Successful departure and failed departure

Objective Successful Failed
departure departure

1.Access Control 3.15 251
2.Physical Security Control 3.05 2.70
3.Encryption 3.11 2.50
4.Malicious Code Security Control 3.95 3.15
5.System development, Acquisition and

Maintenance 3.55 3.20
6.Personal Security Control 3.94 3.20
7.Electronic and paper-based media handing 251 1.70
8.Logging and Data Collection 2.71 1.65
9.Data Security 4.02 2.30
10.Service Provider Oversight 3.95 2.50
11.Business Continuity Management 3.36 1.95
12.Insurance 3.85 2.90

Survey result concerned about manager

Table 4.15 Survey result concerned about manager

o Successful Failed
Objective
departure | departure
1.Access Control 3.15 2.51
2.Physical Security Control 3.05 2.70
3.Malicious Code Security Control 3.95 3.15
4.Personal Security Control 3.94 3.20




Sasitorn Silamanothum Results / 94

Table 4.15 Survey result concerned about manager (cont.)

o Successful Failed
Objective
departure | departure
5.Logging and Data Collection 2.71 1.65

Research result of successful department and failed departure
The analysis of sample towards implementation of information security.
Summary of the sample average reviews on Information System Security Audit Guide

Practices for Bank of Thailand.

m Failed departure  m Successful departure

12.Insurance 20 3.85
11.Business Continuity Management 3.36
10.Service Provider Oversight 0 3.95
9.Data Security 4.02
8.Logging and Data Collection O 271
7.Electronic and paper-based media handing 0 251
6.Personal Security Control 271 3.20
5.System development, Acquisition and Maintenance 03.55
4.Malicious Code Security Control 305
3.Encryption o 311
2.Physical Security Control 03.05

1.Access Control 3.15

Figure 4.6 Compare result of successful department and failed departure

Figure 4.6 can be described most information security of successful departure
has data security 4.02 score and least information security has Electronic and paper-based
media handing 2.51 score. Then most information security of failed departure has personal
security control 3.20 score and least information security has logging and data collection
1.65 score. Information security of two departures compared then there are appear personal
security control of failed departure more successful departure. It should be improve process
by increase checks new employee backgrounds, definition of contract significance and

information security training for new employee.
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Security
control
objective

Objective

Successful Departure

Failed Departure

Access
Control

Do you think priority
rights to access and
improvements access
rights should be
periodically changed?

3.28

How often your friends
show or share user
names and passwords?

4.37

How often do you
change the password
on your system?

Total

(O8]
—
o1

2.18

How long did you wait
to change your default
password after
receiving it?

3.55

Do you have operation
access control to your
bank?

2.36

2.53

4.78

Total

N

1.75

2.00

1.50

—

Physical
Security
Control

What security controls
does the bank use at the
datacenter?

2.82

To what kinds of
disaster has your bank
data center been
exposed?

4.64

What kinds of
warnings and
information are
provided during data
center emergencies?

2.82
Total

w
o
(&

What safety or cabinet
features are provided
for information
security?

2.73

How are physical
security measures or
settings established for
the distributed
computing system?

2.27

2.00

4.50

2.50
Total

N

2.50

2.00

o

Encryption

What parts of the
information technology
environment are
encrypted?

191

How many strong
encryption techniques
are used to protect
disclosure of
information to other
organizations?

(O8]
—
—

Total

4.82

2.00

N

Total

4.50

o
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Security
control
objective

Objective

Successful Departure

Failed Departure

Did you think the
banking system is
reliable in protecting
things such as customer
information, financial
information, etc?

2.82

What encryption
management does the
bank use?

1.73

Do you think
encryption techniques
are effective when
intruders attempt to
change information?

4.27

1.00

1.50

3.50

Malicious
Code
Security
Control

Do you think malicious
code protection is
important for banks?

4.30

Do you have an anti-
virus program installed
on your computer?

4.66

How often do you
update the anti-virus
software on your
computer?

3.38 Total

w
(o]
o

Do you think malicious
code surveillance is
necessary?

4.86

Do you have bank
channels for employee
awareness of
information security?

2.57

3.50

4.00

2.50 Total

w

3.75

2.00

(S}

System
development
, Acquisition

and
Maintenance

Do you use information
security policy for
application
development?

2.82

Do you have
information security
standards for data input
to the system?

2.66

Do you have
information security
standards for
processing data in the
system?

Total

w
(6]
ol

2.47

Is approval required
before program
changes?

491

Do you have version
control when changing
programs?

491

3.00

2.00

Total

w

1.50

4.75

4.75

o
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Table 4.16 Survey result details (cont.)

Security
control
objective

Objective

Successful Departure

Failed Departure

Personal
Security
Control

Do you have abank that
checks newemployee
backgrounds?

2.73

What is the definition
of contract
significance?

4.00

Do you have policy
awareness
acknowledgements for
your bank?

4.91 Total

(98]
©
~

Does your bank hold
training for awareness
of information security
policy or law?

491

How can information
security training be
described?

3.13

1.75

2.75

475 Total

w
N
o

4.75

2.00

Electronic
and paper-
based media
handing

How should the bank’s
sensitive data be
stored?

2.27

Has your bank ever
been able to access
storage media from an
intruder?

3.82

How often does the
bank review policy and
storage media
procedures?

Total

N
o1
-

2.36

How does your bank
protect handling and
storage?

2.18

How does your bank
security control storage
media for transit data?

191

1.25

2.75

Total

-
~
o

1.75

1.25

1.50

Logging
and Data
Collection

What benefits do you
think bank data storage
security will yield?

2.55

What logs does your
bank keep?

2.64

Do you have log
details?

2.64

How do you think your
bank controls and
monitors logs?

Total

N
-~
-

1.82

Do you have your bank
monitor violations on
security systems for
analysis and response
to events?

391

1.75

1.75

1.50

Total

—
(o2}
o1

1.25

2.00
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Security
control
objective

Objective

Successful Departure

Failed Departure

Data
Security

Do you have a bank
with established data
security policy?

4.18

Do you have a bank
that focuses on
protection and disposal
of storage media?

3.91

Do you think your bank
focuses on security of
transport and transfers
of information between
organizations?

3.91 Total

IS
N

Does your bank focus
on classified
information, defining
the use of data file
protection and setting
priority of information?

3.91

Does your bank limit
employee rights?

4.18

2.75

2.00

2.00 Total

N

2.00

2.75

o

Service
Provider
Oversight

Do you think your bank
has analyzed the
procurement and
selection of service
providers?

3.55

Do you think banks
focus on confidentiality
and integrity of
information by
contracts with service
providers?

418

Does you banks verify
by external auditors in
order to assess the
security of the
services?

Total

w
(o]
o

4.27

Is your bank consistent
in terms of response
policies with service
provider compliance in
order to provide service
alerts regarding
violation events?

418

Does your bank gain
verification from
external audits?

3.55

2.00

2.75

Total

N

3.00

2.75

2.00

o
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Table 4.16 Survey result details (cont.)

Security
control
objective

Objective

Successful Departure

Failed Departure

Business
Continuity
Management

How important does
your bank consider
having sufficient
computers and printers
for use?

3.18

Does your bank use
efficient computers and
printers compared to
usage?

3.91

Do you think business
continuity planning is
important to business?

Total

w
w
()]

3.55

How often does your
bank prepare business
continuity planning by
department?

2.64

Is your bank aware of
business continuity
planning?

3.55

1.75

2.75

—
©
(&)

Total

2.25

2.00

1.00

Insurance

Does your bank’s
insurance cover system
risks?

3.55

Do you have additional
insurance coverage
when new system risks
occur?

4.55

What risks do you
think insurance covers?

3.36 Total

w
(o]
o

Do you think insurance
offers sufficient
coverage for reputation
risks?

3.55

Do you think insurance
offers sufficient
coverage for customer
confidentiality risks?

4.27

2.00

3.75

1.75

N
(o]
o

Total

3.00

4.00

The above results can be discussed as follows:

1. Access Control

- Bank access rights and improvements change every 3 months.

- Usernames and passwords are never shown or shared.

- Passwords on systems are changed after more than 1 year.

- Default passwords are changed within 1 month after receipt.

- Bank operation access control restricts authority and logging.
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2. Physical Security Control

- The bank’s datacenter has a security guard, has visitors exchange cards
before entering the building and datacenter and records the times of datacenter
building entry-exit.

-The bank’s datacenter is never affected by disasters such as fires, floods,
earthquakes, explosions, propagation of electromagnetic waves, power interruptions,
plane crashes or destruction of chemicals.

- The bank’s datacenter has CCTV, gas and fire detection equipment with
lighting and auto warning switches when the circuit is cut-off.

- Safes or cabinets feature heat prevention for at least 1 hour, theft
prevention or difficulty moving with passwords and locks.

- The distributed computing system has a screen screensaver password,

username and password for the PC with the use of an automatic cut-off system.

3. Encryption

- The bank has operation system and application encryption.

- The bank’s information system has a strong encryption technique
because information is non-disclosed.

- The system is reliable because information is non-disclosed and the
system has authentication.

- Encryption management has data handling and key management.

- Encryption techniques are effective when intruders attempt to change

information without permission 12 times per year.

4. Malicious Code Security Control

- The bank realizes the great importance of malicious code protection for
banks.

- The bank has installed anti-virus programs on computers.

- Anti-virus programs are updated every three months.

- The bank has malicious code surveillance.

- The bank has training, intranet and internet to ensure that employees

have information security awareness.
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5. System Development, Acquisition and Maintenance

- Information security policy for application development has documented
approval for system use; use of auditing trails, logging and international standards for
information security.

- Information security of input data has controlled access to input and
change data, as well as checking for errors in input data.

- The information security of processing data uses batch control totals.

- Version control is used when programs are changed.

- Program changes require approval.

6. Personal Security Control
- The bank checks the criminal history, educational background and
employment history of new employees.
- Significant contract terms and conditions are defined as follows:
- No disclosure of sensitive information.
- No violation of customer information and rights.
- No violation of the organization’s rules and regulations.
- No violation of criminal law.
- Prohibition of fraudulent work.
- The bank has policy awareness acknowledgements.
- The bank has training on information security policy or laws for employees.
- Information security training details are as follows:
- Acceptable user policy.
- Log-on requirements.

- Password administration guidelines.

7. Electronic and paper-based media handling.
- Sensitive data stored in back-up tapes and optical storage.
- The bank has accessed storage media from intruders as follows:
- Alteration of data.
- Disruption of business activities.

- The bank reviews policy and storage media procedures every year.
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-The bank protects handling and storage by tracking and logging.
- The bank uses encryption for transit-sensitive data and verifies storage

media for security control of transit data.

8. Logging and Data Collection
- The bank secures stored data of benefit as follows:
- To identify responsible parties.
- System monitoring.
- Aid in reconstructing compromised systems.
- The bank keeps operation system logs, access logs and event logs.
- Log details have transaction 1D, terminal 1D, dates and times.
- The bank controls and monitors logs.
- Logs are stored independently and separately from other computers.
- Good monitoring of violations on security systems for analysis and

response to events.

9. Data Security

- Establish data security policy.

- Protect and dispose of storage media.

- Limit employee rights.

- The bank focuses on the security of information transport and transfer
between organizations.

- The bank has classified information that is defined by using data file

protection and prioritizing information.

10. Service Provider Oversight

- Analyze to find and choose a service provider.

- Focus on the confidentiality and integrity of information by contracting
service providers.

- Verify external auditors in order to assess the security of the service.

- The bank looks for consistencies between response policies with service

provider compliance so service provision alerts about violation events.
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- The bank gains verification from external audits.

11. Business Continuity Management
- The bank has sufficient computers and printers to use at a moderate level.
- Computers and printers crash at an average of every 6 months when
compared to usage.
- Business continuity planning is important to the business.
- Business continuity planning is prepared annually.

- The bank is aware of business continuity planning.

12. Insurance
- Insurance covers the following system risks:
- Denial of service attacks.
- Violations of customer confidentiality.
- Destruction or changes in data by intrusion.
- Counterfeit customer information.
- Additional insurance coverage when new system risks occur.

- Insurance covers reputation risks and customer confidentiality risks.
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CHAPTER V
DISCUSSION

Survey result concerned about manager

Survey result can be described manager concern as Access Control,
Physical Security Control, Malicious Code Security Control, Personal Security
Control and Logging and Data Collection. Executives commented that should be
improving process to secure more information as follow;

Table 5.1 Objective concerned about manager

- Successful | Failed
Objective
departure | departure
1.Access Control 3.15 2.51
2.Physical Security Control 3.05 2.70
3.Logging and Data Collection 2.71 1.65

The discussed above results concerned about manager as follows.
1. Access Control

Table 5.2 Access control of result

o Success
No. Objective )
project
1 Access Control 3.15

1.1. Do you think priority rights to access and
improvements access rights should be periodically |  3.28

changed? If so, how often?

1.2. How often your friends show or share 137
usernames and passwords? '

1.3. How often do you change the password 518

on your system?
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Table 5.2 Access control of result (cont.)

o Success
No. Objective .
project
1.4. How long did you wait to change your 355
default password after receiving it? '
1.5. Do you have operation access control to 2 36
your bank? '
Result

- Right to access and improving access rights of bank change every 3 month.

- Never show or share username and password.

- Change password on system more than 1 year.

- Change default password after receive it within 1 month.

- Operation access control of bank is restricting authority and logging.

Risk

- Unauthorized person access to system who change information

- Access right was not update effect to unauthorized user using information and
do not know to use information.

Recommendation

- There should be immediately change default password and password on

system.
- Operation access control of bank should increase tracking and monitoring;

granting privilege access and security patches

2. Physical Security Control
Table 5.3 Physical security control of result

o Success
No. Objective )
project
2 Physical Security Control 3.05
2.1. What security controls does the bank use 2 82
at the datacenter? '
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No. Objective Suc<_:ess
project

2.2. To what kinds of disaster has your bank
data center been exposed? .04
2.3. What kinds of warnings and information 28
are provided during data center emergencies?
2.4. What safety or cabinet features are
provided for information security? 213
2.5. How are physical security measures or
settings established for the distributed 2.27
computing system?

Result

- Datacenter of bank has a security guard, exchange cards before entering

the building and data center and record time when entering and exit building

datacenter.

-Datacenter of bank never affect disaster such as fire, water floods,

earthquake, explosion, propagation of electromagnetic waves, power interruption,

struck by a plane and destruction of chemical.

- Datacenter of bank has CCTV, gas fire; detection equipment has lighting

and auto warning switch when the circuit is cut off.

- Safe or cabinet feature prevent heat least 1 hour, theft or difficult to

move, password and lock

- Distributed computing system has screen screensaver password,

username and password for your PC and using cutting automatically system.

Risk

- Intruder access physical such data center etc.

- Intruder may be steal information.

- There was accident happens then it do not have responsible.

Recommendation

- Security controls do the bank increase at the datacenter as follow;
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- Submit written application forms before entering the data center.
- Place a security guard before entering the data center.
- Exchange cards before entering the data center.
- Kinds of warnings and information are provided during data center
emergencies as follow;
- Moisture prevention
- Shock absorption
- Distributed computing system increase demarcation of work, PC key
locks, UPS protected power outage to prevent data corruption; PC user names and

passwords.

3.Logging and Data Collection
Table 5.4 Logging and data collection of result

No. Objective Sucr_;ess
project
3 Logging and Data Collection 2.71
3.1. What benefits do you think bank data 5 Es
storage security will yield?
3.2. What logs does your bank keep? 2.64
3.3. Do you have log details? 2.64
3.4. How do you think your bank controls L&
and monitors logs?
3.5. Do you have your bank monitor
violations on security systems for 3.91
analysis and response to events?

Result
- Bank secures storing data that it will benefit;
- Identification of responsible parties
- System monitoring
- Assistance in compromised system reconstruction

- Bank keeps operation system log, access log and event log.
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- Log detail has transaction ID, terminal ID, date and time

- Log controls and monitors has stored independently and separately from
other computers.

- Good monitor violated on security system for analysis and respond event

Risk

- If log were incomplete, it cannot problem cause.

- It cannot track abnormal event because it does not log file management
process.

Recommendation

- Bank aware security storing data to employee;
- Response to security
- Enforcing employee, customer and partner compliance with
information security policies.
- Review and analysis of unauthorized system access
- Report support to human resource management
- Awareness of security violations
- Bank should add transaction log, firewall logs and remote access logs.
- Log detail should more add access system behavior, request service and
transaction.
- Bank should increase Log controls and monitors as follow;
- Log encryption
- Log integrity
- Log back-up and disposal
- Writable log storage media (not once, but multiple times).
- Centralized logging
- Parameter configuration that cannot be edited.

- Log cannot edit and change from administrator.
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