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In this thesis, improving methods in detecting network anomaly have been
proposed. The thesis was organized into three parts . To start with, four criterion to improve
performance of network anomaly detection by Pattern Matching method are proposed; namely,
finding new weighted value, time varying weighted value, multiple sets of data, and combining
both techniques, respectively. Furthermore, the work also discusses on the effect of windows
size in network anomaly detection process. Next, Abrupt Change Detection technique has been
analyzed on its advantages and disadvantages by implementing on CUNET traffic at
Router7513 and the work also proposes two methods to select appropriate threshold for
anomaly detection. Two proposed methods consist of using average of fault value and using
middle fault value. Finally, Pattern Matching and Abrupt Change Detection methods are used
together by applying Fuzzy Logic method for proper decision on network situation. This leads to
an improvement of performance in network anomaly detection which could be seen from the

test with CUNET traffic at Router7513. The simulated results show that proposed methods

generally give better results than the conventional methods.





