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This thesis presents a network-intrusion prevention system that is a
collaboration among multiple intrusion prevention devices. By using Active Networks, a
control program can be dynamically loaded into any intrusion prevention devices. This
system can detect, traceback, and stop intruders at theirs sub-networks. In addition, we
propose “distributed detection” for multiple detectors to co-operate in detecting
intrusion and to share the detection load. Each device does not have to detect all
intrusion signatures, but only the signatures that aré known to be feasible attacks on the
host platform in its sub-network. Our experimental results indicate that the throughput of

this new detection method is more than that of the general approach.





