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Vulnerabilities in computer systems are normally used as a means to destroy
the systems by ill wishers; attempting either to break down services available or to get
access to restricted important areas in the systems. Those destructive effects place

damages not only to the work of users, but also to that of high valued businesses.

The above problems lead to the thought of creating comparisons on
vulnerabilities generated by various kinds of servers, as to how much they are
susceptible to and risky of attacks. This will, in particular, benefit system administrators
as a primary source in decision making to select optimal servers for use in their
organizations. Also, it will enable them to balance pros and cons of the servers currently
in house, whether they would need more protection or any vulnerability correction. With
these being carried out, the servers in question would be strongly and securely

guarded. Additionally, risky rates to damages from the attacks would be decreased. ':

Evidently, the research'’s output in which vulnerabilities are grouped and listed in
the 1999-2004 CVE descriptions, including analyses of vulnerabilities occurred, it can
be concluded that servers which are most prone to vulnerabilities and vastly risky to
attacks are those offering services on the Internet; for example, web application
servers, web servers and mail servers that can be accessed by a large number of end-
users. Besides, Operating System which are mostly affected by vulnerabilities are the

ones on Windows Platforms



