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1. ulztnaanudunslaanse (Security policy)

1.1 Wennanuiusslaaaiadiuiuansauna (Information security policy)

1.1.1 n199ANTInformation security policy documen

1.1.2 Review of the information security policy

. Tassaframesmunnuiumnilaaniad11suainng (Organization of information security)

N

N

1 TasaaFramasnuaannsiuaslaansenialuasdns (Internal organization)

2.1.1 msldanudrfyresgidmsuaznisniimunalfinisizmedanimisdnuaauduaslasasie

2.1.2 medszaunuanuduaslaanianialuassng (Information security coordinatior)

2.1.3 NMIRUANTINANNSLRATE LINN9A LA AL Re AE

2.1.4 nezuaumsunmsandinisldenuginsallssnnausansanme

2.1.5 Mraanuf Iila e A Nau1e989Ans (Confidentiality agreements)

2.1.6 nsiiedeuazdeyadimiunisiiasaiumiaacudu (Contact with authorities)
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2.1.7 ﬂ’]ﬁ‘llﬁv]ﬁ‘ﬂ’ﬂLL@ZT’!’JNM@&']M?Uﬂq?ﬂﬂﬁlﬂﬂuﬂ@ﬂmﬂﬂqqﬂmulﬂLﬂuwLﬁﬁluLTﬂ\iLﬂﬁQﬂu

2.1.8 mMenunausuansiualaendadmiuasaumalnagnaaaugasy

N

2 TagsaFrenieinunnuduaslasafefinendasiugnAvizamiseasiuniauen (External parties)

2.2.1 Matlszifivanuidasrasnisdnteansaumalaavisaauniauan

2 o o o 9 A Yy a Sa 3 o v o o -
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2.2.3 masryuazdnindanimuadniumianunauenifasdesiuanudunslaaaioasaundsasasdng

3. NMSLIUTAANNTNINERUUDIRIANT (Asset management)

3.1 uhiAnNFLRATeLAensNERULRIR9ANT (Responsibility for assets)

@ o=

3.1.1 M9dpvnTTydnsnwedu (Inventory of assets)

3.1.2 Mesvydifludnreanine@u (Ownership of assets)

3.1.3 M Maunindaunvaunzan (Acceptable use of assets)

w

2 MITANNIANLANTAUINA (Information classification)

3.2.1 nM3dpvHIAnynInERUANIAWMA (Classification guidelines)

3.2.2 Mesainiinede uwazn199ANNImMINTRUANI@UNA (Information labeling and handling)

4. AnuNuAsaanfafiiedaInuYARINSG (Human resources security)

4.1 nMra¥repnnudiuaslannfanaunisdnaau (Prior to employment)

411 nManvuantihiANfLRATe LA LA UAsLaeAsE (Roles and responsibilities)

412 m?mm@mmmmﬂﬁmm émﬁm (Screening)

4.1.3 nanvunanlan19§199714 (Terms and conditions of employmen)

2 nra¥apnusiumalaanse luszndnanisaneany (During employment)
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4.2.1 wihnlun13L31mdnn1sesuanNtunllaansia (Management responsibilities)

¥ o 5 P P @ v Y 1o
4.2.2 N17ATWANMUATEUUN ﬂ’]ﬂﬂﬂqqﬂg wazniraUsNAuANtuaslaaase luiniinew

4.2.3 NsTLAUNNIMNR e as (Disciplinary process)

~

3 M3AugAYEanI9ILAEUN134199U (Termination or change of employmen)

4.3.1 ns@ugavsanislanunis41991u (Termination responsibilities)

4.3.2 nM3AuNsneAuLe989ANns (Return of assets)

4.3.3 nMrnannaudvslunnaidnie (Removal of access rights)

5. Ms@s19IANNNUAILAaRAAENIIMENNLaERLIAR AN (Physical and environmental security)
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5.1 UFnMFasEN1sin AN uAsLannie (Secure areas)

5.1.1 N12AAMLTIIRaNTa (Physical security perimeter)

51.2 ma‘mmmmaﬁﬁ-@@ﬂ (Physical entry controls)

5.1.3 NMfnEANTUAIlaanfad nsLdA1 TN Faanneu Lm:m"w;ﬁuﬁuj

5.1.4 mstlasiuiaanananauanuazdaanian

5.1.5 MmaUfiRnuluiuindesinmasuiuaslaends (Working in secure areas)
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5.1.6 MedaBndmTuNadnie wensdaaunansuailagyaraniauen

5.2 AvnduAsaansitvesgLngnl (Equipment security)

5.2.1 Msdnauaznisiesiugiingn (Equipment siting and protection)

5.2.2 szunuavgUnIniatiualun13inau (Supporting utilities)

5.2.3 MaAuaev anedesns uazareiridadu (Cabling security)

5.2.4 nstingeinwgingal (Equipment maintenance)

5.2.5 mstlasiugunsniildauetuandnineu (Security of equipment of-premises)

5.2.6 mandnginsnhifanisignsaindusn ldanuinads

5.2.7 nMaininedauteasAnsaanuandniineiu (Removal of property)

6. NMTLIUTIANITAIUNISTARAITUALNTAIT UM UIRILATRANEA1THULNATRIRIANS (Communications and operations management)

6.1 nanuanifiavFLRATeuLazduABuN9LUFIRU (Operational procedures and responsibilities)

6.1.1 TumaunisUfifauiifluataansniines (Documented operating procedures)

6.1.2 nsAruAnnslaauulas Usuigs vieudlassumeginsnfilszananasnsaume

6.1.3 NMsutantiiranuFuinTeu (Segregation of duties)

6.1.4 NMIUANTZULAMTUNIWAMUY NINARAL LazN1T LHLTNNIaaNANTY

2 mMauimesanisna lilTnraemiageunnauan (Third party service delivery managemen)

o

6.2.1 MsUTNsinevaeanunnauan (Service delivery)

6.2.2 NM9ATadaLNITIiLENNsTaamia AN uan

6.2.3 N3L3vdAnsAnsiasulaslunnslidnng
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.3 NN9NLNULAYNNITATIATUNINAINTANT4UmNA (System planning and acceptance)

6.3.1 NTINUNUAMNABINITNTNENNIANTAWNA (Capacity management)

6.3.2 N17ATIATUTLUL (System acceptance)

4 matlasiulsunsuiilaidsyaadd (Protection against malicious and mobile code)

(o2}

6.4.1 nstlasiulisunsuilaislszasdd (Controls against malicious code)

6.4.2 nstlasiulisunsnaiinia@aui (Controls against mobile code)

6.5 NM3d1989183A (Back-up)

6.5.1 mmﬁﬁa‘ﬂﬁﬂgﬂ (Information back-up) | | |

6.6 NILTMNTTANNINIAUANNITUASLRB AR B UFLIAT RN e R 9R9ANT (Network security managemen)

6.6.1 UIATNIINLATRLN (Network controls)

6.6.2 pausTupstaandadiususnisiATadng (Security of network services)

(o2}

7 madanisdedildlunisiufindesa (Media handling)

6.7.1 nsLimsdnnsderiufindasyafiansnsamdaudeld (Management of removable medie)

6.7.2 nsmn4andatiuiindasya (Disposal of media)

6.7.3 funeuliiRdmiun1sdan1satsauine (Information handling procedures)

6.7.4 Msaf1eannuuaslaaniaduiuenansszuu (Security of system documentatior)

8 MuanilasuaNIaumnA (Exchange of information)

(o2}

6.8.1 uiﬂmﬁLm:ﬂiumﬂuﬂﬁﬂﬁizﬁu§Uﬂﬁ@LL@ﬁLﬂﬁﬁummumﬂ

6.8.2 famnaslunisuanilaeuansawma (Exchange agreements)

6.8.3 nedaderiufindayaeanliuanasdng (Physical media in transit)

6.8.4 Nededaninunisdiannsaiing (Electronic messaging)

6.8.5 srLLANsaMANTNgsnaNidanleeiu (Business information systems)

()]

9 nMra¥apnuiunlaenfadnsuLdnismimitdadnnsaing (Electronic commerce services)

6.9.1 NanniTdaLannsating (Electronic commerce)

6.9.2 m@ﬁﬁﬁjﬂﬁuﬂﬂui@ﬁ(On-line transactions)

6.9.3 @19duNANINTseLNIBaNga181904y (Publicly available information)

6.10 nMnifnszdamadnuaanuuasilaansia (Monitoring)

6.10.1 nstfuiinmanisaiinendasiunisldauaisawma (Audit logging) | | |
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6.10.2 n13M399@aLNN3 MUz (Monitoring system use)

6.10.3 nstlasriudeyaiiufinmeanisal (Protection of log informatior)

Y

6.10.4 tfuinAanssunisafiuauIaad i ARAadeeiuszuy

6.10.5 nstfuiinumenisnifaiianain (Fault logging)

6.10.6 N13FANANTBIATAIANTAA S ITRaTY (Clock synchronization)

7. msmuqumﬂ“ﬁﬁa (Access control)

71 ‘i'ﬂﬁﬁuuﬂmﬂﬁqiﬁ@ﬁ’m%’umimuan’lil,"ﬁ”lﬁdﬁ’lmumﬂ (Business requirements for access control)

711 uiﬁmmwmu@mmaﬁﬁﬁqa‘:uu (Access control policy)

7.2 Matdmsdnnisnadntiaaasild (User access managemen)

7.2.1 nMraanzideauntinan (User registration)

7.2.2 nMUiM3ann13ananisIdeuszuy (Privilege management)

7.2.3 Matsmadanissvarudmiugdeu (User password managemen)

7.2.4 manunauAninisdnferasgfldanu (Review of user access rights)

7.3 wiAnusuRaTaureeglda1u (User responsibilities)

7.3.1 N3 lde1usiaenu (Password use)

7.3.2 mstlasiugunsninlaidninaugua (Unattended user equipment)

7.3.3 wlaungaruaunsldimindduarsaumaddny 15lunililsensds

—

4 msaruAunisdiniaAzatng (Network access contro)

7.4.1 Waunan1sleusdnisiedadng (Policy on use of network services)

7.4.2 magalsanudniugldnagneuanasdng

7.4.3 maigalsanuginsniuweadng (Equipment identification in networks)

7.4.4 Metlasiunasan i miunmageuuaztlSunmssyuL (Remote diagnostic and configuration port protectior)

7.4.5 MsuLlugniATatng (Segregation in networks)

7.4.6 M3AYLANNIERNABNILATETNY (Network connection contro)

7.4.7 ﬂ"lﬁ‘mu@mm?ﬁ"mumLﬁumwum‘?mw (Network routing contro)

—

5 mMapauanmsdfessuuLlfiiAnig (Operating system access contro)

7.5.1 dumew iR lunnsdntessuuetnaiunslasnsis (Secure log-on procedures)

7.5.2 Maszyuazigaisionuuesdldeu (User identification and authenticatior)

7.5.3 9¥LULTMNIAANT999ANY (Password management syster)

7.5.4 msldaullsunsuilszinng fiam (Use of system utilities)

7.5.5 NIUNANAINT LTI UIZLILANTRUNA (Session time-out)

7.5.6 NM19ANTATLELIIAINNITRNABTTLLANIRUNA (Limitation of connection time)

—

.6 m‘;‘m‘uQNn’m“ﬁ’lﬁ\iLL'ﬂWWawﬁ'umemmumﬁ (Application and information access contro)

7.6.1 nMaanfdansddesnsauna (Information access restriction)

7.6.2 MIULNIZULANIAWNANT AN ATYga (Sensitive system isolation)

—

7 mamauangLnsnideansszinnmnninaznistfiRnuainniauenesins (Mobile computing and teleworking)

7.7.1 mstlasiuginsaidaansiszunymnnn (Mobile computing and communications)

7.7.2 madjiAnuainanauandiingin (Teleworking)

8. NFIAUT NTNRUN Lmzm‘iﬂ’]ga?}‘nﬂ’]‘izuuﬂ’ﬁﬂuL‘V|ﬁ (Information systems acquisition, development and maintenance)

8.1 dannuasuauiuAsLaeafad i uTsLLANTaWmMA (Security requirements of information systems)

8.1.1 Mmsdmnziwaznisszydarinuanaiiuanuiuasannsit

8.2 NsilszunanadnsaumnA lulannaagis (Correct processing in applications)

8.2.1 Mmangaagavdayaiinga (Input data validatior)

S

8.2.2 ma‘mmﬂ&ﬂu‘ﬁ@:ﬂ@Wﬂglua‘wdwmiﬂ@xm@m@ (Control of internal processing)

8.2.3 MINIAFBLANNYNFBITRITaAN (Message integrity)

8.2.4 ﬂ’]ﬁ‘m")ﬂ&ﬂu%mﬂ@ﬁ’mﬂﬂ (Output data validation)
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8.3 Namsnnsnnadinsiadasa (Cryptographic controls)

8.3.1 u‘iﬁmﬂmﬂ;ﬁmumwﬁ%‘ﬁmi@:ﬂ@ (Policy on the use of cryptographic controls)

8.3.2 MauTmsdnnanyuadsiadeya (Key management)

4 nagsamannsiuaslaanse iyl dessruunliiznng (Security of system files)

o}

8.4.1 nsaruANNsRnsetansiuafadllifsszunilitdngg (Control of operational software)

8.4.2 nstlasiudayanlddrmniunismaaay (Protection of system test date)

8.4.3 m@m‘u@:Jmaﬁﬁﬁﬂﬂ%iﬁmﬁmﬁ"’m:uu (Access control to program source code)

[ee]

5 naaianuiuaslasndadniunszuaunislunisWmmnssuLLaznIzLIaUNsai ALY (Security in development a

nd support processes)

8.5.1 TumeutljiAdmiuasuannisiasuwlasieutlassuy (Change control procedures)

852 m@mm@mum@ﬁwﬁwmufawwﬁLﬁ‘iumwﬁ\imﬂﬁl,ﬂ?wuuﬂ@w:wﬂﬁﬂﬁm@

8.5.3 nsanianisilaauulasuilasiasanfuafAnianguan

8.5.4 n3tlasiunissaluaesansaume (Information leakage)

8.5.5 NMaWmuTanswFinaniaganuntauan (Outsourced software developmen)

8.6 N19L3M AN Easlnd luanfauasuazaansiag (Technical Vulnerability Managemen)

8.6.1 unsn1sAtLANTasInInIamAllA (Control of technical vulnerabilities) |

9. MsUMIsAANIsIUANsaIiN BRI LA NN LA ABA BURIBIANS (Information security incident management)

9.1 masanumgmsnitazandauiifeadasiuanudunslaaasie (Reporting information security events and weaknesses)

9.1.1 mMesanumnnsnifesdesiuanuduaalasasie

9.1.2 nMeanuyagauiinaatasiuausiualaendurasesdns

©

2 Matmsdanisuaznistiudlyauilasemnnisaifinasdesiuaiiusiuaslasnsie (Management of information secu

rity incidents and improvements)

9.2.1 Mﬁﬁﬁmﬂm"uﬁmﬂuLm:ﬁwﬂﬂuﬂﬁﬂﬁ (Responsibilities and procedures)

oy el a9 o @ o
9.2.2 m@l@ﬂugmﬂmam@mwmmmmﬂummmumﬂmmﬂ

9.2.3 m@lﬁmqmqwﬁﬂﬁm (Collection of evidence)

10. nsuuisAnNAaLiaclunsAiveuaa9a9ANS (Business continuity management)

10.1 viadeitugudmiunisuiunsaniuseifiaslunisanifinaiuaasessng (Information security aspects of business con

tinuity managemen)

10.1.1 nszuaumslunsainsanuseiaciiugsia

10.1.2 Msdszdunnuidaslunisafaniusieiasiitugsia

10.1.3 nMdpiuazldnuunuseanuseiesdiitugsia

10.1.4 nsnuuAnsaLAIMILNsI LRI Ae AT A Nse e W Lgsfa

10.1.5 Managauuaznsliuliunuaieanuseiesiitugsia

11. msUfiReudaniinun (Compliance)

11.1 MR ndeniivuanienguune (Compliance with legal requirements)

11.1.1 neszydaninumsine Mfuanengwung (Identification of applicable legislatior)

P

11.1.2 mstlasiudnsuazninddunisiloyoyn (Intellectual property rights (IRP))

11.1.3 m@ﬂmﬁui@:ﬂaﬁﬁﬁmﬁlﬁm%dﬁumﬁﬂ? (Protection of organizational records)

11.1.4 natlesiudayadausia (Data protection and privacy of personal informatior)

11.1.5 matlesiunsldeuginsaidssansusarsaumetindngiszasd

11.1.6 nMaldnusnmsnisnisdsiadeyanudaniue

11.2 madiAnnuleune Anndaansiauazdaniuuaniamatia(Compliance with security policies and standards, and

technical compliance)

11.2.1 medfiAmunlaung uazuinsgruanuiuaslasait

11.2.2 MsmsageunsliRnuninsgunanatinzesasing

11.3 N19A99AU LN UITLUA3AUNA (Information systems audit considerations)

11.3.1 41A9N1IN1IAIIAUTLHUITULAN TRULNA (Information systems audit controls)

11.3.2 natlasfuerasiiedmiunsnsadssidussuuansauma
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