1%

NIALLUIAANIMA HUATWIdE NN deq

2.1 WUIRRAIMILNIAANIIABANNIABASHDTRIA

Lﬁmmﬂiuﬂ@ﬁ-gﬁummgmu%w\lmﬁa% AmFuniedaanIsAuANNlaRAsE
asfeyaiivannuane Tuegiunimiildveusazedng (Framework' anade Tumeu
u‘?‘@ﬁ'ﬁmiﬁmﬁmmmmﬁﬁmﬂa‘zﬂﬂmﬂ%mqwﬁﬂm?mmyumm) i COSO
Framework Liusnmsgiudmiunisaauaunie’li vse Inteal Control” 438 “Corporate
Governance” , CobiT Framework fiazusngife "IT Governance” ‘ﬁlﬁmiﬁmumﬂummmu
ludesdouresssunansauns WAZEINANTNNIAIFIUAINABEN  1SO27001/17799
WueDe ISMS 4T Information Security Management System %\‘ILﬂummg’mﬁﬁ’]m
UsznaunisAuadi Lﬂummﬂm'ﬁlL'ﬁ'm%qﬁumﬁﬂmmmﬂ@@mﬂ“ﬂmqﬁmiﬂgal‘u

ij/ '3 dl o Y o o =]
NMNTINUIANNIANANT LW'ﬂu’]ﬁ\I’]ﬂiZﬂqﬂﬁﬂ‘ﬁﬂU'ﬂﬁ ANTLUNITUANEN

2.1.1 Information Security Management Framework (ISMF)

N1m3g U ISMF 7 (Information Security Management Framework) Wlu
NIMIgIUAUFUNIIRTIARe LKAz NTU ST UA N AR ST LLA TAINAT U tn el
dnarinnsaulne ImeSMF unn9inenannsang Information Security Policy 184
NIMIFIUNNTINEIANLIARAsT TRy A 1SO17799 MaBAaL 1IA3FIU Cobit 2189 ISACA
(www.isaca.org) kar CBK (Common Body of Knowledge) 184 ISC2 (www.isc2.0rg) {0
dszenafldine i lidsslomigagn uazanunsntiund s idasdluaninzuondanilaqiiy

6 dl 2% a o o o Y
qadszamniva liduluiniglunistinisdnnisszuuineannlaeaiadesa
1 G| = a a Y o o o o % v v
atnalusruunazilss@nininliiuiuaniunisaitiaqiiu wilunisudtlymanu
= = a X Az > A
walulaguazansaumalaenesnaloymin1egsfanInTuiianin 7 funauniy gUnmm

2.1



PN 2.1

7 Tunau 1BINIMTFIU ISMF 7 (Information Security Management Framework)

Information Security Management Framework
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2.2.1 417913 NIST

NM7g71% NIST 800-30 "Risk Management Guide for Information Technology
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2.2.1.1 41m331u NIST 800-30

indnedasserelui
1. mﬁmm?mm@m (Risk Management Overview)
1.1 m’ma?’ﬁﬁnﬂmﬂ"\ﬁmﬂ’wﬂmwﬁm (Importance  of  Risk
Management)
1.2 mstlszenaldliidniuessns (Integration of Risk Management

Into SDLC - system development life cycle)

2. AN919ziiuANNIASN (Risk Assessment)
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AININT 2.1 URUDRUAAIMANNNINNTUIHHUAMNIALNNARSDY Input uAz

Output luusidunanis 9 dupaudndunisinlihlsyegnsldrasesdng




DNN 2.2

PANNNTNNTU TR UAN LA

Input Risk Assessment Activities QOutput

= Hardware
= Software
= System imterfaces

* System Boundary
* System Functions

Step 1.
System Characterization

= Data and information t (S:‘.,l:;t;]:]j:d Bt
Sl . * System and Data
= System mission S-E'u.sjtlt'iw

» History of system attack Step 2.

* Data from intelligence Threat Identification +———»| Threat Statement

agencies, NIPC, OIG,
FedCIR.C, mass media,

v

Step 3. Li
Vulnerability Identification O

abilities
Step 4. Control Analysis List of Current and
Planned Controls

* Threst-source motivation
» Threat capacity Step 5. Likelihood Rating
« Nature of vulnerability Likelihood Determination
* Current controls
m:

= Reeports from prior nisk
assessments

= Any amdit comments

= Security requirements

= Security test results

¢ Mission impact analysis
= Aszet criticality assessme:
* Data criticality

* Data sensitivity

Step 6. Impact Analysis

* Loss of Integrity — Impact Ra
+ Loss of Availability

+ Loss of Confidentiality

* Likehhood of threat

exploitation —
* Magnitude of impact Step 7. Risk Determination Associated Risk
+ Adequacy of planmed or Levels

current controls l

Step 8. Recommended
Control Recommendations Controls

Step 9. Risk Assessment
Results Documentation Report

Figure 3-1. Risk Assessment Methodology Flowchart

1Gary Stoneburner Alice Goguen and Alexis Feringa, Risk Management

Guide for Information Technology Systems, 2002, p9.
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3. NTUTTIMNViFRAanANNIAEN (Risk Mitigation)
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- AN9INELaznNgFuTes (Research and Acknowledgment) e
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3.2 N9INNAYNSINALIIIINIANNIALN (Risk Mitigation Strategy)
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3.3 Approach for Control Implementation aﬁmizﬁwﬁlmuam
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35 msamae Anldansuaztlslemile (Cost-Benefit
Analysis) Lﬂum@@"mmim*wmmumﬂizLﬁum'ﬂﬁmmmm‘hﬁummmu saaiaite 1
WNNZALANINYAIUFAEANANT
3.6 nsiaNsanANNIREsRuenvile (Residual Risk) Imeinng
FipmzirauAlunnsUsnnnALRelana il 14
4. n19uUseiN (Evaluation And Assessment)

AARIUNLAD ANRWARNA (Accountability) NnAianssxluN1sANTLIULEEY
AIN1TDAAANIALAY AINLILEU (Assurance) fiaadiladnqns NN BN N BTSN
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23 n13dnTaaaulall (e-Procurement)

2.3.1 A1RAAN

e-Procurement ({hidannsdatesavninuszunaaulal

e-Auction nstlsvyaeaulmiifunisauesaudsiuiuiudumesfiin ey
AnAsassanazAnilselalunnsafiunisuaznisuaedy f1eandn Online Bidding
e-Bidding , nisilszyaeaulaiiviva nisdszyanedidnnseiind %uﬂugmmuuﬁﬂumi
. X

AATARAIN

e-Marketplace Service Provider — gliiFn1smaianansaidannseting (e-

dl o 4 dl | Y o -&l 1 Ddy o Y %’/
Marketplace) i idugdanistssya  waniludenansssudegaeriugany  souvia
v QI a 1 [~3

MG RUANANANEUNTTULBANNsetind TnedAudnaninisfinsiaagiiivlafues

a

RATANAN

2.3.2 e-Procurement



20

o dlf o & o al %3 dil/ %3 d‘
awummmmmmmmu%wﬂumiwwmmwﬂui@ﬂmi@mmmmgﬂmem
Hun170aN1990 ATZUINNNIIAATAULLIINANIAUAZNIIATAULLNIZANEAUNA  LAgl
Lﬂum?ﬂ%‘uLﬂﬁﬂugﬂLm‘umwﬁﬁLﬁumﬂumﬁm%mmLﬁuﬁLﬂumﬁm%mummﬁmmi
woi 19U (User) yflunisdpTadnuiastadlussuusiday  In1919LNUANNARNNIS
| % = o e‘d‘ [ % (% U al
AU TngAnuaziMuuAnagnsNMNIzaNiuanIzAaInaRuNIgldumalulatl

#1781 AlUN133AT

v
2321 adflsznaunan 1asn ngnlunisdndadnunaanlail Aa

- mﬁm%@ﬁmm@m@qmﬁ(Strategic Sourcing)

- msdameeulail (e-Sourcing)

- ﬂ’]ﬁ‘@%ﬁ%ﬂ’ﬂﬂﬂﬂﬂ@nline Purchasing)

- miu?mimﬁmmﬁmﬂ@ (Information Management)

- msususnnailasuutas (Change Management)

N 2.3

UULANAsRdALsENa LI aTadAnaanlail

Strategic

Sourcing

Online

e-Sourcing  Purchasing

Information Management

Change Management

- 1399 WuaIa A1ie. nanlaun13ntadnniuun luNAqe e-Procurement., 2005.
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MneaiuantyInIsunNAauiamafuazn1sinEANLaaaialnananis
d3rasanatadunadnsialuseudnel 2006 An1e Computer Security Institute 4A%N1TU

WenansisanuzilaaiiunifislureseiannssinaraniaeesiaznIsinwAX

aanne

251 uag199anguenaInngsniianaulaseaitnnIsuniIsAaniaefazn1sinm

AN anANe
NN 2.4
1 dl U 1 %3 a 2
NANEAAIUNIINT WA NaWlasaieANATNNINARNRILADT
Figure 1. Respondents by Industry Sector

(Mumbers do not total 1003 due to rounding.)

Consulting 14% Utility 3%

Manufacturing 9%
Dther 1%

Financial 17%

\T&Ienummunie&ﬁm 4%

Transportation 1%

Local Government 3%

State Government 3%
Federal Government 8% / /
Legal 1% /
Educational 8%

) Information Technology 11%
Retail 1% pegical 79%

(SI/FB 2006 Computer Crime and Security Survey 2006: 615 Respendents
Source: Computer Security Institute

ANNIN 2.4 AziiulFdNguanaIuNIINNINAIUNNTEY uazaunTnEAs1i

anaulalufiunsinmannlaeadasnieiuanAmE it uABNAnes

o  ar 1%

\asaniinisdnifiudasyadiAtyresgnAniuiiuaunnn

“Lawrence A. Gordon, Martin P. Loeb,William Lucyshyn and Robert
Richardson , 2006 CSI/FBI COMPUTER CRIME AND SECURITY SURVEY, San

Francisco: Computer Security Institute, 2005, p3.
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AN919N 2.2

fo3a189N199NYNINITLL’

Tahle 1: How Many Incidents?

2006 18 15 9 28
2005 43 19 9 28
2004 i 20 12 2
2003 38 20 18 26
2002 42 20 15 23
2001 3 L 1 3
2000 33 23 13 3
1989 34 2 14 i)

CSI/FBI 2006 Computer Crime and Security Survey 2006: 341 Respondents
Source: Computer Security Institute

ANANNLARS WALdNAuINNNsgNYNINTELLAusannaunsilaqiiu T ldan

Auuas udarinnIguuazisnaiedlesiuivainuaiaeenuudofinig

NN 2.5

AdnAydmiunisinausuienisinenanudaenss’

Figure 20. Importance of Security
Awareness Training
By Percent of Respondents |dentifying as Important

Security policy

Netwark security

Security management

Access control systems
Security systems architecture
Economics of computer security
Investigations and legal issues
Cryptography 34%

0% 0% 20% ams 40% a0%  60% 0% B0%

C3I/FBI 2006 Computer Grime and Security Survey 2006: 589 Respondents
Source: Computer Security Institute

Tanani9dn99a asAnsdauwlviny lfaaudAnyludnu Security Policy uaz
Network Security

NN 2.6

*Ibid., p.11.
“Ibid., p.20.



N3 lderzatne 15a1e(Wireless network) wazAs@evneAnaiudvlas EuinaIuu

X
NnAunL

%aURILAATLILINANUBINTTIANA’

™

TYPE OF ATTACK 2006

-@- Virus 65%

~&— Laptop/mohile theft ~ 47%

- Insider abuse of Net ~ 42%
access

—h— Unauthorized access  32%
to information

~- Denial of service 25%

-@- System penetration 5%

—— Abuse of wireless 14%
network™

—— Theft of proprietary 9%
information

- Financial fraud 9%

—4— Telecom fraud 8%

-A— Misuse of public Web 6%
application®

—8- \Webh site defacement* 6%

-8 Sabotage 3%
* questions added in 2004

26

annmuansdnfaqiunislandlugluuuleialdanasanniew witloymiv

°Ibid., p.13.
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NN 2.7

Ruasnulunisuflailoymusdazilszinn’

Figure 16. Dollar Amount Losses hy Type

Virus contamination $15,691,460
Unauthorized access to information
Laptop or mobile hardware theft

Theft of proprietary information

$6,034,000
Denial of service

Financial fraud

Insider abuse of Net aceess or e=mail
Telecam fraud

Bots (zombies) within the organization

System penetration by outsider

PhishinF in which your organization
was fraudulently represented as sender

Abuse of wireless network
Instant messaging misuse [ $291 510
$269,50

$260 ,Uﬂ[j
$162,500
$161,210
$30,100

sﬂﬂﬁ.p[lﬂ

0 $4 million $8 million $12 million $16 million

Misuse of public Web application
Sabotage of data or networks

Web site defacement

Passward sniffing

Exploit of your organization's DNS server
Other

Total Losses for 2006 = $52,494,230

CSI/FBI 2006 Computer Crime and Security Survey 2006: 313 Respondents
Source: Computer Security [nstitute

Tnennsasudoulun) wuesnisatuanloda uanwuuniuluusazesdng |

AANATyiuNstlasiunisyngnainTusunsuin lalseasdn

*Ibid., p.15.
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NN 2.8

1 14 1
R 7

nsmauduassalywliiagulugas 2 Tdiuun

Table 2. Respondents Identify the Most Critical Issues

for the Next Two Years

.‘ ars # of respondents

Data protection (e.g.. data classification, identification and encryption) and application software (e.q. Web application, VolP) 13
vulnerability security

Policy and regulatory compliance {Sarbanes—0xley, HIPAA) B3
Identity theft and leakage of private information (e.g. proprietary information, intellectual property and business secrets) 58
Viruses and womms 52
Management involvement, risk management, or supportive resources (human resources, capital budgeting and expenditures) i
Actess control (e.g. passwords) 43
UUser education, training and awareness 43
Wireless infrastructure security 4
Internal network security (e.0. insider threat) a8
Spyware 34
Social engineering (e.0. phishing. pharming) 33
Mahile (handheld) corputing devices n
Malware or malicious code 20
Patch management 17
Fero-day attacks 16
Intrusion detection systems 16
Instant messaging 15
E-mall attacks (e.0. spam) 15
Employee misuse 12
Physical security 10
Web attacks 9
Two-factor authentication 9
Bots and botnets 7
Disaster recovery (e.0. data back-up) i
Denial of service [
Endpoint security i
Managed cybersecurity provider b
Pl implementation 4
Rootkits 3
Sniffing 3
Standardization, configuration management 3

CSI/FBI 2006 Computer Crime and Security Survey 2006: 426 Respondents

Source: Computer Security Institute

" Ibid., p.24.
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