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3.1.1 Truth in Lending Act 1974
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msldinnpsinlaagniesmufinguanaiiuua leygRiiluund 15 dae COMMERCE
AND TRADE CHAPTER 41 CONSUMER CREDIT PROTECTION maqﬂixmangumﬂ
anigauiing (United State Code %38 U.S.C.) 3‘11\1ﬂ{]umuﬂﬁuﬁ‘lﬁ'ﬁmumwwmwm
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ANNINGT 1602(K) IAMRRBINAMNMIAET8Y "TRsIATAR” MueD tRT (card)
utiulans (plate) Ay ARLIEY (coupon book) WiaiAtesiiaiasinawla %Qﬁ%u‘lmﬂﬁfi’mqﬂszmﬁ
WelWlaundadu niwdAu usaams 1inae lensldiasin
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"Title 15 U.S.C., Section 1602(k) “The term "credit card” means any card,
plate, coupon book or other credit device existing for the purpose of obtaining money,
property, labor, or services on credit.”

“Title 15 U.S.C., Section 1644(a) “Use, attempt or conspiracy to use card in
transaction affecting interstate or foreign commerce

Whoever knowingly in a transaction affecting interstate or foreign commerce,
uses or attempts or conspires to use any counterfeit, fictitious, altered, forged, lost,
stolen, or fraudulently obtained credit card to obtain money, goods, services, or anything
else of vaiue which within any one-year period has a value aggregating $1,000 or more”

warlisng gaing 3390, nguuneingaiasin (Laws on credit card), wiitda

UsenaunisFaunisany naniadunisisnis seFaumnaiensnma UnnsAnum 2544, 1. 46,
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*Title 15 U.S.C., Section 1644(b) “Whoever, with unlawful or fraudulent intent,
transports or attempts or conspires 10 transport in interstate or foreign commerce a
counterfeit, fictitious, altered, forged, lost, stolen, or fraudulently obtained credit card
knowing the same to be counterfeit, fictitious, altered, forged, lost, stolen, or fraudulently
obtained”

“Title 15 U.S.C., Section 1644(c) “Whoever, with unlawful or fraudulent intent,
uses any instrumentality of interstate or foreign commerce to sell or transport a counterfeit,
fictitious, altered, forged, lost, stolen, or fraudulently obtained credit card knowing the
same to be counterfeit, fictitious, altered, forged, lost, stolen, or fraudulently obtained”

*Title 15 U.S.C., Section 1644(d) "Whoever knowingly receives, conceals, uses,
or transports money, goods, services, or anything else of value (except tickets for
interstate or foreign transportation) which (1) within any one-year period has a value
aggregating $1,000 or more, (2) has moved in or is part of, or which constitutes
interstate or foreign commerce, and (3) has been obtained with a counterfeit, fictitious,

altered, forged, lost, stolen, or fraudulently obtained credit card”
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eTitlé 15 U.S.C., Section 1644(e) “Whoever knowingly receives, conceals, uses,
sells, or transports in interstate or foreign commerce one or more tickets for interstate or
foreign transportation, which (1) within any one-year period have a value aggregating
$500 or more, and (2) have been purchased or obtained with one or more counterfeit,
fictitious, altered, forged, fost, stolen, or fraudulently obtained credit cards”

Title 15 U.S.C., Section 1644(f) "Whoever in a transaction affecting interstate
or foreign commerce furnishes money, property, services, or anything else of value,
which within any one-year period has a value aggregating $1,000 or more, through the
use of any counterfeit, fictitious, altered, forged, lost, stolen, or fraudulently obtained
credit card knowing the same to be counterfeit, fictitious, altered, forged, lost, stolen, or
fraudulently obtained--shall be fined not more than $10,000 or imprisoned not more than

ten years, or both”
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3.1.2 The Credit Card Fraud Act 1984 "
ot anen, 4 o' mél r.ﬂ' 2 2 2 as )
unfryiRidyaiRgwie 1 fluntsUmudsuntsdeassiannsldinsesiin i
Uss@vsnmunntiaay Taedoyaf@liluumd 18 e 1029 aealssamangumneaniganin
R ] 1 o a s ot
(United State Code %32 U.S.C.) 1329 nMsdeaanarnisnszinadnuiiaiinaadaaiunig
L%fauﬁiﬂﬁqthﬂns*m"lumﬂ%ﬁa (Fraud and Related Activity in Connection with Access

{ (9 o o = Lo o =
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LANEN.
“Title 18 United State Code Chapter 47 section 1029 Fraud and Related

Activity in Connection with Access device.
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Wnstedudrinanisdaingld (United States v Ryan (1990,CA10 Kan) 894 F2d 355) vida
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access codes)'” fatl
a oMy ra‘ 2 '
WA 1029(e)(1) TeyalAin “unsainldlunaditia (access devices) mnuaanu

4 LY 1 LY o ol al -] Iy o o d' q;
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"gairwd 5988, nguaneiasiasEs (Laws on credit card), wik@esynaums

Founnraeu navdedunisitims InGauneiensima Umsanem 2544, 4. 52.
“Theresa L. Kruk, "What constitutes violation of 18 U.8.C. section 1029;
prohibition fraud or related activity in connection with credit card or other credit access

device,” <www.wéstlaw.com>, 2 January 2006.
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1uAR United States v Caputo (1987,CA2 NY) 808 F2d 963 Analdiadudn nsii
snstiinsauasasiuaaiudureshuemstailudunluiuiineantsseiinaanns
iinsiduazanameinnfadiuu 85 ludu fadwanseainnesinflnnguuluiuin
mensaefinsasiidugnsafildlunindnis (access devices) mmzanunsoldlidag
frreaiueaideldsaigtnaafildlunindafs (access devices) 8w Suanunsoiinlald
el unEaReilan uenanttu nsinanguaaeane 1029 Aieudletyunisld
vxmﬂLmjﬁ'msma‘ﬁm‘[mﬂﬁmﬂuﬁﬁ'\z‘i’mﬁm’mqumﬁu Famneadinanildsadaensd
furiasluinsnanaRniadu widnanetiufivimnuenianaraaiuldiunisteudy
Inefifeansriadlunszansdelilfronatluannununorasgunsaifldlunsidinde
(access devices) wiAnaiuimunaainsarangninunlaiaaasFuamnsaeile
mavngrnsnlasmadiousdlunszaisuunian feegluaumunsresgynsalilunis
it (access devices)14

wialwAA United States v Fernandez (1993, SD NY) Aaldsngduan 'Qﬂﬂi‘nﬁiw
Tun15idinte (access  devices) lﬁ’umﬂm'\mauﬁwﬁ'ﬂdqu’%qgnl‘ﬂumﬂ%f\zjswu

= L3 o Ad o 1 y = o 94 4 ad =] )
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“Title 18 U.S.C., Section. 1029(e)(1) “the term “access device” means any card,
plate, code, account number, electronic serial number, mobile identification number,
personal identification number, or other telecommunications service, equipment, or
instrument identifier, or other means of account access that can be used, alone or in
conjunction with another access device, to obtain money, goods, services, or any other
thing of value, or that can be used to initiate a transfer of funds (other than a transfer
originated solely by paper instrument)”

“Theresa L. Kruk, supra note 12.
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winsinsdwiiderdnisduduide (credit service) ifluniznseRaaniuia nezainag
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Wialuak United States v Brewer (1987, CAS5 Tex) 835 F2d 550 Ana LoAnRudn
svaaltluntstiszAU3nstnsdninnelng (long-distance telecom access codes)
2] IMANNVINETEIAYIN Qﬂn‘rrﬁﬁl’ﬂumm‘hﬁq (access devices) ANMINAT 1029(e)(1) wiFann
sadenasrgnuiEmgliuinisinsdmveni@ninlienaaldarusoin )l wnlssTandls
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sﬁaﬁqn@mﬁqmtﬂufa,ﬂnmiﬁl'ﬂunww’hm (access devices) ¢] 441uAR United States v
Teehee (1990, CA10 Kan) 893 F2d 271 flgdaRuluunaiieniu®

daunsalfirai Arfinnmdngunsafunsadneildgunsafildluntsdngs
(access devices) 113 11AR United States v Mcnutt (1990, CA10 Okla) 908 F2d 561 Aa
IRndwin Lﬂ’?ﬂaﬁﬂguumé’ud’mmm (descrambler modules) Lﬁ@é"uﬁ’ryrmmmwfmv‘fﬂﬂ
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® Ibid.
" Ibid.
" Ibid.
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“Counterfeit access device” NN qﬂnirﬁﬁl’ﬂun'\m’l’ﬂﬁq (access devices)
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United States v Gugino (1988,CA2 NY) 860 F2d 546 AnalARndidn msRsataaneilete
ﬂﬂ@uﬁﬂuuﬁoﬂ’mﬂmﬁmﬁmmﬂumsﬂmuqﬂmrﬁﬁ’tﬂumsﬁhﬁq (access devices) MY
NR 1029(e)(2) wimnasidradldacieldneuudatenlailtnislaemnifunsld
Tmﬂiﬂﬁi"ﬂ@umﬁm (unauthorized)"

“Unauthorized access device” unneinv qﬂn?m’ﬁilﬂun’)i‘tﬁﬂﬁa (access devices)
fgeume gnatus wupeny grifinneu gnanidn vielfndaeamniiazdalne® iy uad
United States v Brewer (1987, CA5 Tex) 835 F2d 550 ANAlARARWIN qﬂmzﬁ‘il«ﬂums
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(unauthorized access device) L144 luAR United States v Luttrell {1989, CA9 Cal) 889 FF2d 806

ar ) A ol LY ! L l’l’/ 1]
AraldRnduin nsataaasauasesluiiuiinganisaaildfuaingnAnsausil 1980

"“Title 18 U.S.C., Section 1029(e)(2) “the term “counterfeit access device”
means any access device that is counterfeit, fictitious, altered, or forged, or an
identifiable component of an access device or a counterfeit access device”

®Theresa L. Kruk, supra note 12.

®Title 18 U.S.C., Section 1029(e)(@) “the term “unauthorized access device”
means any access device that is lost, stolen, expired, revoked, canceled, or obtained
with intent to defraud”

“Theresa L. Kruk, supra note 12,
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ZIbid.
*Titie 18 U.S.C., Section 1029(a)(1) “knowingly and with intent to defraud
produces, uses, or traffics in one or more counterfeit access devices”

#Theresa L. Kruk, supra note 12.
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®Ibid.

Z Ibid.

®Title 18 U.S.C., Section 1029(a)(2) “knowingly and with intent to defraud
traffics in or uses one or more unauthorized access devices during any one-year period,
and by such conduct obtains anything of value aggregating $1,000 or more during that

period”
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*Theresa L. Kruk, supra note 12.
*Ibid.
*Ibid.
ZIbid.
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Tite 18 U.S.C., Section 1029(a)(@3) “knowingly and with intent to defraud
possesses fifteen or more devices which are counterfeit or unauthorized access devices”

“Theresa L. Kruk, supra note 12.

*lbid.

%Tite 18 U.S.C., Section 1029(2)(4) “knowingly, and with intent to defraud,

produces, traffics in, has control or custody of, or possesses device-making equipment”



48

LS < 2 ar - ﬂ‘ [l 4 ot 3 1 2& =X o
nsiasinunzlfinansdnngnalusungadiuaiassanan wiauisldiasanaiiataly
o & -J o ] al 3 ] o - :’l o
luiiuinsanisaeiadnszsaaduiiladetnwinnasdntiuainfuresnu duid
win Wimaelifudissnnilanainnislfiinnnsin (percentage of charges) 1Jud o
wntaudnfluacnianIuunm 1029(a) ()"
L3 [ cj - 3 ) & - 3 .
AwFunsdinAadiuinfilinenseinarafianiaanmnsil v Tuak United States v
Mann (1987, CA9 Wash) 811 F2d 495 analdiadudin msiidnasuszanauiaugnnaam
dnsaufunsneneluaataiiefiuaayuuninemaiaiin uszdnssgnnanadniuglu
arndasmdsuazaiuayulunenszinANAARTNIATY 1029(a)(5) Wi azfasRgadln
wulddndnsaiiaaunfiavdannae gaeduaiu WanEnm danns dngau viedludanis
o = ] ﬂl L= L i
lunsaruay guainen wieaseuarenaTasilaldlunisndngnsalnldlunsnidnie
) A o W Y - A4 A
(access devices) iaanaglilifianunnazdalnilaunisasaunsearizaniunniATeie
Fanatauusign ganlidiuauiiaanuuing 1029(a)4)*
5. nsnssinlasfuazinuanundalng nalfiianisindedeaialnunisld
rd' 1/ N 5 ) A" A’ 3 1) ld
gunsaiildlunindafe (access devices) Ao 1 Fuawly Geaanliunyanatinaunii
e d; n‘ 9 Srar ] = = . d‘d ] A 1 ci = ¢ o
wenaspuiefarlinuliiunisinseRuwieddiliaaulaluszudng 1 1 Sefiyarnsuiu
r - . X
faus 1,000 wiuoyanigauly™
6. manseinlaelmAanannaangeangunsoin i unsidnne (access devices)
Tnefuariiamuiazdalnainisingeuyanauiinaralalaelinglzadiie

) 2, .
1) wuslaunsalilflunndnta (access devices) ¥ia

“Theresa L. Kruk, supra note 12.

®Ibid.

*Title 18 U.S.C., Section 1029(a)(5) “knowingly and with intent to defraud effects
transactions, with 1 or more access devices issued to another person or persons, to
receive payment or any other thing of value during any 1-year period the aggregate

value of which is equal to or greater than $1,000"
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“Title 18 U.S.C., Section 1029(a)(6) “without the authorization of the issuer of
the access device, knowingly and with intent to defraud solicits a person for the purpose of-

(A) offering an access device; or

(B) selling information regarding or an application to obtain an access device”

“Title 18 U.S.C., Section 1029(a)(7) “knowingly and with intent to defraud uses,
produces, traffics in, has control or custody of, or possesses a telecommunications
instrument that has been modified or altered to obtain unauthorized use of
telecommunications services”

“Title 18 U.S.C., Section 1029(a)(8) “knowingly and with intent to defraud
uses, produces, traffics in, has control or custody of, or possesses a scanning receiver”

“Title 18 U.S.C., Section 1029(e)(8) “the term “scanning receiver” means a
device or apparatus that can be used to intercept a wire or electronic communication in
violation of chapter 119 or to intercept an electronic serial number, mobile identification

number, or other identifier of any telecommunications service, equipment, or instrument”
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ABAgIHANALATE" i TuAR United States v Edwards (1993, DC Def) 816 F Supp 272

“Title 18 U.S.C., Section 1029(a)(9) “knowingly uses, produces, traffics in,
has control or custody of, or possesses hardware or software, knowing it has been
configured to insert or modify telecommunication identifying information associated with or
contained in a telecommunications instrument so that such instrument may be used to
obtain telecommunications service without authorization”

*Title 18 U.8.C., Section 1029(a)(10) “without the authorization of the credit
card system member or its agent, knowingly and with intent to defraud causes or
arranges for another person to present to the member or its agent, for payment, 1 or
more evidences or records of transactions made by an access device; shall, if the
offense affects interstate or foreign commerce, be punished as provided in subsection (c) of
this section” |

“Title 18 U.8.C., Section 1029(b)(2) “Whoever is a party to a conspiracy of two

or more persons to commit an offense under subsection (a) of this section, if any of the
parties engages in any conduct in furtherance of such offense, shall be fined an
amount not greater than the amount provided as the maximum fine for such offense

under subsection (c) of this section or imprisoned not longer than one-half the period
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provided as the maximum imprisonment for such offense under subsection (c) of this
section, or both”

“Theresa L. Kruk, supra note 12.

“1bid.

“Title 18 U.S.C., Section 1029(c) Penalties.

“(1) Generally.~The punishment for an offense under subsection (a) of this section is-

(A) in the case of an offense that does not occur after a conviction for another

offense under this section--
(i) if the offense is under paragraph (1), (2), (3), (), (7), or (10) of subsection

(a), a fine under this title or imprisonment for not more than 10 years, or both; and
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(ii) if the offense is under paragraph (4), (5), (8), or (9),\1\ of subsection (a), a
fine under this title or imprisonment for not more than 15 years, or both;

(B} in the case of an offense that occurs after a conviction for another offense
under this section, a fine under this titte or imprisonment for not more than 20 years, or
both; and

(C) in either case, forfeiture to the United States of any personal property
used or intended to be used to commit the offense”

*Title Title 18 United State Code Chapter 47 section 1028 Fraud and Related

Activity in Connection with Identification Document and Information,
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*'Karl A. Menninger, "IDENTITY THEFT AND OTHER MISUSE OF CREDIT
AND DEBIT CARD," <www.westlaw.com >, 10 March 2006.



54

- o -
Wesdasiuiananavizedeayadouyann (Fraud and Related Activity in Connection with
g - N J o A LI ] o 1

Identification Document and Information) TanguaelF A TisnavAE AT s LRl

1. \Faslleinianans (Document — making Implement) wuntifiaaTasiielan

A = & [ -] 3] = dl o T ' AJ -X dl'
\wresiin guUnsalBidnnaelind vieirresraniameiuasilsunsusineignissneuauiive
Wlunasdpinenansdauymas (Identification  document) LANA19AUYAARLASY Y3a
wrsaatian lienan s’
S g a .

2. vanmsdouqﬂna (Identification document) vlmﬂﬁ\: @WNRANTNADNUTBVIUIUY

laggrunarasiguranans uafs misrtnunialnasessesdy fFunasialsama vieesdns
' ‘J 2/ o

sywinatlszne Weldseysoynan®

3. \anandauyrralasy (false identification document) wunela l@NAN3T9

o e Ly . o
sanlaefiaauviiaduiseniuinaialiduanstefoyraagady
A M Lres o
(a) enansneaniaelailéfuaynynaniguns
: ’ ) < = o ar o [

(b) witsngdnhuenanstsasninavizeldfunisaynyinaniguiaaniy waly

wiamineaunUnAses Funasilsuing wemiieamumvtnasesuessnaiszing vse

Faunaszudnaszina wiambeauidunedguns™

*Title 18 U.S.C., Section 1028(d)(1) “the term “document-making implement”
means any implement, impression, template, computer file, computer disc, electronic
device, or computer hardware or software, that is specifically configured or primarily
used for making an identification document, a false identification document, or another
document-making implement”

®Title 18 U.S.C., Section 1028(d)(2) “the term “identification document” means
a document made or issued by or under the authority of the United States Government,
a State, political subdivision of a State, a foreign government, political subdivision of a
foreign govemment, an international govemnmental or an intemational quasi-governmental
organization which, when completed with information concerning a particular individual,

is of a type intended or commonly accepted for the purpose of identification of individuals”
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*Title 18 U.S.C., Section 1028(d)(3) “the term “false identification document”
means a document of a type intended or commonly accepted for the purposes of
identification of indlividuals that—

(A) is not issued by or under the authority of a governmental entity; and

(B) appears to be issued by or under the authority of the United States Government,
a State, a political subdivision of a State, a foreign government, a political subdivision of
a foreign government, or an international govemmental or quasi-govemmental organiiation"

*Title 18 U.S.C., Section 1028 (d)(4) “the term "means of identification”
means any name or number that may be used, alone or in conjunction with any other
information, to identify a specific individual, including any--

(A) name, social security number, date of birth, official State or government
issued driver's license or identification number, alien registration number, government
passport number, employer or taxpayer identification number;

(B) unique biometric data, such as fingerprint, voice print, retina or iris image,
or other unigue physical representation;

(C) unique electronic identification number, address, or routing code; or

(D) telecommunication identifying information or access device (as defined in

section 1029(e))"
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*Title 18 U.S.C., Section 1028(a)(1) "knowingly and without lawful authority
produces an identification document or a false identification document” ’

Title 18 U.S.C., Section 1028(a)(2) “knowingly transfers an identification
document or a false identification document knowing that such document was stolen or
produced without lawful authority”

*Tite 18 U.S.C., Section 1028(a)(3) “knowingly possesses with intent to use
unlawfully or transfer unlawfully five or more identification documents (other than those
issued lawfully for the use of the possessor) or false identification documents”

*Title 18 U.S.C., Section 1028(a)(4) “"knowingly possesses an identification
document (other than one issued fawfully for the use of the possessor) or a false
identification document, with ithe intent such document be used to defraud the United States”

“Tite 18 U.S.C., Section 1028(a)(5) “knowingly produces, transfers, or
possesses a document-making implement with the intent such document-making
implement will be used in the production of a false identification document or another

document-making implement which will be so used”
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“Title 18 U.S.C., Section 1028(a)(6) “knowingly possesses an identification
document that is or appears to be an identification document of the United States which
is stolen or produced without lawful authority knowing that such document was stolen or
produced without such authority”

Title 18 U.S.C., Section 1028(a)(7) “knowingly transfers or uses, without lawful
authority, a means of identification of another person with the intent to commit, or to aid
or abet, any unlawful activity that constitutes a violation of Federal law, or that constitutes
a felony under any applicable State or local law ; shall be punished as provided in

subsection (b) of this section.”
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“Title 18 U.S.C., section 1028(b) "“The punishment for an offense under subsection
(a) of this section is--

(1) except as provided in paragraphs (3) and (4), a fine under this title or
imprisonment for not more than 15 years, or both, if the offense is--

(A) the production or transfer of an identification document or false identification
document that is or appears to be—

(i) an identification document issued by or under the authority of the United
States; or

(i) a birth certificate, or a driver's license or personal identification card;

(B) the production or transfer of more than five identification documents or false
identification documents;

(C) an offense under paragraph (5) of such subsection; or

(D) an offense under paragraph (7) of such subsection that involves the transfer
or use of 1 or more means of identification if, as a resuit of the offense, any individual
committing the offense obtains anything of value aggregating $1,000 or more during any

1-year period;
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(2) except as provided in paragraphs (3) and (4), a fine under this title or
imprisonment for not more than three years, or both, if the offense is--

(A) any other production, transfer, or use of a means of identification, an
identification document, or a false identification document; or

(B) an offense under paragraph (3) or (7) of such subsection;

(3) a fine under this title or imprisonment for not more than 20 years, or both, if
the offense is committed--

(A) to facilitate a drug trafficking crime (as defined in section 929(a)(2));

(B) in connection with a crime of violence (as defined in section 924(c)(3)); or

(C) after a prior conviction under this section becomes final;

(4) a fine under this title or imprisonment for not more than 25 years, or both, if
the offense is committed to facilitate an act of international terrorism (as defined in
section 2331(1) of this title);

(5) in the case of any offense under subsection (a), forfeiture to the United
States of any personal property used or intended to be used to commit the offense; and

(6) a fine under this title or imprisonment for not more than one year, or both,

in any other case.”
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*Title 18 U.S.C., Section 1028A

“(a) Offenses-

(1) In general- Whoever, during and in relation to any felony violation
enumerated in subsection (c), knowingly transfers, possesses, or uses, without lawful
authority, a means of identification of another person shall, in addition to the punishment
provided for such felony, be sentenced to a term of imprisonment of 2 years.

(2) Terrorism offense- Whoever, during and in relation to any felony violation
enumerated in section 2332b(g)(5)(B), knowingly transfers, possesses, or uses, without
lawful authority, a means of identification of another person or a false identification
document shall, in addition to the punishment provided for such felony, be sentenced to
a term of imprisonment of 5 years.”

65“31"ﬂ:;l,ﬂﬁ'~1ﬂd’WLL‘L|@u'YMﬂ Final conspirator sentenced in credit card fraud ring

1 Http://www.consumer.goviidtheft/cases.htm, (3 November 2005).
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1. The Fair Credit Reporting Act (15 U.S.C.A section 1681- 1681u) ﬁl”ﬁﬁaﬁu
fuEndlduinmsiazdeninindeyarasgninlfiflumuduuasdeaiduneunisinm
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2. The Fair and Accurate Credit Transactions Act 2003 Hdmqilsvasdlunissne
WWe¥ 1 The Fair Credit Reporting Act @1u1s0ilaeiu Identity Theft 1liUsz@ngnmunn
T uaziftusnamsieredaawdewasdestnanudaneWundidamelnng

3. Mail Fraud (18 U.S.C.A section 1341)

4. Wire Fraud (18 U.S.C.A section 1343)

5. Financial institution fraud (18 U.S.C.A section 1344)

6. Computer fraud (18 U.S.C.A section 1030(a)(4))

7. Unauthorized use of a Social Security number (42 U.S.C.A section 408(a)(7)(B))

8. m’mﬁmgﬂulﬁ’%aﬁ’QHGWﬂqnﬁsnﬁuﬁ’lajQnﬁ’mﬁ’mﬂuuﬂmmnm?‘lé’m%
foyareafifriing (18 U.S.C.A section 6821(a))”

dfunaigrinenuda It mstaydangmnatuieunnlnudmnumenin
A ARl Identity Theft iuiu Tnefisnguiszasiudn e Fnufldtns\ideyadaunyana
yasfulnefivau uwiazuansreillmuusdaiinguuiealszasdazduasmaidanalsslon]
farlEFumnnianssinaeuiia W iaegiunisldifeaileldundeiiu ldun Aa. Code
section 13A-8-192 (Alabama), W. Vi. Code 61-3-54 (West Virginia) dauunanaiguaunisld
IelaildFuaymiteilllunsnszinasufing g Wun Del Code Ann title 11

section 854(a) (Delaware), 720 Il. Comp. Stat 6/16G-15 (llinois) Wizaunenaigindi iy

*Ibid.

“Karl A. Menninger, supra note 51.
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*1bid.

®Eric J. Bakewell, Michelie Koldaro and Jennifer M. Tija, "Computer Crime,”

American Journal Law Review, 38 (2000), p. 484.
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“Tite 18 U.S.C., Section 1030(a)(4) “knowingly and with intent to defraud,
accesses a protected computer without authorization, or exceeds authorized access, and
by means of such conduct furthers the intended fraud and obtains anything of value,
unless the object of the fraud and the thing obtained consists only of the use of the

computer and the value of such use is not more than $5,000 in any 1-year period”



64

-‘ ) - l“-‘ a4 ] o '
V) PR emnedenanssnusessuLAenRamefign ilnevTeda mitmuoeu
ae¥glunsLimsnuyAaTIn Mg VRAHTUAIBNINR

o :-l o A o
3. mansyininsfussiamuniazdelnanisniais @afimualiunng 1029)

] i
|

el dswainilapiedeyaduidanmouzaiiongaiy Wadngsruupaniamesiatlaaan
gmnallupnutin 6

(A) e mansTnURensAnTEwI ey viveswinalsuna WiD

®) penfiamesfanangniflasigunatesavigeninnifagniidmiuigunaes

avigaun’

"Title 18 U.S.C., section 1030(a)(5)(A)()) "knowingly causes the transmission of
a program, information, code, or command, and as a result of such conduct, intentionally
causes damage without authorization, to a protected computer;

(i) intentionally accesses a protected computer without authorization, and as a
result of such conduct, recklessly causes damage; or

(ii)y intentionally accesses a protected computer without authorization, and as a
result of such conduct, causes damage; and

(B) by conduct described in clause @), (i), or (iii) of subparagraph (A),
caused (or, in the case of an attempted offense, wouid, if completed, have caused)-

(i) loss to 1 or more persons during any 1-year period (and, for purposes of
an investigation, prosecution, or other proceeding brought by the United States only,
loss resulting from a related course of conduct affecting 1 or more other protected
computers) aggregating at least $5,000 in value;

(ii) the modification or impairment, or potential modification or impairment, of
the medical examination, diagnosis, treatment, or care of 1 or more individuals,

(iii) physical injury to any person;

(iv) a threat to public health or safety; or

(v) damage affecting a computer system used by or for a government entity in

furtherance of the administration of justice, national defense, or national security”
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Tite 18 U.S.C., section 1030(a)(6) “knowingly and with intent to defraud
traffics (as defined in section 1029) in any password or similar information through which
a computer may be accessed without authorization, if--

(A) such trafficking affects interstate or foreign commerce; or

(B) such computer is used by or for the Government of the United States”

®tah Criminal Code, Section 76-6-506(4) "Credit card sales draft’ means any
sales slip, draft, or other written or electronic record of a sale of money, goods, services,
or anything else of value made or purported to be made to or at the request of a card
holder with a financial transaction card, financial transaction card credit number, or

personal identification code, whether the record of the sale or purported sale is
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evidenced by a sales draft, voucher, or other similar document in writing or
electronically recorded and transmitted”

*Utah Criminal Code, Section 76-6-506(5) “ “Financial transaction car " means:

(a) any credit card, credit plate, bank services card, banking card, check
guarantee card, debit card, telephone credit card, or any other card, issued by an
issuer for the use of the card holder in obtaining money, goods, services, or anything
else of value on credit, or in certifying or guaranteeing to a person or business the
availability to the card holder of the funds on deposit that are equal to or greater than the
amount necessary to honor a draft or check payable to the order of the person or
business; or

(b) any instrument or device used in providing the card holder access to a
demand or time deposit account for the purpose of making deposits of money or checks
in the account, or withdrawing funds from the account in the form of money, money
orders, travelers' checks or other form representing value, or transferring funds from any
demand or time deposit account to any credit card account in full or partial satisfaction

of any outstanding balance existing in the credit card account”
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"*Utah Criminal Code, Section 76-6-506 (7) “ “Personal identification code”
means any numerical or alphabetical code assigned to a card holder by the issuer to
permit the authorized electronic use of his financial transaction card”

®Utah Criminal Code, Section 76-6-506.1(1) * “counterfeits, falsely makes,
embosses, or encodes magnetically or electronically any financial transaction card”

"Utah Criminal Code, Section 76-6-506.1(2) “knowingly possesses any |
financial transaction card produced or altered as described in Subsection (1)"

®Utah Criminal Code, Section 76-6-506.1(3) “uses through carbon or other

impressions or copies of credit card sales drafts or through any other means, the
account number or personal identification code of a card holder in the creation of a

fictitious or counterfeit credit card sales draft”
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"Utah Criminal Code, Section 76-6-506.1(4) “signs the name of another or a
fictitious name to a financial transaction card, credit card sales draft, or any instrument
for the payment of money which evidences a financial transaction card transaction”

®Utah Criminal Code, Section 76-6-506.2(1) “knowingly, with intent to defraud,
obtain or attempt to obtain credit or purchase or attempt 10 purchase goods, property,
or services, by the use of a false, fictitious, altered, counterfeit, revoked, expired, stolen,
or frauduiently obtained financial transaction card, by any financial transaction card
credit number, personal identification code, or by the use of a financial transaction éard
not authorized by the issuer or the card holder”

¥'Utah Criminal Code, Section 76-6-506.2(2) "use a financial transaction card,
with intent to defraud, to knowingly and willfully exceed the actual balance of a demand
or time deposit account”

*®Utah Criminal Code, Section 76-6-506.2(3) “use a financial transaction card,
with intent to defraud, to willfully exceed an authorized credit line by $500 or more, or by

50% of such line, whichever is greater”
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®Utah Criminal Code, Section 76-6-506.2(4) “willfully, with intent to defraud,
deposit into his or any other account by means of an automated banking device a false,
fictitious, forged, altered, or counterfeit check, draft, money order, or any other similar
document”
#Utah Criminal Code, Section 76-6-506.2(5) “make application for a financial
| transaction card to an issuer, while knowingly making or causing to be made a false
statement or report relative to his name, occupation, financial condition, assets, or to
willfully and substantially undervalue or understate any indebtedness for the purposes of
influencing the issuer to issue the financial transaction card”
*Utah Criminal Code, Section 76-6-506.2(6) “knowingly, with intent to defraud

any authorized credit card merchant, card holder, or issuer, sell or attempt to sell credit
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card sales drafts to an authorized credit card merchant or any other person or
organization, for any consideration whether at a discount or otherwise, or present or
cause to be presented fo the issuer or an authorized credit card merchant, for payment
or collection, any such credit card sales draft, if;

(i) the draft is counterfeit or fictitious;

(ii) the purported sales evidenced by any such credit card sales draft did not
take place;

(iii) the purported sale was not authorized by the.card holder;

(iv) the items or services purported to be sold as evidenced by the credit
card sales drafts are not delivered or rendered to the card holder or person intended to
receive them; or

| (v) when delivered or rendered, the goods or services are materially different
or of materially lesser value or quality than represented by the seller or his agent to the
purchaser, or have substantial discrepancies from goods or services impliedly
represented by the purchase price when compared with the actual goods or services
delivered or rendered”

®Utah Criminal Code, Section 76-6-506.4 "It is unlawful for any person to
receive, retain, conceal, possess, or dispose of personal property, cash, or other form
representi'ng value, if he knows or has reason to believe the property, cash, or other
form representing Value has been obtained through unlawful conduct described in

Section 76-6-506.1, 76-6-506.2, or 76-6-506.3.”
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3.2.1 Theft Act 1968 wax 1978

AR
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54 2 ﬂ' o L L = ?f 4 LA
nmsenasaia W ldnGminddudunaufianweiyviadu Insaidriannuennig
UaaNaa (deception) Ae Nsyavsansevrduilunisnandemufiasunastudaiaaie
o ' 3

isedanguang Semntisanuiresyprafivaanadseiudon® idu luad R, v. Abdullah nns
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“Theft Act 1968, Section 15

“(1) A person who by any deception dishonestly obtains property belonging
to another, with the intention of permanently depriving the other of it, shall on conviction
on indictment be liable to imprisonment for a term not exceeding ten years.

(4) For purposes of this section ‘deception’ means any deception (whether
deliberate or reckless) by words or conduct as to fact or as to law, including a deception
as to the present intentions of the person using the deception or any other person.”

"qdni wonseaRgys, seadng aa3n uas Sunfaud ussasind, “nistlseney

-, o = [ 1 nl
gInaUnnAtAnIRIINASINgE," 2228130 UNINATHY LANY 21 RBY 1(2545), . 86.

89Samuels, A., "Credit Card and Cheque Card Frauds,” W The Solicitor'Jounal,
2 [ oy 2 2 = AJ
vol,125 Nov. 24,(1981), pp. 758-769., 81911 Rty q59%a, d9udn (Fassnd 11, u. 54
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®Theft Act 1978, Section 1

“(1) A person who by any deception dishonestly obtains services from
another shall be guilty of an offence.”

TauAnG wanstnafqnt , nendns na3n wedunfiad ussasing, droudn
{F9a7707 88, 1. 86.

*Theft Act 1968, Section 16

“(1) A person who by any deception dishonestly obtains for himself or another
any pecuniary advantage shall on conviction on indictment be liable to imprisonment for
a term not exceeding five years.

(2) All cases in which a pecuniary advantage within the meaning of this
section is to be regarded as obtained for a person are cases where-

(a) [repealed];

(b) he is allowed to borrow by way of overdraft, or to take out any policy of
insurance or annuity contract, or obtains an improvement of the terms on which he is
allowed to do so; or

(c) he is given the opportunity to earn remuneration or greater remuneration in
an office or employment, or to win money by betting.

(3) For purposes of this section ‘deception’ has the same meaning as in

section 15 of this Act.”
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*Smith,J.C, “Obtaining By Deception, R.v.Lambie,” Criminal Law Review,(1980)

pp. 725-728., 9l gaiutwg Asita, d29uan [Femssadi 11, . 55.

*Theft Act 1978, Section 2

“(1) Subject to subection (2) below, where a person by any deception--

(a) dishonestly secures the remission of the whole or part of any existing
liability to make a payment, whether his own liability or another's; or

(b) with intent to make permanent default in whole or in part on any existing
liability to make a payment, or with intent to let another do so, dishonestly induces the
creditor or any person claiming payment on behalf of the creditor to wait for payment
(whether or not the due date for payment is deferred) or to forgo payment; or

(c) dishonestly obtains any exemption from or abatement of liability to make a
payment; he shall be guilty of an offence.

(2) For purpose of this section “liability” means legally enforceable liabiliity;
and subsection (1) shall not apply in relation to a liability that has not been accepted or
established to pay compensation for a wrongful act of admission.

(3) For purposes of subsection (1)(b) a person induced to take in payment a
cheque or other security for money by way of conditional satisfaction of a pre-existing
liability is to be treated not as being paid but as being induced to wait for payment.

(4) For purposes of subsection (1)(c) “obtains” includes obtaining for another

or enabling another to obtain.”
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®Theft Act 1968, Section 22(1)

“(1) A person handies stolen goods if (otherwise than in the course of the
stealing) knowing or believing them to be stolen goods he dishonestly receives the
goods, or dishonestly undertakes or assists in their retention, removal, disposal or
realisation by or for the benefit of another person, or if he arranges to do so0.”

“Theft Act 1968, Section 25

“(1) A person shall be guilty of an offence if when not at his place of abode,
he has with him any article for use in the course of or in connection with any burglary,
theft or cheat.

(2) A person guilty of an offence under this section shall on conviction on
indictment be liable to imprisonment for a term not exceeding three years.

(3) Where a person is charged with an offence under this section, proof that
he had with him any article made or adapted for use in committing a burglary, theft or
cheat shall be evidence that he had it with him for such use.

(4) Any person may arrest without warrant anyone who is, or whom he, with
reasonable cause, suspects to be, committing an offence under this section.

(5) For purposes of this section an offence under section 12(1) of this Act of
taking a conveyance shall be treated as theft, and ‘cheat’ means an offence under

section 15 of this Act.”
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*Forgery and Counterfeiting Act 1981, Section 1

“(1) A person who by any deception dishonestly obtains services from
another shall be guilty of an offence.

(2) It is an obtaining of services where the other is induced to confer a benefit
by doing some act, or causing or permitting some act to be done, on the understanding
that the benefit has been or will be paid for.

(3) Without prejudice to the generality of sub-section (2) above, it is an
obtaining of services where the other is induced to make a loan, or to cause or permit a
loan to be made, on the understanding that any payment (whether by way of interest or
otherwise) will be or has been made in respect of the loan.”

Paudni wansEnaRgna, sendng aaiing uazSunRad ussesdal, Frouds
(Feas307 88, . 87.

100Forgery and Counterfeiting Act 1981, Section 5

“(1) It is an offence for a person to have in his custody or under his controt an
instrument to which this section applies which is, and which he knows or believes to be,
false, with the intention that he or another shall use it to induce somebody to accept it as

genuine, and by reason of so accepting it to do or not to do some act to his own or any
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other person's prejudice.

(2) 1t is an offence for a person to have in his custody or under his control,
without lawful authority or excuse, ‘an instrument to which this section applies which is,
and which he knows or believes to be, false.

(3) It is an offence for a person to make or to have in his custody or under his
control a machine or implement, or paper or any other material, which to his knowledge
is or has been specially designed or adapted for the making of an instrument to which
this section applies, with the intention that he or another shall make an instrument to
which this section applies which is false and that he or another shall use the instrument
to induce somebody 10 accept it as genuine, and by reason of so accepting it to do or
not to do some act to his own or any other person’s prejudice.

(4) Itis an offence for a person to make or to have in his custody or under his
control any such machine, implement, paper or material, without lawful authority or excuse.

(5) The instruments to which this section applies are—

(a) money orders;

(j) cheque cards;

(k) credit cards;”
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3. 197N The Criminal Damage Act 1971 section 10(1)'™ 18\ umung

o ] ar LE ) ﬂj ar ] z’; [ 2’/ si'
89A1IN "NINERU (property)” WuNBDY N1z RanduFae AL Al lunsdidunng

PR Fanagivg, ‘nrdelnamneesuiames nguiiswasynseaFuuiny
luﬂsxmﬁé’anqmtmﬂ‘r:mﬂ%‘u," NFAINANNNE, 22 (Hureu 2547), W, 82-83.

"%Matin Wasik, Crime and the Computer (Oxford: Clarendon Press, 1991), p. 75.

o Femagior, S19uda @aasail 102, u. 83.

"The Criminal Damage Act 1971, Section 10 (1) “In this Act “property” means
property of a tangible nature, whether real or personal, including money and—

(a) including wild creatures which have been tamed or are ordinarily kept in
captivity, and any other wild creatures or their carcasses if, but only if, they have been
reduced into possession which has not been lost or abandoned or are in the course of
being reduced into possession; but

(b) not including mushrooms growing wild on any land or flowers, fruit or

foliage of a plant growing wild on any land”
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Refuaslitiudaanaidn Ahiaraduautingruinliidening wu Wad Cox v. Riley
(1986) 83 Cr App Rop 54,0C wazlumd R v. Whitely (1991) Crim LR 436,CA ‘%mqnq:
Analinindauilannumnemuidayaviallsunsuaenfaneffauerainldngmune
wapanwinenld Asdaaniygiiammiagudawlauilafeyaluszuurenfiamefing
cﬁu'fma‘hi‘lﬁ%’ufaury’\mw 1% Computer misuse Act 1990 section 3

Famu Computer misuse Act 1990 "l.ﬁﬁ’ryt@'ﬁm?n?:ﬁ'\ﬁtﬂumwﬁmﬂq
3 AN Ae

1. anufiagrudfadamlsiaaindiuna

M3 1 deyaidan™

(1) ypARaziAYINRe 138

YR Fenntgior. drouda Baessodl 102, v, 84.

107Computer Misuse Act 1990, Section 1.—"(1) A person is guilty of an offence if—

(a) he causes a computer to perform any function with intent to secure access
to any program or data held in any computer;

(b) the access he intends to secure is unauthorised; and

{c) he knows at the time when he causes the computer to perform the function
that that is the case.

(2) The intent a person has to have to commit én offence under this section
need not be directed at—

(a) any particular program or data;

(b) a program or data of any particular kind; or

(c) a program or data held in any particular computer.

(3) A person guilty of an offence under this section shall be liable on summary
conviction to imprisonment for a term not exceeding six months or to a fine not

exceeding level 5 on the standard scale or to both.”
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110Computer Misuse Act 1990, Section 2—"(1) A person is guilty of an offence
under this section if he commits an offence under section 1 above (“the unauthorised
access offence”) with intent—

(a) to commit an offence to which this section applies; or

(b) to facilitate the commission of such an offence (whether by himself or by
any other person}; and the offence he intends to commit or facilitate is referred to below
in this section as the further offence.

(2) This section applies to offences—

(a) for which the sentence is fixed by law; or

(b) for which a person of twenty-one years of age or over (not previously
convicted) may be sentenced to imprisonment for a term of five years (or, in England
and Wales, might be so sentenced but for the restrictions imposed by section 33 of the
[1980 c. 43.] Magistrates' Courts Act 1980).

(3) it is immaterial for the purposes of this section whether the further offence
is to be committed on the same occasion as the unauthorised access offence or on any
future occasion.

(4) A person may be guilty of an offence under this section even though the
facts are such that the commission of the further offence is impossible.

(5) A person guilty of an offence under this section shall be liable—

(a) on summary conviction, to imprisonment for a term not exceeding six
months or to a fine not exceeding the statutory maximum or to both; and

(b) on conviction on indictment, to imprisonment for a term not exceeding five

years or to a fine or to both.”
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11"’Computer Misuse Act 1990, Section 3.—"(1) A person is guilty of an offence if—

(a) he does any act which causes an unauthorised modification of the
contents of any computer; and

(b) at the time when he does the act he has the requisite intent and the
requisite knowledge.

(2) For the purposes of subsection (1)(b) above the requisite intent is an intent
to cause a modification of the contents of any computer and by $o doing—

(a) to impair the operation of any computer;

(b) to prevent or hinder access to any program or data held in any computer; or
(c) to impair the operation of any such program or the reliability of any such data.
(3) The intent need not be directed at—

(a) any particular computer;

(b) any particular program or data or a program or data of any particular kind; or
(c) any particular modification or a modification of any particular kind.

(4) For the purposes of subsection (1)(b) above the requisite knowledge is
knowledge that any modification he intends to cause is unauthorised.

(5) It is immaterial for the purposes of this section whether an unauthorised
modification or any intended effect of it of a kind mentioned in subsection (2) above is,
or is intended to be, permanent or merely temporary.,

(6) For the purposes of the [1971 c.48.] Criminal Damage Act 1971 a
modification of the contents of a computer shall not be regarded as damaging any
computer or computer storage medium unless its effect on that computer or computer
storage medium impairs its physical condition.

(7) A person guilty of an offence under this section shall be liable—

(a) on summary conviction, to imprisonment for a term not exceeding six

months or to a fine not exceeding the statutory maximum or to both; and
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(b) on conviction on indictment, to imprisonment for a term not exceeding five

years or to a fine or to both.”
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